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Dear Mr Brown,

Inquiry into Cybercrime and its Impact on Australian Consumers

The Law Society of Western Australia is grateful for an opportunity to comment on the terms
of reference for the above inquiry. We note that the given parameters subsume -

a) The nature and prevalence of e-security risks including financial fraud and theft of
personal information, including impact of malicious software such as viruses and
Trojans;

b) The implications of these risks on the wider economy, including the growing
economic and security impacts of botnets;

c) An inquiry into the level of understanding and awareness of e-security risks within the
Australian community;

d) The measures currently deployed to mitigate e-security risks faced by Australian
consumers:

I. Education initiatives
II. Legislative and regulatory initiatives

III. Cross-portfolio and inter-jurisdictional co-ordination
IV. International co-operation

e) Future initiatives that will further mitigate the e-security risks to Australian Internet
users; and

f) Emerging technologies to combat these risks.

The scope of these terms of reference seem to us to be very suitable. However we have
some concerns relating to the apparent underlying assumption that the threats posed by, for
example, phishers or users of Trojans or netbots, are homogenous. We would like to
suggest that the inquiry will be more useful if there is a clear appreciation that there are at
least four different maliciously intentioned groups who may utilise cybercriminal methods
against the Australian consumer to attain different ends. Whilst this differentiation may
appear academic, we believe that the resulting harms will justify different legal and practical
approaches. To illustrate-
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