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Appendix D — Commonwealth Computer
Offences

The following offences are contained in the Commonwealth Criminal Code.

Hacking, malware and denial of service attacks with intent to commit a serious
offence - Subsections 477.1(1) and (4)

Knowingly causing unauthorised access to or modification of data held in a
computer or unauthorised impairment of an electronic communication to or from
a computer with intent to commit a serious offence.t

The offence applies where the primary offence, for example of fraud or terrorism,
carries a penalty of five years or more or life imprisonment.2

The penalty cannot exceed the penalty applicable to the primary offence.

Malware infections - Section 477.2

Knowingly causing an unauthorised modification of data with reckless disregard
as to whether the modification impairs or will impair access to, or the reliability,
security or operation of other data.

The offence applies to, for example, the use of the Internet to infect a computer
with malware (e.g. key loggers, Trojans, viruses, worms).

Penalty: 10 years imprisonment.

1 The offence set out in subsection 477.1 (1) applies where conduct is caused by means of a
carriage service and involves an intention to commit or facilitate a serious offence under
Commonwealth, State or Territory law. Subsection 477.1(4) does not require the use of the
Internet and is limited to the intention to commit or facilitate a crime under Commonwealth
law.

2 Subsection 477.2(9) of the Criminal Code.
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Denial of Service Attacks - Section 477.3

Knowingly causing unauthorised impairment of electronic communication to or
from a computer involving either (i) the use of a carriage service; or (ii) a
Commonwealth computer.

This offence covers cyber attacks, such as denial of service attacks, where a server
is inundated with a large volume of emails.

Penalty: 10 years imprisonment.

Hacking password protected data - Section 478.1

Knowingly and intentionally causes unauthorised access to or modification of
restricted data. This offence applies where the restricted data is held in a
Commonwealth computer or held on behalf of the Commonwealth. It also applies
where the conduct is carried out by the means of a carriage service.

This is intended to cover conduct such as hacking into password protected data
held by or for the Commonwealth.

Penalty: maximum two years imprisonment.

Damaging data held on a mobile device owned or leased by the Commonwealth
- Section 478.2

Knowingly and intentionally causing any unauthorised impairment of the
reliability, security or operation of data held on a computer disk, or credit card or
other device used to store data by electronic means that is owned or leased by a
Commonwealth entity.

This offence includes, for example, damaging a computer disc or credit card by
passing a magnet over a credit card.

Penalty: maximum two years imprisonment.

Possession or control of data — Section 478.3
The possession or control of data with intent to commit a computer offence.

This offence is intended to cover the possession of a program or a root-kit that
enables a person to hack into another person’s computer system, impair data via a
malware infection or impair electronic communications via a DDOS attack.

Penalty: maximum three years imprisonment.
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Production and supply of data — Section 478.4
Producing, supplying or obtaining data with intent to commit a computer offence.

This offence is intended to cover the production and/or supply of data to be used
in a computer offence.?

Penalty: maximum three years imprisonment.

3  AGD, Submission 44, p.19.






