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Further submission - Inquiry into the capability of law enforcement to respond to cybercrime 

Dear Committee, 

The Australian Charities and Not-for-profits Commission (ACNC) welcomes the opportunity to provide 
additional information to the inquiry into the capabilit y of law enforcement to respond to cybercrime. 
The following comments are in addition to the submission lodged on 14 December 2023 and published 
on the inquiry website as submission number six (06). a copy of which is attached at Appendix A. 

For the Committee's benefit, this supplementary submission includes: 

(a) more recent information about the context in which charities operate 
(b) learnings from the ACNC's cyber securit y reviews conducted in 2024-25 
(c) a summary of our efforts to build charities' cyber resilience, including through collaboration with 

other government agencies. 

I trust this further information will assist the Committee in its work. If you have questions about this 
submission, or any matter that the ACNC cou ld assist with please contact 

Yours sincerely, 

Cate Bennett 

Acting ACNC Commissioner 
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Context 

Australia’s registered charity sector includes a diverse range of almost 64,000 organisations. Charities 
collect and hold significant amounts of sensitive information of interest to cybercriminals.  This includes 
personal data about the people charities help, as well as information about employees, donors and 
volunteers. Consistently, almost half of notifiable data breaches reported to the Office of the Australian 
Information Commissioner are the result of cyber security incidents.1 

Many charities are highly vulnerable to data theft, scams and cybercriminals.2 In our first submission, the 
ACNC advocated for government support and interagency collaboration to build and maintain robust 
cyber-secure environments for charities to address these threats.  A lack of funding to help charities build 
cyber resilience continues to put donor data and sensitive information at risk.3 Under-resourced charities 
lack funds for up-to-date technology or staff training,4 so they will often rely on third party IT providers 
and as studies show, this type of outsourcing could potentially expose the charity to a large-scale data 
breach.5   

The additional information in this submission calls attention to the significant risks that persist, and the 
ACNC’s efforts since 2023 to help charities better protect themselves against cybercrime. 

Reports published since 2023 have shown small to medium charities are most at risk of falling victim to 
cybercrime.6  Unlike better-resourced organisations, small to medium charities have more limited 
resources and expertise to implement preventative measures, pay for insurance, or respond to cyber 
security incidents when they occur. 7  

Charities reliance on donations from the public to operate requires a high level of engagement both 
online and in person to build and maintain the trust required to garner ongoing support. This high 
engagement also makes charities obvious targets for cyber criminals and the consequences of a 
cyberattack can be particularly damaging to charities as it erodes the trust earned adversely impacting 
donor support.8 

Cyber risk reviews conducted in 2024-25 

In the past two years the ACNC has undertaken cyber security risks reviews9 to better understand cyber 
security risks and identify key areas where charities could strengthen their governance to minimise these 
risks.  

The ACNC selected 25 charities based on their size, activities, source of revenue and beneficiaries, and 
asked them to advise us of: 

• cyber risks (or breaches) the charity had identified  

• how the charity protected itself from cyber-attacks 

 
1 Office of Australian Information Commissioner, Notifiable data breaches publications, www.oaic.gov.au/privacy/notifiable-data-

breaches/notifiable-data-breaches-publications  
2 ‘Cyber security for charities and not-for-profit organisations ‘, Australian Signals Directorate (Web Page,18 May 2024) 

<https://www.cyber.gov.au/about-us/view-all-content/news-and-media/cyber-security-charities-and-not-for-profit-organisations>. 
3 Australian Council for International Development, ‘Lack of funding leaves sensitive charity data exposed’, (Media Release, 20 May 2024) 

< https://acfid.asn.au/lack-of-funding-leaves-sensitive-charity-data-exposed/ >.      
4 Infoxchange, ‘Digital Technology in the Not-For-Profit Sector Report’, (2024 report, November 2024)  

<https://www.infoxchange.org/sites/default/files/digital_technology_in_the_not-for-profit_sector_report_2024_-_infoxchange_0.pdf>. 
5 Office of the Australian Information Commissioner, ‘Notifiable Data Breaches Report: Jan-June 2024’,  (Web Page, 16 September 2024) 

<https://www.oaic.gov.au/privacy/notifiable-data-breaches/notifiable-data-breaches-publications/notifiable-data-breaches-report-
january-to-june-2024>. 

6 Australian Institute of Criminology , ‘Cybercrime in Australia 2023’, 4<https://www.aic.gov.au/sites/default/files/2023-
07/sr43_cybercrime_in_australia_2023_v2.pdf>.  

7 CyberCX, ‘Cyber Intelligence Insights, Australian Charities’,  December 2023, < connect.cybercx.com.au/l/1069042/2024-06-
09/2c72jjx/1069042/1717909486egiSNrJg/CyberCX Australian Charities Cyber Intelligence Insights Report Publi.pdf>.> 

8 Ibid 
9 Australian Charities and Not-for-profits Commission, ‘Cyber security risks’, Compliance Reviews (Web Page) <www.acnc.gov.au/raise-

concern/regulating-charities/compliance-and-enforcement/compliance-reviews#section-12754>. 
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• the steps the charity would take, or has taken, in the event of a cyber security incident. 

The reviews found that smaller charities were less likely to have an advanced approach to cyber security. 
This included lacking appropriate policies and procedures on data management and retention, including 
when working with third parties (including contracted service providers), and not having a plan to 
respond to cyber incidents. 

Charities with robust information and data management policies and procedures in place, as well as 
governance that enabled and supported board members in driving strong cyber governance practices 
and promoted a strong culture of cyber security awareness were more cyber resilient.  

This lends further support to our view expressed in our first submission, that charities would benefit from 
further government support to uplift cybersecurity.10  

Building charities’ cyber resilience in collaboration with other government agencies 

The ACNC uses findings from compliance reviews to inform improvements to our guidance offerings to 
registered charities. We also seek out partnerships with other government agencies and regulators who 
have expertise in those areas where charities are at risk, including cyber risks.  

Since our submission in December 2023 the ACNC has undertaken a number of initiatives to help 
charities uplift their cyber resilience. This has included: 

• partnering with the Australian Signals Directorate (ASD) to improve our cyber security governance 
toolkit 11 

• working with ASD on their cyber security education campaign focussed on charities through our 
monthly newsletter 12 and social media, as well as recording a joint podcast with the Assistant 
Director-General Technical Threats and Visibility, ASD 13 

• publishing guidance on charities and artificial intelligence 14  

• Partnering with the Office of the Australian Privacy Commissioner (OAIC) to record a joint podcast 
with Privacy Commissioner, Carly Kind to discuss protecting sensitive data 15 

Collaboration allow us to leverage knowledge and expertise of subject matter experts across government 
and deliver targeted messaging directly to charities through ACNC communications channels, signposting 
the best guidance to support building cyber resilience. 

Australia’s not-for-profit sector averages one cyberthreat every six minutes.16  2024 saw a dramatic 
escalation in cyber threat activity, growing vulnerabilities and active exploitations.17 The ACNC is 
committed to working across government to assist registered charities focus on emerging threats and 
build cyber resilience.    

 
10 Australian Charities and Not-for-profits Commission, ‘Submission No 6 to Parliamentary Joint Committee on Law Enforcement, Inquiry 

into Capability of law enforcement to respond to cybercrime (14 December 2023) [14] and [17] 
<https://www.aph.gov.au/DocumentStore.ashx?id=c186c2d9-22a5-4f02-a8c4-56139765cdb0&subId=750957  >. 

11Australian Charities and Not-for-profits Commission, ‘Cybersecurity’, Governance Toolkit: Cyber security (Web Page)  
<www.acnc.gov.au/for-charities/manage-your-charity/governance-hub/governance-toolkit/governance-toolkit-cyber-security>.  

12 Australian Charities and Not-for-profits Commission, ‘Assessing your charity’s risks is the first step to combating cyber threats’ , The 
Charitable Purpose, 9 November 2023 and ‘Building cyber resilience is everyone’s responsibility’, The Charitable Purpose, 11 April 2024  

13  ‘ACNC Charity Chat podcast 32, 6 May 2024’, Charities and Cyber Security (Australian Charities and Not-for-profits Commission 6 May 
2024) <https://www.acnc.gov.au/tools/podcasts> 

14 Australian Charities and Not-for-profits Commission, ‘Charities and Artificial Intelligence’, Charities and Artificial Intelligence (Web 
Page) < www.acnc.gov.au/tools/guides/charities-and-artificial-intelligence>. 

15 ‘ACNC Charity Chat podcast 33, 27 March 2025’, Charities and Privacy (Australian Charities and Not-for-profits Commission 27 March 
2025) <https://www.acnc.gov.au/tools/podcasts>. 

16 Australian Signals Directorate, Australian Cyber Security Centre ‘Cybersecurity for charities and not-for-profits’  Protect Yourself (Web 
Page, 12 March 2024) says “cyberthreats are on the rise in Australia, with charities and not-for-profits prime targets for cybercriminals” 
with nearly 94,000 cybercrime reports received in 2022-2023 financial year. <https://www.cyber.gov.au/protect-yourself/staying-secure-
online/cybersecurity-for-charities-and-not-for-profits> 

17 Price Waterhouse Coopers, ‘Cyber Threats 2024: A Year in Retrospect’, Charting a Course (Web page, 11 April 2025) 
<https://www.pwc.com/gx/en/issues/cybersecurity/cyber-threat-intelligence/cyber-year-in-retrospect.html> 
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Appendix A - ACNC submission to Joint Committee on Law Enforcement: The capability of law 
enforcement to respond to cybercrime (published) 
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Inquiry into the capability of law enforcement to respcmd to cybercrime 
Oommittee Secremry 
Parliamentary Joint Committee on l..aw Enforoement 

14 December 2023 

Submmted Online.: ]he qmabjli\Y Qf raw enfm;ement to respond to cypen;;rime Parti11ment oJ 
Ausualia (aplil,gov_a111) 

Oi..- reference: ACNCSU B2023"013 

1_ 1he Australian Oharilies and Not-for-profits Commission (ACNC) welcomes the 
opportunity to comment on the Parliarnenrary Joint Committee ,on Law 6nforcement's 
lnqlliry into the ~ability of law enforcement to respoad to cybercmle. 

2_ We have addressed only the terms of reference that we consider are relevant lo the 
ACNC's role as tile nationa1 regulator of charities_ 

About the ACNC and 11he cilarity sector 

3_ 1he ACNC is tile national regulator of charities est.a.~tshed by the Australian Charities 
8.lld Not-for-profits Commfssian Act 2012 (Clti) (AC.NC Act)_ The olljects of ltie ACNC 
Aot are to: 

a_ maintain, protect and enhance public trust and confidence in lhe Australian not-for­
profit sector; alld 

b_ support and sustain a robust, vibrant, independent and innovative Australian not-for­
profit sector; alld 

c_ promote lhe reduction of unnecessary regulatory obligations on the Ausbralian raot­
for-profil sector_ 

4_ Currently, lhe ACNC has oversight of around 60,IJOO registered chmities_ The ACNC 
does not have oversight offhe wider not-for-profit sector_ These charities vary 
coosideirably in size, role, and function_ Cllmffies are a wal part of our comm1mity and 
economy_ Registered charities employed over 1 Al2 minion people 1 and reported revenue 
of $190 billion ira the 2021 reporting period_~ While some charities are large and well­
kno'Ml emities, most charities are very small, volunteer-run ,oi;ganisations_3 

' Aus.1ra1ian Charities and Not-fur--pro'fits COIDllis.sion, A~ian Cb~ Reporl:-9ih edifml. 2012.5, 19. 
2 lbicl. 24_ 
' lmd, 12; 19-21. 
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5. Given the groups they serve, we expect that the vast majooty of charities hold personal 
information, including financial and sensitive information. The sensitive information of 
charity beneficiaries, far example, may indude financial information, health concerns, 
crimi11al records, or rer gious affiliations. Unauthorised access to this information coL.dd 
have significant consequences for individuals, as well as disrupt the operations of 
charities and fX)tentialty damage the reputation of the sector. 

6. Recent examples include the 2020 attack on a vendor used by Save the Children,~ the 
2022 attack of The Smith Family, 5 and the recent attack of Pareto Phone. 6 INews 
reporting regarding the hack of Pareto Phone indicates that the personal data of tens of 
thousands of donors to large charities, suah as the Fred Ho[lovvs Foundation, Cancer 
Council and Canteen, was published. 7 

7. 111 Austrafia, 8% of respondents to the 2023 State of 1he Sector Report. for Nonprofits 
reported a cybersecurity incident in the previous 12 months. 8 It is not olear if 1his low 
percentage is because: 

a. attackers are not interested in Australjan charities, compared to UK charities, 

b. Australian charities do not have the capabi ity to identify attacks, a 
c. oharities are not self~reporting about data breaches, where they are not obliged to 

notify the Office of the Austrarian Information Commissioner under the Privacy Ad 
1988 (Gth). Many smal er oharities may not be oovered underthis Act 

8. Despite this, lnfox:change's 2023 survey into how not-for-profit organisations use digital 
technology report found that: 9 

a. 23% of aganisations mreported having effective processes to manage information 
seourity risk"; 

b. 12% of respondents agreed that they were regularty conducting cybersecurity 
awareness training, and 

4 Save the Chi ldren (2020). Save fhe Chifarai Slafement an fJJackba!ld Seourity Breach. 
-dhlm-tfwww HYethecbifdrgp omluslsbout-uWJeEti~a ad-uew51202P:Press-relearestave-4b e-childreoalvteme;ak?n­
blackbauct-se,c\Jrily-ilrea.ch». 

5 ABC News (22 November 2022}. The Smifh Family says details of around 80,GOO OClll'lar"S may haJVe beell exposed in 
hacking affaGII:. <lhUps:llwww.abc.net..aulnews/2.022- 11 -221smitlh-family-ch.arity-cyber~rime-hacke;rs-donor-
deta.ilsf1 a 1683860>. 

G ABC News (23 ALI(lus 2023). Thousands afdanora to A!IBf.raE,m charities, includ"mg Ganeer Council and Can.teen, 
have data feaked to darlc web. <htlps:Jl'wwN..abc.nelau/new.s'2:02l-OS-23fgld--charity"don[l;fS-da~-web-cyber­
prjmjq9 ISJ'.PS rgtg-plJ9gg£1 Q27·57 t Q4>. 
7 ABC ews (21 Oc>.ober 2023). Pareto Phone, telemaraeJeratClelillTe of charity cyber haci! which farge.tedl£ns of 
lha!J&ands of Aw.lTa.lran danora, caJfapses. <llttps:Jlw-.vw .abc.neLs.uln,ews/2023- 10-21 f9'd-paretpjplu:me-charj;ly-h.ack­
cyber-criminalf103002650>. 

9 Charity Research Centre AU. state aflhe Sec/Dr 2023. 1. <h.ttps:J/www..uwa.edu.au\lscliools/-lme,drafCenl:re-fulr­
Publ[c...ValueJResou:raes/230006-State-of-lhe-Seclor-Report. pdf>. 

9 lnfuxchan;;ie. Digital Techno1ogy in the NoJ:-for-profif Sedor Report 2023, to, 
<hllps:l lw#w.infoxch.ange .org/aufcfigjta:1--leclmology-not-for-profit-sedor>. 
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c. only 23% of respondents agreed that they had meffective processes to manage 
information security related risks~ and 52.% partially agreed. 

9. Nevertheless, one in four organisations responded that they were prioritising improving 
their data protection and cybersecurity practices.10 

10. Another survey of CEOs of not-for~ofrt organisations found that 30% of respondents 
were not considering or had not made progress on establishing a program to uplift their 
organisation's cyberseourity or privacy measures. 11 

1. Charities typically have limited resources to call on to respond to anything regarded as 
add"rtional operational requirements and expenses. The Paying what it takes.· Funding 
indirect costs to create long-term impact report found that Australian businesses spent 
on average 1.8 - 3.6 times more per employee than the not-for-profits examined in the 
report.12 One reason may be that explicit funding for administrative costs, including 
cybersecurity, is not corrmonly provided. However, as our website notes,. administration 
costs are not a useful measure of the effectiveness or impact of charities.13 

12. The ACNC's ninth Australian O,arities Report found that total expenses for charities had 
increased by $7.1 billion to $174.13 billion in the 2021 reporting period.14 Olher expenses, 
whioh indude operational costs, constitute 37 .1 % of all IDipenses for the charities 
seotor.15 

13. Also, the sector is av.rare that the community expects charities to expend their resources 
on their purposes and can be critical of charities pe:roetved to be 'wasting' resources on 
administrative expenses.16 Oharities may find it diffioult to balance the need to spend on 
important administrative costs con-pared to their oharitab e programs. 

Coordination efforts across law enforcement, non~govemrnent and private sectOI" 
oiyan ·sations to respond to the oonduct of cybercli mes and risks of ,cybercrirne 

14. To support charities, the ACNC has published a Governance T odlkit covering 
cybersecurity and associated resources... [t includes a self-assessment tool and 

10 Ibid, 20. 
11 PINC, Pw,:; Australia 's 3rd ArviuaJ Not-for-ixofit CEO Survey. Q. < nllps:l/www.pwc.eom.au/about-ucS.lsocial­
impaclt110t-.for-prolil.-oeo-survey .him!>_ 
•~ Centre for Social [mpact, Phitantlmipy Australia. and Social Veniures Ausiralie (March 2022} Paying what it talces: 
Funding indirect costs: lo =te I011g-1Erm impact. 21-22, <hltp-s://\llww.social'o'entures.com.aulwmk/paylng-wnat-it­
takes-n!<portl>. 
13 ACNC. Charities and administration costs. <https·/fwww amc goy au{for-ooblrqyogerytand'jng-chatjtjesjcharitje;s-­
.endtacfministmlion :SP:al5> M 

14 ACNC, Jfastrafian Char,lies Report (001 ed). 2023, 26. 

,~ [bid, 36 .. 

16• See. foc example. Social Ventures Australia Bild the Centre for Social pact, "Paying What It Takes: Funding 
lodires QgsJs to create LoosMIIIJ Jmpac!' (2022) 37. 
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cheddist17 The ACNC, where possible, works with other agencies to ensure this 
guidance remains up to date_ We are also considering other ways we can reaoh out to 
charities regarding cybefSecurity, i r10l.uding with other agencies where possible_ 

15_ Oharities have a comparable 111eed to the private sector fa support and guidance to 
et1hance data security practices, procedures, and infrastructure_ In our view, ttie needs 
of charities may be more acute because of the constrai111ts on their spendi,g and given 
the faotors oulfi ried above_ As a result, charities may require furthN support in 
establishing soL11d cybersecurity and privacy practices_ 

16_ Overseas examples iricude the Gybe, security: Small charity guide published by the 
UK's National Cyber Security Ceritre_18 

17 _ We consider that specific charity-focused support may be required from law 
enforcement and private sector organisations, as '!Nell as other government agencies, to 
support charities to respond to and manage the risks of cyberorime_ 

Emerging cybe.-aime threats and challenges affecirng Australian entities and individuals 
includi, g the scale and scope of cyberorimes conducted in Australia or against 
Austrnlians 

18- Of the charities mich responded to the UK 21123 Cyber Seourity Breaches Survey, 24 % 
nad identified a cyber breach or atfaok in the 12 monttis leading to the survey_ This 
represents a decrease from the result rn 2.022,, where 30% of charities reported 
identifying a breach or attack_ 19 As the authors of that report note, it is not dear if this 
refleds a decrease in the number of attacks or if organisations had become less 
capable of identifying breaches or attacks_ This may be related to a decrease in the 
peroentage of charities seeir19 cyhersecurity as a high priority perhaps due to competing 
priorities_ 2D 

19_ Given the oontex:t described above and at [5] - [12], there is a risk that Australian 
charities v.~I increasingly be seen as an ~easy" or "soft" taget, and that the percentage 
of charities experiencing cyberattacks \'Viii increase_ 

Prevention and education approaches and stra egies to reduce the prevalence of 
victimisation thrnugh cyberoliime 

20_ The ACNC acknowledges the impcrtance of promoting information privacy and sees 
sound records management as part of good governance_ We also acknowledge fhat the 
pub:lic is beoomirig increasingly concerned about the wlnerabil ity of the large amounts 

17 ACNC, Governance TooJkit Cyber Security. <h.tips:JJwww.acnc_QtJv_aulfor-cha.rifiestmanage-your­
charityJgovemance-bublgD11eman~cfkit/govemanoe-toolktt-q,l>e1r-sewrity>. 

,s Nalional Gyber Security Centre. Cyber security: Small charity guide, <htjps;Uwww neg ggy ykfwDeoJiqnlgharjty> -
15 Maddy EU 811d Emma Jotu,s (Hl April 2023). OflfoiaJ Statis!ics Cyber Security Brea~ S~y 2023, Cha;pler4: 
Prevalence am:I mipact of breaches or altao'ks. <h.ttps:Jlwww.gov_uk/govemment/statisticslcyber-security-breache-s­
su.rvey-2023.lcyber-security-bf"Baches-s.urw,y-2023#ehapter-4-p,reval ence-an:d-impact-of-breache5--0ll"-attaeks> _ 
211 I bid, Chapter 2: Awareness an<I attitudes_ 

acnc.gcw.au 
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of personal and sensitive information held digitally by government, private sector, and 
community seotor organisations, fo[lowing several high-profile data breaches. If the 
community is confident that charities are handli~ personal information oorreotly, it 1A1 II 
enhance trust and confidence in the Australian not.fa-profit sector. 

21. Further government support may be required to support charities to uplift their 
cybernecurity praotices. We are aware that there have been government grants 
avaclable to s~port small and medium sized enterprises to invest in their cybersecurity. 
Similar measures may be useful for charities. 

Next steps 

22. If yoo have queries about this submission please contact , Legal and 
Policy, , or , Aoti ng Policy Manager, Legal 
and Policy, 

Commissioner 
Australian Oharilies and Not-for -profits Corrimission 
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