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Provision of reasonably necessary assistance under section 313 of the Act
Subsections 313(3) and 313(4) of the Act require carriers, carriage service providers and carriage
service intermediaries to give officers and authorities of the Commonwealth and of the States and
Territories such help as is reasonably necessary for the following purposes:
(a) enforcing the criminal law and laws imposing pecuniary penalties;
(b) assisting the enforcement of the criminal laws in force in a foreign country;
(c) assisting the investigation and prosecution of crimes within the jurisdiction of the International
Criminal Court (within the meaning of the International Criminal Court Act 2002) and Tribunal
offences (within the meaning of the International War Crimes Tribunals Act 1995);
(d) protecting the public revenue;
(e) safeguarding national security.
Carriers, carriage service providers and carriage service intermediaries must comply with the
requirement to provide reasonable assistance on the basis that they neither profit from, nor bear the
costs of, giving that help.7 However, they are not required to report on agency requests for assistance
made under section 313 of the Act.
In line with guidelines set by the government8, Commonwealth agencies report to the ACMA on the
use of subsection 313(3) for the lawful disruption of access to online services. State and territory
agencies are encouraged to also report. In the 2017–18 financial year, the ACMA actively sought
information from Commonwealth and selected state and territory agencies on whether they had used
subsection 313(3). However, none reported using that provision.9

Conclusion
As the national regulator for telecommunications, we have an ongoing interest in the availability and
reliability of telecommunications information held by industry to support law enforcement and national
security agencies charged with protecting our communities.
The ACMA has not had cause to undertake any investigations into compliance with the data retention
obligations and does not have evidence that suggests any deficiencies in the effectiveness of the
regime.
The ACMA notes that the Department of Communications and the Arts has policy responsibility for
Part 13 and section 313 of the Act. The Information Commissioner is responsible for monitoring
compliance with the record-keeping aspects of Part 13 of the Act.
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See subsection 314(2) of the Act. Cost recovery arrangements are managed directly between the relevant carrier or carriage
service provider and agency.
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Department of Communications and the Arts, Guidelines for the use of section 313(3) of the Telecommunications Act 1997 by
government agencies for the lawful disruption of access to online services, available at:
www.communications.gov.au/documents/guidelines-use-section-3133-telecommunications-act-1997-government-agencieslawful-disruption-access
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ACMA, Communications report 2017-18, available at: https://www.acma.gov.au/theACMA/communications-report
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