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Senate Legal and Constitutional Affairs Legislation Committee
Criminal Code Amendment (Deepfake Sexual Material) Bill 2024 [Provisions]

Committee members of the Senate,

We appreciate the opportunity to provide our thoughts on the Criminal Code Amendment
Bill aimed at addressing the challenges posed by deepfake technology and the widespread
use of Generative Al. The RMIT Enterprise Al and Data Analytics Hub (the Hub) is a multi-
disciplinary research group within RMIT's College of Business & Law. Our mission is to
translate Al research into sustainable solutions that help organisations navigate the
challenges of technology acceleration and a volatile business environment. We focus on Al
strategy development and implementation, with a strong interest in social impact, talent
development, and sustainable practices. It is from this perspective that we offer our insights
and recommendations on the bill.

We support the bill’s intention to protect individuals from the harms of material created
using new digital technologies, including Generative Al techniques and its variations. To the
best of our understanding of the bill, we encourage the committee to further consider the
following:

1. Punishment for Individuals with Limited Knowledge

The bill currently states that a person can commit an offence if they transmit material
depicting a sexual pose and are “reckless as to whether the other person consents to the
transmission.” The definition of recklessness includes “not giving any thought to whether or
not the person is consenting.” This could potentially lead to the punishment of individuals
with limited knowledge about deepfakes. For instance, a person might believe a deepfake
video or image of a celebrity is genuine and share it without realising that it lacks consent.
Given that some celebrities have previously shared such materials consensually,
distinguishing new deepfakes could be challenging for the average person. We recommend
revisiting the definition of recklessness to ensure that individuals who lack the necessary
knowledge about deepfakes are not unfairly penalised.

2. Responsibilities of Carriage Services

The current amendment does not outline the responsibilities of carriage services, such as
social networks and other platforms used to transmit materials. While it is challenging for
social media platforms to automatically verify the authenticity of all uploaded materials,
they should have a duty of care. This duty should include implementing necessary
safeguards, such as screening processes to detect deepfakes and removing such content
promptly. Establishing clear responsibilities for these platforms is essential to prevent the
distribution of harmful deepfake materials and aligns with our commitment to sustainable
and ethical Al practices.
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3. Revocation of Consent

The amendment should address scenarios where an individual initially consents to the
distribution of sexual material but later revokes that consent. It is unclear how the timing of
consent and its revocation would impact the legal process. For instance, if a person consents
to the distribution now but revokes it a few months later, the legal framework should clearly
articulate the implications. We recommend including provisions that detail the process and
consequences of revoking consent at a later stage, ensuring that individuals’ rights are
protected throughout.

4. Impact of Identity Theft and Fake Accounts

Hacking and identity theft are prevalent on social media and even verified accounts of high-
profile individuals have been compromised. This reality complicates the accurate attribution
of crimes involving deepfake materials. There is a risk that an innocent person’s account
could be hacked and used to distribute illegal content, or a guilty person could claim their
account was hacked to avoid responsibility. The amendment should address the challenges
of proving account authenticity and origin of the distributed materials, ensuring robust
measures are in place to verify such claims and protect individuals from malicious activities.

5. Technological Challenges in Detection and Attribution

Detecting deepfake content has seen advancements through technologies like convolutional
neural networks (CNNs) and recurrent neural networks (RNNs). Despite these
improvements, deepfake creation techniques continue to evolve, making detection
increasingly difficult. Effective training of detection models requires large, diverse datasets,
which are currently insufficient. Additionally, achieving real-time detection without
compromising accuracy remains a significant challenge due to the substantial computational
resources required. Furthermore, tracing the creators of deepfakes is complicated by
anonymity tools such as VPNs and TOR networks, and the global nature of the internet.
Therefore, substantial resources and international cooperation are necessary to effectively
trace and hold deepfake creators accountable.

We commend the effort to address the serious issues posed by deepfakes and generative Al
technology through this amendment. By considering the above recommendations, we
believe the legislation can more effectively balance the protection of individuals' rights with
the practicalities of technological and legal enforcement. This approach aligns with our
mission to develop and implement Al strategies that have a positive social impact and
promote sustainable practices.

Thank you for your attention to these critical issues. We look forward to the continued
development of robust policies to manage the impact of advanced technologies on society.

Yours sincerely,
RMIT Enterprise Al and Data Analytics Hub



Criminal Code Amendment (Deepfake Sexual Material) Bill 2024 [Provisions]

Submission 16
Enterprise Al and
Data Analytics Hub

UNIVERSITY

Contact information

For further clarification on our response, please contact the RMIT Enterprise Al and Data Analytics

Hub at ai.analytics.hub@rmit.edu.au. Authors: Dr Shahriar Kaisar, Dr Chao Chen and Professor Kok-
Leong Ong.
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