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ANU now has a growing security workforce and a purpose-built facility—the Information Security
Office—dedicated to foreign interference and cybersecurity. During the first year of the program,
ANU deployed a range of operational capabilities that have not only helped secure our community but
also fended off attacks on other universities and assisted Government agencies. To the best of our
knowledge, there is no comparable capability—one that covers the above mission areas under a single
command structure with direct reporting oversight by a Vice-Chancellor—across the Five-Eyes. Nor
any with the level of trust and cooperation with intelligence services that ANU enjoys.
We have provided further details of our program, including the strategic approach to foreign
interference, later in this document.
ANU assigned our Chief Information Security Officer (CISO) as the Chief Security Officer (CSO) for
foreign interference and our Deputy Vice-Chancellor (Research and Innovation) (DVCRI) as the risk
owner for foreign interference in research. New due diligence and risk assessment processes now
cover all foreign collaborations and continue to be refined. DVCRI is the chair of our newly formed
Foreign Interference Advisory Committee (FIAC), which meets regularly to assess and make
determinations on foreign collaborations, gifts, appointments and other international agreements
where other similar conflicts of interest may arise.
The University takes a country agonistic approach to our foreign interference countermeasures.
However, we also collaborate with industry specialists and with sources inside high-risk countries
who, in combination with our analysts, assess the potential for foreign interactions to be paths of
foreign interference and espionage or where there is potential for conduct and outcomes that may be
contrary to our values or the national interest. The FIAC also takes into account our legislative
responsibilities under the Foreign Influence Transparency Scheme, the new Australia’s Foreign
Relations (State and Territory Arrangements) Act 2020, Defence Trade Controls Act and the UFIT
guidelines.
Operational security, due to the nature of the challenges we face, necessitates the need to maintain a
high degree of discretion concerning security matters and in particular in our deep partnership with
government agencies. As a rule, the University is unable to comment publicly via open source
reporting on specific cases involving members of the ANU community or foreign interference more
broadly.
We have also been able to offer lessons from our journey and growing expertise in information
security to the sector as well as continuing to support the call to action by Government on foreign
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there was a strong case for removing ANU researchers from engagements with high-risk countries in
critical or sensitive fields of research, particularly if appropriate risk mitigations could not be enacted.
The FIAC’s due diligence process—that seeks to balance a range of risks and includes a range of
perspectives including security, reputation, national interest and values—reflects this feedback.
To support the FIAC, ANU established an analysis capability within its Information Security Office.
This capability uses a range of industry partners, data sources and linguistic support to form
assessments on any international counterparty. Generally, while we individually tailor each
assessment, we seek insights on the counterparty’s institutional or personal:







links to foreign intelligence services
links to foreign military
activities which may represent illegal technology transfer or intellectual property theft
financial impropriety
activities which may affect Australia’s economic, security or social wellbeing
activities which are contrary to ANU values.

ANU views foreign interference as a human-centric challenge. One, which like all aspects of
information security, forms at the nexus of people, process and technology. It requires us to
understand the motivations, behaviours and decision-making norms of our community; as well as the
shifting threat landscape in which we find ourselves operating. In our experience, foreign threat actors
will use a range and mix of overt and covert approaches to achieve the intelligence and national aims
of their respective countries. Consequently, for ANU foreign interference is a set of interconnected
vectors designed to access people and information, necessitating the need for a unified and centrally
managed security capability. While there is a range of risk owners depending, on the nature of the
threat, there is one coherent supporting set of countermeasures and safeguards.
As a strategy for countering foreign interference, we are establishing a set of capabilities aligned to
the most common vectors that we have seen on campus or can reasonably predict based on the
experience of other institutions. Broadly speaking they fall into either cyber operations, research
interference or human and policy based operations. The diagram below shows some of the vectors of
interference we have dealt with over the past two years and the measures we have currently or
planned to deal with them.

Cyber Security and the Information Security Office
Our cyber security program aligns to the controls in the Commonwealth Information Security Manual
(ISM) with a target state to implement the so-called ASD Top 37 mitigations (which includes the
essential eight) by the end of 2022. In addition, we utilise the broader cyber security framework
published by the National Institute of Standards and Technology (NIST), which covers governance,
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supply chain security and workforce development. Our CISO is the risk owner for cyber security and
reports directly to the Vice-Chancellor. The CISO is also the head of the Information Security Office
which is a unified capability structure covering all aspects of information security, including foreign
interference. The Office has a range of capabilities underneath it which currently covers:










Threat detection and vulnerability management
Forensics and investigations
Cyber engineering
Information security design and architecture
Information security culture and outreach
Intelligence and analysis – covering fraud, insider threat and foreign interference
Supply chain security
Security program support.
Information security governance

The Information Security Office is also the primary point of contact for Government agencies
working with ANU, sector and industry partners on security topics. The Office also engages with the
University’s Research Services Division, Information Technology Services, Facilities and Services,
Human Resources, Student Administration and Finance areas to ensure we take a whole-of-enterprise
approach to all information security-related matters.

Foreign Interference Advisory Committee (FIAC)
The FIAC is the University’s decision-making body for all foreign interference matters pertaining to
research and international engagement. It is a sub-committee of the University Research Council. The
FIAC’s standing members include the DVCRI (as chair), CISO, Deputy Vice-Chancellor Academic,
Vice President Advancement, Vice President Global Relations and Dean of Higher Degree Research.
FIAC has two rotational positions consisting of two College Deans and supported by a secretariat
function. The Information Security Office provides assessment support for the FIAC.
Social Cohesion and outreach
Commencing in 2021 ANU will embark on the development of a plan to help build social cohesion on
campus. This will build resilience within our staff and student community against efforts to interfere
with freedom of speech on campus. The Deputy Vice-Chancellor (Student and University Experience)
will lead this effort. In addition to this effort, our outreach program—called Cyber Sense—will
accelerate outreach and training activities to help our community be safe online and with respect to
foreign interference. In collaboration with a range of stakeholders across the ANU community, the
Information Security Office will run the Cyber Sense program.
Prioritisation
Given the magnitude of the task and recent financial challenges, ANU has had to prioritise where our
focus areas for countering foreign interference in 2020 would be. Our initial focus for 2020 included:







Voluntary declarations from academics involved in international engagements, including
talent programs and dual appointments
Mining our publications database for potentially complex or high-risk engagements
involving extant staff members
Establish and test rules for assessing foreign interference risk based on the nature of the
entity as well as the field of research
Outreach to schools and colleges as well as academics who may require risk mitigations
Develop sources of information to assist with security assessments
Pre-grant and post-grant process reviews to look for opportunities to streamline and add
further due diligence
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The Department of Energy and Department of Agriculture, which both also fund a great deal of
research, have followed suit and also have also introduced restrictions to prevent participation in
foreign talent recruitment programs from certain countries, again, most notably China.
The Department of Education has instituted new rules this year, requiring universities to report in
more detail on foreign funding.
The Federal Bureau of Investigation and the Department of Justice have stepped up investigations and
prosecutions of individual researchers for breaches of funding rules and US law.
These measures have been complemented by other US policy changes, for example new limitations
on visas for Chinese students and scholars, new limitations on Confucius Institutes on US campuses
and new export controls and the addition of Chinese companies—and some universities—to the
Department of Commerce’s entity list.
In order to improve policy coordination, the White House Office of Science and Technology Policy
has established a research security sub-committee under its Joint Committee on Research
Environments (JCORE). Additionally, the US Government has funded the National Academies to
establish a separate coordination committee to bring in the academic and business communities.
We expect this to be an area of continued bipartisan focus into the future—see for example the
research security provisions in the FY2021 NDAA (National Defense Authorization Act) currently
being finalised in Congress.
The US response to date has been largely reactive but we are still waiting to see what a more
proactive policy approach to (international) research and innovation will be. ANU North America
Liaison Officer, Mr Paul Harris wrote an article with a colleague at Georgetown University about this
recently: https://issues.org/how-to-lead-innovation-in-a-changed-world/. There are some draft bills
currently before Congress but it is uncertain where these will go under the new Biden Administration.
The US has been shutting down collaboration with China in particular (e.g. Confucius Institutes) and
making it harder for Chinese nationals to get student and scholar visas. However, ANU would argue
that the US system relies on foreign talent and that there should be investment in programs in US
universities to build capability to understand the Chinese language and culture. Australia perhaps
should be asking ‘is the US making the right policy choices to keep itself competitive in the 21st
century?’
ANU would also make the point that research is already highly internationalised and that this
proliferation of new rules and regulations—even just among the Five Eyes countries—makes
compliance and collaboration by universities more difficult at the very same time when we are trying
to incentivise cooperation among like-minded countries. ANU could argue that we need to shift from
clamping down on what we do not want, to an equal focus on policy and funding for the kinds of
international collaboration that we do want. The Australian Government is not quite at the same point
yet—we have had bilateral discussions with the US this year about stronger strategic collaboration in
key areas of science and technology, but we still do not know what this will look like in practice.
As indicated previously, the University would be pleased to work with the appropriate Government
agencies to develop guidelines to support the sector in this endeavour.
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