Review of the Foreign Influence Transparency Scheme Bill 2017
Submission 5

January 2018

Parliamentary Joint Committee on
Intelligence and Security
Attorney-General’s Department Submission
Inquiry into the
Foreign Influence Transparency Scheme Bill 2017

Review of the Foreign Influence Transparency Scheme Bill 2017
Submission 5

Contents
Parliamentary Joint Committee on Intelligence and Security ............................................................... 1
Attorney-General’s Department Submission ......................................................................................................... 1
Inquiry into the Foreign Influence Transparency Scheme Bill 2017 ...................................................................... 1
1.

Introduction .................................................................................................................................................... 3

2.

Why Australia needs a Foreign Influence Transparency Scheme .................................................................. 5
The US experience - Foreign Agents Registration Act .................................................................... 5
The Australian context.................................................................................................................... 8

3.

The Foreign Influence Transparency Scheme .............................................................................................. 12
Requirement to Register .............................................................................................................. 12
Exemptions ................................................................................................................................... 14

4. Complementing whole-of-government efforts to address foreign influence and foreign
interference .......................................................................................................................................................... 17
Foreign Political Donations ........................................................................................................... 17
Lobbying Code of Conduct and Register of Lobbyists .................................................................. 18
Ministerial Standards .................................................................................................................... 18
National Security Legislation Amendment (Espionage and Foreign Interference) Bill 2017 ....... 19
5.

Administration .............................................................................................................................................. 21
Machinery of Government Change .............................................................................................. 21
The role of the Secretary and the Attorney-General ................................................................... 21
Commencement of the Scheme ................................................................................................... 22
Information – collection and security .......................................................................................... 22
Charges and regulatory burden .................................................................................................... 23
Enforcement ................................................................................................................................. 24
Oversight....................................................................................................................................... 24

Appendix A – Overview of the Foreign Influence Transparency Scheme............................................................ 25
Foreign Influence Transparency Scheme – when will a person be required to register? ................... 28
Who has to register? ............................................................................................................................................ 28
Acting on behalf of who? ..................................................................................................................................... 28
Appendix B – Overview of differences between FARA and FITS ......................................................................... 30
Appendix C – Overview of Commonwealth, state and territory lobbying registers ........................................... 39

Page | 2

Review of the Foreign Influence Transparency Scheme Bill 2017
Submission 5

1. Introduction
1.
The Attorney-General’s Department welcomes the opportunity to provide the
Parliamentary Joint Committee on Intelligence and Security with this submission as part of
the Committee’s inquiry into the Foreign Influence Transparency Scheme Bill 2017
(FITS Bill). The FITS Bill was introduced into the House of Representatives on 7 December
2017 by the Prime Minister, the Hon Malcolm Turnbull MP, and referred to the Committee
on 8 December 2017 for inquiry and report by February 2018.
2.
The FITS Bill will establish a Foreign Influence Transparency Scheme (the Scheme)
to provide the public and decision-makers in government visibility of the level and extent to
which foreign principals may be seeking to influence Australia’s government and political
process. It will operate as a transparency measure, introducing registration obligations for
persons and entities who have arrangements with, or undertake certain activities on behalf
of, foreign principals. There is currently no scheme of this nature addressing foreign
influence in Australia.
3.
Foreign influence can take many forms and derive from many sources. In the context
of the FITS Bill, foreign influence refers to activities conducted on behalf of a foreign
principal that influence Australian government and political systems and processes. In some
instances, the simple act of being employed by a foreign principal is enough to warrant
transparency, because of the high-degree of latent influence arising as a result of a person’s
unique skills, knowledge and expertise. Left undisclosed, foreign influence can have serious
implications for sovereignty and national policy as it may result in the prioritisation of foreign
interests over domestic interests. For example, where a foreign principal engages an
intermediary to represent their interests within Australia, the relationship between the
intermediary and the foreign principal may remain hidden thereby concealing the foreign
interest at play.
4.
Australia experiences undisclosed foreign influence in government and political
systems and process, and more broadly in the Australian community. Internationally, covert
foreign influence is allegedly being directed against liberal democracies through interference
in democratic elections overseas.
5.
The Scheme is a significant measure to address the challenges described above. It
will help protect the integrity of Australia’s political institutions by ensuring Australian
decision-makers and the public can accurately assess the foreign influence being
represented in relation to a particular decision or process which otherwise would remain
unseen and unregulated. While foreign principals often have a legitimate interest in
influencing Australian political and governmental processes, obfuscating their interest via an
intermediary hampers the ability of Australian decision-makers and the public to make
informed decisions and assess any influence being brought to bear. The Scheme provides
the tools necessary to illuminate such influence. The Scheme also will help protect the
freedom of political communications, which is a fundamental pillar of Australia’s democratic
system of government, and finally, will complement whole-of-government efforts to protect
Australia from the serious threat of covert foreign interference.
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6.
This submission outlines the key considerations that influenced the development of
the Scheme. It highlights the features through which the Scheme will protect Australia’s
sovereign interests and the people of Australia. This submission also outlines intended
administrative arrangements for the Scheme.
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2. Why Australia needs a Foreign Influence
Transparency Scheme
7.
In May 2017 the Prime Minister requested that the Attorney-General conduct a
comprehensive review of Australia’s espionage, foreign interference, treason and related
laws. The terms of reference included that the review consider the merit of creating a
legislative regime based on the United States’ Foreign Agents Registration Act 1938. The
review accordingly explored the role that such a regime could play in the Australian
Government’s work to address espionage and foreign interference in Australia.

The US experience - Foreign Agents Registration Act
8.
The Foreign Agents Registration Act 1938 (FARA) is a disclosure statute that
requires persons acting as ‘agents of foreign principals’ in a political or quasi-political
capacity to periodically publicly disclose their relationship with a foreign principal, and
information about related activities and finances. The purpose of FARA is to provide
transparency that ensures the United States (US) Government and the people of the US are
informed of the sources of information and identities of ‘foreign agent’ intermediaries that
attempt to influence US government and political policy and process.
9.
FARA was enacted in 1938 and was a response to wartime propagandists acting on
behalf of foreign powers. In 1966 FARA was amended to emphasise the role of ‘foreign
agents’ in exercising foreign influence in government decision-making, and to link FARA
more closely with political and government processes. Subsequent major amendment,
effected through the passage of the Lobbying Disclosure Act 19951, introduced a new
exemption providing that foreign agents registered under the Lobbying Disclosure Act were
not required to also register with FARA.
10.
FARA applies to individuals, partnerships, associations, corporations, organisations
or any other combination of individuals who:


act under the order, request, control or direction of, or whose activities are directly or
indirectly supervised, directed, controlled, financed or subsidised in whole or
substantial part by a foreign principal (including a foreign country, person or
organisation outside the US),2 and



on behalf of the foreign principal within the US, engage in political activities; act as a
public relations counsel, publicity agent, information service employee or political
consultant; solicit, collect, disburse or dispense contributions, loans, money or other
things of value; or make representations to US government agencies or officials.3

1

Lobbying Disclosure Act, 2 U.S.C § 1601(1995).
Foreign Agents Registration Act, 22 USC § 611 (1938).
3
22 USC § 611(c)(1).
2
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11.
FARA also includes a range of exemptions that minimise the regulatory burden of
complying with the statute. Exemptions include for:










diplomats, consular officers, officials of foreign governments and staff members of
diplomatic or consular officers4
persons solely engaged in private and non-political activities in furtherance of the
bona fide trade or commerce of a foreign principal, activities not predominantly
serving a foreign interest, or activities providing purely humanitarian assistance5
persons engaging in bona fide religious, scholastic, academic, artistic or scientific
pursuits or fine arts6
persons whose foreign principal is a government of a foreign country, and the US
President has deemed the defence of that foreign country as vital to the defence of
the US7
persons engaged as lawyers for a foreign principal provided that the purpose of legal
representation does not include attempts to influence or persuade agency personnel
or officials other than in the course of judicial, criminal or civil law enforcement
enquiries, investigations or proceedings,8 and
persons engaged in lobbying activities and who have registered under the Lobbying
Disclosure Act 1995.9

12.
FARA requires persons under the scheme to file an initial registration statement with
the Attorney-General, and supplementary statements every six months thereafter.
Registrants must also submit any materials produced on behalf of the foreign principal and
transmitted to two or more persons, within 48 hours of transmittal.10 Any such materials
must include an identity statement disclosing that the materials are being distributed on
behalf of a foreign principal and specifying the foreign individual or entity.11 Current and
historical registrations are published on a searchable public database maintained by the
Department of Justice (DOJ).
Assessing the merit of FARA and its applicability in the Australian context
13.
The Attorney-General’s Department consulted closely with US counterparts to
understand how FARA operates in practice. The Department has also considered US
reviews of FARA, including the Audit of the National Security Division’s Enforcement and
Administration of the Foreign Agents Registration Act (OIG Audit).12
14.
A key challenge for FARA in achieving its transparency objective is the exemption
that provides that persons and entities registered under the US Lobbying Disclosure Act are

4

22 USC § 613 (a)-(c).
22 USC § 613(d).
6
22 USC § 613 (e).
7
22 USC § 613 (f).
8
22 USC § 613 (g).
9
22 U.S.C § 613(h) and 2 U.S.C § 1601.
10
22 U.S.C § 614(a).
11
22 U.S.C §614(b).
12
The Department of Justice Office of the Inspector General, Audit of the National Security Division’s Enforcement
and Administration of the Foreign Agents Registration Act (2016).
5
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not required to also register with FARA. The Lobbying Disclosure Act is broad in its
application which has the unintended consequence of some foreign agents registering with
the Lobbying Disclosure Act and avoiding registration with FARA. The OIG Audit also finds
that the Lobbying Disclosure Act has fewer regulatory requirements and necessitates the
disclosure of less information than is required under FARA.13 The OIG Audit finds that the
Lobbyists Disclosure Act exemption is a key reason for the decline in FARA registrations in
the 1990’s.14 Recognising this challenge, the Scheme proposed in the FITS Bill does not
include an exemption for lobbyists registered on a Commonwealth or state and territory
lobbyists register. The Department has consulted closely with the Department of Prime
Minister and Cabinet who administer the Australian Government Lobbyists Register to
minimise overlap between the different regulatory measures.
15.
Another key challenge in enforcing FARA obligations is that there is no power to
compel information from registrants or other persons in connection with the operation of the
statute.15 FARA disclosures are made voluntarily and there are few tools available to US
officials to enforce compliance. The evidentiary burden for criminal penalties is also high
and makes criminal prosecutions difficult. To ensure the Australian Government has a range
of measures to ensure compliance with Australia’s Scheme, the FITS Bill includes a suite of
administrative measures to encourage compliance, including through a power to compel the
production of information and documents.16
16.
The structure of registration obligations under FARA casts a wide net, capturing a
very broad range of activities that might be undertaken on behalf of a foreign principal. To
minimise the regulatory burden, FARA establishes a similarly wide range of exemptions.
While both the registration requirements and exemptions interact to create a targeted
measure, public awareness and understanding of registration requirements remains a
challenge in the US. Drawing on this experience, the proposed Australian Scheme has been
designed to target those activities and relationships that are of most significance to
Australia’s government and political systems and processes. Targeting registrable activities
has a flow-on consequence of fewer exemptions being required. For example, FARA
exempts bona fide scholastic and artistic pursuits. Australia’s proposed scheme does not
have these exemptions because activities only come within the scope of the Scheme when
they are tied to influencing Australian political and governmental systems and processes.
Therefore, in most instances, scholastic and artistic pursuits would not be registrable under
the Scheme.
17.
The OIG Audit states that encouraging timely and full submissions under FARA is a
significant challenge for the FARA Unit, which can be linked to a lack of power to compel
the production of information and documents, and to an onerous paper-file system (though
the paper-file system is now being transitioned to an electronic system). To support the
efficient and effective administration of Australia’s Scheme, it is intended that it will
administered entirely electronically. As noted above, the Scheme will be supported by

13

Ibid, 18.
The Department of Justice Office of the Inspector General, Audit of the National Security Division’s Enforcement
and Administration of the Foreign Agents Registration Act, September 2016.
15
The Department of Justice Office of the Inspector General, above n12.
16
Powers to obtain information and documents are contained in Division 3 of Part 4 of the FITS Bill.
14
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appropriate enforcement powers, including the power to compel the production of
information and documents. This will further assist with timely and full submissions to
achieve the transparency objective of the Scheme.
18.
FARA establishes filing fees in association with the scheme which have been
criticised for being too high and for hindering the transparency objective of the scheme.
Annual fees under FARA are US$610. The charging and amount of fees has been
contentious in the US for a number of years. Registrations declined sharply when fees were
introduced in 1993, and a proposal to increase fees in 2010 was opposed by the US
Government on the basis of concerns that this would deter registrations. In the 2016 OIG
Audit, a formal cost-benefit analysis was recommended to ascertain the utility of retaining
the FARA fee.17 While fees for Australia’s proposed Scheme have not yet been determined,
they are likely to be less than the fees charged under FARA and will be set with a view to
supporting the transparency objective of the Scheme.
19.
Like FARA, Australia’s Scheme will create registration and regular reporting
obligations aimed at providing transparency around the forms and sources of foreign
influence in political and government systems and processes. Similarly, the Scheme has a
range of exemptions that model FARA exemptions but that are specific to the Australian
context. Like FARA, Australia’s Scheme will create disclosure obligations with relation to
communications activities – similar to disclosures made on election advertisements. Both
measures also have a public-facing component that provides the public visibility of the forms
and sources of foreign influence. A more detailed comparison of similarities and differences
between the US FARA statute and Australia’s proposed Scheme is at Appendix B.

The Australian context
20.
The Scheme set out in the FITS Bill is targeted to the Australian context and
responds to key concerns of the Australian government and public. Covert foreign
interference and foreign influence by nation states are global realities which have the
potential to cause immense harm to a country’s sovereignty and economic prosperity.
Australia is not immune to this threat. According to the Australian Security Intelligence
Organisation (ASIO), the scale of foreign intelligence activities directed against Australia is
unprecedented.18 ASIO judges that the threat is ‘extensive, unrelenting and increasingly
sophisticated’.19
21.

According to ASIO’s 2016-2017 Annual Report:
In addition to traditional espionage efforts to penetrate government, foreign intelligence services
are targeting a range of Australian interests, including clandestine acquisition of intellectual
property, science and technology, and commercially sensitive information. Foreign intelligence
services are also using a wider range of techniques to obtain intelligence and clandestinely
interfere in Australia’s affairs, notably including covert influence operations in addition to the tried

17

Ibid.
Australian Intelligence Security Organisation, ‘ASIO Annual Report’, 2016-17, 54.
19
Ibid 23.
18
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and tested human-enabled collection, technical collection, and exploitation of the Internet and
20
information technology.

22.
Activities undertaken by foreign principals, and those acting on their behalf, can
cause significant harm to Australia’s national interests and security. By wielding
undisclosed influence on the Australian political landscape, foreign principals have the
potential to undermine Australia’s sovereignty and diminish public confidence in the integrity
of political and government institutions.
23.
Media reports highlight that undisclosed foreign influence is an international
phenomenon that challenges democracies around the world. For example, foreign actors
designed cyber operations and disinformation campaigns to influence the Brexit
Referendum and the US election in 2016, and the French and United Kingdom elections in
2017. Combined with numerous reports of alleged covert foreign influence in Australian
political processes, these events have sharply focussed the attention of the Australian
Government on the threat of foreign interference and foreign influence within government
and political processes.
24.
Beyond those systems and processes that are inherently tied to Australian
government and politics, there have been numerous reports alleging undisclosed foreign
influence in the Australian community. This includes in Australia’s academic institutions, and
in communications materials. Foreign influence that can substantially affect public opinion is
just as significant to Australia’s national interests as influence that is more directly targeted
at Australia’s political and governmental processes.
25.
The Australian Government consists of elected representatives whose role it is to
represent their constituents. Reflecting the strength of Australia’s democratic system of
government, Australia has a robust and politically engaged civil-society. These
characteristics of Australia’s democracy and system of government mean that the Australian
public is empowered to exert a real impact on Australia’s governmental and political
processes. Actions undertaken to influence the public’s opinions and actions about
Australia’s governmental and political processes have the potential to have real and tangible
consequences. It is essential that activities aimed at influencing the public fall within the
scope of the scheme.
26.
Activities covered by the FITS Bill include communications activity, which can be a
powerful tool to influence government and public opinions about Australia’s political and
governmental processes. The Australian Government strongly upholds liberal democratic
principles, including freedom of expression. Communication activities undertaken on behalf
of foreign principals should however be transparent so that the Australian public and
government decision-makers can assess interests being represented. This is particularly
important during election and referendum periods.
27.
Transparent communications activity is particularly important in the case of ‘fake
news’ directed by foreign entities. In the context of Australia’s proposed Scheme, fake news
would refer to any false information disseminated or produced on behalf of a foreign
principal under the guise of news reporting. Fake news has the potential to impact the

20

Ibid, p45.
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public’s vote in a federal election, or to persuade government to change its policy position
on an issue. Recognising this potential, the Scheme will require persons or entities to
register if distributing information or materials on behalf of a foreign principal for the purpose
of influencing an Australian political or governmental process. ‘Information or materials’ is
defined broadly in the FITS Bill, and could include fake news content, whether disseminated
via hard copy, online or through other platforms.
28.
Representations to political candidates, members of parliament and their staff, and
Commonwealth government officials, similarly have the ability to impact Australia’s political
and governmental processes. It is important that Australian decision-makers meeting with a
person knows whether that person is representing a foreign interest, and the specifics of the
interest that they represent. Without this safeguard, Australian decision-makers could
unknowingly make decisions that affect Australian political and governmental systems and
processes that are not wholly in Australia’s national interest. Similarly, it is important that the
Australian public know when such representations are made so that they can fully exercise
the right to civil and political engagement, which underpins Australia’s democratic system of
government.
29.
The FITS Bill recognises that certain sectors of the Australian population occupy
positions of influence, with those positions providing unique access to sensitive information
about current and recent Australian government priorities. For this reason, the Scheme will
impose registration and reporting requirements on former Cabinet Ministers, former
Ministers and Members of Parliament, and former senior Commonwealth public officials
where they act on behalf of a foreign principal within a fixed period of ceasing their public
role. There is a clear public interest in knowing when such persons enter into certain
arrangements with foreign principals, and creating disclosure obligations to ensure
transparency. The Scheme is a light touch approach that provides necessary transparency,
rather than legislating for restrictions, or banning post-Ministerial employment by foreign
principals.
30.
The Scheme will provide transparency to all Australians about the forms and sources
of foreign influence in Australia’s government and political processes. Australia is a global
country with strong and positive ties with nations around the world. However, the Australian
Government recognises the difference between our international and domestic interests and
seeks to ensure the integrity of Australia’s sovereignty. The FITS Bill will achieve this by
ensuring only Australian individuals and organisations can participate in Australian elections
and affect their conduct and outcome. Australia highly values the strong and productive
partnerships it has with countries around the world. While the Scheme creates registration
and reporting obligation, it does not in any way prohibit the conduct of legitimate
relationships, arrangements or activities. The requirements of the Scheme will apply equally
to all registrants and does not target particular countries or diaspora communities.
31.
The FITS Bill seeks to strike a balance between achieving its transparency purpose
and minimising the regulatory impact of the Scheme. The Australian Government is
committed to protecting the right to communicate and associate freely, provided it is lawful.
The FITS Bill therefore targets those activities that have the greatest potential to impact
Australia’s governmental and political processes, to ensure other forms of relationships,
activities and communications are not unnecessarily hindered. The FITS Bill also introduces
a range of exemptions that ensure the Scheme is targeted to conduct of most relevance to
Page | 10
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the Australian public and decision-makers in government. The exemptions are discussed in
more detail in the following section of this submission.
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3. The Foreign Influence Transparency Scheme
Requirement to Register
32.
As noted above, the FITS Bill has been developed having regard to the US FARA
model, and in response to the particular challenges posed by Australia’s threat landscape.
The application of the Scheme is limited by the activities included (and conversely excluded)
as registrable activities. The activities that attract a requirement to register are:







parliamentary lobbying21 – which involves lobbying members of Parliament or their
staff
general political lobbying22 – which involves lobbying a Commonwealth public official,
department or agency, registered political party or a candidate in a federal election,
for the purpose of influencing a process, decision or outcome
communications activities23 – which involves distributing information or materials on
behalf of a foreign principal for the purpose of influencing a political or governmental
process, decision or outcome, and
donor activities24 – which involves distributing money or things of value on behalf of a
foreign principal for the purpose of influencing a political or governmental process,
decision or outcome.

33.
The FITS Bill also establishes registration and disclosure requirements for former
Cabinet Ministers, Ministers, Members of Parliament and senior Commonwealth public
officials.
34.
Sections 20 to 23 of the FITS Bill outline the Scheme’s registrable activities.
Guidance on the application of these sections can be found in the
Explanatory Memorandum to the FITS Bill.25

21

The term parliamentary lobbying is defined at Section 10 of the FITS Bill as ’lobbying any one or more of the
following persons: (a) a member of the Parliament; (b) a person employed under section 13 or 20 of the Members
of Parliament (Staff) Act 1984’.
22
The term ‘general political lobbying’ is defined at Section 10 of the FITS Bill as ‘lobbying any one or more of the
following: (a) a Commonwealth public official; (b) a Department, agency or authority of the Commonwealth; (c) a
registered political party; (d) a candidate in a federal election; or than lobbying that is Parliamentary lobbying’.
23
The term ‘communications activity’ is defined at subsection 13(1) of the FITS Bill to include where a person
‘communicates or distributes information or material’.
24
The term ‘donor activities’ is defined in Section 10 of the FITS Bill as occurring if ‘(a) the person disburses money
or things of value; and(b) neither the person nor a recipient of the disbursement is required to disclose it under
Division 4,5 or 5A of Part XX of the Commonwealth Electoral Act 1918’.
25
For further guidance on the application of sections 20 to 23 of the FITS Bill, see pages 49-58 of the Explanatory
Memorandum http://parlinfo.aph.gov.au/parlInfo/download/legislation/ems/r6018 ems 2c964908-abee-447ba96d-16401cf291fe/upload pdf/655770.pdf;fileType=application%2Fpdf.
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Parliamentary lobbying
35.
Where a person undertakes parliamentary lobbying in Australia on behalf of a foreign
government, then that person will be required to register under the scheme, unless
appropriate relevant exemption applies. Parliamentary lobbying is an inherently political
activity, the result of which can have significant implications for Australia’s public policy.
When parliamentary lobbying is undertaken on behalf of a foreign government, then it is in
the public interest for this to be transparent.
36.
If a person undertakes parliamentary lobbying in Australia on behalf of a foreign
principal that is not a foreign government (ie a foreign public enterprise, foreign political
organisation, foreign business or foreign individual), then the requirement to register only
arises if that lobbying is done for the purpose of exerting political or governmental influence.
Limiting the registration requirement to political or governmental influence targets the
application of the Scheme, thereby minimising the scheme’s regulatory impact and
supporting its efficient administration while achieving the Scheme’s transparency objectives.
General political lobbying
37.
Where a person undertakes general political lobbying in Australia on behalf of any
foreign principal, and the lobbying is undertaken for the purpose of political or governmental
influence, then that person will be required to register unless a relevant exemption applies.
38.
General political lobbying is defined to mean lobbying, that is not parliamentary
lobbying, of any one, or more of the following:





a Commonwealth public official
a Department, agency or authority of the Commonwealth,
a registered political party, or
a candidate in a federal election.

39.
The category ‘general political lobbying’ recognises that foreign influence of the
categories of persons listed above has the ability to significantly affect decision-making
about key Australian political and governmental processes. Registration under this category
only applies if the lobbying is done for the purpose of political or governmental influence.
This again targets the application of the Scheme to minimise its regulatory impact and
support the Scheme’s efficient administration.
Communications activities
When a person undertakes communications activities on behalf of any foreign principal, and
that activity is done in Australia and for the purpose of political or governmental influence,
then that person will be required to register under the scheme unless appropriate relevant
exemption applies. Additionally, a person undertaking registrable communications activities
will be required to include a disclosure identifying that the material was produced on behalf
of the foreign principal and identifies who the foreign principal is on communications
materials.26 The disclosure requirement is comparable to the other disclosure requirements

26

Section 38.
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such as those that appear at the end of advertisements for political candidates and parties
in state and federal elections.
Donor Activities
40.
The Australian public has an expectation that only Australians should be able to
influence Australian political elections, including through political donations.
41.
Under the Scheme, a person undertakes donor activity on behalf of a foreign
principal if the person disburses money or things of value, and does not have an obligation
to disclose the disbursement under the Commonwealth Electoral Act 1918, which currently
requires disclosure of political donations that reach or exceed $13,500. The requirement to
register under the Scheme only arises where the disbursement is undertaken for the
purpose of political or governmental influence
42.
The Scheme’s donor registration and disclosure requirements are designed to
complement the requirements of the Commonwealth Electoral Act. Its effect is that a
person or entity that makes a donation for the purpose of influencing a political or
governmental purpose, but who might otherwise not be subject to existing reporting
mechanisms relating to political donations, will have to register and report under the
Scheme.
Former members of Parliament, Ministers, Cabinet Ministers and senior
Commonwealth public officials
43.
Former members of Parliament, Ministers, Cabinet Ministers and senior
Commonwealth public officials may also be required to register under the Scheme, if they
are employed by, or act on behalf of, a foreign principal for a period after ceasing their
public role.27 Former Cabinet Ministers will be required to register if they are employed by or
act in any capacity for a foreign principal in the three years following the cessation of their
role. Former Ministers and Members of Parliament will similarly invoke a requirement to
register for a period of three years, though only where they contribute the skills, knowledge,
experience or contacts that have they have gained in the course of their former role.
Similarly, the requirement to register for former senior Commonwealth officials only arises
where they contribute skills, knowledge, experience or contacts but has a lesser registration
period of eighteen months following their public role. The FITS Bill establishes more
stringent registration and reporting requirements for such people, in recognition of the
significant influence they can bring to bear on any activity undertaken on behalf of a foreign
principal.

Exemptions
44.
The Bill also introduces a range of exemptions to exclude activities not primarily
directed at achieving foreign influence over political and government processes or which are
already transparent in that there is no uncertainty about the foreign interests being
represented. As a result, the exemptions minimise unnecessary regulatory burden. The
exemptions ensure the Scheme is targeted to address the conduct of most relevance to the

27

Sections 22-23.
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Australian public and decision-makers in government. They have been developed with
consideration of the US experience with FARA, and in consultation with Australian
government agencies and stakeholders.
Diplomatic or consular or similar activities
45.
The FITS Bill establishes an exemption for consular, diplomatic and United Nations
officials performing the official duties of their roles.28 Engagement by diplomatic and
consular officials with the Australian Government is already transparent because there is no
uncertainty about the foreign interest that these officials represent. Similarly, United Nations
officials do not represent nor advance particular foreign interests but are instead concerned
with the interests of the broader international community. This exemption is limited to where
a person is performing their official duties, functions or roles.
Humanitarian aid or assistance
46.
The FITS Bill exempts activities undertaken on behalf of a foreign principal for
humanitarian aid or assistance.29 This exemption applies where the conduct is undertaken
for the sole purpose of humanitarian aid or assistance. Activities advanced solely for this
purpose do not adversely impact upon Australia’s national interests. This exemption
recognises that the provision of humanitarian aid or assistance is a shared and collective
endeavour of the international community
Legal advice and representation
47.
The FITS Bill exempts activities undertaken on behalf of a foreign principal for the
sole purpose of providing legal advice or legal representation.30 The exemption only applies
where the advice or representation is for judicial, criminal or civil law enforcement inquiries,
investigations or proceedings.
Bona fide business pursuits
48.
The FITS Bill exempts activities undertaken solely for bona fide business purposes in
relation to contracts for goods and services.31 Foreign businesses or individuals often
engage intermediaries to advance commercial pursuits that are not aimed at influencing
Australia’s political and governmental systems and processes. Requiring registration in
these circumstances would not strengthen the transparency outcomes of the Scheme and
would create a disproportionate regulatory burden. The exemption does not apply where the
commercial negotiation of contracts relates to national security, defence or public
infrastructure. There is a strong public interest in knowing when foreign businesses or
individuals are using intermediaries to influence political or government processes about
these matters.

28

Section 26.
Section 24.
30
Section 25.
31
Section 29.
29
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Religion
49.
The FITS Bill exempts activities undertaken on behalf of a foreign government for the
sole purpose of acting in good faith in accordance with the doctrines, tenets, beliefs or
teachings of the particular religion of that foreign government.32 This exemption excludes
activities of religious bodies that have a clear and transparent connection to a foreign
government that is also the head of that religion.
News and press services
50.
The FITS Bill exempts news reporting, presenting current affairs or expressing
editorial content in news media.33 The exemption only applies where the foreign principal is
a business or individual. This means that privately-owned media and press services are not
required to register for acting at the direction of a foreign business. The exemption for news
and press services does not apply to State-owned news and press services. There is a
public interest in knowing when news and press services are directed by a foreign
government to influence Australian governmental and political processes.
Person operating under the same name as their foreign principal
51.
The FITS Bill establishes an exemption that applies where a person operates under
the same name as a foreign business or public enterprise.34 For example, an Australian
business with the same name as its international parent company is not required to register
under the Scheme. In such instances, it is already clear that the Australian branch is
representing the interests of the foreign business.
Employees of foreign businesses
52.
The FITS Bill exempts individual employees of foreign businesses that undertake
activities in the course of their employment.35 Where an individual is clearly representing
their employer, that individual should not be required to register under the Scheme. In such
instances, it is already clear that an individual is representing the interests of their foreign
employer.

32

Section 27.
Section 28.
34
Section 29.
35
Section 29.
33
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4. Complementing whole-of-government efforts to
address foreign influence and foreign interference
53.
The FITS Bill forms part of a larger package of legislative reforms and other
government initiatives that will together protect Australia’s sovereign interests. The FITS Bill
adds to existing measures like lobbyist registers and codes of conduct, complements
parallel reforms addressing the threats of espionage and foreign interference and reforms to
ban foreign political donations, and strengthens law enforcement agencies’ ability to
respond with a range of offences and appropriate penalties.

Foreign Political Donations
54.
The real and perceived integrity of Australia’s electoral system and processes is
integral to the strength and legitimacy of Australia’s democratic system of government.
There have long been calls for reform to Australia’s political donation laws, reflecting the
high level of public interest in ensuring transparency and accountability in Australia’s
government and political processes. Increasingly, there have been international cases of
alleged foreign interference and influence in elections around the world. In Australia too,
there have been numerous reports of foreign interests affecting Australia’s domestic political
landscape, including through foreign political donations. The real and perceived integrity of
Australia’s democratic systems and processes is integral to the stability of government and
of the nation more broadly.
55.
The impetus for reform was reflected in the Joint Standing Committee on Electoral
Matter’s (JSCEM’s) Second interim report on the inquiry into the conduct of the 2016 federal
election: Foreign Donations.36 In that report, JSCEM recommended that donations be
transparent, and that the issue of ‘channelling’ foreign political donations through
intermediaries be considered by Government.
56.
In response to this recommendation, the FITS Bill establishes a registration
requirement for donor activities where they are undertaken on behalf of a foreign principal
and for the purpose of political or government influence. This requirement addresses the
JSCEM recommendation about ‘channelling’ foreign political donations and ensures that
intermediaries engaged to make donations on behalf of a foreign entity will be required to
register with the Scheme.
57.
Recognising the importance of freedom of political communication, including through
political donations, the FITS Bill has been scoped to limit registration requirements to donor
activity undertaken on behalf of a foreign government, a foreign public enterprise or a
foreign political organisation. Disbursing funds for foreign political organisations or foreign
individuals will not give rise to a requirement to register with the Scheme.

36

Joint Standing Committee on Electoral Matter, Joint Standing Committee on Electoral Matter’s (JCEM’s) Second
interim report on the inquiry into the conduct of the 2016 federal election: Foreign Donations (2017).
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58.
The provisions in the FITS Bill have been developed in consultation with the
Commonwealth Department of Finance who are leading the Australian Government’s
electoral reforms in relation to political donations, and which were introduced to Parliament
on 7 December 2017. The Electoral Legislation Amendment (Electoral Funding and
Disclosure Reform) Bill 2017 makes a number of amendments to improve consistency of
regulations regarding the conduct of elections and including reforms to the regulation of
political donations. Significantly, the electoral reforms restrict the ability of foreign money to
finance domestic election campaigns by prohibiting donations from foreign governments
and state-owned enterprises, and by prohibiting political actors from using donations from
foreign sources to fund reportable political expenditure. The FITS provisions regarding
donor activity will complement, and not overlap with, the electoral funding and financial
disclosure requirements under the Commonwealth Electoral Act 1918.

Lobbying Code of Conduct and Register of Lobbyists
59.
Australia has a Lobbying Code of Conduct (the Code)37 and a Register of Lobbyists
(the Register)38 administered by the Commonwealth Department of Prime Minister and
Cabinet. The Register and Code are intended to ensure that contact between lobbyists and
the Australian Government is conducted in accordance with public expectations of
transparency, integrity and honesty. The Register is public-facing but only captures specific,
defined lobbying activities that involve contact with Commonwealth Ministers and officials.
The Scheme covers a broader range of relationships and activities that will be registered.
Moreover the Code and the Register are not compulsory, nor are they supported by binding
regulatory mechanisms. The Scheme introduces a range of enforcement mechanisms to
support compliance and to strengthen the Scheme’s transparency outcomes.

Ministerial Standards
60.
The Statement of Ministerial Standards39 sets out a range of expectations of
Ministers and Parliamentary Secretaries. The standards reflect Australian expectations of
Ministers and Parliamentary Secretaries and are intended to ensure public confidence in
them and in government. The standards stipulate expectations on a range of matters
including directorships, declarations of interests and the giving and receiving of gifts. In
addition, the standards require that for 18 months after ceasing ministerial employment, a
person cannot lobby, advocate or have business meetings with members of the
government, Parliament, public service or defence force on any matters on which they have
had dealings with as Minister in their last 18 months office. Ministers are also prohibited
from taking personal advantage of information to which they had access to as a minister,
where the information is not generally available to the public.
61.
The FITS Scheme will bolster regulation and oversight provided by Ministerial
Standards and provides additional transparency by making certain information publicly
available. The Scheme is broader in the types of activities that it regulates, recognising the

37

Department of Prime Minister and Cabinet, Lobbying Code of Conduct (2013)
Department of Prime Minister and Cabinet, Australian Government Lobbyists Register (2013),
<http://lobbyists.pmc.gov.au/>.
39
Department of Prime Minister and Cabinet, Statement of Ministerial Standards (2015).
38
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public interest in knowing about arrangements and activities undertaken on behalf of foreign
principals. This is particularly the case for former Ministers, Members of Parliament and
senior public office holders that, by virtue of their previous positions, have significant
knowledge, skills and influence that can be brought to bear in Australian political and
governmental processes.
62.
Significantly, the Scheme has a range of enforcement measures that underpin the
Scheme and that will support compliance.

National Security Legislation Amendment (Espionage and Foreign
Interference) Bill 2017
63.
The National Security Legislation (Espionage and Foreign Interference) Bill 2017
(Espionage and Foreign Interference Bill) was introduced together with the FITS Bill on
7 December 2017. The Espionage and Foreign Interference Bill introduced comprehensive
reforms to offences dealing with threats to national security, particularly those posed by
foreign principals. The legislation:


strengthens existing espionage offences



introduces new foreign interference offences targeting covert, deceptive or
threatening actions by foreign actors who intend to influence Australia’s democratic
or government processes or cause harm to Australia or its people



reforms Commonwealth secrecy offences, ensuring they appropriately criminalise
leaks of harmful information while also protecting freedom of speech



introduces comprehensive new sabotage offences to protect critical infrastructure in
the modern environment



modernises and reform offences against government, including treason, to better
protect Australia’s defence and democracy



introduces new theft of trade secrets offences to protect Australia from economic
espionage by foreign government principals,



introduces a new aggravated offence for providing false and misleading information
in the context of security clearance processes, and



ensures that law enforcement agencies have access to telecommunications
interception powers to investigate these serious offences.

64.
The FITS Bill complements the Espionage and Foreign Interference Bill by providing
oversight and regulation of relationships and activities with foreign principals that affect
Australia’s political and governmental processes. The FITS Bill does not criminalise or
prohibit lawful relationships and activities undertaken with foreign principals. It will instead
provide transparency and oversight of foreign influence in Australian political and
governmental processes. Where relationships and activities are, or become, illegitimate the
Espionage and Foreign Interference Bill provides measures to prevent and address harm to
Australia and Australia’s people.
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65.
The FITS Bill offences will complement the options available to law enforcement and
prosecuting agencies when considering malicious activities undertaken on behalf of a
foreign principal.
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5. Administration
Machinery of Government Change
67.
On 18 July 2017, the Prime Minister announced that a new Home Affairs portfolio
would be established by Government to bring together Australia’s immigration, border
protection, law enforcement and domestic security functions into a single portfolio. The
Prime Minister also announced that the Attorney-General’s portfolio would be expanded to
include oversight and integrity functions and agencies including the Office of the
Commonwealth Ombudsman, the Independent National Security Legislation Monitor, and
the Inspector General of Intelligence and Security.
68.
While the proposed Scheme will strengthen and support Australia’s national security,
the measure provides regulation, oversight and transparency of foreign influence in
Australia’s political and government processes. The Scheme will provide support for the
maintenance and improvement of Australia’s system of law and justice and its national
security and emergency management systems.
69.
The Scheme will be administered within the Attorney-General’s portfolio, and the
references to the Secretary and Minister respectively refer to the Secretary of the
Attorney-General’s Department and the Attorney-General.

The role of the Secretary and the Attorney-General
70.
The FITS Bill provides the Secretary a range of powers and functions in connection
with the administration of the Scheme.40 The Secretary will have power to delegate
functions to employees of the Attorney-General’s Department.41 It is intended that some
functions will be performed on behalf of the Secretary by AGD employees at the Senior
Executive Service level or Executive Level.
71.
Vesting powers in the Secretary, and appropriate delegation of powers, is consistent
with administrative arrangements of a number of Commonwealth regulatory schemes,
including the Register of Marriage Celebrants, and AusCheck. Delegation of powers is
appropriate and commonplace across government to ensure efficient government
administration.
72.
The FITS Bill prescribes that only the Minister, being the Attorney-General, may
make rules in connection with the Scheme, and on a limited range of matters.42 The types of
matters where rule-making powers have been provided are those that comprise the
administrative detail of the Scheme rather than the substantive policy that underlies it.
Some examples of matters on which the Minister may make rules include: on charges in
connection with the scheme; information required from registrants to fulfil registration
obligations; specific arrangements to meet disclosure requirements in communication
activities; and the Scheme information that will be made publicly available. Rule-making

40

The Secretary’s powers to obtain information and documents are contained in Division 3 of Part 4 of the FITS Bill.
Section 67.
42
Section 71.
41
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powers help ensure that the Scheme remains future-proof by providing some limited
flexibility. Delegated legislation will also assist in responding to issues that arise in the
administration of the scheme.
73.
The FITS Bill explicitly limits the rule-making power of the Minister to ensure that
matters that are fundamental to the nature and operation of the Scheme cannot be altered
through rules.43 For example, the Minister cannot make a rule that creates an offence or civil
penalty, or to provide powers of arrest or detention, or entry, search or seizure. The FITS
Bill provides that these matters, and others like it, can only be dealt with by way of
amendment to the Act.

Commencement of the Scheme
74.
The FITS Bill provides that the Scheme will commence on a date to be fixed by
Proclamation.44 If a Proclamation has not been made within the period of 12 months
beginning on the day the FITS Act receives Royal Assent, the Act will commence on the day
after the end of that period.
75.
The delayed commencement of the Scheme will support implementation, including
development of an appropriate database and processes and procedures. It will also support
communication and community outreach about the new registration requirements ahead of
commencement.

Information – collection and security
76.
The Scheme will necessarily require the collection of a range of information,
including personal and commercial information. Some of this information will need to be
made publicly available to give effect to the transparency purposes of the Scheme.
77.
The collection and retention of information by the Scheme will be governed by the
Australian Privacy Principles and the Privacy Act 1988 (Privacy Act) and will be set out and
published in a Privacy Impact Assessment. The Privacy Act requires regulated entities to
adopt a risk-based approach to protecting personal information in their possession from
misuse, interference or loss, as well as from unauthorised access, modification or
disclosure.
78.
Under the Privacy Act and Privacy Principles information can be shared with law
enforcement, security and intelligence agencies where the use or disclosure of personal
information is required or authorised by or under law, the use or disclosure of personal
information is reasonably necessary for the enforcement of the criminal law, or there is a
reasonable belief that use or disclosure is necessary to prevent or lessen a serious and
imminent threat to life or health.

43
44

Section 71.
Section 2.
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79.
To provide additional protection to information collected, retained and shared under
the Scheme, the FITS Bill provides the Secretary power to withhold information from the
public register if commercially sensitive or security related information could be disclosed.45
80.
Administration of the Scheme will be supported by a database linked to an
external-facing website. It is intended that website will be publicly accessible and will allow
access to registrant and registration details including the registrant’s name, the name of the
foreign principal, and a description of the activities undertaken by the registrant on behalf of
the foreign principal. The level of detail available to the public will be the minimum required
to achieve the transparency purpose of the Scheme. The types of information available to
the public will be subject to Parliamentary and public scrutiny, as the governing rules can
only be made through legislative instruments.
81.
The Scheme will also collect information that will be held in a database that is not
publicly accessible. This may include documents provided by a registrant, including
contracts or agreements with a foreign principal. The Secretary also has the power to
request the production of documents by registrants or other persons,46 and these
documents will also be retained, but are not expected to be made available publicly.
82.
It is intended that the administration of the Scheme will be entirely electronic. This
decision recognises the difficulty that the US has had in managing and handling FARA
paper-based registrations and documents.
83.
Measures to protect information that is collected, stored and shared will be published
in a Privacy Impact Assessment to be undertaken by the Department in consultation with
the Office of the Australian Information Commissioner.

Charges and regulatory burden
84.
The Bill provides that charges will be established for registration and registration
renewal. Charges will contribute to cost-recovery and will be documented in a publicly
accessible Cost-Recovery Implementation Statement. It is appropriate to charge registrants
given the Scheme will incur costs to establish, administer and maintain. However, high fees
may discourage registration under the Scheme and limit the Scheme’s ability to meet its
policy objective of providing transparency around forms and sources of foreign influence in
Australia. The costs will therefore be set appropriately and to support the transparency
objective of the Scheme.
85.
Compliance with the Scheme will create a small regulatory burden for registrants. It
is intended that registrations and registration renewals will in the first instance require
minimal information with the view that the administering unit may request further detail or
information from registrants if required. The regulatory and financial impact will also
decrease in the second and subsequent years of the Scheme, once registration details have
been lodged.

45

Section 43.
Sections 45 and 46 provide powers for the Secretary to obtain information to satisfy the Secretary as to whether
a person is liable to register under the Scheme and to require the production of information relevant to the
Scheme.
46

Page | 23

Review of the Foreign Influence Transparency Scheme Bill 2017
Submission 5

86.
The FITS Bill requires that the Scheme and its costing model be reviewed shortly
after the Scheme’s commencement. This is intended to allow a period for the Scheme to be
established and to operate, after which adjustments can be made to the Act, rules and
administrative arrangements if necessary.

Enforcement
The FITS Bill provides a range of enforcement measures ensure that the consequence of
non-compliance with the Scheme is commensurate to the level of culpability for
non-compliance. Compliance measures could include letters of enquiry, and prompts to
comply with the requirements of the Scheme.
87.
The FITS Bill also includes criminal offences to both incentivise compliance with the
Scheme and provide remedies in the event of non-compliance. The offences are tiered and
have corresponding commensurate penalties. This ensures that penalties for
non-compliance are not overly punitive and can be flexible to the level of culpability
associated with the offending conduct.
88.

Offences established by the FITS Bill, include for:


undertaking registrable activities while not being registered



failing to fulfil other responsibilities under the scheme, and



providing false or misleading information or destroying records in connection with the
scheme.

89.
The maximum penalties for these offences range from 60 penalty units ($12,600) to
seven years imprisonment. These penalties signal the importance of transparency around
activities undertaken on behalf of foreign principals that affect Australia’s democratic and
governmental processes.

Oversight
90.
The FITS Bill requires annual reporting to the Australian Parliament at the end of
each financial year.47 Reporting will provide information on matters including the total
number of registrants, the total number of foreign principals and their country of origin, and
the nature of activities engaged in on behalf of foreign principals. Annual reports will be
tabled in both Houses of Parliament, providing opportunity for both government and public
scrutiny.
91.
The FITS Bill also requires that the Minister with responsibility for administering the
Scheme arrange a review within five years of its commencement.48 The report of the review
is required to be tabled in both Houses of Parliament.

47
48

Section 69.
Section 70.
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Appendix A – Overview of the Foreign Influence
Transparency Scheme
The Foreign Influence Transparency Scheme (the scheme) will require persons undertaking
certain activities on behalf of a foreign principal to register and provide information about
those activities.
How will the scheme operate?
Any person, business, organisation or other entity which undertakes certain activities on
behalf of a foreign principal, or has an arrangement to undertake certain activities on behalf
of a foreign principal, must register within a period of 14 days.
How much will it cost?
There will be a charge to register under the scheme and also to renew registration. The
amount charged will be prescribed by regulations.
What activities will require registration under the scheme?
Registration will be required where:








a person engages in parliamentary lobbying within Australia on behalf of a foreign
government.
a person engages in activities within Australia for the purposes of influencing a political or
governmental system or process. These activities are:
o parliamentary lobbying (on behalf of a foreign principal that is not a foreign
government)
o general political lobbying
o communications activity, and
o donor activity
a former Cabinet Minister is employed by, or acts in any capacity for, a foreign principal
in the three years following their role as a Cabinet Minister
a former Minister or MP is employed by, or acts in any capacity for, a foreign principal in
the three years following their role as a Minister or MP, where they contribute skills,
knowledge, experience or contacts which have been gained through their former role
a former senior Commonwealth public official is employed by, or acts in any capacity for,
a foreign principal in the eighteen months following their public role, where they
contribute skills, knowledge, experience or contacts which have been gained through
their former role.

Will any exemptions apply?
Yes. A number of targeted exemptions will apply to certain categories of activities and
persons.
These are:


activities done for the sole purpose of, or which solely relate to, the provision of
humanitarian aid or assistance
Page | 25

Review of the Foreign Influence Transparency Scheme Bill 2017
Submission 5








activities done for the sole purpose of, or which solely relate to, the provision of legal
advice or legal representation
activities of diplomats, consular and other officials while performing official functions,
duties and responsibilities of that role
activities done for the sole purpose of, or which solely relate to, religious pursuits
regarding the religion of a foreign government
activities done for the sole purpose of, or which solely relate to, reporting news,
presenting current affairs or expressing editorial content in news media (exemption only
applies to private-owned media)
certain business and commercial activities, including:
- the negotiation or conclusion of contracts for the provision of goods or services,
and
- activities of employees within Australia of foreign businesses.

What will registrants be required to do?
Registrants will have a number of responsibilities under the scheme. These include:






renewing registration on an annual basis if the person continues to act on behalf of the
foreign principal
promptly reporting material changes in circumstances
promptly reporting when donor or communications activities are undertaken
updating registration details when a federal election is called, and
keeping records in relation to registration under the scheme.

These obligations are intended to facilitate the timely provision of current and accurate
information to support continuous and effective transparency.
What penalties apply will apply for non-compliance?
A number of offences will apply for failing to register or renew registration, or for noncompliance with the obligations created by the scheme. The penalties range from 60
penalty units (for example, for failing to report a change in circumstance) through to seven
years imprisonment (for example, for intentionally not registering under the scheme when
required to do so).
The Secretary responsible for administering the scheme will also have the power to request
and compel the provision of information and documents that is relevant to whether a person
is required to register under the scheme.
Other matters
The scheme will commence within 12 months of the Bill being passed by the Parliament.
The Minister responsible for the scheme will be required to report to the Parliament on an
annual basis regarding the operation of the scheme. The scheme must also be reviewed
within 5 years of commencement.
Rules and regulations that will establish operational and administrative arrangements for the
scheme will be developed once the Bill has been passed.
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KEY TERMS









‘Foreign principal’ – foreign government, foreign public enterprise, foreign political
organisation, foreign business or an individual who is neither an Australian citizen nor a
permanent Australian resident
‘Purpose of political or governmental influence’ – activity for the purpose of influencing a
federal vote, a federal government decision, a proceeding of Parliament, a process in
relation to an MP, a political party or a candidate
‘Parliamentary lobbying’ – lobbying a member of Parliament (MP) or a staffer of an MP
‘General political lobbying’ – lobbying a Commonwealth official, department, agency or
authority, a registered political party or a candidate in a federal election
‘Communication activity’ – distributing information or materials
‘Donor activity’ – distributing money or other things of value
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