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Question:

CHAIR: There was evidence given to us that, in relation to the working relationship
between law enforcement and other private industries that deal with cybersecurity,
there could be greater collaboration. As it was explained to us, the exercise is that
the AFP can pay someone to service their vehicles and to have the sort of expertise,
but because cybercrime changes all the time there should be more collaboration. Of
course, there's a lot of collaboration already with the private sector. We know that
they're involved in the PJC3 unit but that they can't always just provide that as a
matter of being good corporate citizens and being happy to do that. There comes a
point where perhaps there should be greater collaboration through contracts to
provide that expertise. Does either department have a view on that?

Mr Reeve: | will probably take it on notice in terms of the AFP's engagement with
industry.

Lt Gen. McGuinness: | am not aware of or able to comment on the AFP's
engagement or outsourcing with contractors. | know that a number of those IR
companies stand ready to offer us services and have supported through incident
response. | assume that is part of what was being raised this morning. I'm not in a
position to comment on AFP's posture.

CHAIR: If you'd like to take that on notice.

Answer:

The National Cyber Security Coordinator (the Coordinator) is not in a position to
comment on the contractual activities of law enforcement agencies in responding to
cybercrime.

The Coordinator supports the Minister for Cyber Security to lead the coordination of
national cyber security policy, responses to major cyber incidents, whole of
government cyber incident preparedness efforts and strengthening Commonwealth
cyber security capability.



This includes bringing together expertise and resources from across government
and security agencies to ensure a coordinated approach in preparing for, and
managing, the consequences of cyber security incidents.

These activities can involve collaboration between many entities, including law
enforcement (AFP and/or state/territory police forces) and private industry. Whilst
law enforcement agencies work in close partnership with the National Office of
Cyber Security (NOCS), they remain operationally independent. The Coordinator
cannot comment on how law enforcement should collaborate with private industry
when responding to cybercrime.



