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Foreword from VicHealth CEO

Australian children are engaging with technology more than ever before. In 2020, 
during the coronavirus pandemic, the digital world has cemented itself as a 
foundational element of children’s lives. Children have had to rely on digital technology 
for education, social connection and entertainment.

While children explore, learn and connect online, they are surrounded by digital marketing of harmful 
products via websites, social media, gaming and influencers. On top of this, their every viewing and 
browsing habit is being closely monitored and meticulously recorded to be used for future marketing and 
promotion.

There are little or no protections in place to prevent Australia’s children from predatory marketing 
practices in the digital world.

This report highlights the worrying fact that digital marketing for alcohol, unhealthy food and gambling 
is reaching children at a very young age, affecting their attitudes, habits, consumption – and health. 
These consequences could be lifelong, determining the habits they form and the quality of life they can 
achieve.

Children can improve digital literacy. However, they simply cannot compete with the pernicious and 
ever-evolving tactics used by harmful industries to promote alcohol, unhealthy food and gambling.

Parents are facing an uphill battle to protect their children from harmful digital marketing due to a lack 
of regulation in Australia. Current industry-designed codes do little to protect children’s rights in the 
digital space.

To support families in achieving good health and wellbeing, we need strong, evidence-based policies and 
government regulation to protect children from digital marketing by harmful industries. 

As digital natives, Australia’s children have the right to participate in the digital world without being 
exposed to harmful marketing.

It’s time to put the health of Australian children before the profits of harmful industries.

Dr Sandro Demaio 
Chief Executive Officer, VicHealth
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Marketing of harmful products is ubiquitous in Australian society, with children exposed to a wide range 
of pervasive and often covert online marketing practices. 

The younger generation are digital natives and derive significant value from their online interactions. 
Digital technology enables children to participate in education, to connect with others and access 
entertainment. This has become even more imperative during the coronavirus (COVID-19) lockdown. 

However, children should be able to exercise their right to participate in the digital space without being 
exposed to the marketing of harmful products.

While empowering and building digital literacy among children and young people may increase their 
ability to recognise digital marketing, this is far from sufficient. Government policy must lead the way in 
ensuring that the digital environment protects children.

This report focuses on children up to and including the age of 17. It takes a collective approach to three 
harmful industries – industries that produce and promote products that are harmful to health and 
wellbeing: 

 •	 alcohol 

 •	 unhealthy food (processed foods high in sugar, fat and/or salt, and sugary drinks) 

 •	 gambling. 

It addresses the health challenges that are fostered by these harmful industries, the diverse ways 
in which marketing targets children in the digital space, the limited ways in which this is currently 
regulated in Australia, and provides some examples of action in other countries. 

Shared ways of working and tackling common commercial determinants of health can set the scene for a 
policy approach that upholds children’s rights in the digital space.

Australia is falling behind in its regulation both of digital marketing of harmful products and children’s 
privacy. It is time for government to protect the health and wellbeing of children over the profits of 
harmful industries. 

Executive summary
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The current limited framework governing digital 
advertising of harmful products to children is 
industry designed and industry led. These codes 
are insufficiently rigorous and lack enforcement 
and sanction powers to protect children from 
harmful marketing.

Regulation or self-regulation?

There is state and territory legislation that prohibits 
retailers from selling alcohol to children under 18 years, 
and federal legislation that sets an age limit of 18 years 
for participation in gambling activities, but the regulatory 
context restricting marketing for these activities is much 
less clear. ‘Self-regulatory’ industry codes* govern the 
advertising of alcohol, gambling and unhealthy food to 
children, but the evidence suggests that these are not a 
sufficient protection to ensure that harmful industries 
do not market their products to children. Self-regulation 
by harmful industries is inadequate and inappropriate as 
there are clear conflicts of interest, whether in unhealthy 
food, alcohol or gambling. Comprehensive regulation is 
also needed to prevent a ‘squeezed balloon effect’ in which 
marketing migrates to unregulated channels as regulation is 
introduced. 

Industry-wide mechanisms

The Australian Association of National Advertisers (AANA) 
has a self-regulatory system that covers all advertising, 
including the three harmful industries that are the focus of 
this report:

 •	 AANA Children’s Advertising Code:98 This Code is very 
broad and does very little to limit children’s exposure 
to marketing for unhealthy food, alcohol and gambling. 
The Code generally applies to marketing that is directed 
primarily to children and is for products targeted to 
children. It contains broad principles based on concepts 
of prevailing community standards, and covers issues 
including factual presentation, parental authority, social 

4. The current (limited)  
protections in Australia

     *	 Often referred to as ‘self-regulatory codes’, we here choose to use 
‘industry codes’ as being more reflective of their voluntary nature 
and the lack of real enforcement embedded within them.

values, competitions, the use of popular personalities 
and premiums. It contains a restriction about marketing 
alcohol directly to children and a requirement that 
marketing to children for food and beverages ‘...must 
neither encourage nor promote an inactive lifestyle or 
unhealthy eating or drinking habits’. In practice, this does 
not prevent unhealthy food marketing to children, as 
simply promoting unhealthy food to children has been 
found not to be enough to establish that an advertisement 
encourages or promotes unhealthy eating or drinking 
habits. It is often argued that eating a single unhealthy 
product ‘occasionally’ or ‘in small amounts’ can be part of a 
balanced healthy diet. 

 •	 AANA Wagering Advertising and Marketing 
Communications Code:99 This is a self-regulatory 
communication code on wagering advertising and 
marketing that covers Australian licensed wagering 
operators, such as TABs and online bookmakers. The 
Australian Communications and Media Authority (ACMA) 
approves the code, while complaints about breaches of 
the code are determined by the Ad Standards Community 
Panel, which forms part of the self-regulatory structure.

In addition, the Australian Influencer Marketing Council 
(AIMCO) published a new set of guidelines in July 2020 
outlining standards for influencers to clearly disclose when 
they are promoting a product.100 It is not yet evident what 
effect, if any, these guidelines will have on the actions of 
influencers. However, it is anticipated that this may reduce 
‘astroturfing’ and casual recommendations of harmful 
products by influencers. 
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Unhealthy food 
There is currently no government regulation in Australia 
to protect children from unhealthy food marketing on 
digital media. In addition to the Children’s Advertising Code, 
which applies to food and beverage marketing as well as 
to marketing for other products, the food and advertising 
industries have developed their own codes that purport 
to restrict unhealthy food marketing to children across 
different media types, including most forms of digital media. 
In practice, these codes do little to protect children from 
unhealthy food marketing and are particularly ineffective in 
the way they apply to digital marketing. 

The Australian Food and Grocery Council has developed 
two industry codes applying to unhealthy food marketing 
to children: the Quick Service Restaurant Initiative for 
Responsible Advertising and Marketing to Children (QSRI) for 
fast-food chains, and the Responsible Children’s Marketing 
Initiative (RCMI) for other types of food manufacturers and 
retailers. These codes are now managed by the AANA. The 
AANA also developed a Food and Beverages Advertising Code,  
and requires advertisers to comply with the RCMI and QSRI, 
where applicable.**

There is currently no government 
regulation in Australia to protect 
children from unhealthy food 
marketing on digital media

   **	In June 2020 AANA conducted a review of the Food and Beverages 
Advertising Code, including a review of the RCMI and QSRI. AANA is 
expected to publish a new code later in 2020, to commence in 2021.

Gambling
Online gambling and attendant advertising are regulated 
under the Interactive Gambling Act 2001.107 Under the Act, 
online gambling is prohibited, but exceptions are made 
for sports betting, race wagering and purchasing lottery 
tickets from providers licensed in Australia. This means it 
is illegal to provide online casino games, such as roulette or 
poker, to Australian residents. It is also illegal for a provider 
not licensed in Australia to provide sports betting and race 
wagering to Australian residents.

Similarly, illegal gambling providers cannot advertise 
prohibited activities under the Act. However, Australian 
licensed providers of sports betting, race wagering 
and online lotto can be advertised, subject to certain 
restrictions.

Overall, the industry codes do not protect children from 
digital marketing of unhealthy food. The main reasons for 
this failure are:105

 •	 the codes only restrict marketing that is ‘directed 
primarily to children’, and this is defined and interpreted 
very narrowly. For example, one test that can be applied 
under the RCMI and QSRI is whether children make up at 
least 35% of the audience. This test has been applied to 
popular social media sites, including Facebook, Instagram 
and Snapchat, with these found not to meet the test 106 

 •	 the codes do not protect older children. The RCMI only 
applies to children under 12, the QSRI only applies to 
children under 14 and the relevant parts of the Food and 
Beverages Advertising Code (as well as the Children’s 
Advertising Code) only apply to children 14 or younger

 •	 the RCMI and QSRI use inappropriate definitions of 
‘healthier’ foods that can be advertised to children. The 
RCMI, for example, allows companies to decide what they 
consider a ‘healthier’ choice. In many cases, companies 
choose systems that enable marketing of unhealthy foods 
that are not recommended by the Australian Dietary 
Guidelines, such as high-sugar breakfast cereals, biscuits 
and ice creams

 •	 the codes do not protect children from brand marketing. 
For example, an unhealthy food company can still 
promote its brand to children if it does not promote 
unhealthy food directly 

 •	 there is no effective mechanism to ensure that companies 
comply with the codes, and there are no financial 
penalties when a code is breached. The complaints-
handling process can also be slow, with the consequence, 
for example, that the marketing campaign may be finished 
before a complaint is decided
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Online privacy and the digital marketing of harmful 
products to children are of international concern 
and efforts are under way in many countries to 
tackle them. 

Harmful marketing and the World 
Health Organization
Digital marketing to children has been a clear concern 
of the WHO since 2010, when it published a Set of 
Recommendations on the Marketing of Food and Non-
alcoholic Beverages to Children.118 These were reiterated in 
the 2016 report of the WHO Commission on Ending Childhood 
Obesity,119 which called on member states to implement 
these Recommendations and to work together to tackle 
cross-border marketing (a particular challenge for digital 
marketing). 

A Regional Action Framework on Protecting Children from 
the Harmful Impact of Food Marketing in the Western Pacific 
(the WHO area that covers Australia) notes that the region 
in general is lagging behind, calling for governments to 
‘seek input from external experts as needed and as technology 
develops; for example, monitor the situation of digital marketing 
and consult with digital law experts’.120

Action on alcohol is also a current focus of the WHO, with 
an Action Plan for the period 2022 to 2030 currently under 
development to speed the implementation of the Global 
Strategy to Reduce the Harmful Use of Alcohol. Consultation 
will take place with governments, UN agencies and non-
state actors from late 2020 to mid-2021, with the aim of 
approval of the Action Plan at the World Health Assembly 
in 2022. As part of this process, a technical report on the 
harmful use of alcohol related to cross-border alcohol 
marketing, advertising and promotional activities is also 
being developed (for publication in late 2021), specifically 
including how this affects children and young people.121

5. Responses from around 
the world 

Alcohol: Finland – restricting 
advertising on social media
In 2015, Finland became the first country to restrict alcohol 
advertising on social media. An amendment to the Alcohol 
Act prohibits advertisers from putting any content that is 
‘intended to be shared by consumers’ on a social media 
platform, whether the content is produced by consumers or 
by the brand itself.122 

A set of guidelines for alcohol advertisers on interpreting the 
new amendment was produced by the National Supervisory 
Authority for Welfare and Health (Valvira), which includes:123

 •	 user-generated content may not be distributed through 
the alcohol company’s own website or social media;

 •	 where possible, the advertiser should disable the sharing 
function on its own social media posts (but this is not 
always an option – for example, all content on Facebook is 
shareable); and

 •	 although sponsored advertisements in social media are 
permitted, the advertiser should ensure that they are 
targeted at people of legal drinking age – although in 
practice all the brands’ Instagram posts and half of 
Facebook sites for the brands remain unrestricted to 
under-18s.124

Valvira has no resources for monitoring, but evidence 
suggests there has been some impact on brands’ own social 
media content.125 This could be reflective of more strategic 
use of the platforms – so it is unclear how much children’s 
actual exposure to alcohol advertising has decreased, if at 
all. However, the legislation does demonstrate that action is 
possible. 
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The digital environment – including the way in 
which unhealthy food, alcohol and gambling 
are marketed to children – is a dynamic and 
rapidly evolving space. Today’s industry-led 
codes (section 4) are proving even less capable of 
protecting children online than through traditional 
media. An integrated, system-wide approach is 
required to ensure that children are able to 
participate in the benefits of being online, but are 
protected from the pervasive and targeted 
marketing of alcohol, unhealthy food and gambling 
products. To achieve a safe space for children, the 
full range of ways in which harmful industries can 
market their products in the digital space should 
be addressed, with the rights of the child at its 
heart.

The COVID-19 crisis has sharpened the focus on our online 
lives, with a perfect storm of increasing screen time and 
exposure, coupled with increasingly targeted ads. Harmful 
industries have pivoted their actions in response,137 focusing 
even more on the digital space. There has been a shift away 
from branded websites and marketing towards consumer-
generated content with influencers, and content-sharing 
between peers and social networks, which are much less 
available to scrutiny. This is of significant international 
concern (as section 5 shows) – but Australia is lagging behind 
in its system of regulation. 

There is an opportunity to be part of the worldwide 
movement to ‘build back better’ following the pandemic. 
We can use the spotlight that has been shone on children’s 
digital participation to improve regulation to ensure that 
society’s recovery from COVID-19 prioritises the health and 
wellbeing of children. 

6. Conclusion: time to act 

Strong, evidence-based policies and government regulation 
are required to protect children from digital marketing by 
harmful industries. This should be backed up by improved 
monitoring to provide a better picture of children’s actual 
exposure to digital marketing of harmful products.138 

If change is to be achieved, there must be action across three 
sectors: 

 •	 the platforms (e.g. Google, Facebook, Instagram, YouTube, 
TikTok, Twitch, Snapchat), to ensure that their processes 
are transparent and protect children’s privacy and data 
online

 •	 the harmful industries, to ensure that they do not 
advertise harmful products to children, including through 
influencers

 •	 the advertising agencies, to ensure that they have 
processes in place to prevent delivery of inappropriate 
marketing to children

Australia is falling behind in its regulation both of privacy 
issues and of digital marketing of harmful products. It is 
time for government to protect the health and wellbeing of 
children over the profits of harmful industries.
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