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About the Law Council of Australia

The Law Council of Australia exists to represent the legal profession at the national level, to speak on
behalf of its Constituent Bodies on national issues, and to promote the administration of justice, access
to justice and general improvement of the law.

The Law Council advises governments, courts and federal agencies on ways in which the law and the
justice system can be improved for the benefit of the community. The Law Council also represents the
Australian legal profession overseas, and maintains close relationships with legal professional bodies
throughout the world.

The Law Council was established in 1933, and represents 16 Australian State and Territory law societies
and bar associations and the Law Firms Australia, which are known collectively as the Council's
Constituent Bodies. The Law Council’s Constituent Bodies are:

. Australian Capital Territory Bar Association
. Australian Capital Territory Law Society

. Bar Association of Queensland Inc

. Law Institute of Victoria

. Law Society of New South Wales

. Law Society of South Australia

. Law Society of Tasmania

. Law Society Northern Territory
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. The Victorian Bar Inc

. Western Australian Bar Association

Through this representation, the Law Council effectively acts on behalf of more than 60,000 lawyers
across Australia.

The Law Council is governed by a board of 23 Directors — one from each of the constituent bodies and
six elected Executive members. The Directors meet quarterly to set objectives, policy and priorities for
the Law Council. Between the meetings of Directors, policies and governance responsibility for the Law
Council is exercised by the elected Executive members, led by the President who normally serves a 12
month term. The Council’s six Executive members are nominated and elected by the board of Directors.

Members of the 2018 Executive as at 1 January 2018 are:

Mr Morry Bailes, President

Mr Arthur Moses SC, President-Elect
Mr Konrad de Kerloy, Treasurer

Mr Tass Liveris, Executive Member
Ms Pauline Wright, Executive Member
Mr Geoff Bowyer, Executive Member

The Secretariat serves the Law Council nationally and is based in Canberra.
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Executive Summary

1.

The Law Council is pleased to provide this submission to the Parliamentary Joint
Committee on Intelligence and Security’s (the Committee) inquiry into the National
Security Legislation Amendment (Espionage and Foreign Interference) Bill 2017
(the Bill).

The Bill seeks to amend and introduce a broad range of offences in the Criminal
Code Act 1995 (Cth) (Criminal Code) targeting the activities of foreign actors, and
those acting on their behalf, who seek to work against Australia’s interests through a
variety of means, including by obtaining classified information or seeking to
influence the outcome of Australia’s democratic process. The concerns of the Bill
include harm to Australia’s national security, military capabilities, alliance
relationships, and Australia’s economic and political stability.’

The Bill, if enacted, would make significant changes to a range of Commonwealth
criminal offences, including (but not limited to) creating new offences for treason,
espionage, foreign interference, sabotage, interference with political rights and
duties, damaging Commonwealth property, false or misleading conduct in relation to
a security clearance and secrecy contraventions.

The Bill follows a classified review of Australia’s espionage, sabotage, treason,
foreign interference and secrecy offences.? The Law Council is concerned that the
Bill with such significant implications for a number of Commonwealth offences has
been introduced prior to legal professional bodies, law reform agencies or civil
liberties organisations having an opportunity to participate in this review.

The Law Council has not had sufficient time to comprehensively respond to the Bill
given the Committee’s inquiry has occurred over the December-January period and
when there have been several other national security inquiries. However, this
submission expresses the Law Council’s views on the Bill to date.

The Law Council recognises that the law in many of these areas requires review and
updating. The Law Council also supports in-principle the need to ensure that
Australia’s laws are sufficiently robust to guard against the undermining of
Australia’s sovereignty and system of government by foreign adversaries. It also
supports the move to progressively transfer Commonwealth offences from the
Crimes Act 1914 (Cth) (Crimes Act) to the Criminal Code as is proposed in a
number of respects by the current Bill. In addition, the Law Council supports some
of the proposed measures in the Bill such as the proposed treachery and
interference with political rights and duties offences subject to certain limitations
regarding the use of force or violence.

However, the basic difficulty with the Bill is that many of the offence provisions are
broadly drafted to capture a range of benign conduct that may not necessarily
amount to harm or prejudice to Australia’s interests. Of particular concemn to the
Law Council is the broad definitions of key terms in the proposed measures. In this
respect, the Law Council considers it essential that the measures be certain and

1 Explanatory Memorandum, National Security Amendment (Espionage and Foreign Interference) Bill 2017, p.

2

2 Malcolm Turnbull, ‘Protecting Australia from Foreign Interference’ (5 December 2017)
<https://www.pm.gov.au/media/protecting-australia-foreign-interference>.
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well-defined, particularly given the severe criminal sanctions that attach to the
proposed offences.

8. The Law Council’s Policy Statement on Rule of Law Principles assert that ‘offence
provisions should not be so broadly drafted that they inadvertently capture a wide
range of benign conduct’.?

9. The potentially broad application of these measures is inconsistent with this
principle, and the scope of the Bill should be narrowed considerably both to provide
greater certainty, and ensure it is directed primarily towards conduct that would
cause harm or be prejudicial to Australia’s national security.

10. A narrowing of the provisions and clarity regarding their operation would also assist
in ameliorating concerns that some of the provisions are not a necessary or
proportionate limitation on freedom of expression or a proportionate infringement on
the implied freedom of political communication under the Australian Constitution.

11.  The Law Council’s primary recommendation is that the Bill not be passed in its
current form.

12. In the alternative, should the Bill proceed, the Law Council makes the following
recommendations as contained in this submission.

3 Law Council of Australla Policy Statement on Rule of Law Principles (2011), available onlme at

Law-Prlncanes pdf, Pnnaple1 p. 2.
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Recommendations

. The Committee should await an assessment of the Bill for its impact on
freedom of speech by the Parliamentary Joint Committee on Human Rights
(PJCHR) before completing its inquiry and if necessary, extend the opportunity
to make submissions in response to the information obtained. Any issues
identified by the PJCHR should be addressed prior to enactment.

. The definition of ‘national security’ extending to the country’s political or
economic relations with another country or countries should be reconsidered.

. The definition of ‘national security’ in proposed subsection 90.4(2) should
define the terms ‘espionage’, ‘sabotage’, ‘terrorism’, ‘political violence’ and
‘foreign interference’. The terms ‘political violence’ and ‘foreign interference’
should be defined in a manner consistent with section 4 of the Australian
Secret Intelligence Organisation Act 1979 (Cth) (ASIO Act).

. A requirement should be inserted into proposed section 93.3 to indicate that a
prosecution must not be initiated unless it has been certified by the Attorney-
General that it is appropriate that the information concerned Australia’s
national security at the time of the conduct that is alleged to constitute the
offence.

. Proposed section 93.3 should be amended to require the Attorney-General to
only certify information or an article as concerning Australia’s national security
subject to the statutory criteria for ‘national security’.

. It is not clear whether the Attomey-General will be able to certify that the
information or article concerns Australia’s national security for the purposes of
the sabotage offences. This should be clarified.

° In relation to the definition of ‘public infrastructure’, the Law Council considers
that there would be benefit in a reference to the Australian Government
Information Security Manual 2016-2017 (for example in the Explanatory
Memorandum) and a need to be consistent with the requirements of that key
policy document.

. The Explanatory Memorandum to the Bill should provide the demonstrated
need to define ‘security classified information’ by prescription in regulations.

. The type of information which may be prescribed as ‘security classified
information’ should be clearly defined and circumscribed in the Bill, for
example, through appropriate criteria to assist in ensuring that the matter
would, or would be reasonably likely to, cause harm to or prejudice Australia’s
national security.

. A requirement similar to that which exists in section 50A of the Australian
Border Force Act 2017 (Cth) (the ABF Act) should be inserted into the Bill to
indicate that a prosecution must not be initiated unless it has been certified
that it is appropriate that the information had a security classification at the
time of the conduct that is alleged to constitute the offence.

. The proposed definition of ‘foreign intelligence agency’ should be amended to

mean (for example) an entity that is directed or controlled by a foreign
government or governments that has responsibility for gathering security or
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defence intelligence about the capabilities, intentions or activities of people or
organisations outside its own territory. If it is thought necessary to extend this
definition to non-State actors, a reference could be made to a foreign political
organisation. However, there must also be a link to Australia’s national
security in the offence provisions. More broadly, the definition of ‘foreign
intelligence’ and ‘foreign intelligence agency’ should be reviewed to ensure
consistency across Commonwealth legislation.

. The proposed defences for public officials should not be available for
sabotage, espionage, and foreign interference offences under: proposed
subparagraphs 82.3(1)(c)(i),* 82.4(1)(c)(i),® 82.5(1)(c)(i),® 82.6(1)(c)(i),”
82.7(1)(d)(i) and (ii),® 82.8(1)(d)(i) and (ii),% 91.1(1)(c)(i),™® 91.1(2)(c)(i),"
91.8(1)(b)(i),"* 91.8(2)(b)(i), 92.2(1)(c)(iv) and (d)(ii) and (d)(iii),™ 92.3(1)(c)(iv)
and (d)(ii) and (d)(iii);'* and proposed subsections 91.2(1) and (2)."®

. The Committee should inquire into the necessity to permit a public official
defence for other sabotage, espionage and foreign interference offences
where that conduct is engaged in on behalf of a foreign principal to advantage
the national security of a foreign country. In the absence of such evidence, the
proposed public officials defence should not proceed.

. The proposed new treason offences should be limited to conduct that will
materially assist the enemy to engage in armed conflict against the
Commonwealth or the Australian Defence Force (ADF). Similarly, proposed
section 80.1AB should provide that the Governor-General may, by
Proclamation, declare a party (i.e. a person, body or group of any kind) to be
an enemy engaged in armed conflict against the Commonwealth or the ADF.

. The Bill should prescribe certain criteria for when the Governor-General may
make a Proclamation under proposed section 80.1AB.

. There should be a requirement of periodic review of such a Proclamation and
an ability of revocation when the Governor-General is no longer satisfied that
the criteria for making the Proclamation continues to be met.

. There should be a prohibition on the retrospective proclamation of a ‘party to
be an enemy engaged in armed conflict’ under proposed section 80.1AB.

. The treachery offence in proposed 80.1AC should require the fault element of
intention where the person engages in conduct involving the use of force or
violence.

4 Offence of sabotage involving foreign principal with intention as to national security.

5 Offence of sabotage involving foreign principal reckless as to national security.

5 Offence of sabotage with intention as to national security.

7 Offence of sabotage reckless as to national security.

8 Offence of introducing vulnerability with intention as to national security.

9 Offence of introducing vulnerability reckless as to national security.

10 Espionage—dealing with information etc. concerning national security which is or will be made available to
foreign principal.

" Ibid.

12 Espionage on behalf of foreign principal.

13 Offence of intentional foreign interference.

14 Offence of reckless foreign interference.

15 Espionage—dealing with information etc. which is or will be made available to foreign principal.
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. In light of the Review of Commonwealth Criminal Law: Fifth Interim Report
(the Gibbs Committee Report), the Law Council encourages the Committee
to consider whether the broadening of the sabotage offences in the proposed
manner is indeed necessary and justified.

. The extension of the sabotage offence provisions should be reconsidered. If
this is not accepted by the Committee, the Law Council recommends that
proposed subparagraphs 82.7(1)(d)(ii) and 82.8(d)(ii) of the Bill be amended to
reflect the fact that the harm or prejudice to Australia’s economic interests
should be more than minor or trivial prejudice.

. Proposed section 82.9 ‘Preparing for or planning sabotage offence’ be
removed from the Bill. Incitement, conspiracy and attempt provisions in Part
2.4 of the Criminal Code are sufficient to deal with preparatory conduct which
has indicated a real intention to carry out the act. If this position is not
accepted by the Committee, the Law Council recommends that there be a
public review conducted by the Attorney-General’'s Department which clearly
identifies the appropriate criteria which should be used for determining the
kinds of criminal conduct that warrant preparatory offences. The review
should allow for a public submissions process and the outcomes be used to
inform the Guide to Framing Commonwealth Offences, Infringement Notices
and Enforcement Powers (the Guide).

. In the absence of sufficient justification to the contrary, a good faith defence
should be available for the proposed sabotage offences.

. The proposed advocating mutiny offence should not proceed. Instead, an
updated inciting mutiny offence should be created in the Criminal Code which
replaces section 25 of the Crimes Act and is directed at serving ADF members
or a defence force of another country that is acting in cooperation with the ADF.
Incitement, conspiracy and attempt provisions in Part 2.4 of the Criminal Code
are sufficient to deal with the offence of mutiny. If this is not to be accepted, the
fault element of intention should apply as to whether the person’s words or
conduct will cause another person to engage in mutiny. In addition, a good faith
defence should be provided to ensure that individuals or groups who in good
faith with oppose the actions of the ADF or a defence force of another country
that is acting in cooperation with the ADF and/or calls for a laying down of arms
is not subject to the offence.

. Consideration should be given to lowering the proposed penalty of 15 years
imprisonment under proposed section 83.2 (assisting prisoners of war to
escape) in light of the Third Geneva Convention which stipulates that a
prisoner of war should not be punished for a successful escape,'® and that a
prisoner of war captured in the process of escaping, if punished, should only
be liable to a disciplinary punishment.'”

. The proposed offence relating to military-style training involving a foreign
government principal should be amended to reflect that it is only an offence for
a person to undergo such training where the person is specifically undergoing
training for the execution of a predetermined hostile act and those training
activities are an integral part of that hostile act.

16 Geneva Convention Relative to the Treatment of Prisoners of War (Third Geneva Convention), opened for
signature 12 August 1949, 75 UNTS 135 (entered into force 21 October 1950), Article 91.
7 Ibid Article 93.
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. An Australian domestic court is unable to make a finding against a foreign
State under the principle of sovereignty at international law. Nonetheless, the
Law Council encourages the Committee to inquire into the possible impact at
international law as to whether a finding by an Australian court for the
purposes of the proposed offence relating to military-style training involving a
foreign government principal may amount to opinio juris at international law.

. In regards to the interference with political rights and duties offence, the
Explanatory Memorandum to the Bill should be amended to make clear that
the availability of the offence does not affect the power of Parliament to deal
with such conduct as contempt of Parliament, provided that a person may not
be punished twice for the one act or omission.

. Clear justification should be given for the maximum term of imprisonment and
the increase by seven years for the interference with political rights and duties
offence.

. The ‘making of threats’ in the proposed interference with political rights and
duties offence should be limited to threats made in relation to the use of force
or violence rather than ‘threats of any kind'.

. The proposed new espionage offences in the Bill should not proceed. If this is
not to be accepted, the Law Council makes the following recommendations:

o The proposed new espionage offences should regulate the dealing with
‘Commonwealth information’ which may be defined as information to
which a person has, or had, access by reason of his or her being, or
having been, a Commonwealth officer or received from a
Commonwealth officer.®

o The proposed new espionage offences should require (as a minimum for
‘outsiders’) that the dealing with information did, or was reasonably likely
to, or intended to prejudice Australia’s national security or advantage the
national security of a foreign country.

o In the absence of an express harm requirement, the offences should
cascade in penalty and require that a person knew, or as a lesser
offence, was reckless as to whether, the protected information falls
within a particular category (i.e. security classification or concerns
Australia’s national security), and should not provide that strict liability
applies to that circumstance.

o Defences should be introduced to capture bona fide business dealings
and persons acting in good faith. A defence should also be introduced
for prior publication where the offences do not apply to a person dealing
with the information if:

(a) the information has already been communicated, or made available,
to the public (the prior publication); and

18 See e.g. Australian Law Reform Commission, Secrecy Laws and Open Government in Australia, Report No
112 (2009) 255, Recommendation 6-3, p. 10.

19 National Security Legislation Amendment (Espionage and Foreign Interference) Bill 2017, proposed
sections 91.1, 91.3, 91.6, 91.11 and 91.12.
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(b) the person was not involved in the prior publication (whether directly
or indirectly); and

(c) at the time of the disclosure, the person believes that the disclosure:
(i) will not endanger the health or safety of any person; and

(i) will not prejudice Australia’s national security or advantage the
national security of a foreign country; and

(d) the person has reasonable grounds for that belief.

o Consideration should be given as to whether the proposed maximum
penalties for the espionage offences which range between 15 years to
life imprisonment are too high. The necessity of more than doubling the
previous maximum term of seven years must be demonstrated to be
necessary and proportionate.

. A defence for persons acting in the public interest should be provided for the
proposed foreign interference offences in Division 92, Subdivision B.

. The preparing for a foreign interference offence in section 92.4 should not
proceed. Instead, the ancillary provisions of the Criminal Code for incitement,
conspiracy and attempt should be relied upon.

. The proposed offences in sections 92.7 and 92.8 (relating to support for a
foreign intelligence agency) should cascade in penalty and require that the
person knew, or as a lesser offence, was reckless as to whether the support or
resources would help the organisation to directly or indirectly engage in,
preparing, planning, assisting in or fostering an act prejudicial to Australia’s
security.

. The proposed offences in sections 92.9 and 92.10 (relating to funding or being
funded by a foreign intelligence agency) should require that the person is
reckless as to whether the funds will be used to facilitate or engage in
activities prejudicial to Australia’s national security or, in the case of obtaining
funds, involve undue influence.

. The Explanatory Memorandum to the Bill should clarify the intersection
between the proposed foreign interference offences in the Bill and those in the
Foreign Influence Transparency Scheme Bill 2017.

. The proposed offence of theft of trade secrets involving a foreign government
principal should not proceed.

. The proposed general secrecy offences in the Bill should be amended in a
manner which is consistent with the Australian Law Reform Commission’s
(ALRC) Report No 122, Secrecy Laws and Open Government in Australia

(the Secrecy Report) and the Independent National Security Legislation
Monitor’s (the INSLM) report Section 35P of the ASIO Act (2016) (the ASIO

Act Report). If this is not to be accepted, the Law Council makes the below
recommendations.

o in the absence of an express harm requirement, the offences should
cascade in penalty and require that a person knew, or as a lesser
offence, was reckless as to whether, the protected information falls
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within a particular category (i.e. security classification or concerns
Australia’s national security), and should not provide that strict liability
applies to that circumstance.

o The secrecy of information offence provisions should be redrafted to
treat insiders and outsiders separately to improve the proportionality of
the measures.

o The secrecy of information offence provisions should be redrafted to
distinguish between intentional and reckless conduct regarding the
communication or dealing with inherently harmful information or causing
harm to Australia’s interests.

. The phrase ‘interfering with’ should be removed from proposed paragraphs
121.1(a) and (b) of the BiIll.

. The phrase ‘contravention of a provision, that is subject to a civil penalty, of’
should be removed from proposed subparagraph 121.1(1)(a)(ii). As a
minimum the provision should be limited to contraventions of serious
Commonwealth civil penalty provisions which attract an equivalent civil penalty
of 3 years imprisonment.

. The Proceeds of Crime Act 2002 (Cth) (POCA) should be removed from
proposed subparagraph 121.1(1)(b)(ii).

. For the purposes of proposed paragraphs 121.1(d) and (e), the Explanatory
Memorandum should clarify what may amount to ‘intangible damage’ and be
amended to note a reduction in the ‘quantity or quality of information provided
by a foreign government or international organisation’ (emphasis added).

. The proposed ‘inherently harmful information’ criminal offences should not
proceed in the absence of sound justification for the proposed categories,
noting the previous consideration of the ALRC in its Secrecy Report.

. Provisions relating to foreign intelligence agencies and foreign law
enforcement agencies in the definition of ‘inherently harmful information’
should be redrafted to make it clear that the information would, or would be
reasonably likely to, harm one of the four essential public interests identified
by the ALRC in its Secrecy Report.

. If conduct relating to ‘communication’ continues to be regulated, proposed
paragraph 121.1(b) of the definition of ‘inherently harmful information’ should
be amended to read ‘information the communication of which would, or would
be reasonably likely to, damage the security or defence of Australia’.

. The type of information which may be ‘proper place of custody’ should be
more clearly defined and circumscribed in the Bill, for example, through
appropriate criteria to assist in ensuring that the matter would, or would be
reasonably likely to, cause harm to or prejudice Australia’s national security.

. The Committee consider whether the definition of ‘Commonwealth officer’ for
the purposes of proposed subsection 121.1(1) should include the Governor-
General.

. Schedule 2 of Part 1 of the Bill (Secrecy of information) should be amended
to:
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o include a public interest disclosure defence to the secrecy provisions
where the disclosure would, on balance, be in the public interest.

o non-exhaustively identify some factors that may be considered for the
purposes of determining whether the dealing with or holding of
information may be in the public interest for the purpose of the proposed
journalist defence. Such factors may include for example:

. promoting open discussion of public affairs, enhancing government
accountability or contributing to positive and informed debate on
issues of public importance;

. informing the public about the policies and practices of agencies in
dealing with members of the public;

= ensuring effective oversight of the expenditure of public funds;

. the information is personal information of the person to whom it is
to be disclosed; and

. revealing or substantiating that an agency (or a member of an
agency) has engaged in misconduct or negligent, improper or
unlawful conduct.

o capture in proposed subsection 122.5(4) the dealing with information in
order to make the communication in accordance with the Public Interest
Disclosure Act 2013 (Cth) (PID Act). The Committee should consider
whether disclosures that may be made under private sector
whistleblower laws under for example the Corporations Act 2001 (Cth)
should also be captured by the defence provisions.

o include an exception for where the conduct (i.e. communication/dealing
with/holding/removing) is engaged in for the purpose of obtaining legal
advice in relation to the matter the subject of the offence.

o include an exception that offence provisions do not apply if the
disclosure was for the purposes of any legal proceedings arising out of
or otherwise related to the Division or of any report of any such
proceedings.

o extend to where the person has dealt with or held the information (i.e.
not just be limited to where they have communicated it) for the proposed
defence relating to information that has previously been communicated,
or made available, to the public. Similarly, the proposed defences
relating to communication to an oversight body, information to a court or
tribunal should extend to where the person has dealt with or held the
information.

o insert an ‘or’ after paragraph 122.5(7)(c) and an ‘and’ after subparagraph
122.5(9)(d)(ii).

. The defence to the proposed secrecy offences that permits disclosure with
consent in section 47 of the Bill should be reconsidered.

. A privacy impact assessment (PIA) should be conducted of the proposed
secrecy provisions.
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. The proposed secrecy provisions should expressly indicate: whether they
override the Freedom of Information Act 1982 (Cth); and how they will interact
with obligations under the Privacy Act 1988 (Cth).

. The proposed aggravated offence for false and misleading conduct in
proposed subsection 137.1A(1) should not proceed. Instead, it should be
replaced with an offence of failing to disclose defined activities linked to a
foreign country/principal in relation to an application for, or the maintenance of,
an Australian Government security clearance. Alternatively, the aggravated
offence for false and misleading information should be limited to activities
linked to a foreign country/principal in relation to an application for, or the
maintenance of, an Australian Government security clearance.

. Proposed subparagraph 5D(1)(e)(viii) (aggravated offence for giving false or
misleading information) of the Telecommunications (Interception and Access)
Act 1979 (TIA Act) should be removed from the Bill so that this offence is not
defined as a ‘serious offence’ for the purposes of the TIA Act. If this is not
accepted by the Committee, the Law Council’s recommendations regarding
the improvement of this offence provision in accordance with the intent of the
Bill becomes more acute.

. The presumption against the grant of bail under section 15AA Crimes Act
should not be extended to treason, treachery, espionage and foreign
interference cases as is proposed by the Bill.

. The INSLM should review the bail and non-parole periods in sections 15AA
and 19AG of the Crimes Act, including their impact on children.

. There should be no provision for a grant of bail to be stayed if the prosecution
notifies an intention to appeal.

. The mandatory minimum non-parole period for terrorism offences, Division 80
(treachery, treason, urging violence and advocating terrorism or genocide) or
91 (offences relating to espionage and similar activities) under section 19AG
should be repealed and not proceed.
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Preliminary comments

13. The Law Council recognises the challenges posed by Australia’s security
environment. To this end, it acknowledges and accepts that the current threat level
‘contemplates it more likely that Australia will face small-scale, low capability terrorist
attacks’ and that ‘we can never rule out the possibility of large-scale coordinated
terrorist attacks’.?® The Law Council also accepts the evidence of the Director-
General of Security, Mr Duncan Lewis AO, DSC, CSC that:

... espionage and foreign interference is an insidious threat. Foreign powers
are clandestinely seeking to shape the opinions of members of the Australian
public, of our media organisations and our government officials in order to
advance their country's own political objectives.

ASIO continues to identify and to investigate harmful espionage and foreign
interference directed against Australia.?!

14. The Law Council has examined the necessity and proportionality of the Bill bearing
these matters in mind. Legislation to protect against such threats requires ongoing
vigilance and a recognition of the importance of ensuring that there are only
necessary and proportionate limitations on traditional rights and freedoms which are
a prized element of Australian democracy.

15. The Law Council is of the view that Australia’s national security measures must:

. comply with rule of law principles? and Australia’s intemnational human rights
obligations;

. be shown to be necessary to counter the threat posed to the Australian
community by foreign actors, and constitute a proportionate response to that
threat;

. contain mechanisms for independent, regular and comprehensive review of
both the content and the operation of Australia’s national security measures;

. contain clearly defined key terms to ensure clarity and certainty, to provide
limits on the scope of criminal liability and to avoid arbitrary or inconsistent
application; and

. include safeguards to protect against overuse or misuse of executive power.

16. In this light, the Law Council notes, as overarching comments, the following:

. while the proposed offences are generally set out in accordance with the
Criminal Code model, there is a need in several aspects of the Bill to tighten
the criteria to limit the impact to the Bill's intent; and

. in the absence of such a tightening of the offence provisions, there is potential
with certain aspects of the Bill such as the espionage and secrecy offences for
undue encroachment on the implied right to freedom of political

20 Duncan Lewis, Senate Legal and Constitutional Affairs Legislation Committee (24 Oct 2017), available
online at <parlinfo.aph.gov.au/parlinfo/download/committees/estimate/420421b5-6149-431f-96e2-
06a8423423cf/toc_pdf/Legal and Constitutional Affairs Legislation
2Ciommittee_2017_1 0_24_5667_Official.pdf;fileType=application%2Fpdf#search="estimate"> p. 128.

Ibid p. 129.
22 Law Council of Australia, Policy Statement on Rule of Law Principles (2011), available online at
https://www.lawcouncil.asn.au/docs/f13561ed-cb39-e711-93fb-005056be13b5/1103-Policy-Statement-Rule-of-

Law-Principles.pdf.
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communication in the Australian Constitution and freedom of speech under the
International Covenant on Civil and Political Rights (ICCPR).?

17. The Law Council therefore urges this Committee to await the PJCHR’s assessment
of the Bill for its impact on freedom of speech before completing its inquiry and if
necessary, extend the opportunity to make submissions in response to the
information obtained. Any issues identified by the PJCHR should be addressed
prior to enactment.

Recommendation:

e The Committee should await an assessment of the Bill for its impact on

freedom of speech by the PJCHR before completing its inquiry and if
necessary, extend the opportunity to make submissions in response to
the information obtained. Any issues identified by the PJCHR should
be addressed prior to enactment.

Definitions

National security

18. The term ‘national security’ is used in the following proposed offences:

section 82.3 — sabotage involving foreign principal with intention as to national
security;

section 82.4 — sabotage involving foreign principal reckless as to national
security;

section 82.5 — sabotage with intention as to national security;

section 82.6 — sabotage reckless as to national security;

section 82.7 — introducing vulnerability with intention as to national security;
section 82.8 — introducing vulnerability reckless as to national security;

subsections 91.1(1) and (2) — espionage—dealing with information etc.
concerning national security which is or will be made available to foreign
principal;

subsections 91.2(1) and (2) — espionage—dealing with information etc. which is
or will be made available to foreign principal;

subsection 91.3(1) — espionage—security classified information etc_;
subsections 91.8(1) and (2) — espionage on behalf of foreign principal,
section 92.2 — intentional foreign interference; and

section 92.3 — reckless foreign interference.

19. Proposed section 82.1 defines ‘national security’ as having the meaning given by
proposed section 90.4, namely, that national security of Australia or a foreign
country means any of the following:

the defence of the country;

23 International Covenant on Civil and Political Rights, opened for signature 16 December 1966, 999 UNTS
171 (entered into force 23 March 1979).
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e the protection of the country or any part of it, or the people of the country or any
part of it, from activities covered by proposed subsection 90.4(2);

e the protection of the integrity of the country’s territory and borders from serious
threats;

e the carrying out of the country’s responsibilities to any other country in relation to
the protection of the integrity of the country’s territory and borders from serious
threats and the activities covered by proposed subsection 90.4(2); and

e the country’s political, military or economic relations with another country or
other countries.

20. The breadth of the expression ‘national security’ extending to the country’s political
or economic relations with another country or countries may have a stifling effect on
freedom of expression. The proposed offences of sabotage, espionage and foreign
interference, coupled with this broad definition may have a chilling effect on the
discussion of political and economic ideas.

21. For example, an Australian company that provides information to a foreign country
or principal regarding Australia’s car industry and possible investments may
potentially be caught by the definition and some of the proposed offences. Similarly,
an Australian company that provides information to a foreign country tendering for
an Australian contract could potentially be caught by the definition. Individuals
exercising their implied right to freedom of political communication under the
Australian Constitution may also be captured where they engage in discussion of
political matters. The Law Council therefore considers that the extension of the term
‘national security’ to the country’s political or economic relations with another
country or other countries needs to be reconsidered. If this is not accepted by the
Committee, the need to ensure that the offence provisions are tightly confined to the
intent of the BiIll, that is harm or prejudice to Australia’s national security, becomes
more acute.

22. There is an element of circularity in the definition which is likely to make the
operation of the espionage and sabotage offence provisions unclear and potentially
unworkable.

23. Thatis, some of the proposed sabotage offences require that a person engage in
conduct with intention or recklessness as to national security or to create
vulnerability with intention or recklessness as to national security. Further, the
proposed espionage and foreign interference offences may require intention or
recklessness as to national security. However, in determining what amounts to
‘national security’ the definition provides that it may include ‘the protection of the
country or any part of it, or the people of the country or any part of it, from activities
covered by subsection (2).%* These activities may include espionage, sabotage or
foreign interference without these terms being defined. Other activities such as
‘political violence’ are similarly not defined. They would thus take on their ordinary
meaning which may involve some degree of uncertainty for both the prosecution and
the defence.

24. Given the possible breadth of the expressions, the Law Council considers that
statutory definition would be beneficial. It notes for example that the terms
‘politically motivated violence’ and ‘acts of foreign interference’ are defined in section

24 National Security Legislation Amendment (Espionage and Foreign Interference) Bill 2017, proposed section
90.4(1)(b).
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4 of the ASIO Act.?® These definitions could be appropriately adapted and employed
in the current Bill to aid in legislative clarity. The definition of ‘acts of foreign
interference’ in section 4 of the ASIO Act is sufficiently broad to cover for example
economic as well as defence interests and other national interests while also
appropriately limiting the reach of ‘foreign interference’. Similarly, ‘political violence’
should be limited in a manner consistent with the definition of ‘politically motivated
violence’ in the ASIO Act.

In addition, proposed subsection 93.3(1) would allow the Attorney-General to sign a
certificate certifying that the information or article concerns Australia’s national
security or a particular aspect of Australia’s national security.

The certificate would be prima facie evidence of the matters certified in it for
proposed offences relating to Division 91 (espionage) and Division 2 (foreign
interference). This would give discretion to the Attorney-General as to when to
certify information or an article and would in effect allow information or a thing to be
certified after the time of the conduct that is alleged to constitute the offence. That
is, an element of retrospectivity would potentially occur in relation to the espionage
and foreign interference offence provisions. The Law Council considers that a
prosecution should not be initiated unless it has been certified that it is appropriate
that the information concerned Australia’s national security (or part thereof) at the
time of the conduct that is alleged to constitute the offence. This would limit
potential for retrospective application.

Proposed subsection 93.3(1) is also of concem since it is unclear whether there is

scope for the Attorney-General to expand the meaning of ‘national security’ beyond
the confines of the proposed statutory definition. The proposed authority should at
least be confined to the statutory criteria for ‘national security’.

In addition, it is not clear whether the Attorney-General will be able to certify that the
information or article concerns Australia’s national security for the purposes of the
sabotage offences. This should be clarified.

Recommendations:

¢ The definition of ‘national security’ extending to the country’s political
or economic relations with another country or countries should be
reconsidered.

¢ The definition of ‘national security’ in proposed subsection 90.4(2)
should define the terms ‘espionage’, ‘sabotage’, ‘terrorism’, ‘political
violence’ and ‘foreign interference’. The terms ‘political violence’ and
‘foreign interference’ should be defined in a manner consistent with
section 4 of the ASIO Act.

e Arequirement should be inserted into proposed section 93.3 to
indicate that a prosecution must not be initiated unless it has been
certified by the Attorney-General that it is appropriate that the

25 Australian Secret Intelligence Organisation Act 1979 (Cth), s 4 lists a number of definitions including the
definition of ‘politically motivated violence’ and ‘acts of foreign interference’. ‘Politically motivated violence’ is
defined to include four main categories of acts. ‘Acts of foreign interference’ means activities relating to
Australia that are carried on, by or behalf of, are directed or subsidised by or are undertaken in active
collaboration with a foreign power and which are clandestine or deceptive or involve a threat to any person.
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information concerned Australia’s national security at the time of the
conduct that is alleged to constitute the offence.

e Proposed section 93.3 should be amended to require the Attorney-
General to only certify information or an article as concerning
Australia’s national security subject to the statutory criteria for
‘national security’.

e ltis not clear whether the Attorney-General will be able to certify that
the information or article concerns Australia’s national security for the
purposes of the sabotage offences. This should be clarified.

Public infrastructure

29. Arange of the proposed sabotage offences will apply where a person ‘damages
public infrastructure’ with an intention to, or reckless as to,?” whether the damage
will prejudice Australia’s ‘national security’ or ‘advantage the national security of a
foreign country’. The Law Council is concemed about the breadth of this provision
in conjunction with the broad definition of ‘national security’ where that term can
extend to political or economic relations with another country.

30. The terms ‘damage to public infrastructure’ and ‘public infrastructure’ are broadly
defined in proposed section 82.1 of the Bill. Damage to public infrastructure occurs
where the conduct:

(a) destroys it or results in its destruction;

(b) involves interfering with it, or abandoning it, resulting in it being lost or
rendered unserviceable;

(c) results in it suffering a loss of function or becoming unsafe or unfit for its
purpose;

(d) limits or prevents access to it or any part of it by persons who are ordinarily
entitled to access it or that part of it;

(e) results in it or any part of it becoming defective or being contaminated;
(f)  significantly degrades its quality; or
(@) ifitis an electronic system—the conduct seriously disrupts it.2

31. The broad range of public infrastructure with the potential to be captured by the
offences includes:

(a) any infrastructure, facility, premises, network or electronic system thatbelongs
to the Commonwealth;

(b) defence premises within the meaning of Part VIA of the Defence Act 1903,

2 National Security Legislation Amendment (Espionage and Foreign Interference) Bill 2017, proposed
sections 82.3, 82.5, 82.7.

27 |bid proposed sections 82.4, 82.6, 82.8.

28 |bid proposed section 82.1.
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(c) service property, and service land, within the meaning of the Defence Force
Discipline Act 1982;

(d) any part of the infrastructure of a telecommunications network within the
meaning of the Telecommunications Act 1997,

(e) any infrastructure, facility, premises, network or electronic system (including an
information, telecommunications or financial system) that:

(i) provides or relates to providing the public with utilities or services (including
transport of people or goods) of any kind; and

(i) is located in Australia; and

(i)  belongs to or is operated by a constitutional corporation or is used to
facilitate constitutional trade and commerce.?

In relation to the definition of ‘public infrastructure’, the Law Council considers that
there would be benefit in a reference to the Australian Government Information
Security Manual 2016-2017 (for example, in the Explanatory Memorandum) and a
need to be consistent with the requirements of that key policy document. The
Australian Government Information Security Manual 2016-2017 is produced by the
Australian Signals Directorate as the standard which governs the security of
government information and communication technology systems.

Recommendation:

¢ In relation to the definition of ‘public infrastructure’, the Law Council
considers that there would be benefit in a reference to the Australian
Government Information Security Manual 2016-2017 (for example in the
Explanatory Memorandum) and a need to be consistent with the
requirements of that key policy document.

Security classified information

33.

34.

35.

Two categories of offences concern ‘security classified information’: the proposed
secrecy offences under Division 121 of the Bill and the proposed espionage
offences under Division 91 of the Bill.*

Proposed new offence provisions relating to ‘inherently harmful information’ in
proposed paragraph 122.1(a) provides that ‘security classified information’ is a
category of ‘inherently harmful information’. ‘Security classified information’ is
defined in proposed section 121.1 as information that has a security classification,
within the meaning of proposed section 90.5 of the Criminal Code. That subsection
would provide that ‘security classification’ has the meaning prescribed by the
regulations.

The Law Council notes that the ALRC did not recommend a secrecy offence to

cover ‘national security classified information’, preferring instead an approach that
recognises that particular government agencies that obtain and generate sensitive
information of this kind may need an agency-specific secrecy offence. The ALRC

29 |bid proposed section 82.2.
30 see in particular proposed section 91.3 ‘Espionage — security classified information etc.’
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reached this conclusion on the basis that ‘while a category may be directed to
protecting a legitimate public interest, the disclosure of information within that
category will not always cause, or be likely to cause, harm’.®' In addition, the ALRC
noted the findings of previous reports that the ‘security classification assigned to
information is not necessarily an accurate indicator of the harm that could be caused
by the unauthorised disclosure of the information’.3> The Law Council agrees with
the assessment by the ALRC.

36. Part 2.3.4 of the Guide provides that the content of an offence should only be
delegated to another instrument where there is a demonstrated need to do so.*

37. The Explanatory Memorandum to the Bill does not appear to provide the
demonstrated need to define ‘security classified information’ by prescription in the
regulations.

38. In addition, proposed subsection 90.5(2) requires the Minister to be satisfied that the
regulations are not inconsistent with the policies of the Government of the
Commonwealth in relation to protective security before the Governor-General makes
regulations. However, the type of information which may be prescribed as ‘security
classified information’ is not clearly defined and circumscribed in the Bill.3*

39. This is particularly problematic as significant matters, such as what constitutes the
type of information which would result in the commission of an offence (subject to up
to 15 — 20 years imprisonment) is not included in the primary legislation.

40. In addition, proposed subsection 90.5(3) of the Bill seeks to provide a contrary
intention as per subsection 14(2) of the Legislation Act 2003 (Cth) and permit the
regulations to apply, adopt or incorporate any matter contained in an instrument or
other writing as in force or existing from time to time.

41. The type of information which may be ‘security classified information’ should be
more clearly defined and circumscribed in the Bill, for example, by the inclusion of
appropriate criteria to assist in ensuring that the matter would, or would be
reasonably likely to, cause harm to or prejudice Australia’s national security. Low
level security classifications are required for a wide range of people, including law
firms providing services to government, or government advisory committees. The
potential breadth of coverage of ‘security classified information’ and the absence of
the definition containing criteria tying the definition to the broad purposes of the
legislation is of considerable concern. Further, the Law Council notes that under
proposed subsection 121.3(1) the Attorney-General may sign a certificate certifying

31 Australian Law Reform Commission, Secrecy Laws and Open Government in Australia, Report No 112
(2009) 255, [8.61].

32 |bid.

33 Attorney-General's Department, A Guide to Framing Commonwealth Offences, Infringement Notices and
Enforcement Powers (2011), available online at
https://www.aqg.gov.au/Publications/Documents/GuidetoFramingCommonwealthOffencesInfringementNoticesa
ndEnforcementPowers/A%20Guide%20t0%20Framing%20Cth%200ffences.pdf, p. 26.

34 The Guide also notes that, ‘When the content of an offence is delegated to a subordinate instrument,
safeguards should be put in place to ensure that the types of matters that can be delegated are clear and that
those who are subject to the offence can readily ascertain their obligations....The following principles should
be applied in developing appropriate safeguards for offences containing content delegated to a subordinate
instrument: The content that may be delegated to the subordinate instrument should be clearly defined and
circumscribed in the Act’, pp. 28-29.
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that the information or thing has, or had at a specified time, a security classification
or a specified level of security classification.”

42. The certificate would be prima facie evidence of the matters certified in it. This
would give discretion to the Attorney-General as to when to certify information or a
thing and would in effect allow information or a thing to be classified after the time of
the conduct that is alleged to constitute the offence. That is, an element of
retrospectivity would potentially occur in relation to the offence provision. This
provision is of particular concern since there is scope for the Attorney-General to
expand the meaning of ‘security classified information’, given the provision does not
contain any criteria to limit the Attorney-General’s powers under this provision. The
proposed authority should at least be confined to the statutory criteria for ‘security
classified information’.

43. In contrast, section 50A of the ABF Act provides that a prosecution must not be
initiated unless it has been certified that it is appropriate that the information had a
security classification at the time of the conduct that is alleged to constitute the
offence.

44. The Law Council considers that the wording of section 50A of the ABF Act is more
appropriate than proposed section 121.3 as it:

e seeks to avoid the situation of a prosecution proceeding being commenced
where it was not appropriate that the information had a security classification (for
example, where a contractor or consultant working for the Australian
Government made an initial protective marking as permitted by the Information
Security Management Guidelines);® and

¢ limits potential for retrospective application.

45. The concerns about defining ‘security classification’ via regulations without any
criteria are exacerbated given that strict liability applies to elements of the proposed
offences of espionage and secrecy. The prosecution does not have to prove that
the person knew that the information had a security classification, either by the
context of the information or by the fact that it was stamped. For espionage
offences, these elements include that the information or thing dealt with has a
security classification. For secrecy offences, strict liability applies to the element that
the information disclosed or communicated is inherently harmful information to the
extent that the information is security classified information. For aggravated
espionage and secrecy offences the element that a person dealt with five or more
documents or things each of which has a security classification is also subject to
strict liability. The Law Council opposes these strict liability provisions which are at
the heart of such serious offences.

46. The Explanatory Memorandum to the Bill justifies strict liability in these
circumstances on the basis that:

For the elements relevant to information or articles carrying a security
classification, this is appropriate because such information or articles are
clearly marked with the security classification and any person who has

35 National Security Legislation Amendment (Espionage and Foreign Interference) Bill 2017, proposed section
93.3.
36 Australian Government, Information Security Management Guidelines, Australian Government Security
Classrflcat/on System (Apnl 2015), available onllne at

/inf

entSecurltVCIassn' catlonSvstem pdf p. 4 [28] —[29].
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access to security classified information should easily be able to identify as
such.

The application of strict liability is also necessary to ensure that a person
cannot avoid criminal responsibility because they were unaware of certain
circumstances for example that information was security classified
information. Consistent with the Guide to Framing Commonwealth Offences,
requiring knowledge of such an element in these circumstances would
undermine deterrence of the offence. There are also legitimate grounds for
penalising a person’s lacking ‘fault’in these circumstances because, with an
offence of espionage for example, the person still engaged in conduct with
the intention to, or reckless as to whether, that conduct would prejudice
Australia’s national security or advantage the national security of a foreign
country.

47. However, a document may be altered by one person so that the security
classification is removed. The person that is subject to the charge may not be
aware that the document therefore had a security classification. While the defence
of mistake of fact may be available, without knowing the criteria to which a
document may receive a security classification and in circumstances where the
Attorney-General may make a retrospective determination it is difficult to know how
likely it is that reasonable and non-intentional errors may be made or the extent to
which it is reasonable to expect individuals to put in place systems that can
effectively minimise the risk of contravention. This makes the Law Council’'s
recommendations below all the more pertinent.

Recommendations:

e The Explanatory Memor