Criminal Code Amendment (Deepfake Sexual Material) Bill 2024 [Provisions]
Submission 5

2%, FIRST NATIONS
Lef))): ADVOCATES AGAINST
i) .=~ FAMILY VIOLENCE

The First Nations Advocates Against Family Violence
submission to the Senate Legal and Constitutional Affairs
Committee regarding the Criminal Code Amendment
(Deepfake Sexual Material) Bill 2024

www.fnaafv.org.au



Criminal Code Amendment (Deepfake Sexual Material) Bill 2024 [Provisions]
Submission 5

)k... FIRST NATIONS

'.'."_"f": ADVOCATES AGAINST
S FAMILY VIOLENCE

\\
0

o -
7\
o NN
- e
. '\ ‘I( :."-‘ .
N /A
L)

oN—
‘.

o
Teen

Executive summary

The First Nations Advocates Against Family Violence (FNAAV), formerly
the National Family Violence Prevention and Legal Service Forum, welcomes the opportunity to

respond to the Senate Legal and Constitutional Affairs Committee regarding the Criminal Code

Amendment (Deepfake Sexual Material) Bill 2024.

This submission focuses on the anticipated impacts of these amendments specifically where they

relate to Aboriginal and Torres Strait Islander peoples.

www.fnaafv.org.au



Criminal Code Amendment (Deepfake Sexual Material) Bill 2024 [Provisions]
Submission 5

_ FIRST NATIONS
@ ADVOCATES AGAINST
@ FAMILY VIOLENCE
o Contents
EXECULIVE SUMIMIAIY ... oo e e amnan 2
About the First Nations Advocates Against Family Violence...............cccooeeeeiiiiiee .. 4
First Nations Advocates Against Family Violence submission ...................ccccceeeeiinno. 6
Key iSSUES and PrOVISIONS .........uieeieieiiie e e e e e e e e e e e e e aeeenne e e e eeeennnns 8
Scope of the underlying offeNCe ... ..o 8
EXCEPHONS ... 11
Double JEOPAIAY ... 12
APPHCALION ...t e e 13
ENA NOES. ... 13

www.fnaafv.org.au



Criminal Code Amendment (Deepfake Sexual Material) Bill 2024 [Provisions]
Submission 5

«, FIRST NATIONS
\i: ADVOCATES AGAINST
,.--_’:' FAMILY VIOLENCE

O‘ -

K-

-

2/

AN 75
o)
—
(A ™

S About the First Nations
Advocates Against Family Violence

Until the 15t of July 2024, FNAAFV was formerly known as the National

Family Violence Prevention and Legal Services Forum (NFVPLS). FNAAFV is

the National Peak Body for Family Violence Prevention Services (FVPLS) around Australia that
provides culturally safe and holistic services to First Nations people affected by family violence —
predominantly women and their children. FNAAFV provides expert national advice in areas of policy,
planning and law reform, and advocates for safety and justice for First Nations peoples affected by

family violence.

FNAAFV represents 16 FVPLSs, with 14 FVPLSs who are members of FNAAFV. The FVPLSs span
more than 30 office locations across all jurisdictions. FVPLSs provide culturally safe and specialist
legal and non-legal family and domestic violence assistance to more than 250 Aboriginal and Torres
Strait Islander communities. FNAAFV members include:
O Aboriginal Family Law Service Western Australia (Perth Head Office, Broome, Carnarvon,
Kununnura, Geraldton, Kalgoorlie, Port Hedland)
O Aboriginal Family Legal Service Southern Queensland (Roma)
O Binaal Billa Family Violence Prevention Legal Service (Forbes)
O Central Australian Aboriginal Family Legal Unit Aboriginal Corporation (Alice Springs Head
Office, Tennant Creek)
O Dijirra — formerly Aboriginal Family Violence Prevention and Legal Service Victoria
(Melbourne Head Office, Mildura, Gippsland, Barwon South-West, Bendigo and shortly also

Echuca-Shepparton, La Trobe Valley and Ballarat)
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O Family Violence Legal Service Aboriginal Corporation (Port
Augusta Head Office, Ceduna, Pt Lincoln)

O Many Rivers Family Violence Prevention Legal Service (Kempsey)

O Marninwarnitkura Family Violence Prevention Unit WA (Fitzroy Crossing)

O Ngaanyatjarra Pitjantjatjara Yankunytjatjara Women’s Council Domestic and Family Violence
Service (Alice Springs, NPY Tri-state Region)

O Queensland Indigenous Family Violence Legal Service (Cairns Head Office, Townsville,
Rockhampton, Mount Isa, Brisbane)

O Thiyama-li Family Violence Service Inc. NSW (Moree Head Office, Bourke, Walgett)

O Warra-Warra Family Violence Prevention Legal Service (Broken Hill)

O North Australian Aboriginal Family Legal Service (Darwin Head Office, Katherine)

O SISTAS (Hobart Head Office, Tasmania)

FNAAFV works with its members, communities, governments, and other partners to raise
awareness about family violence effecting First Nations people, and it also advocates for culturally
safe legal and holistic responses to this issue. FNAAFV provides a unified voice for its FVPLS
members in areas of national policy, planning and law reform, and being a member of the national
Coalition of Peaks. FNAAFV’s work is informed by evidence, and we aim to ensure that all strategic
planning and policy positions link to the Closing the Gap Agreement and Priority Reforms; National
Plan to End Violence against Women and Children and associated Aboriginal and Torres Strait

Islander Action Plan 2023-2025.
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First Nations Advocates Against Family Violence submission

FNAAFV thanks the Senate Legal and Constitutional Affairs Committee for the opportunity to
provide this submission in response to the Criminal Code Amendment (Deepfake Sexual Material)

Bill 2024.

Technology-facilitated abuse has become a common aspect of domestic violence, largely due to the
increased use of smartphones and the Internet in recent decades. Various methods exist to alter
videos and other content to misrepresent people and events, but the use of deepfake technology is
gaining popularity because it allows users to create high-quality, realistic visuals and manipulate
video and audio to fabricate situations. This technology is widely accessible, and there are online
communities where people discuss and sometimes create non-consensual sexual deepfakes for
malicious purposes. Deepfake technology poses a significant risk for victims of domestic violence,

as perpetrators can use deepfakes to threaten, blackmail, and abuse them.

We note the following amendments:

O The Bill will amend the Criminal Code Act 1995 (the Criminal Code) to create a new offence
where a person uses a carriage service to transmit sexual material which depicts (or appears
to depict) another person when:

o the person knows the other person does not consent to the transmission; or

o the person is reckless as to whether the other person consents to the transmission
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0 The new offence will apply regardless of
whether the material is unaltered or has been created or altered
in any way using technology. This means the new offence could apply
to variety of circumstances where image-based abuse occurs and (despite the title of the Bill)
is not limited to the transmission of sexual material depicting adults which has been generated
or altered.

0 There are exceptions for where the new offence will apply, including a broad exception where
‘a reasonable person would consider transmitting the material to be acceptable’ having
regard to a number of factors (see pg.11).

0 The Bill will also create two aggravated offences which may where:

o an offender has already been subject to 3 or more civil penalties orders relevant to
the Online Safety Act 2021, or
o the offender was ‘responsible for the creation or alteration of the material’.

0 The Bil's amendments will also repeal existing aggravated offences including where the
person commits the underlying offence of using a carriage service in a way that is menacing,
harassing or offensive (section 474.17) and the commission of this underlying offence
involves the transmission, making available, publication, distribution, advertisement or

promotion of private sexual material.

We note that the focus of the amendments rightly considers sexual violence and prescribes
legislative mechanisms in consideration of this. Whilst this is a commendable direction and
principled approach to ensuring a just and equitable criminal law system that supports the safety of
women, children, or other victims who experience sexual violence, we note that amendments must

consider the circumstances and experience of violence encountered by Aboriginal and Torres Strait
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Islander communities is unique, and amendments must reflect this. Our
submission focuses on specific revisions, and where appropriate, articulate

further considerations as they relate to Aboriginal and Torres Strait Islander people.

Criminal Code Amendment (Deepfake Sexual Material) Bill 2024

Key issues and provisions

Scope of the underlying offence

We note that the new offense in proposed subsection 474.17A(1) will apply when a person uses a
carriage service to transmit material of another person who 'is, or appears to be, 18 years or older'

and the material 'depicts, or appears to depict"

0 The other person engaging in a sexual pose or sexual activity (whether alone or with others);
or
0 The sexual organs or anal region of the other person; or

0 If the other person is female—their breasts.

We agree that the term transmit should be broadly interpreted as including ‘make available, publish,
distribute, advertise and promote’ (proposed subsection 474.17A(4)). We note that the term ‘sexual
pose’ is not defined in the amendments and consider that this should be defined since this
constitutes a fundamental aspect of the offence in proposed subsection 474.17A(1). We agree

further with the proposed fault elements in 474.17A(1)(d), namely that the person:

www.fnaafv.org.au




Criminal Code Amendment (Deepfake Sexual Material) Bill 2024 [Provisions]
Submission 5

@ ADVOCATES AGAINST
K FAMILY VIOLENCE

7 knows that the other person does not consent to the transmission
of the material; or
O is reckless (i.e. not giving any thought) to whether the other person consents to the

transmission of the material.

While we agree with the fault elements, we note that the issue of consent or lack thereof is
challenging to evidence within the unique context of intimate relationships, and indeed abusive
intimate relationships. We thus consider that amendments should reflect the ways in which deepfake
sexual material is used as a form of domestic abuse, and how the dynamics of abusive intimate

relationships complicate the issue consent.

We note that while the lack of consent from the other person regarding the transmission of the
material is not a component of the offense, it may become relevant if the defendant invokes
exceptions to the offense. In particular, we note that consent is required for each particular
instance of transmission of the material, and agree that this should be the case, as it would hold
the defendant liable should they further disseminate material without an individual’s consent. We
consider that this will deter against the potential harms, both psychologically and in other forms that
may arise otherwise. While we note that the offence is not intended to capture private
communications between consenting adults, we seek further clarification regarding the intent of this
amendment not to interfere with private sexual relationships involving adults (explanatory
memorandum, no.73). We note that abuse can manifest in private adult sexual relationships, and

that the dissemination of material without consent should be considered a form of domestic abuse.
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We agree that the new offencein proposed subsection

474 17A(1) should not have the requirement that the person’s use of a

carriage service first be found to be done in a way that ‘reasonable persons would regard as being,
in all the circumstances, menacing, harassing or offensive’. Whilst this might potentially broaden the
scope of the offence significantly, we consider that the absence of this requirement prioritises
deterring against the potential harm that arises for an individual as a result of dissemination,

regardless of the manner in which the carriage of service is used.

We agree with proposed subsection 474.17A(2) that provides that, for the purposes of the
offence, it is irrelevant whether the material is transmitted ‘in unaltered form’ or ‘has been created,
or altered in any way, using technology’. We consider that this broad framing ensures that the

amendment is technology neutral and can apply to existing and future technologies.

We note that the legislative framework in Part 6 of the Online Safety Act addresses situations where
a person posts or threatens to post, an ‘intimate image’ of another person without consent. We note
further that the new offence created by the Bill will not address this aspect of ‘threatening to transmit’
behaviour but may still fall within the scope of other offences in the Criminal Code (such as the

menacing, harassing or offensive use of a carriage service offence).
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We note that proposed subsection 474.17A(3) contains three narrow
exceptions and one broad exception to the new offence. The narrow exceptions provide the offence

does not apply where transmitting the material is:

O necessary for, or of assistance in enforcing or monitoring compliance with, or investigating a
contravention of a Commonwealth, State or Territory law; or
0 for the purposes of proceedings in a court or tribunal; or

0 for a genuine medical or scientific purpose.

The broad exception, contained in proposed paragraph 474.17A(3)(d), provides the offence does
not apply if a reasonable person would consider transmitting the material to be acceptable, ‘having

regard to’ a range of factors. These factors are:

0 the nature and content of the material

0 the circumstances in which the material was transmitted

0 the age, intellectual capacity, vulnerability or other relevant circumstances of the person
depicted, or appearing to be depicted

0 the degree to which the transmission of the material affects the privacy of the person
depicted, or appearing to be depicted

0 the relationship between the person transmitting the material and the person depicted, or
appearing to be depicted, in the material and

O ‘any other relevant matters’.
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We note that the above qualification

of the ‘reasonable man’s test’ allows community standards and

common sense to be imported into a decision on whether the offence at

474 17A is made out. We consider in this regard that several unique

considerations should be taken into account to ensure fairness and cultural sensitivity relating to
Aboriginal and Torres Strait Islander communities. Specifically, (1) that there exists distinct cultural
norms and values and any application of the ‘reasonable man’s test’ should account for these
variations and (2) that the views of elders and community leaders should be considered in the
specific application of the reasonable man’s test relating to an Aboriginal and Torres Strait Islander

individual as they are the custodians of community standards.
We agree that defendants should bear the evidential burden in relation to matters in the exceptions.

Double jeopardy

We note that proposed section 474.17AB addresses the double jeopardy issues which arise where
aggravated offences build on an underlying offence. In this regard, we note and agree that an
offender cannot be convicted or acquitted of both one of the aggravated offences and the underlying
offence or the other aggravated offence. Similarly, we note and agree with proposed subsection
474 17AB(3), which provides that a person who has been convicted or acquitted of the underlying

offence cannot be additionally convicted for either of the two aggravated offences.
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We note that the reliance on the existence of the certain civil penalty

orders for the first the aggravated offence (in proposed subsection

474 17AA(1)) raises the prospect that these orders may be set aside or reversed on
appeal. Where this occurs, we note further that proposed subsection 474.17AB(4) provides that a
conviction for the aggravated offence must be set aside. However, we consider that this setting
aside should not prevent proceedings from being instituted for the underlying offence or the other

aggravated offence.

Application

We note that Item 7 provides that the Bill's amendments will apply to material transmitted after the
commencement of the Bill regardless of whether the material was created or altered before or after
commencement. We consider that this raises retrospective application issues, particular in relation
to the proposed aggravated offence for persons who may be responsible for the creation or alteration

of material prior to the commencement of the Bill (proposed subsection 474.17AA(5)).

End notes

FNAAFYV thanks the Senate Legal and Constitutional Affairs Committee for the opportunity to provide

this submission.
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