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Introduction

1. Asthe Australian Privacy Commissioner, | thank the Joint Committee on Intelligence
and Security (the Committee) for the opportunity to comment on the
Telecommunications (Interception and Access) Amendment (Data Retention) Bill
2014 (the Bill). The Bill proposes a data retention scheme that would require certain
communications service providers to collect and store limited types of information
about individuals’ communications (hereinafter referred to as ‘telecommunications
data’). That information would include telecommunications data that is also
personal information.

2. The Privacy Act 1988 (Cth) (Privacy Act) confers a range of functions on the
Australian Information Commissioner which are also conferred on the Privacy
Commissioner by operation of the Australian Information Commissioner Act 2010
(Cth).! In 2014, the Government signalled its intention to disband the Office of the
Australian Information Commissioner (OAIC) and to maintain the statutory position
of Privacy Commissioner, which will continue to carry out statutory functions under
the Privacy Act and related Iegislation.2 As part of that process, the Privacy Act will
be amended to confer the functions under that Act on the Privacy Commissioner
(the Commissioner). Those functions include:

e examining a proposed enactment that would require or authorise acts or
practices of an entity that might otherwise be interferences with the privacy
of individuals, or which may otherwise have any adverse effects on the privacy
of individuals,? and

e ensuring that any adverse effects of the proposed enactment or the proposal
on the privacy of individuals are minimised.*

3. In performing those functions the Commissioner is required to have regard to the
objects of the Privacy Act.’ As well as promoting the privacy of individuals, those
objectives include recognising that the protection of the privacy of individuals must
be balanced with the interests of entities in carrying out their functions and
activities.

4. These objectives are consistent with Article 17 of the International Covenant on Civil
and Political Rights, which provides that no-one shall be subjected to arbitrary or
unlawful interference with their privacy. This has been interpreted to mean that, to
the extent that there is a restriction on an individual’s right to privacy, any
interference must be necessary and proportionate. The Office of the United Nations

! See s 12 of the Australian Information Commissioner Act 2010 (Cth) that provides that the Privacy
Commissioner has the privacy functions set out in s 9 of that Act.

> See Hon George Brandis QC, Attorney-General for Australia, Streamlined arrangements for external merits
review, (Media Release, 13 May 2014), available online:
<http://www.attorneygeneral.gov.au/Mediareleases/Pages/2014/SecondQuarter/13May2014-
Streamlinedarrangementsforexternalmeritsreview.aspx>.

* See Privacy Act 1988, s 28A(2)(a).

* See Privacy Act 1988, s 28A(2)(c).

> See Privacy Act 1988, s 29.

®See Privacy Act 1988, s 2A.
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High Commissioner for Human Rights has recently stated in relation to the right to
privacy:

‘[A] limitation must be necessary for reaching a legitimate aim, as well as in
proportion to the aim and the least intrusive option available. Moreover, the
limitation placed on the right (an interference with privacy, for example, for the
purposes of protecting national security or the right to life of others) must be
shown to have some chance of achieving that goal. The onus is on the authorities
seeking to limit the right to show that the limitation is connected to a legitimate
aim. Furthermore, any limitation to the right ... must not render the essence of the
right meaningless and must be consistent with other human rights, including the
prohibition of discrimination. Where the limitation does not meet these criteria,
the limitation would be unlawful and/or the interference with the right to privacy
would be arbitrary.”

5. In making this Submission, | recognise that the proposed data retention scheme:

e isintended to ensure that Australian enforcement and security agencies have
access to the information necessary to perform their law enforcement and
national security functions

e isintended to standardise the types of telecommunications data collected and
retained by service providers to address variations in business practices, both
across those providers and over time, and

e s not intended to extend existing powers of enforcement and security agencies
to access telecommunications data.®

However, the proposed data retention scheme would require service providers to
handle personal information in a way that may otherwise be inconsistent with those
providers’ obligations under the Privacy Act. For example, under Australian Privacy
Principle (APP) 3 organisations, which would include some service providers covered
by the proposed data retention scheme, must only collect personal information that
is reasonably necessary for their functions or activities. Further, under APP 11, those
providers should generally only retain personal information for as long as necessary
to carry out their functions and activities. The proposed data retention scheme may
result in service providers collecting more personal information than is necessary for
their business purposes, and retaining that information for longer than is necessary
for those purposes.

6. Accordingly, | have considered the Bill in light of the functions conferred on the
Commissioner and the objectives of the Privacy Act. In particular, the comments
and recommendations that | make below are intended to assist the Committee in
determining whether the scheme appropriately balances the needs of Australian
enforcement and security agencies to access telecommunications data with the
protection of the privacy of individuals.

7 See Office of the United Nations High Commissioner for Human Rights, The Right to Privacy in the Digital

Age, UN Doc A/HRC/27/37 (30 June 2014), p23.

¥ See Explanatory Memorandum to the Telecommunications (Interception and Access) Amendment (Data
Retention) Bill 2014 (Explanatory Memorandum), p3.
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Executive Summary

7. The proposed data retention scheme requires service providers to collect a large
volume of personal information and this has the potential to significantly impact on
the privacy of individuals that use the services of those providers. | acknowledge
that the intention of the scheme is to standardise the types of telecommunications
data collected and retained by service providers. However, developments in
communications technology mean that much more personal information will be
collected and retained by all service providers under the proposed data retention
scheme than is currently, and would otherwise be, collected and retained.

8. Further, while | acknowledge that the Bill limits the type of telecommunications data
that service providers will be required to collect and retain to ‘non-content’
information, the collection and retention of such a large volume of personal
information has the potential to build a detailed picture of an individual’s activities,
relationships and behaviours.

9. Therefore, consideration should be given to whether the intrusion upon individuals’
privacy that results from the collection and retention of each kind of information is
necessary and proportionate to the benefit of Australian enforcement and security
agencies being able to use that information in carrying out their functions and
activities. This approach will help ensure that any data retention scheme is the least
privacy intrusive means of addressing the needs of Australian enforcement and
security agencies, and that it is consistent with community expectations about the
handling of personal information.

10. Therefore, if the Committee finds that a data retention scheme is necessary, it is
important that any scheme only require service providers to:

e collect the minimum amount of information necessary to meet those needs,
and

e retain that information for the minimum amount of time necessary to meet
those needs.

11. Further, any data retention scheme must be accompanied by privacy safeguards. In
that regard, | believe that further enhancements to the safeguards currently
contained in the Bill are required. | outline these additional safeguards in the table
of recommendations below and, in more detail, in section C of this submission, titled
‘Additional privacy safeguards’.

12. In addition to these, it is critical that the data retention scheme is accompanied by a
regulatory framework and a security framework that provide the necessary level of
privacy protections, transparency and accountability. Given the potential for the
proposed data retention scheme to significantly impact on the privacy of individuals,
| consider that further enhancements to the current oversight arrangements
provided for in the Bill are necessary. | outline what further enhancements | consider
necessary in the table of recommendations below and, in more detail, in section D of
this submission, titled ‘Regulatory oversight arrangements. In section E, titled ‘An
appropriate security framework’, | discuss the implementation of a security
framework for the telecommunications sector.

Submission to the Joint Committee on Intelligence and Security on the Inquiry into the
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13. In section F, titled ‘Access to information by individuals ’, | have sought to clarify for
the Committee the obligations of service providers to provide individuals with access
to telecommunications data under APP 12, contained in the Privacy Act.

14. Finally, in Section G, titled ‘Review requirements’, | discuss the content of the review
of the proposed data retention scheme required to be undertaken by the
Committee. Further to that, | propose the inclusion of a five year sunset provision to
provide industry, enforcement and security agencies and the public with assurance
that the Parliament will consider the effectiveness of the scheme and any oversight
measures within a definite timeframe.

Recommendations

Recommendation 1
If the Committee finds that a data retention scheme is necessary, the scheme should only
require service providers to:
i. collect the minimum amount of information necessary to meet the needs of
Australian enforcement and security agencies, and
ii.  retain that information for the minimum amount of time necessary to meet those
needs (para 20 to 22).
Recommendation 2

The types of telecommunications data that service providers would be required to collect
and retain under the proposed data retention scheme should be sufficiently clear and
narrowly described to effectively implement the intentions of the scheme (para 29 to 34).

Recommendation 3

Evidence that shows why it is necessary to retain telecommunications data for a
minimum of two years should be made available to the public to the extent practicable
(para 35 to 44).

Recommendation 4

The retention period that applies to each type of subscriber information data be

expressly set out in the Bill (para 45 to 49).

Recommendation 5

Clarification be provided about the range of services that are intended to be captured by

s 187A(3), specifically:

i.  when a service provider would be considered to ‘operate infrastructure’ in Australia,
and

ii.  what types of communications services it is intended will be prescribed by the
regulations because they are not provided by a carrier, carriage service provider or
internet service provider (para 50 to 53).

Submission to the Joint Committee on Intelligence and Security on the Inquiry into the
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Recommendation 6

Section 187B(2) of the Bill be amended to make it clear that the Communications Access
Coordinator’s (CAC) power to make a declaration only relates to ‘immediate circle’ and
‘same area’ services that meet the requirements under s 187A(3)(para 56 to 59).

Recommendation 7

In the absence of a warrant-based access scheme, the Bill should amend:

sections 178 and 179 of Chapter 4 of the Telecommunications Interception and
Access Act 1979 (Cth) (TIA Act) to limit the purpose for which an authorisation to
disclose telecommunications data can be made to where it is reasonably necessary to
prevent or detect a serious offence and safeguard national security, and

section 182 of the TIA Act to ensure that telecommunications data disclosed under
Chapter 4 can only be used or disclosed where it is reasonably necessary to prevent
or detect a serious offence and safeguard national security (para 63 to 75).

Recommendation 8

Any expansion of the definition of ‘enforcement agency’ should be made by an
amendment to the TIA Act itself (para 76 to 80).

If the declaration power is retained in the Bill, regard should be had to whether there
are mechanisms in place:

e for monitoring an authority or body’s compliance with a binding scheme, and

e to enable individuals to seek recourse if their personal information is mishandled
(para 81 to 85).

Section 176(5) of the Bill be amended to include a requirement for the Commissioner
to be consulted before any additional authorities or bodies are declared to be an
‘enforcement agency’ (para 85).

Recommendation 9

Section 187K of the Bill be amended to:

explicitly include ‘the objectives of the Privacy Act’ in the list of matters that the CAC
must consider before making a decision to exempt, or vary the obligations of, a
service provider, and

include a requirement for the CAC to consult the Commissioner in relation to the
application (para 86 to 89).

Recommendation 10

Service provider’s implementation plans should include details of the measures the
provider proposes to implement to ensure that telecommunications data that will be
collected and retained under the plan is protected from misuse, interference and loss
and from unauthorised access, modification and disclosure (para 90 to 92).

Submission to the Joint Committee on Intelligence and Security on the Inquiry into the
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ii.  Section 187F of the Bill be amended to require the CAC to assess those steps before
making a decision about whether to approve that plan (para 93).

iii.  Section 187G of the Bill be amended to include a requirement for the CAC to give a
copy of the implementation plan to the Commissioner and invite the Commissioner
to provide comments (para 94 to 95).

Recommendation 11

Section 187B of the Bill be amended to:

i.  explicitly include ‘the objects of the Privacy Act’ in the list of matters that the CAC
must consider before making a declaration that certain services are covered by the
data retention scheme, and

ii. include a requirement for the CAC to consult with the Commissioner before making a
declaration (para 96 to 98).

Recommendation 12

i.  The matters which the Bill proposes to address in regulations should be provided for
in the Bill itself (para 99 to 101).

ii.  Alternatively, if a decision is made to continue as proposed, that:

e the Bill be amended to include a requirement for public consultation before the
making, or variation, of regulations

e the Bill be amended to include a specific requirement that the Commissioner be
consulted in the making of any regulations, and

e a privacy impact assessment (PIA) be undertaken before any additional types of
telecommunications data, communications services or variations in the retention
period are prescribed in regulations (para 102 to 104).

Recommendation 13

The Bill be amended to include a mandatory data breach notification requirement that
applies to service providers covered by the proposed data retention scheme (para 105 to
111).

Recommendation 14

i.  The Bill be amended to ensure that all service providers that are required to collect
and retain telecommunications data under the proposed data retention scheme are
subject to the Privacy Act (para 121 to 123).

ii.  Alternatively, the Bill be amended to include a provision that requires all service
providers to comply with binding rules made by the Commissioner in relation to the
handling of personal information required to be collected and retained under the
proposed data retention scheme (para 124).

Submission to the Joint Committee on Intelligence and Security on the Inquiry into the
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Recommendation 15

Oversight of enforcement agencies’ compliance with their obligations under Chapter 4 of
the TIA Act rest with the Commissioner (para 125 to 127).

Recommendation 16

The proposed security framework for the telecommunications sector be in place before
service providers are required to collect and retain any telecommunications data under
the proposed data retention scheme (or an approved data retention implementation
plan) (para 128 to 133).

Recommendation 17

The three year review of the proposed data retention scheme include a detailed
consideration of:

e the types of services prescribed by the regulations, and

e whether the types of telecommunications data prescribed by the regulations is
the minimum amount of personal information necessary to meet the needs of
enforcement and security agencies (para 139 to 140).

Recommendation 18

The Bill be amended to include a sunset provision that the proposed data retention
scheme expire five years after the end of the implementation period unless reauthorised
by the Parliament (para 141 to 143).

A.The privacy impact of the proposed scheme

15. The proposed data retention scheme requires service providers to collect and retain
a large volume of personal information and this has the potential to significantly
impact on the privacy of individuals. The Statement of Compatibility with Human
Rights (the Statement) that accompanies the Bill notes that the proposed data
retention scheme will require service providers to collect and store information,
including subscriber information, some of which may be personal information.? |
consider that this understates the privacy impact of the proposed scheme.

16. The Privacy Act defines personal information broadly, to include any information
about an identified individual or an individual who is reasonably identifiable.
Whether an individual is reasonably identifiable from particular information will
depend on, among other things, what other information is held about the
individual.’® This means that the types of information that will also be personal
information for the purposes of the Privacy Act will not be limited to just subscriber
information (such as an individual’s name, date of birth and address), but will
include information that can be linked to the subscriber information.

° See Explanatory Memorandum, p11.
1% see Office of the Australian Information Commissioner (OAIC), APP Guidelines (2014) available online:
http://www.oaic.gov.au/privacy/applying-privacy-law/app-guidelines/ (the APP Guidelines), para B.85.
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17. While | appreciate that the proposed data retention scheme is intended to
standardise the types of telecommunications data collected and retained by service
providers, | understand that this means that some service providers will be required
to collect and retain telecommunications data that they currently have no business
need to collect or retain. This issue was raised by iiNet it its response to the Industry
Consultation Paper11 and is also acknowledged by the Explanatory Memorandum,
which states that [sJome service providers may initially need to modify their systems
to ensure they meet this minimum standard’.™® This was further confirmed in the first
hearing on the Bill held by the Committee on 17 December 2014, in which the
Attorney General’s Department explained that the types of data that service
providers will be required to collect and retain under the scheme:

‘are ones that are retained in the telecommunications industry but not necessarily
consistently... [n] ot all providers retain all elements, but they are all retained
somewhere in the industry, and it is to ensure that those particularly prescribed

classes are kept’.”

18. Additionally, even if the Bill effectively limits the type of information that service
providers are required to collect and retain about a communication to ‘non-content’
information, the collection and retention of non-content information (ie,
telecommunications data) may still be highly privacy intrusive. This is because
telecommunications data, such as the time location and recipient of those
communications, has the potential to create a detailed picture of the individual’s
personal life. The risk that the collection and retention of telecommunications data
may significantly limit an individual’s right to privacy was specifically identified by
the Joint Parliamentary Committee on Human Rights in its Fifteenth Report:
Examination of legislation in accordance with the Human Rights (Parliamentary
Scrutiny) Act 2011.*

19. By creating a large repository of personal information, the proposed data retention
scheme increases the risk and possible consequences of a data breach. This is
because the challenge of effectively securing that information from misuse,
interference and loss, and from unauthorised access, modification or disclosure will
become more difficult as technology evolves. For example, the large volume of
personal information held by service providers will be an attractive target for people
with malicious and/or criminal intent. One way to help manage the impact on
individuals affected by a data breach involving telecommunications data is to amend

! See iiNet Limited, iiNet’s response to Industry Consultation Paper — Telecommunications data retention -
statement of requirements September 2014 (v 1.1) (2014) available online:
<http://www.iinet.net.au/about/mediacentre/papers-and-presentations/industry-consultation-paper-
data-retention.pdf>, p3.

2 see Explanatory Memorandum, p34.

¥ See Evidence to Parliamentary Joint Committee on Intelligence and Security, Parliament of Australia,
Canberra, 17 December 2014, p 11, Ms Harmer Acting First Assistant Secretary, Attorney-General's
Department.

" see Joint Parliamentary Committee on Human Rights, Parliament of Australia, Fifteenth Report:
Examination of legislation in accordance with the Human Rights (Parliamentary Scrutiny) Act 2011
(2014) available online:
<http://www.aph.gov.au/Parliamentary Business/Committees/Joint/Human Rights/Completed inquir
ies/2014/Fifteenth ConReport of the 44th Parliament>, para 1.34 .
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the Bill to include a mandatory data breach notification requirement that applies to
services providers. | discuss this option at 105 to 111below.

B. Assessing whether the data retention scheme is
necessary and proportionate

20. In order to be a necessary and proportionate response to meeting the needs of
Australia’s enforcement and security agencies, any data retention scheme should
only require service providers to:

e collect the minimum amount of information necessary to meet those needs,
and

e retain that information for the minimum amount of time necessary to meet
those needs.

21. To assess this, consideration should be given to each type of telecommunications
data that service providers would be required to collect and retain. This involves
balancing the intrusion upon individuals’ privacy that results from the collection and
retention of each type of telecommunications data with the benefit of Australian
enforcement and security agencies being able to use that information in carrying out
their functions and activities.

22. This approach will ensure that the collection and retention of each type of
telecommunications data is a necessary and proportionate element of any data
retention scheme. It will also help ensure that the scheme is the least privacy
intrusive means of addressing the needs of Australian enforcement and security
agencies and that it is consistent with community expectations about the handling of
personal information.

Telecommunications data required to be collected and retained

23. The Bill does not set out the specific types of telecommunications data that service
providers would be required to collect and retain under the proposed data retention
scheme. Rather, s 187A(1) imposes an obligation on service providers to keep
information ‘of a kind’ prescribed by the regulations or documents containing
information of that kind. Subsection 187A(2) then sets out the ‘kinds’ of information
that may be prescribed in broad terms. Importantly, s 187A(4) sets out a number of
exclusions to the obligation to retain telecommunications data. In particular,

s 187A(4)(a) provides that service providers are not required to keep, or cause to be
kept, information that is the ‘content or substance of a communication’.

24. lunderstand that the column titled ‘Draft data set’ in the document titled ‘Data
Retention Bill — Proposed data set’(the proposed data set document) sets out the
types of telecommunications data that are currently intended to be prescribed in
the regulations (the prescribed data set). | raise a number of issues about the
prescribed data set, including:

e its potential to reveal detailed information about an individual despite the
exclusion of content information

Submission to the Joint Committee on Intelligence and Security on the Inquiry into the
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e the risk that, despite the exclusion, content information may be collected and
retained as a result of the proposed data retention scheme

e that the Bill and prescribed data set do not clearly describe the information that
is required to be collected and retained, which:

o makes it difficult to assess the privacy impact of the scheme as a whole,
and

o creates uncertainty that may result in service providers collecting and
retaining more information than is intended to be required, and difficulties
in compliance and enforcement.

The privacy impacts of collecting ‘non-content’ information about communications

25. As explained above, even where the telecommunications data that service providers
are required to collect and retain is not the content or substance of
communications, it can still reveal detailed information about an individual and be
highly privacy intrusive. For example:

e Appendix A summarises the outcomes of two studies into the privacy impacts of
collecting, retaining and analysing non-content telecommunications data.

e Appendix B considers the privacy impacts of collecting location data, in particular
location data associated with Short Message Service (SMS) messages.

Risk of inadvertent collection of content

26. Itis unclear whether the proposed data retention scheme may, in some
circumstances, necessitate the collection of the content of communications in order
for service providers to ensure that they comply with their obligations under that
scheme.

27. Subsection 187A(4) sets out a number of exclusions to the obligation to retain
telecommunications data. In particular, s 187A(4)(a) provides that service providers
are not required to keep, or cause to be kept, information that is the ‘content or
substance of a communication’. However, some types of communications are
delivered in a way that makes it difficult to distinguish between the content of a
communication and information about that communication.

28. For example, in general, internet-based communications are delivered as a single
stream of data. | understand that, with respect to unencrypted communications, it is
possible to automatically extract telecommunications data from the data stream,
making it possible to retain the telecommunications data without also retaining the
content. However, it is unclear how service providers will comply with their
obligations where the communication has been encrypted. In that scenario, the
practical result may be that the service provider retains the entire encrypted
communication, including the encrypted content, in order to ensure that they retain
the telecommunications data.

Submission to the Joint Committee on Intelligence and Security on the Inquiry into the
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Description of the data set

29.

30.

31.

32.

33.

34.

| consider that the description of the types of telecommunications data in the
prescribed data set may create a risk that types of data that are not intended to be
collected and retained under the data retention scheme may be captured. This is
because the types of telecommunications data in the prescribed data set are not
clearly and narrowly defined. This, in turn, makes it difficult to assess the privacy
impact of the proposed data retention scheme as a whole.

Given the wide variety of technologies and communications channels that would be
covered by the proposed data retention scheme, it is important that clear, specific,
consistent and unambiguous language is used in:

e the Bill to describe the kinds of information that service providers may be
required to collect and retain under that scheme, and

e the regulations to describe each specific type of telecommunications data in the
prescribed data set.

By way of example, in Appendix C, | have identified a number of instances in which |
consider that s 187A(2), the prescribed data set or the Explanatory Memorandum
should be amended to enhance clarity and specificity, or remove inconsistencies.

Without further clarification, these ambiguities could create:

e difficulties in assessing the privacy impacts of the proposed data retention
scheme, and whether it is a necessary and proportional response to the needs of
Australian enforcement and security agencies

e uncertainty for regulated service providers that results in the collection and
retention of types of data that are not intended to be collected and retained
under the proposed data retention scheme, and

o difficulties in compliance for service providers and enforcement for regulators.

Accordingly, consideration should be given to whether each kind of information that
may be prescribed under s 187A(2), and each specific type of telecommunications
data in the prescribed data set is sufficiently clear and narrowly described to
effectively implement the specific intentions of the proposed data retention scheme,
and facilitate compliance with and enforcement of the scheme. This may require a
reconsideration of the scope and effect of the exclusion in s 187(4)(a), or further
limitations on the kinds or types of telecommunications data that may be or will be
required to be collected and retained under the proposed data retention scheme.

Additionally, | am mindful that the telecommunications data that is prescribed in the
regulations will, to a large extent, determine the scope and privacy impact of the
proposed data retentions scheme. | make recommendations in relation to the
making of regulations at 99 to 104 below.
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The retention period

The length of the retention period

35. Asdiscussed above, to ensure that the data retention scheme is a necessary and
proportionate response to meeting the needs of Australian enforcement and
security agencies, the scheme should only require service providers to retain
telecommunications data for the minimum amount of time necessary to meet those
needs.

36. Publicly available evidence, including evidence put forward by Australian
enforcement and security agencies, provides some evidence to suggest that a data
retention scheme with a retention period of up to one year may be necessary to
enable those agencies to investigate serious offences and threats to national
security. However, in assessing whether this evidence does, in fact, support some
form of data retention scheme, the evidence should be considered in light of the
impact on the privacy of individuals who will be affected by the scheme.

37. The evidence put forward by Australian enforcement and security agencies,
including evidence provided to the Committee at the hearing on 17 December 2014,
states that telecommunications data that is less than one year old is used in a large
proportion of investigations. Specifically, the Australian Federal Police (AFP) made
submissions to the Committee about the central role that telecommunications data
plays in the majority of their investigations.15 Further, the Australian Security
Intelligence Organisation (ASIO) submitted to the Committee that 90% of the
telecommunications data obtained by ASIO is less than 12 months old.*®

38. However, the case for a longer data retention period is less clear. This may be
because the Committee has been provided with evidence that supports a longer
retention period but which has not been released puincIy.17 For example, the
Explanatory Memorandum provides that ‘enforcement and national security
agencies advise that a data retention period of two years is appropriate to support
critical investigative capabilities’lg, but does not go on to provide or cite evidence for
that advice. In addition, no other specific quantitative evidence for the necessity of
the two year retention period has been provided in the Statement or Explanatory
Memorandum.

39. With respect to the international experience with similar retention schemes, the
Explanatory Memorandum states:

‘The proposed two year period draws on international experience in relation to the
use and value of telecommunications data and achieves a balance between

> See Evidence to Parliamentary Joint Committee on Intelligence and Security, Parliament of Australia,
Canberra, 17 December 2014, p 3, Mr Colvin, Commissioner, Australian Federal Police.

1® See Evidence to Parliamentary Joint Committee on Intelligence and Security, Parliament of Australia,
Canberra, 17 December 2014, p 21, Ms Hartland, Director General, Australian Security and Intelligence
Organisation.

Y see, for example, Evidence to Parliamentary Joint Committee on Intelligence and Security, Parliament of
Australia, Canberra, 17 December 2014, p 5, Ms Hartland, Director General, Australian Security and
Intelligence Organisation.

¥ see Explanatory Memorandum, p 19.
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43.

44,
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supporting the operational requirements of agencies and minimising privacy
impacts associated with the retention of data.”*’

In that respect, | note that the Securing Europe through Counter-Terrorism: Impact,
Legitimacy and Effectiveness (SECILE) report The EU Data Retention Directive: a case
study in the legitimacy and effectiveness of EU counter-terrorism policy® found a
lack of quantitative evidence to support the effectiveness of data retention schemes
in the European Union (EU). That reports notes that in 2013 EU member states that
supported the data retention directive, including Austria, Ireland, Italy, the United
Kingdom and Spain, were unable to provide statistical data that demonstrated the
effectiveness of the scheme.”

The evidence provided to the Committee by enforcement and security agencies is
consistent with the experience of similar data retention schemes in international
jurisdictions. For example, in 2013 the European Commission found that, amongst
EU member states:

e approximately 67% of requests by investigators for communications data related
to communications made in the three months prior to the request

e approximately 89% of requests related to communications made in the six
months prior to the request, and

e approximately 11% of requests related to communications that were 6-12
months old.?

However, the experience with similar data retention schemes in international
jurisdictions has not produced quantitative evidence that supports the
proportionality of a two year retention period.

Accordingly, on the information available to me, it is not clear whether a retention
period of two years is the minimum amount of time necessary to meet the needs of
enforcement and security agencies.

| recommend that the Statement clearly set out evidence that shows why it is
necessary to retain telecommunications data for a minimum of two years (or, in the
case of certain subscriber information, for longer periods). If that is not practicable
because of confidentiality or security reasons, then it may be open to the Committee
to request and consider the evidence that establishes the necessity of the retention
of each of the kinds of data proposed to be collected and retained, and the length of
the retention period for each kind of data. The Committee could then communicate
to the public that it has considered that evidence, and state the Committee’s
conclusions.

19
See Explanatory Memorandum, p 18.
% See Jones and Hayes, The EU Data Retention Directive: a case study in the legitimacy and effectiveness of

EU counter-terrorism policy (2014) SECILE, available online: <http://secile.eu >.

*! See Jones and Hayes, The EU Data Retention Directive: a case study in the legitimacy and effectiveness of

EU counter-terrorism policy (2014) SECILE, available online: <http://secile.eu>, p 32, including footnote
138.

?? See European Commission, Evidence for necessity of data retention in the EU (2013) available online:

<http://ec.europa.eu/dgs/home-affairs/pdf/policies/police cooperation/evidence en.pdf>, p 7.
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The retention period for subscriber information

45,

46.

47.

48.

49,

Subsection 187C(1) of the Bill provides that the retention period for subscriber
information, (that is, information of a kind specified by s187A(2)(a)) is the life of the
account plus two years. Subsection 187C(2) then enables regulations to prescribe
that certain types of subscriber information are only to be retained for two years, or
some other maximum period.

| acknowledge that the stated purpose of the longer retention period is to ensure
that information about the relevant subscriber associated with an account is
available throughout the life of the account, and for as long as any records relating
to communications sent using that account are retained.” However, it is not clear
that it is necessary for the Bill to require each type of subscriber information set out
in s 187A(2)(a) to be retained for the life of the account plus two years.

The Explanatory Memorandum describes the types of telecommunications data
intended to be captured by s 187A(2)(a) as including:

e ‘billing and payment information’

e ‘information about an account, telecommunications device, or other relevant
service that is or has been associated with a relevant service, which may include:

o any information relating to contracts, plans, agreements or arrangements
relating to the relevant service, or to any related account, service or device

o any identifiers, either permanent or transient, that the service provider
uses in relation to the account, device or relevant service’

e ‘the status of the relevant service or any related account, service or device’, and

e ‘any quantitative data about the capacity or use of the account of the relevant
service or a related account, service or device.”**

It is not clear why each of these types of telecommunications data are required to
be retained for the life of the account plus two years as a default.

In addition, the proposed data set document states that it is intended that the
regulations will limit the retention period for items 1 (c) to (f) of the prescribed data
set to two years. Given that intention is made clear in the proposed data set
document, there does not appear to be a compelling reason for that limitation not
to be contained in the Bill.

Therefore, | recommend that the retention period that applies to each type of
telecommunications data described in s 187A(2)(a) be expressly set out in the Bill.

Services covered by the data retention scheme

50.

To provide certainty about which service providers will be required to collect and
retain telecommunications data under the proposed data retention scheme, and to

> See Explanatory Memora