


 

        
    

      
         

 

               
            

             
            

             
             

     

                
              
            

           
           

            
              

              
                

      

              
                   

            
               

               
               

                
              

             
     

             
                 

           
            

     



           
  

             
             

             
              

          
            

              
               

             
       

              
             
                

             
              

             
                 

            
     

                
               

              
                 
            
           

              
              

      

                 
                

             
             

         

     

          
    

                
                 
                

      

             
            



                
              

               
               

                
                

            
             

                
          

          
              
            
 

              
                 
              

               
             

              
             
            

                
 

               
              

              
     

              
              

              
               

             
     

                
             

           
            

              
            

             
       



            
                

               
              

             
               

          

             
           

              
           

                 
            

               
                
         

             
               

            
            

           

             
               

     

              
            

            

               

   
     
 
 
 
 
 

             
                

   



               
           
     

                 
              

             
          
            
              

        

             
               

            
              

                
              

 

              
               

              
     

              
                   

              
   

                
                

             
           
                 

   

 

              
   

               
                  

               
             

                
   



            
     

               
                  

            
              

                 
               

              
                  

             
         

               
            

               
     

              
           

              
             

     

          
                

          
             

           
 

             
             

            
              

               
    

               
                

            
             
 

            
            

             
          



                 
              

             
                 

              
              

               
              

                
                

               
            

            
   

               
            

              
            

              
              

            
          

             
          

             
               

              
             

     

            
            

              
 

                
                 

               

                
               
 

                 
               

             
   



               
               

            
         

            
              

     

    

              
             

         

              
                
            
                
                

              
              

             
            
             

            
             

              
               

       

          
    

              
       

               
       

              
                

             
              

               
                

             
           
           

           
      



             
               

               

              
             

             
            

             
  

              
              

    

               
          

          

            

        

             
          
 

        

           
 

          

               
          

              
              

             

                
              

              
               

               
                 

           

               
       



              
             

             
            

             
            

          
            

           
           
             

             
           

              
               

 

              
              

         

                  
                
              

              
            

               
               
               

            
           

             
 









 

       

    

        
 

            
             

           
              

               
       

     

            
          
              

    

             
           
     

           
           

             
              

    

               
             
           

              

              
     

             
           

    

              
          

           



           
            

            

           

       

     

               
 

              
              

       

     

           

              
             

               
           

             
            

          
               

  

               
               

             
               

             
            

             
               

             
           
            

 

              
                 

                 
            

  



            
          

            
             

      

             
            

            
           

             

           
 

                

               
                  

               
               

              
             

           

             
            

              
           

             
            

            
         

            
               
             

              
                 

              
                 

              
     

              
           
         

              
         



           

             
           
   

            
               

      

      

             
 

           
      

           
             

           
            

     

         
             

             
            

          

            

 

  

         

           

              
                

              
           

            
     

             
             

            



             
              

             
          

             
              

             
          

               
             
               
       

             
              
             

               
             
                 
               
           

            
             

            
   

           
                
            

      

           
  

            
          

   

            
  

            
             

                
           

            
            

               
            



              
     

                   
               

             
              

          

           

                
  

                  
   

            
        

            
       

               
           
               

                
             

              
         

             
              

                
             

            
              
    

         

              
         

    

              
           

           
            
        

     

               



             
             

           
               

             
       

    

  

       

      

          

       

          

             
              

            
              

           

            
              

             
             

           
               
              
            

            
            

            
             

             
             

                
               
             

             



 

 

THE HON STEPHEN JONES MP 
ASSISTANT TREASURER AND MINISTER FOR FINANCIAL SERVICES 

 

 
Parliament House Canberra ACT 2600 Australia 

Telephone: (02) 6277 7230  

Ref:  MC24-019845  
 
 

Senator Dean Smith  
Chair 
Senate Scrutiny of Bills Committee  
Suite 1.111 
Parliament House  
CANBERRA  ACT  2600 
 
scrutiny.sen@aph.gov.au 
  
 
 
Dear Senator Smith 
 
I am writing in response to the Senate Standing Committee for the Scrutiny of Bill’s comments in Scrutiny 
Digest 14 of 2024 regarding the Scams Prevention Framework Bill 2024. 
 
I have attached detailed responses to the matters raised by the Senate Committee about the Scams Prevention 
Framework Bill 2024. 
 
I trust that the information attached provides further context about the drafting of the Bill and assists with the 
Committee’s deliberations. 
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Scams Prevention Framework Bill 2024 
 
Privacy 
 
In the Committee’s Scrutiny Digest 14 of 2024, you sought my advice as to whether: 
 
• the power to use or disclose personal information under sections 58BT and 58BV contains sufficient 

safeguards to appropriately protect the right to privacy;   

• the appropriateness and necessity of providing that the Scams Prevention Framework (SPF) regulator 
need not notify any person (including potential victims of scams) that they have collected, used or 
disclosed their personal information; and 

• the appropriateness of amending the Bill 

– to require that disclosures of SPF information containing personal information pursuant to 
proposed section 58BV can only be made by the SPF general regulator for specific purposes 
linked to the achieving the objectives of the SPF framework;  

– to require that all SPF information be de-identified when shared under proposed section 58BV, 
unless doing so would not achieve the object of the SPF framework;  

– to require regulated entities to de-identify personal information when reporting on actionable 
intelligence regarding scams, unless to do so would not achieve the object of the SPF framework, 
and/or requiring the authorised person under proposed section 58BT to specifically consider the 
need for de-identification; and  

– to provide that notice need not be given under proposed 58EI of the collection, use or disclosure 
of the personal information of alleged scammers only (enabling scam victims to be notified), and 
provide all persons to be notified once any investigation is complete. 

Powers to use or disclose personal information 

The Scams Prevention Framework Bill 2024 (the SPF Bill) establishes a mechanism for information sharing 
to support regulated entities, SPF regulators and law enforcement to prevent and respond to scams impacting 
SPF consumers. This mechanism is therefore a key component of the SPF as it is directly aimed at protecting 
consumers from scams. 

As set out below, I consider that the SPF Bill, together with the obligations of the Privacy Act 1988 (the 
Privacy Act), contain sufficient safeguards to appropriately protect the right to privacy, taking into account 
the object of the SPF is to prevent and respond to scams impacting consumers.  

Authorised data gateway, website or portal 

Subsection 58BT(1) establishes a power for the SPF rules to prescribe a scheme for authorising third parties 
to operate data gateways, portals or websites that give access to reports that regulated entities are required to 
give under the Division. This includes reports: 

• of actionable scam intelligence (section 58BR); 

• about scams upon written request by the regulator (section 58BS); and  

• about the outcomes of investigations (section 58BY).  

Subsection 58BT(3) provides that an authorised third party may use or disclose any personal information to 
the extent that it is reasonably necessary to achieve the object of the SPF. This requires the authorised third 
party to come to a view that the use or disclosure of personal information is needed to prevent and respond to 
scams impacting SPF consumers. I consider that this is an important safeguard that will ensure personal 
information is only used and disclosed in this context where necessary. 
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In addition, the SPF rules may be used to prescribe conditions on any authorisations (paragraph 58BT(2)(c)). 
This rule-making power may be used to prescribe additional safeguards relating to personal information, 
including the collection, handling and storage of that information. This has not been provided for in the 
SPF Bill given the appropriate safeguards will vary depending on the third party that is being authorised. For 
example, if an authorised third-party would not be subject to the Privacy Act, it would be appropriate to 
impose similar requirements to that Act as a condition on the relevant third party’s authorisation. I note 
however, this is unlikely and  it is expected that all authorised third parties would be subject to the 
Privacy Act, in which case there are clear requirements and safeguards concerning the handling of personal 
information.  

For example, the Australian Financial Crimes Exchange (AFCX), may be an authorised third party under the 
SPF rules. The AFCX currently supports information sharing for the purpose of preventing financial and 
cyber crime and receives reports from participants whose customers have consented to the sharing of the 
information for the purpose of using the information to fight fraud and scams. As the AFCX is subject to 
existing privacy regulation, including the Privacy Act, additional safeguards relating to the handling of 
personal information may not be necessary if the AFCX is authorised under the SPF rules. I will ask my 
Department to consider this further during the development of the SPF rules.  

The SPF rules will also be used to prescribe the kinds of information (including personal information) to be 
provided in an actionable scam intelligence report and in reports about the outcomes of investigations. 
Accordingly, the personal information that could be obtained by a third party authorised by the SPF rules 
will be constrained to any personal information required by the SPF rules to be included in those reports.  

The information required for these reports needs to be consulted on and carefully considered in the context of 
evolving scam activity. Accordingly, it is not appropriate for this detail to be set out in the SPF Bill. 
However, any personal information would only be prescribed and therefore required to be provided to the 
extent it is necessary to meet the object of the SPF – that is, any personal information provided would be for 
the purpose of preventing and responding to scams impacting SPF consumers. 

Where an SPF regulator requests personal information to be included in a report about a scam under 
section 58BS, the personal information must first be de-identified, unless doing so would not achieve the 
object of the SPF. This requirement further safeguards the right to privacy against the disclosure of this 
personal information.   

SPF general regulator sharing information 

Section 58BV enables the SPF general regulator to share information about scams with certain entities. This 
may include the disclosure of personal information. 

Disclosure of personal information under this provision is limited to the entities listed in the provision, rather 
than to any entity that the SPF general regulator considers appropriate. In my view, this provides an 
important safeguard to ensure personal information is not shared beyond what is necessary to achieve the 
object of the SPF.  

Under this provision, the SPF general regulator may disclose information about scams to regulated entities, 
Commonwealth agencies involved in developing Government policy relating to the SPF, Australian law 
enforcement agencies, foreign law enforcement agencies and foreign regulatory agencies responsible for 
scam prevention.  

Disclosure to these entities is intended to prevent and disrupt scams (noting the transnational nature of scams 
requires a coordinated international approach to minimise scam harms), or to assist with the development of 
scam prevention law, with the ultimate view of protecting consumers from scams.   

While the disclosure of any personal information by the SPF general regulator is authorised for the purposes 
of Australian Privacy Principle 6, the Australian entities receiving this information will generally be subject 
to the Privacy Act obligations and/or equivalent obligations in relation to handling personal information. For 
example, this will ensure these entities can only use or disclose personal information for the purpose for 
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which it was collected. This safeguards against the personal information being handled, used or disclosed in 
a way that is beyond the scope of the disclosure or otherwise contrary to the right to privacy.   

Further, any personal information disclosed to a Commonwealth agency or authority involved in developing 
Government policy relating to the SPF must first be de-identified, in order to protect the right to privacy, 
unless doing so would not achieve the object of the SPF.  

Additional safeguards are included in the SPF Bill with respect to disclosure to an agency of a foreign 
country, which may not be subject to an equivalent of the Privacy Act. Specifically, the agency is required to 
give the SPF general regulator an undertaking about controlling the storage, handling and the use of the 
information to be shared, and the SPF general regulator must consider that it is appropriate in all 
circumstances to disclose the information. These safeguards are designed to ensure that any information, 
including personal information, is appropriately handled by an agency of a foreign country. 

No obligation to notify any person that an SPF regulator has collected, used or disclosed their personal 
information 

A key aim of the SPF is to prevent and disrupt scam activity before a consumer is impacted. This aim is 
supported in the SPF framework by enabling prompt and dynamic sharing of information relating to scams. 
This information may include personal information, and may need to be collected, used and disclosed by an 
SPF regulator promptly to enable effective disruption activities to protect consumers from scam harms. 

In most cases, personal information shared under the reporting requirements in the SPF Bill will relate to the 
persons perpetrating the scam or otherwise involved in the scam. This information may include a phone 
number a scammer is using to contact consumers, information about a social media account being used to 
create fraudulent advertisements or otherwise deceive consumers, or information about a bank account used 
to receive scam funds.  

It would not be appropriate in these cases to require an SPF regulator to notify individuals that they have 
collected, used, or disclosed their personal information, as this will tip-off the person perpetrating the scam, 
help them evade anti-scam measures and may prejudice a criminal investigation. 

In the limited circumstances where an SPF regulator collects, uses, or discloses the personal information of a 
scam victim (or potential scam victim), it would be impractical for the SPF regulator to contact each of these 
individuals to notify them of such. To the extent the SPF regulator obtains this type of personal information, 
this is likely to be unsolicited information given by the regulated entity in purported compliance with the 
reporting requirements. As such, the SPF regulator is unlikely to have sufficient information about the person 
to contact them about the collection of their information.  

This provision does not prevent regulated entities or SPF regulators from providing notifications to 
consumers of the use of their personal information where it is appropriate to do so.  

Regulated entities under the SPF are also expected to be subject to the Privacy Act. This means that 
regulated entities must notify customers of their policies regarding collection, use and disclosure of personal 
information, which will need to be updated to incorporate the SPF obligations. This may involve the 
secondary purposes for which the regulated entity may use a customer’s personal information, which may 
relate to reporting requirements under the SPF. 

There are other mechanisms in the SPF Bill where it may be reasonable in the circumstances for a regulated 
entity to notify or warn a consumer that they may have been impacted by suspected scam activity. For 
example, section 58BO requires regulated entities to identify impacted SPF consumers and section 58BX 
requires a regulated entity to take reasonable steps to disrupt scam activity. These provisions provide a 
mechanism for regulated entities to consider notifying SPF consumers that they may be exposed to scam 
activity, and that their information, where relevant, has been disclosed to an SPF regulator and the purpose of 
that disclosure. 
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Advice on whether it would be appropriate to amend the Bill 
 
Disclosures of SPF information containing personal information pursuant to proposed section 58BV  
 
I consider the existing settings under section 58BV are appropriate to enable information about scam activity 
to be shared in real-time and to effectively support disruptive action to combat scams, while balancing the 
need to protect privacy. Information sharing by the SPF general regulator to the entities listed in section 
58BV is critical to minimise scam activity across the economy. 

The proposed amendment suggested by the Committee would require the SPF general regulator to assess 
whether the information is sufficiently connected to the purpose before sharing in every circumstance.  

I am concerned that this would frustrate the objects of the SPF, as it would preclude the SPF general 
regulator from setting up intelligence sharing systems to ensure that information about suspected scam 
activity flows to relevant entities in real-time to support their response to the scam. If the SPF general 
regulator is required to assess each piece of information before sharing it with a specified entity, by the time 
the information is received by the relevant entity it may be too late to effectively disrupt the action and 
protect consumers. 

In my view, the existing settings in section 58BV provide appropriate privacy protections in this context, 
which are broadly consistent with the objects of the SPF. 

• Subsection 58BV(1) limits the information that can be shared to information about a scam. This 
broadly ensures the information is necessary to support the objects of the SPF and enables entities to 
take disruptive action to combat scam activity. 

• Subsection 58BV(2) only allows for the sharing of information to a limited and defined set of entities. 
This is constrained to regulated entities and relevant Government bodies that are in a position to take 
action against scams.  

• Subsection 58BV(3) limits sharing with international counterparts, requiring that they give an 
undertaking about the storage, handling and use of that information and ensuring that the information 
will only be used for the purpose for which it was disclosed. The SPF general regulator is further 
constrained by only being able to share information if it considers that it is appropriate to do so. 

• Subsection 58BV(4) requires that any disclosure to a Commonwealth agency or authority involved in 
developing Government policy relating to the SPF must only contain de-identified personal 
information, unless doing so would not achieve the object of this Part. 

These safeguards seek to balance the need to protect personal information, while recognising that it is in the 
public interest to support a coordinated whole-of-economy response to address scams. 

De-identification of SPF information  

I consider the existing settings are appropriate, noting the importance of timely sharing of information to 
disrupt scam activity to support the object of the SPF. 

As above, the requirement to de-identify information unless doing so would not achieve the object of the 
SPF will require the SPF general regulator to make an assessment before disclosing information in every 
circumstance. This requirement would preclude the SPF general regulator from setting up automated 
intelligence sharing systems and more broadly delay the disclosure of time-sensitive information with 
relevant entities.  

Where entities are unlikely to need personal information or information in real-time, the SPF protects against 
arbitrary interference with privacy by including requirements to de-identify personal information prior to the 
disclosure, unless doing so would not achieve the object of the SPF.  
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This includes subsection 58BV(4), which requires the SPF general regulator to de-identify personal 
information where it would not frustrate the object of the SPF before it is shared with Commonwealth 
agencies or authorities involved in development Government policy relating to scams. This recognises that 
this type of entity is not likely to need personal information, or information in real-time to support the object 
of the SPF. 

In other cases, such as when sharing with law enforcement agencies or regulated entities, it is expected that 
any necessary personal information will need to be shared quickly to enable the receiving entity to use the 
information to take effective disruptive action to prevent consumer loss. The intent and purpose for this 
power is to facilitate the efficient sharing of any available information about the person responsible for 
perpetrating or involved in the scam. This information may include the bank, social media, or telephone 
account used by the scammer to perpetrate scam activity so that the entity receiving the information can take 
steps to block access to those mechanisms. It will also enable law enforcement agencies to take appropriate 
action against the scammer. 

Where relevant, entities receiving this personal information will need to comply with their obligations under 
the Privacy Act in relation to that personal information.  

Accordingly, I consider that an obligation on the SPF general regulator to de-identify all personal 
information before disclosing it under 58BV would significantly limit the effectiveness of the provision in 
supporting the prevention and disruption of scams.  

De-identification of personal information when reporting actionable intelligence scams 

I consider the existing settings are appropriate noting how fundamental the timely sharing of scams-related 
information is to support the object of the SPF. 

As with the suggested amendments above, the requirement for regulated entities to de-identify information 
unless doing so would not achieve the object of the SPF, or requiring an authorised person under section 
58BT to consider the need for de-identification, would require the entity to make an assessment before 
disclosing actionable scam intelligence in every circumstance. This requirement could preclude regulated 
entities from promptly disclosing time-sensitive intelligence which could subsequently be used by an SPF 
regulator or another regulated entity to prevent and disrupt scams. 

To the extent that a regulated entity is required to share personal information when reporting on actionable 
scam intelligence, this will be limited by what is prescribed by the SPF rules. As set out above, this is 
expected to be information that is necessary to prevent and disrupt scam activity.  

Section 58BT enables authorised third parties to facilitate information-sharing on behalf of regulated entities 
to assist them to comply with their reporting obligations. This recognises the benefit of leveraging 
established intelligence sharing networks that exist to combat scam activity, such as the AFCX. This will 
support the information sharing scheme established by the SPF and facilitates the flow of information for the 
same purpose – to support effective and timely disruptive action.  

On this basis, it is not necessary or appropriate to require the authorised third party to further consider 
whether personal information should be de-identified. This requirement would slow the movement of 
information, frustrate the object of the SPF and risk further consumer loss.  

Notification once investigation is complete 

I consider the existing settings appropriate, noting the nature of information that will be collected and shared 
and the practicality of contacting and notifying impacted persons. 

As outlined above, introducing a requirement to notify persons on each occasion that their personal 
information is collected, used or disclosed by an SPF regulator is likely to delay the disclosure of time-
sensitive information, may divert resources from the objectives of the SPF, and may result in tipping off a 
suspected scammer.  
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As the Committee understands, in most cases personal information being shared under the reporting 
obligations in the SPF Bill will be information about the person perpetrating the scam activity. As such, 
section 58EI provides a necessary carve out from the general procedural fairness obligation to notify a 
person about the collection, use or disclosure of personal information.  

There are practical challenges associated with requiring SPF regulators to notify scam victims in the limited 
circumstances in which it is expected that their personal information will be collected, used or disclosed. 

The Committee notes that the SPF Bill could be drafted to prevent notice of collection, use or disclosure only 
to the alleged scammer. I consider that this would risk tipping off scammers as notifications to scam victims 
may inadvertently or otherwise tip-off scammers with which they are engaged in communication. This is 
heightened by the reality that scammers are generally highly skilled at manipulating scam victims to provide 
them with sensitive information. Furthermore, it may not always be clear to SPF regulators whether account 
information relates to a scam victim or alleged scammer, noting scammers often have several bank, 
telecommunication and social media accounts to support their scam activities. 

In addition, the SPF Bill seeks to limit the personal information collected and shared to the information that 
is actionable, being that information which is necessary to be shared to support disruptive action. This means 
that the SPF general regulator is unlikely to have sufficient information to be able to identify and contact 
individual consumers to notify them that their information has been shared. In addition, introducing this 
requirement would impose significant burden on regulators, is likely to be challenging to implement, and 
may divert resources and focus from the objectives of this legislation. It is also likely that additional personal 
information would need to be shared with the regulator to enable this notification to effectively take place.  

As an additional safeguard, SPF regulators may decide that it is appropriate to notify consumers of the 
collection and use of their personal information. 

I also consider that a regulated entity who has directly received this information from a consumer or may 
have a direct customer relationship with the consumer may be more appropriately placed to provide this 
notification to a consumer. Under the SPF Bill, a regulated entity is required to take various steps on receipt 
of actionable scam intelligence. Section 58BO requires regulated entities to identify impacted SPF 
consumers, and section 58BX requires a regulated entity to take reasonable steps to disrupt activities that is 
the subject of actionable scam intelligence. These provisions provide a mechanism for regulated entities to 
consider notifying SPF consumers that their information, where relevant, has been disclosed to an SPF 
regulator and the purpose of that disclosure 

Incorporation of external materials as existing from time to time 
 
You also sought my advice as to: 

• the type of documents that it is envisaged may be applied, adopted or incorporated by reference under 
proposed subsection 58CC(4); 

• whether documents applied, adopted or incorporated by reference under proposed subsection 58CC(4) 
will be made freely available to all persons interested in the law; and  

• why it is necessary to apply the documents as in force or existing from time to time, rather than when 
the instrument is first made. 

 
The Bill allows for an SPF code to make provision in relation to a matter by applying, adopting or 
incorporating any matter contained in any other instrument or writing as in force or existing at a particular 
time, or from time to time.  

An SPF code may apply, adopt or incorporate by reference, material contained in State or Territory 
legislation, instruments made by an SPF regulator, or materials published on the SPF regulators websites. 
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For example, an SPF code may reference existing standards of practice, such as those found on the 
Australian Communications and Media Authority’s (ACMA’s) register of telco industry codes and 
standards.1 These standards are technical in nature and sit appropriately on the ACMA register given they 
may be made by, or in conjunction with, industry stakeholders in the telecommunications sector.  

Where an SPF code applies, adopts or incorporates by reference, material from another instrument or in 
writing, the location of where a person may access it will be clear in the SPF code or explanatory materials.  

Where the relevant material is in State or Territory legislation or instruments made an SPF regulator, there 
will be no charge for access, in accordance with existing practice and publication policies of these entities. 
This will also be the case for any publicly available standards, codes or guidance material that may be 
incorporated by reference. 

There may be exceptional circumstances where it is necessary for an SPF code to refer to material such as an 
industry standard that may require a fee for access. If this is necessary, I consider that the costs to affected 
entities in accessing the material would substantially outweigh the costs they may incur by needing to 
comply with a new bespoke standard. In addition, it is likely the affected entities may also already have 
access to that document from the normal course of their business. 

Given the wide range of industries and sectors of the economy to which the SPF can apply and the fluid 
nature of scam activity, the ability to incorporate extrinsic material from time to time is necessary and 
appropriate to achieve the object of the SPF. 

As scam activity evolves, material that has been incorporated by reference may be updated to reflect the 
necessary change in regulatory settings. 

If those materials are updated from time to time but have been incorporated when the material is first made 
only, any delays in amending the relevant SPF code to reflect the updated material would risk the regulatory 
obligations not being fit for purpose.   

Privacy and procedural fairness – public warning notices 
 
You also sought my advice as to: 

• the appropriateness of proposed section 58FZL enabling the SPF general regulator to issue public 
warning notices, with consideration provided to the impacts of such a notice on both procedural 
fairness and individual privacy, and how procedural fairness will be provided in practice to a person 
likely to be affected by a public warning notice; 

• whether SPF regulators will be required to take down, within a reasonable time, any public warning 
notices that were issued but which, upon review, are incorrect; and 

• what type of matters may lead the regulator to reasonably suspect conduct may constitute a 
contravention of the SPF framework; and whether consideration was given to applying a higher 
threshold to the issuing of a public warning notice, or, if not, why not. 

 
The SPF Bill allows the SPF regulators to issue a public notice about the conduct of a person if the regulator: 

• reasonably suspects that the person’s conduct may constitute a contravention of the SPF principles or 
code; 

• is satisfied that one or more persons has suffered, or is likely to suffer, detriment as a result of the 
conduct; and  

• is satisfied that it is in the public interest to issue the notice.  

 
1 Register of telco industry codes and standards | ACMA 
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Given the obligations under the SPF apply to regulated entities only (which is expected to include banks, 
telecommunications providers and certain digital platforms), any public notice that is issued under the SPF is 
likely to relate to an entity rather than a natural person. 

These notices will be an important and necessary enforcement tool for the SPF regulators to efficiently notify 
affected consumers directly affected by the relevant conduct, and alert consumers and/or small businesses to 
the alleged conduct more broadly.  

This enforcement tool does not seek to limit the fundamental common law right of procedural fairness, nor 
does it seek to negatively impact individual privacy. Instead, the tool is intended to support individual 
privacy as it will be used to prevent and disrupt scam activity, which may otherwise involve the loss of 
personal information to a scammer. 

In determining whether it is in public interest to issue the notice, an SPF regulator is likely to key consider 
whether there is an imminent need to inform consumers so they can avoid suffering detriment, as well as the 
likely impact on the business involved in the suspected contravention.  

Consistent with existing approaches by SPF regulators such as the Australian Competition and Consumer 
Commission (with respect to its existing public warning notices), it is likely that the SPF regulator will alert 
a regulated entity to an investigation that has commenced with respect to the entity and the proposal to issue 
a public warning notice. Where appropriate, the SPF regulator is expected to invite a response from the entity 
on the allegations, including the steps it has taken or proposed to be taken to address the alleged conduct.  

There may be circumstances when there have been substantial scam losses in a short period of time and it is 
therefore critical for an SPF regulator issue a public warning notice quickly to warn consumers.  In these 
cases, timely or limited engagement with the regulated entity may be appropriate. 

It is therefore not appropriate that a process for consultation or engagement, including timeframes, with the 
relevant entity be required in the SPF Bill. Instead, this should be dealt with as matter of policy for the SPF 
regulator, taking into account the sector it is regulating. 

I consider that the conditions that must be met prior to an SPF regulator issuing a public warning notice and 
the benefit to consumers that a warning notice may provide, are appropriately balanced with the need to 
afford procedural fairness to an entity suspect of contravening a requirement under the SPF Bill. 

For completeness, I note this provision is based on various existing regulatory powers, for example section 
51ADA of the Competition and Consumer Act 2010 (the CCA), section 223 of Schedule 2 to the CCA (the 
Australian Consumer Law) and section 12GLC of the ASIC Act. 

Take down of notices  

There is no requirement in the SPF Bill that an SPF regulator must take down a public warning notice from 
their website that is later found to be incorrect.  

A public warning notice can only be issued when an SPF regulator has reasonable grounds to suspect that 
certain conduct has constituted or may constitute a contravention of the SPF, and where that regulator is 
satisfied of the other matters set out in section 58FZL. The requirements are designed to ensure a public 
warning is issued based on reasonable information available to the SPF regulator at that time. 

This is intended to minimise the risk of any incorrect information being provided to the public in the public 
warning notice. 

There is also an informal mechanism for a regulated entity that has identified any incorrect information in a 
public warning notice to notify the relevant SPF regulator. This may result in the correction of that notice or 
revocation of the notice where appropriate. The SPF Bill does not preclude this from occurring. 

In addition, issuing a public warning notice is an administrative decision that is subject to judicial review 
under the Administrative Decisions (Judicial Review) Act 1977. This provides a mechanism for a person 
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aggrieved by the decision to seek judicial review of the decision, and includes an obligation on the decision-
maker to provide reasons for the decision. 

Accordingly, I consider that the existing settings in the SPF Bill are appropriate. 

Conduct that may constitute a contravention of the SPF  

The power in section 58FZL to issue a public warning notice can only be exercised if the SPF regulator is 
satisfied of each of the conditions, which I have described above.  

I consider that the provision is framed appropriately as it does not unnecessarily constrain, via an exhaustive 
list, the type of matters that may lead an SPF regulator to reasonably suspect that conduct may constitute a 
contravention of the SPF framework. 

This reflects the principles-based nature of the SPF obligations and the fluid nature of the scam activity that 
leads to the consumer harm that this framework seeks to mitigate. For example, it allows an SPF regulator to 
consider the evolving nature of scam activity in a particular sector as that impacts on what may be a 
‘reasonable step’ for the purpose of an SPF principle.  

I also consider that the threshold for an SPF regulator to issue a public warning notice is set at an appropriate 
level. A higher threshold, such as the requirement to reasonably believe conduct may constitute a 
contravention of the SPF framework, would likely require an SPF regulator to undertake a longer 
investigation and make additional inquiries – even if the conduct has led to consumer detriment and there is a 
clear public interest in issuing the public notice.  

In my view, a higher threshold would significantly limit the effectiveness of this enforcement tool in 
notifying consumers at large about certain conduct by a person that is potentially harmful conduct. In the 
scams context, the earlier this notification can occur, the more likely it is that the risk of scams harm to the 
community is minimised.  

Significant matters in delegated legislation 

The Committee drew to the attention of the senators whether it is appropriate to leave matters integral to the 
operation of the scheme to delegated legislation, and requested an addendum to the explanatory 
memorandum, containing a justification for the inclusion of codes of conduct in delegated legislation, be 
tabled in the Parliament as soon as practicable. 

Thank you for drawing this to my attention. I am proposing to make an amendment to the explanatory 
memorandum, which will contain further justification for the inclusion of SPF codes in delegated legislation. 
This will be tabled in Parliament as soon as practicable. 

No-invalidity clause 

You also drew to the attention of the senators whether it is appropriate for the SPF Bill to provide, in 
subsections 58AE(2) and 58DB(2), that instruments will remain valid regardless of whether the minister met 
specified requirements in making the instrument. You requested an addendum to the explanatory 
memorandum, containing a justification for the no-invalidity clause in proposed subsection 58DB, be tabled 
in the Parliament as soon as practicable. 

Thank you for drawing this to my attention. I am proposing to make an amendment to the explanatory 
memorandum, which will contain further justification for the inclusion of the no-invalidity clause in 
proposed 58DB. This will be tabled in Parliament as soon as practicable. 
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