






















































enator Helen Polley 
Chair 

The Hon Christian Porter MP 
Attorney-General 

Minister for Industrial Relations 
Leader of the House 

enate crutiny of Bills Committee 
Parliament House 
CA BERRA ACT 2600 

en@aph.gov.au 

Dear Seoaroc Polls/ 

MC20-017666 

I am writing in response to correspondence sent from the Senate Scrutiny of Bills Committee 
dated 18 June 2020, requesting further information about the Privacy Amendment (Public 
Health Contact Information) Act 2020. 

The correspondence referred to the Committee's Scrutiny Digest 8 of 2020 which requested 
responses to the following questions: 

I. As the explanatory memorandum does not appear to provide a sufficiently detailed 
justification as to why it is considered necessary and appropriate to impose 
significant penalties for the offences in proposed sections 94D to 94H, the committee 
requests the minister 's detailed advice a to the justification for the significant 
penalties that may be imposed under those provisions, by reference to comparable 
Commonwealth offences and the requirements in the Guide to Framing 
Commonwealth Offences 

The Privacy Amendment (Public Health Contact Information) Act 2020 (the Act) was 
introduced to elevate the interim provisions contained in the Biosecurity (Human Biosecurity 
Emergency) (Human Coronavirus with Pandemic PotentiaV (Emergency Requirements­
Public Health Contact Information) Determination 2020 (the Determination) into primary 
legis lation. The penalty for non-compliance with a Determination made under the Biosecurity 
Act 2015 is imprisonment for five years a fine of 300 penalty units or both. These penalties 
are commensurate ith the seriousness of non-compliance given the Health inister can 
only make Determinations under the Biosecurity Act during a biosecurity emergency. 

The Act maintains the key criminal offences under the Determination and imposes the same 
penalties of imprisonment for five years a fine of 300 penalty units or both. It is important 
that penalties under the Act mirror those under the Determination to ensu re that the same 
pena lty appl ies to an offence regardless of whether the offence was committed under the 
Determination or the Act. This approach is consistent with the Guide to Framing 
Commonwealth Offences, Infringement otices and Enforcement Powers, which recommends 
consistent penalties across legislation. 
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While the penalties contained in the Act represent unprecedented safeguards for data, the 
highest possible level of protections are necessary to maintain public confidence in the 
COVIDSafe app and encourage the installation and use of the app. The COVIDSafe app 
facilitates effective contact tracing, which is a critical component of Australia' s COVID-19 
response. 

The maximum penalties contained in the Act aim to provide an effective deterrent to the 
commission of offences under the Act and reflect the seriousness of the offences. While the 
penalties in the Act are higher than some other penalties imposed under the Privacy Act 1988, 
consistent with the Guide to Framing Commonwealth Offences, Infringement Notices and 
Enforcement Powers, this higher penalty is justified because of the serious consequences of 
the commission of the offence. In addition, the prosecutor and relevant court have the 
discretion to pursue or impose a range of penalties based on the seriousness of the offence, 
with only the most serious offences attracting the maximum penalty. Similarly if prohibited 
conduct under the Act is investigated as an interference with privacy rather than a criminal 
offence, the Information Commissioner has discretion to seek a civil penalty proportionate to 
the seriousness of the interference with privacy. 

2. To clarify the nature and type of information that is collected under the bill, the 
committee requests the minister's detailed advice as to: 

a. the scope of the information that is collected or generated through the 
COVIDSafe app, including whether 'COVID app data ' includes: 

i. decrypted records of a user 's contacts over the previous 21 days, in 
circumstances where the user has tested positive for COVID-19; or 

ii. data transformed or derived from COVID app data by state or 
territory health officials; and 

b. when the COVIDSafe app will make a record of a 'digital handshake ' between 
users of the app, and upload that record to the National COVIDSafe Data 
Store, including: 

i. how close users must be to each other in order for the app to record a 
'digital handshake '; and 

ii. how long users must be in proximity to each other for the app to 
record a 'digital handshake '. 

The following encrypted data is collected or generated through the operation of the 
COVIDSafe app: 

• Registration data: this is data collected from a COV1DSafe user when they register 
for the app, and includes their mobile phone number, name (which can include a 
partial name or pseudonym), age range and postcode. Based on this information, 
COVIDSafe generates an encrypted reference code for the app on that device, which 
is refreshed every 7.5 minutes, enhancing the security of the phone to help protect the 
privacy of the user. 

• Data collected during a digital handshake: the COVIDSafe app uses Bluetooth to 
look for other devices that have the app installed. The detai.ls of the contact are 
securely exchanged between phones through end-to-end encryption. This contact or 
'digital handshake' securely logs the other user' s encrypted reference code, the date 
and time of contact, the Bluetooth signal strength of the other COVIDSafe user and 
the other user' s device model. This information is stored locally on the user's device 
for 21 days before it is deleted. 
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This period allows for the maximum 14-day incubation period of the coronavirus, and 
time a ll owed to confirm a positive test result. 

If a user tests positive for COVID-19, they are contacted by a public health official and asked 
if they consent to upload their encrypted information from their device to the National 
COVIDSa£ Data tore. If the user consents a public health official sends a unique P to 
the user s app which the user is required to enter on their device to allow the upload to occur. 
The scope of COVID app da a includes decrypted records of a user s contact over the 
previous 21 days in circumstances where the user has tested positive for COVID-19 and has 
consented to upload information to the ational COVIDSafe Data Store. Data is only 
decrypted after it is uploaded to the Data tore. 

CO ID app data does not include information obtained by state or territory health officials 
during contact tracing from a source other than directly from the Nationa l COVIDSafe Data 

tore. Any additional information that is col lected during he manual contact tracing process 
ill not be COVID app data, e en if this infonnation is identical to the COVID app data or is 

a more complete version of the COVID app data (for example, if a user registered for 
COVLDSafe with a pseudonym but provided their full name to a state or territory health 
authority). 

The COVID afe app col lects digital handshake data that is exchanged between users of the 
app at regular intervals. This contact information is stored on the user s device. Contac 
information older than 21 days on the device is automatically deleted. It is not 
technologically feasible to ignore other users' Bluetooth signals beyond 1.5 metres or to limit 
the collection of Bluetooth signals to 15 minutes contact. This is because the nature of 
Blue ooth technology means signals can be detected within close proximity and the 
COVIDSafe app detects the strength of Bluetooth signals rather than the distance. The app 
estimates the distance between users based on the strength of the Bluetooth signal. 

The Government has put in place access restrictions to 'digital handshake' data uploaded to 
the ational COVIO afe Data Store such tha when a state or territory health official 
accesses the s stem they are only presented with the users clos contacts defined as contact 
between users for at least 15 minutes at a proximity approximately within I .5 metres. 

3. The committee also requests the minister 's advice as to how COVJD app data will be 
de-identified and how the de-identificatfon process will protect the privacy of 
individuals. 

The Act has been designed to allow only very limited de-identification of COVID app data. 
Specifically under paragraph 94D(2)(f), the only de-identified information that can be 
produced from COVID app data is de-identified statistical information about the total number 
of COV[D afe registrations, and this can only be produced by the ational COVID afe Data 
Store administrator. This minimises any potential risk of flaws in the de-identification 
process or the pub I ication of de-identified information that could be later re-identified. 

4. The committee request the minister's advice as to whether the offences in section 
94H of the Act would apply to making discounts, payments and other incentives 
(including placing additional requirements or conditions on individuals who have not 
downloaded the app) contingent on a per on downloading or using the COVIDSafe 
app, or uploading COVID app data to the ational COVID afe Data Store. 
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The · planatory morandum to the Act states that subsection 94H(2) requires that a per on 
cannot cause another person disadvantage by irtue of that person not having COVID afe 
installed not having COVIDSafe operating on the person's communication device. or not 
consenting to uploading COVID app data from a communication device to the ational 
COVlDSafe Data tore. Th offering of discounts or payments only to persons with the 
COVID afi app installed or in use would likely constitute a disadvantage to a person who 
does not have the app installed or in use. or example, paragraph 94H(2) specificaJ!y 
provides it i an offence to insist on rece iving more monetary consideration for a good or 
service on the grounds that a person has not downloaded or doe not have CO IDSafe in 
operation or has not consented to uploading their data to the ational COVID afe Data 

tore. Specific conditions or requirements imposed on persons ho do not have the 
COVIDSafc app installed or in u e would need to be considered on a case-by-case basis to 
determine if they would con titute a disadvantage. 

5. Noting thaz lhere may be impacts on parliamentary crutiny where reports associated 
with the operation of regulatory chemes are not available to the Parliament or 
pubfi hed online, the committee requests the minister 's advice as to: 

a. Why the bill does not require reports prepared by the Health Minister under 
proposed ection 94ZA to be publi hed online; and 

b. Why the bill doe. not require reports prepared by the Information 
Com.mis. ioner undet·propo ed section 94ZB to be tabled in Parhament 

The ct incllldes a requirement that the inister for Health pro ide a report to Parliament as 
soon as practicable after each si ·-month period on the op ration and effectiveness o the 
COVIDSafe app. After these reports are tabled in Parl iament they will be publicly accessible 
onlinc via the Parliament of Australia bsite. The Cnformation Commissioner is required to 
publish report on the Commissioner's performance of functions and exercise of powers 
under the Act. The Government expects that the Commissioner s report would be similar to 
the periodic reports the Cammi sioner publishes on the Commissioners website about the 
operation of the otifiable Data Breaches scheme in Part me of the Privacy Act 

These reporting requirements underscore the Government commitment to transparency 
a bout the operation and effecti eness of COVJD afe and the unprecedented privacy and 
security protections built around he app data handling. Ensuring the reports prepared by the 
Minister for Health and the Information Commissioner will be publicly available will al o 
support Parliamentary scrutin processes. 

I hope this information has been of assistanc in addres ing the Committee s concerns. 

Thank you again for writing on this matter. 

Your incerely 

Tbe Hoo Christian Porter 'MP 
ttorney-General 

Mini ter for Industrial Relations 
ead r of the House 



The Hon Darren Chester MP 

1520·000002 

Committee Secretary 
Senate Standing Committee 

Minister for Veterans Affairs 
Minister for Defence Personnel 

for the Scrutiny of Delegated Legislation 
Parliament House 
CANBERRA ACT 2600 

Dear Committee Secretary 

Thank you for your invitation to provide information in relation to issues identified in the 
Veterans' Affairs legislation Amendment (Supporting the Wellbeing of Veterans and Their 
Families) Bill 2020. 

The Committee has sought advice in relation to the following issues identified in the Bill: 

• Why it is considered necessary and appropriate to leave the details of the operation 
of a scheme to provide assistance or benefits to former members to delegated 
legislation; 

• Whether the Bill can be amended to include at least high-level guidance on the face 
of the primary legislation; and 

• The type of documents that it is envisaged may be applied, adopted or incorporated 
by reference under proposed subsection 268D(4) of the Bill, whether these 
documents will be made freely available to all persons interested in the law and why 
it is necessary to apply the documents as in force or existing from time to time, 
rather than when the instrument is first made. 

The following is my response to the issues identified by the Committee: 

Details of operation of scheme to provide assistance or benefits to former members 

The proposed provision of assistance or benefits to former members of the Australian 
Defence Force (ADF) to assist them to transition to civilian work, through the Military 
Rehabilitation and Compensation Regulations 2020 will provide the Department of 
Veterans' Affairs (DVA) with appropriate flexibility to be responsive to the employment 
related needs of former members. The benefits and assistance are to be provided through 
the Support for Employment Program. 

The embedding of detail of the operation of the program, or future employment related 
programs, in primary legislation would not allow OVA to be responsive when details of the 
program such as eligibility criteria, the process for applying for the assistance, and details of 
the assistance provided need to be quickly changed or updated. 
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These changes would reflect changes informed by client evaluation of the support or which 
are required operationally, and would not amend the scope of assistance for which there is 
authority. 

To prescribe these details in the Military Rehabilitation and Compensation Act 2004 (MRCA) 
would be to make the smallest required changes (such as to names of employment related 
training courses) for transitioning veterans, dependant on being passed by Parliament. 

The result of prescribing these details in the MRCA would be to leave DVA without the 
ability to provide employment related training programs which are responsive to, and 
reflect, the changing requirements of veterans' assistance and training needs and the 
employment market. 

This issue is further compounded with possible uncertainty around Parliamentary sitting 
periods (as has recently been experienced as a result of COVID-19), and periods of time 
when Parliament does not sit (such as when it has been prorogued). 

Providing the operational detail concerning veteran employment related assistance and 
benefits, in secondary legislation such as regulations, enables the Department to update the 
eligibility requirements and the types of pre and post-employment assistance to be 
provided as required. 

The provision of benefits and assistance to former ADF members through delegated 
legislation is consistent with the method used to prescribe operational details for a range of 
other forms of assistance or benefits provided to veterans under DVA legislation. 
Three such examples are: 

1. Current section 268A of the MRCA enables the Military Rehabilitation and 
Compensation Commission (the Commission) to make a legislative instrument 
providing family support assistance or benefits to an ADF member or former ADF 
member, and to provide detail related to the benefits or assistance such as eligibility 
criteria, conditions on which the benefits or assistance will be granted, and limits 
(financial or otherwise) on the assistance or benefits, through a legislative 
instrument. 

2. Subsection 286(1) of the MRCA enables the Commission to make a written 
determination concerning several different aspects ofthe provision of treatment and 
pharmaceutical benefits to veterans. 

3. Details relevant to the operation of the Veterans' Children's Education Scheme, 
including eligibility criteria and education allowances, are set out under the 
Veterans' Children Education Scheme Instrument 2015 No.R43. Section 117(5) of the 
Veterans' Entitlements Act 1986 refers to a range of aspects of the scheme which the 
Commission may make provision for, and in relation to, through a written 
determination. 

Whether the Bill can provide high-level guidance on the face of the primary legislation 

Subject to the Committee's views, reasons which explain and justify why details of the 
Support for Employment program are most appropriately placed in regulations, can be 
provided in an Addendum to the Explanatory Memorandum. 
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Documents envisaged may be applied, adopted or incorporated by reference under 
proposed subsection 2880(4). 

DVA envisages that relevant content from the Support for Employment policy will be 
possibly adopted or incorporated into the regulations . 

Incorporation provisions can be found in other provisions in OVA legislation, such as 
subsections 268B{S) and 286(6B) of the MRCA. The proposed inclusion of subsection 
2680(4) is not inconsistent with this existing practice. 

It is necessary and appropriate that the regulations incorporate documents as in force or 
existing from time to time, to ensure the flexibility of employment related programs to 
respond to veterans' employment related training needs and provide relevant assistance 
and benefits which reflect contemporary thinking and research on what former ADF 
members require to successfully transition to civilian employment. 

It is envisaged that the'Support for Employment Policy Manual will also be publicly available 
on DVA's website. 

For any further advice concerning this submission the contact officer in OVA is: 
Ms Bronwyn Worswick 
General Counsel 
Department of Veterans' Affairs 
Telephone: 0436 803 906 
Email: bronwyn.worswick@dva.gov.au 

!Yo~ rs sincerely 

DARREN CHESTER 
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