THE HON JOSH FRYDENBERG MP
TREASURER

Ref: MS21-001091

Senator the Hon Concetta Fierravanti-Wells
Chair
Senate Standing Committee for the Scrutiny of Delegated Legislation
Parliament House
CANBERRA ACT 2600
Dear Senator Fierravanti-Wells
Thank you for your letter on behalf of the Senate Standing Committee for the Scrutiny of Delegated
Legislation requesting further advice regarding the Competition and Consumer (Consumer Data
Right) Amendment Rules (No. 3) 2020 (the Amendment Rules).
In that letter, the Committee sought my further advice in relation to the following:
•

Issue 1: Why it is considered necessary and appropriate to include significant penalty
provisions in rules 5.34 and 9.3 (not merely why it is necessary for the Act to enable
penalties to be set out in the Competition and Consumer (Consumer Data Right) Rules 2020
generally);

•

Issue 2: Whether including these penalty provisions in primary legislation was considered
when the Consumer Data Right regime (CDR regime) and Competition and Consumer
(Consumer Data Right) Rules 2020 (the Rules) were being developed;

•

Issue 3: Whether the Guide to Framing Commonwealth Offences was considered when
including these penalty provisions in the Rules.

Issue 1: Inclusion of significant penalties in rules 5.34 and 9.3
Rule 5.34 allows the Accreditation Registrar to make a temporary direction to an accredited person
to refrain from making consumer data requests or to a data holder to cease disclosing consumer data
in response to a request, where the Registrar reasonably believes it is necessary to ensure the
security, integrity and stability of the Register of Accredited Persons (the Register) or associated
database. The Register contains accreditation details of entities that are accredited under the CDR
regime and information that is used by data holders to verify the identity of accredited persons to
facilitate the secure sharing of consumer data.
Given the function performed by the Register, the accuracy and reliability of the information held
in the Register are critical features of the CDR regime. For example, among other things, the
Register is admissable as prima facie evidence such that where a person has taken the matters
contained in the Register as being correct and acted on that basis, the person cannot be taken to be
at fault.
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A breach of rule 5.34 could seriously impede the Registrar’s ability to maintain and manage the
security, integrity and stability of the Register, given the critical nature of the information it
contains. Therefore a maximum penalty that underlines the seriousness of the obligations provided
in rule 5.34 is appropriate and proportionate.
Subrules 9.3(1) and (2) set out obligations on data holders and accredited data recipients to keep
and maintain records of a range of specified matters relating to disclosure of CDR consumers’ data.
The CDR regulators (Office of the Information Commissioner (OAIC) and Australian Competition
and Consumer Commission (ACCC)) may require data holders and accredited data recipients to
provide copies of these records, as needed in the performance of their statutory functions. CDR
consumers may also require data holders and accredited data recipients to provide them with copies
of certain kinds of records required to be kept by rule 9.3.
Compliance with these record keeping requirements is critical to support effective enforcement of
the CDR obligations by the ACCC and OAIC, and to enable consumers to obtain records to enable
them to engage the dispute resolution processes available under the CDR regime to take direct
action against a CDR participant. These obligations reflect the importance of the availability and
accuracy of records to enable the effective operation of the CDR regulatory framework and the
maximum penalties in relation to these obligations reflect the importance of compliance and are
therefore appropriate and proportionate.
The Competition and Consumer Act 2010 (the Act) provides that where a civil penalty does apply to
a breach of the Rules, the Rules may specify a lower penalty amount than the default maximum. If
the Rules do not specify an amount, then the maximum civil penalty is as per the amount worked
out under paragraph 76(1A)(b) of the Act. The penalties that attach to rules 5.34 and 9.3 are
examples of where a lower penalty amount than the default maximum has been specified.
Issue 2: Consideration given to including the penalties in primary legislation
The enforcement and remedy regime under the CDR is applied through obligations and penalty
provisions contained in both the Act and the Rules.
Under the CDR framework, key elements of the regime are governed by the Rules including turning
on a consumer’s rights to access and disclose CDR data in designated sectors. The rule making
power is intentionally broad to enable the Rules to be tailored to different sectors of the Australian
economy and to leverage off existing organisational arrangements, technological capabilities and
infrastructure. The Rules are a key mechanism for the protection of consumers and their data, as
well as ensuring that the competition elements of the CDR, such as the right to access and transfer
CDR data, are able to be enforced.
Obligations that relate to more specific aspects of the regime such as the Registrar’s management of
the Register in rule 5.34, and the maintenance of records in rule 9.3 were considered more
appropriate to be included in the Rules. Given this, it is important that the Rules also contain
appropriate penalties for serious breaches of these specific obligations.
Only some of the obligations that may attract civil penalties are provided in the Act. These are
typically higher-level obligations that have general application across the whole CDR regime, for
example, engaging in misleading or deceptive conduct in relation to requests for disclosure of CDR
data (s.56BN) or holding out that a person is accredited when they are not (ss.56CC and 56CD).
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More broadly, the balance between specifying civil penalties in the Act and the Rules was carefully
considered when the CDR framework was developed. The Explanatory Memorandum to the
Treasury Laws Amendment (Consumer Data Right) Act 2019 states that:
1.412. The consumer data rules may specify that a civil penalty applies to breaches of the rules. Where a civil
penalty does apply to a breach of the rules the rules may also specify a lower penalty amount than the default
maximum. If the rules do not specify an amount, then the maximum civil penalty is as per the amount worked
out under section 76 of the CC Act.
1.413. This is considered necessary because the consumer data rules are a key mechanism through which
consumers and their data are protected (in conjunction with the Privacy Safeguards). This will also ensure that
the competition elements of the CDR, such as the right to access and transfer CDR data, are able to be enforced.
1.414. High penalties reflect the importance of consumer data rules (together with the Privacy Safeguards) to the
core protections for consumers and their data. It is through the rules that the ACCC will be able to enforce the
data standards that are a fundamental element of those protections. Significant penalties recognise the potential
damage where contraventions expose sensitive personal data and provide flexibility as other sectors are brought
within the regime and the potential to include derived or value-added data.
1.415. It is also appropriate for the high maximum penalties to apply equally to small business and large multinationals. The application of such penalties has been successfully managed by the ACCC and the courts for other
contraventions and has not had the effect of deterring normal business conduct. It would align with the
introduction of higher penalties under the Australian Consumer Law.
1.416. The CC Act allows the ACCC the discretion to determine the appropriate enforcement tool to apply to
small businesses and multi-nationals who may have engaged in misconduct. In selecting the appropriate
enforcement tool, the ACCC considers a range of factors including: the size of the business, the capacity of the
business to benefit from the misconduct, and the sophistication of the business’ compliance strategies. If the
ACCC successfully litigates against a business, the court decides the appropriate penalty amount up to the
maximum. The court considers similar factors including:
•
•
•
•
•
•
•
•

•

the nature and extent of the contravening conduct;
the amount of loss or damage caused;
the circumstances in which the conduct took place;
the size of the contravening company;
the degree of power it has, as evidenced by its market share and ease of entry into the market;
the deliberateness of the contravention and the period over which it extended;
whether the contravention arose out of the conduct of senior management or at a lower level;
whether the company has a corporate culture conducive to compliance with the CC Act, as evidenced by
educational programs and disciplinary or other corrective measures in response to an acknowledged
contravention; and
whether the company has shown a disposition to co-operate with the authorities responsible for the
enforcement of the CC Act in relation to the contravention.

1.417. It is appropriate that the court retain the discretion to impose a penalty that is appropriate in the particular
circumstances. Those circumstances will cover a broad range of conduct and may vary significantly across
different sectors. It is expected that the maximum penalty would be imposed in the most serious of
circumstances, and not in circumstances involving, for example, honest mistakes.

Issue 3: Consideration of the Guide to Framing Commonwealth Offences
The Guide to Framing Commonwealth Offences was considered when the penalty provisions were
included in the Rules. However, given the civil penalty scheme that applies to the CDR regime, and
having regard to the objective of deterring non-compliance, it was deemed appropriate to include
these penalties for rules 5.34 and 9.3.

