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Dear Dr Webster
I write in response to the Parliamentary Joint Committee on Human Rights’ (the Committee’s)
observations on the Data Availability and Transparency Bill 2020 (the Bill) in Report 2 of 2021.
To support the Committee’s assessment of the human rights implications of the Bill, I provide the
following advice on matters requested by the Committee at paragraph 1.34 of the Report.
a) Objectives of the Bill
The Bill is central to the Government’s response to the Productivity Commission’s Inquiry into Data
Availability and Use.1 The Bill is designed to facilitate controlled access to public sector data for
specific purposes in the public interest, with safeguards in place to mitigate risks.2 The three
permitted purposes for sharing under the data sharing scheme are: delivery of government services,
informing government policies and programs, and research and development.
The natural disasters and health and economic crises of the recent past demonstrate the public benefits
of greater data sharing to support informed decision-making and timely delivery of government
services to people in need. 3 The Bill’s objective of promoting greater data sharing will remove
legislative barriers to sharing, while establishing institutional arrangements such as a National Data
Commissioner (the Commissioner) to provide oversight for the scheme and promote safe sharing.
The Bill represents a proportionate means of facilitating greater data sharing for purposes in the public
interest. The limitations on data sharing in existing legislation are a constraint that can only be
addressed by further legislation, such as the Bill. It would be impractical and cumbersome to amend
every applicable statutory provision imposing limitations on the use and disclosure of data to achieve
the public policy purpose of facilitating the benefits and outcomes of improved data sharing. The Bill
permits data sharing in a closely controlled, consistent and transparent manner, with a specific
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regulatory regime to ensure data sharing is undertaken safely. The Bill is therefore a proportionate
limitation on the right to privacy.
b) Australian Federal Police (AFP) participation in the scheme
An entity listed under subclause 11(3) of the Bill cannot participate in the scheme as a data custodian
or an accredited entity, and data originating with, held by, or received from such an entity cannot be
shared under the scheme.
The Bill would enable the sharing, collection and use of public sector data by the AFP only for
permitted purposes in the public interest, and this would be described in publicly available data
sharing agreements. For example, if it became an accredited user, the AFP could collect and use data
to undertake research, or to inform policies and programs that are related to law enforcement (as
distinct from policing activities that target particular individuals).4 As a data custodian, the AFP
would also be able to share its non-operational data with accredited entities, where consistent with the
requirements of Chapter 2 of the Bill. The Bill excludes sharing of the operational data of the AFP to
protect the integrity and security of police operations.5 Other dedicated legislative frameworks will
continue to govern the AFP’s law enforcement activities and any sharing of operational data.
c) Data sharing purposes
The data sharing purposes set out in clause 15 of the Bill reflect extensive public consultation on
appropriate uses of public sector data for the scheme, and were considered as part of three
independent Privacy Impact Assessments. While each project under the data sharing scheme will need
to be assessed on a case-by-case basis, activities under each purpose may include:


Delivery of government services: sharing data for this purpose could enable the provision of
better services for Australians, such as the delivery of new disaster relief payments, grants or
industry support payments. Facilitating service delivery agencies having access to up-to-date
information about individuals will save time and boost productivity, while reducing friction in
the process of delivering services and benefits to Australians. The sharing of data will also
improve the planning and design of government services.



Inform government policy and programs: sharing for this purpose could help enable the
discovery of trends and risks to inform public policymaking, enable modelling of policy and
program interventions and improve the quantity and quality of the data used by governments
to inform important public policy decisions.



Research and development: sharing for this purpose could enable academics, scientists, and
innovators in the public and private sectors to access public sector data to gain insights that
could enhance Australia’s socio-economic wellbeing.

The Bill precludes the sharing of data for national security or enforcement related purposes.6 While
these activities are legitimate functions of government, they require specific oversight and redress
mechanisms and are better addressed under dedicated legislation.
d) Assessment of the public interest
Consideration of whether a project would serve the public interest is one of several elements under the
data sharing principles in clause 16 of the Bill. The data sharing principles strengthen the privacy
settings for the scheme and ensure data is appropriately protected and risks are identified and
mitigated for each project. The question of whether a project can reasonably be expected to serve the
public interest must be made on a project-by-project basis, weighing a range of factors for and against
sharing. It is a question of judgement in the particular case in which the test is applied. Factors will
4
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include impacts on an individual’s right to privacy, the potential for serious harm to the public, and
whether those impacts are reasonable, necessary and proportionate, as well as the potential benefits to
the community that would arise from the project. The Commissioner will issue guidelines on
assessing the public interest, which entities must have regard to when operating under the scheme.7
The Bill’s holistic approach ensures privacy interests are appropriately balanced with the public
interest in a project, and does not explicitly reference privacy to avoid the implication that one must
prevail at the expense of the other. Similarly, the objects of the Privacy Act 1988 specifically
recognise the need to balance the protection of the privacy of individuals with entities’ interests in
carrying out their functions and activities.8
e) When would it be unreasonable or impracticable to seek consent?
I propose to table an addendum to the Explanatory Memorandum (in response to observations of the
Senate Standing Committee for the Scrutiny of Bills Scrutiny in Digest 3 of 2021) in the Parliament as
soon as practicable. The addendum will outline key information and examples about the meaning of
‘unreasonable or impracticable’ to assist to clarify the interpretation of paragraph 16(2)(c) of the Bill.
The addendum will also direct users to relevant guidance issued by the Australian Information
Commissioner on the standard of consent, which also applies to sharing of personal information under
the data sharing scheme.
f) Monitoring of accredited entities’ compliance and suitability for accreditation
The Bill proposes a range of responsibilities on accredited entities, such as complying with conditions
of accreditation and reporting relevant changes in circumstances to the Commissioner.9 A condition of
accreditation can be imposed requiring an entity to provide updated evidence at specified intervals to
support the criteria for accreditation.10 The Bill also includes mechanisms to support ongoing
decisions about an entity’s accreditation status. For example, the Bill empowers the Commissioner to
request further information or evidence as prescribed by the rules, monitor compliance with the Bill,
investigate complaints about suspected breaches, and conduct own-motion investigations (for
example, in response to a ‘tip-off’ from the public or the media).11 The Commissioner will also
receive information about entities’ handling of data through the Bill’s data breach notification and
information transfer provisions.12
Once the data sharing scheme commences, the Commissioner will identify annual regulatory priorities
in a Regulatory Action Plan. Regulatory priorities will reflect areas where uncertainty, complexity or
the risk of non-compliance may arise.
g) Individual complaints
The Bill’s formal complaint mechanism is scheme-specific to supplement existing redress
mechanisms and to reduce duplication and overlap. The complaints process is a highly structured
mechanism to resolve concerns held by one data scheme entity about the conduct of another data
scheme entity in relation to the data sharing scheme.
Individuals may complain to the Commissioner outside the formal complaints mechanism in the Bill.
The Commissioner will respond to such complaints as appropriate and a complaint could lead to the
Commissioner conducting an own-motion investigation or transferring the matter to a more
appropriate regulator.13 Individuals with concerns about the scheme will have access to existing
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complementary mechanisms, including complaints to the Commonwealth Ombudsman or Australian
Information Commissioner.14
h) Data sharing purposes and data minimisation
Sharing of personal information will generally be reasonably necessary to support delivery of
government services to particular individuals. Sharing of personal information may also be required
for some data integration projects for a permitted purpose, as certain personal information may be
necessary to support the integration of datasets. In these circumstances, data custodians will still be
required to share only the personal information necessary to facilitate the data integration project, 15
and would be expected to apply appropriate protections to the data.16 There are well-established
conventions for integrated data, including to maintain functional separation of identifying information
(e.g. name or date of birth) from content information (e.g. clinical information or benefit details)
throughout the data integration process. These safeguards work with the project principle, under
which data custodians must consider engaging a technical data expert, an accredited data service
provider, to perform the data integration. 17
i)

Sharing outputs with third parties

Outputs containing personal information are protected by a range of safeguards.
While an output remains within the scheme, it may only be used in accordance with the data sharing
agreement governing the sharing of the data. The data sharing agreement must be consistent with the
data sharing principles, including the Bill’s privacy safeguards such as the requirement that outputs
contain only the data (including personal information) that is reasonably necessary to achieve the
purpose of sharing under the data principle.18 As such, the most common circumstances where
personal information would be shared by an accredited user with a third party would be to support
government agencies providing an enhanced and streamlined service delivery experience to
individuals who are entitled to receive current or new services or benefits.
Any sharing of output by an accredited user would only be permitted if this were agreed by the data
custodian in accordance with the data sharing agreement governing the sharing of the data. For such
sharing to be authorised, the data custodian must have determined that the access is consistent with
the purpose test and data sharing principles.19
To support data sharing for service delivery, clauses 21(1) and (2) of the Bill sets out circumstances in
which an accredited user may provide controlled access to an output to third parties. Where the output
relates to an individual, subparagraph 21(1)(b)(ii) provides for the output to be shared with an
individual to validate or correct the output. This provides a degree of both transparency as well as
control back to the individual. In addition, outputs containing personal information remain subject to
other laws that regulate the handling of that information, such as the Privacy Act 1988 and State and
Territory equivalents (as relevant).
j)

Alternatives to a statutory override of laws that prohibit or restrict sharing

The Bill simplifies and streamlines public sector data sharing by providing a limited override of other
laws that prevent or restrict sharing.20 This override of other laws is ‘limited’ because it is engaged
only when the Bill’s requirements are met and only to the extent necessary to facilitate sharing. The
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override is also limited by the Regulations, which list certain secrecy provisions that are not
overridden by the Bill.21
The Bill’s authorisation to share and its limited override provide a consistent legal framework for
sharing, supported by an independent regulator to oversee and champion the scheme. As principlesbased legislation, the Bill supports entities to tailor sharing arrangements according to the data to be
shared and the surrounding circumstances. The Bill also creates no duty to share, allowing data
custodians to ultimately determine when it is appropriate to share. It would be complex and
impractical to amend individual Commonwealth laws to facilitate greater sharing. An exercise of this
nature would require changes to over 500 secrecy provisions22 without the benefits of a dedicated
regulator to promote best practice and cultural change, and without the guarantee of less rightsrestrictive outcomes. The Bill provides for a consistent, best practice, controlled and transparent data
sharing approach for all Australian Government data custodians.
I thank the Committee for raising concerns about the Bill for my attention.
Yours sincerely

Stuart Robert
11 March 2021

21
22

Subclause 17(4); Data Availability and Transparency Regulations Exposure Draft, September 2020.
Australian Law Reform Commission, Secrecy Laws and Open Government in Australia, Report No 112 (December 2009).

5

