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Chapter 2 
Concluded matters 

2.1 This chapter considers responses to matters raised previously by the 
committee. The committee has concluded its examination of these matters on the 
basis of the responses received. 

2.2 Correspondence relating to these matters is available on the committee's 
website.1 

Bills 

Migration and Citizenship Legislation Amendment 
(Strengthening Information Provisions) Bill 20202 

Purpose This bill seeks to amend various Acts relating to migration and 
Australian citizenship to: 

• provide a framework to protect disclosure of confidential 
information provided by gazetted law enforcement and 
intelligence agencies for consideration in visa decisions or 
citizenship decisions made on character grounds; 

• enable the minister to disclose confidential information 
to a court for the purposes of proceedings before the 
court; 

• allow the minister to issue a non-disclosure certificate on 
public interest grounds in relation to information relating 
to a decision made under the Australian Citizenship 
Act 2007 where that decision is reviewable by the 
Administrative Appeals Tribunal; and 

• make it an offence for Commonwealth officers to disclose 
unauthorised confidential information relating to visa and 
citizenship decisions 

Portfolio Home Affairs 

 
1  See 

https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Human_Rights/Scrutiny_
reports.  

2  This entry can be cited as: Parliamentary Joint Committee on Human Rights, Migration and 
Citizenship Legislation Amendment (Strengthening Information Provisions) Bill, Report 3 of 
2021; [2021] AUPJCHR 31. 

https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Human_Rights/Scrutiny_reports
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Human_Rights/Scrutiny_reports
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Introduced House of Representatives, 10 December 2020 

Rights Fair hearing; prohibition against expulsion of aliens without due 
process 

2.3 The committee requested a response from the minister in relation to the bill 
in Report 1 of 2020.3 

Protected information framework 
2.4 The bill seeks to amend the Migration Act 1958 (Migration Act) and the 
Australian Citizenship Act 2007 (Citizenship Act), and make consequential 
amendments to other laws, for the purposes of introducing a ‘protected information 
framework’. The framework would protect disclosure of confidential information4 
provided by intelligence and law enforcement agencies where the information is 
used for decisions made to refuse or cancel a visa on character grounds; or revoke or 
set aside such decisions; or decisions made to refuse, cancel, revoke or cease 
citizenship.5 The bill would prohibit an officer to whom confidential information is 
communicated from disclosing that information to another person, except in very 
limited circumstances, or being required to produce or give the information to a 
court, tribunal, parliament or parliamentary committee.6 The bill would make 
unauthorised disclosure of confidential information an offence, carrying a penalty of 
2 years' imprisonment.7 

2.5 The bill would allow the minister, in specified circumstances, to declare that 
confidential information be disclosed to a specified minister, Commonwealth officer, 
court or tribunal.8 Where information is disclosed in these circumstances, the 
receiving officer or member of a tribunal must not onwards disclose the information 

 
3  Parliamentary Joint Committee on Human Rights, Report 1 of 2020 (3 February 2021), 

pp. 7-20. 

4  Confidential information means information communicated to an authorised Commonwealth 
officer by a gazetted agency on the condition that it be treated as confidential information 
and is relevant to the exercise of a specified power, including refusing, cancelling or revoking 
citizenship or citizenship cessation: Schedule 1, item 3, proposed section 52A. See also 
Schedule 1, item 9, proposed substituted section 503A (in relation to migration matters). 

5  Schedule 1, item 3, proposed section 52A and item 9, proposed section 503A.  

6  Schedule 1, item 3, proposed subsections 52A(2) and (3) and item 9, proposed subsections 
503A(2) and (3).  

7  Schedule 1, item 3, proposed subsection 52A(6) and item 9, proposed subsection 503A(6).  

8  Schedule 1, item 3, proposed section 52B and item 9, proposed section 503B.  

https://www.aph.gov.au/-/media/Committees/Senate/committee/humanrights_ctte/reports/2021/Report_1/Report_1_of_2021.pdf?la=en&hash=B7EF2EFB8326051BC125CDAA53DD3EDA9A20C3D3
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to any other person. In consideration or exercise of this power by the minister, the 
bill states that the rules of natural justice would not apply.9 

2.6 Additionally, the bill would allow the High Court, Federal Court of Australia or 
Federal Circuit Court to order that confidential information be produced to the court 
if the information was supplied by law enforcement or intelligence agencies and the 
information is for the purpose of the substantive proceedings.10 If information is 
ordered to be produced, any party to proceedings may make submissions concerning 
how the court should use the information, including any weight to be given to the 
information and the impact of disclosing the information on the public interest.11 
However, a party can only make submissions or tender evidence with respect to the 
information if they are lawfully aware of the content of the information.12 The bill 
would require the court to order that any party which does not qualify to make 
submissions relating to the information must be excluded from the hearing of those 
submissions, including the applicant and their legal representative.13 After 
considering the information and any submissions, the court would be required to 
make a determination as to whether disclosing the information would create a real 
risk of damage to the public interest and, if so, the court must not disclose the 
information to any person, including the applicant and their legal representative.14 In 
deciding whether such a risk exists, the court would be required to have regard to 
the list of matters set out in the bill (and only those matters), which includes the 
protection and safety of informants; Australia’s relations with other countries; 
Australia’s national security; and any other matters specified in regulations.15 The bill 
would permit the court to give such weight to the information as it considers 
appropriate in the circumstances, having regard to any submission made regarding 
the use of the information.16 

2.7 Schedule 2 of the bill would also establish a new framework for the 
management of disclosure of certain sensitive and confidential information to, and 
by, the Administrative Appeals Tribunal (AAT). The secretary of the Department 
would be prohibited from giving a document or protected information to the AAT in 

 
9  Schedule 1, item 3, proposed subsection 52B(9) and item 9, proposed subsection 50BA(9).  

10  Schedule 1, item 3, proposed subsection 52C(1) and item 9, proposed subsection 503C(1).  

11  Schedule 1, item 3, proposed subsection 52C(2) and item 9, proposed subsection 503C(2).  

12  Schedule 1, item 3, proposed subsection 52C(3) and item 9, proposed subsection 503C(3). A 
person must not become aware of the content of the information unlawfully or by way of an 
action for breach of confidence. 

13  Schedule 1, item 3, proposed subsection 52C(4) and item 9, proposed subsection 503C(4).  

14  Schedule 1, item 3, proposed subsections 52C(5)–(6) and item 9, proposed subsections 
503C(5)–(6).  

15  Schedule 1, item 3, proposed subsection 52C(5) and item 9, proposed subsection 503C(5).  

16  Schedule 1, item 3, proposed subsection 52C(7) and item 9, proposed subsection 503C(7).  
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relation to the AAT’s review of a decision if the minister certifies that disclosing the 
document or information would be contrary to the public interest because it would 
prejudice the security, defence or international relations of Australia, or involve the 
disclosure of cabinet deliberations or decisions.17 Where a document or information 
has been given to the AAT and the minister has certified that disclosing that 
information would be contrary to the public interest, or the information was given to 
the minister in confidence, the AAT may disclose the information, including to the 
applicant, if it thinks it appropriate to do so having regard to any advice given to it by 
the secretary. If the information is disclosed, the AAT would be required to give a 
direction prohibiting or restricting the publication or other disclosure of that 
information if it is in the public interest to prohibit or restrict disclosure.18 

Summary of initial assessment 
Preliminary international human rights legal advice 

Right to a fair hearing and prohibition against expulsion of aliens without due process 

2.8 As regards decisions relating to Australian citizens, the measure appears to 
engage and limit the right to a fair hearing to the extent that it would restrict such 
persons from accessing confidential information on which the decision was based 
and exclude such persons from making submissions relating to the use of that 
information in proceedings.19 Article 14(1) of the International Covenant on Civil and 
Political Rights requires that in the determination of a person's rights and obligations 
in a 'suit at law', everyone shall be entitled to a fair and public hearing by a 
competent, independent and impartial tribunal established by law.20 The concept of 
'suit at law' encompasses judicial procedures aimed at determining rights and 
obligations, equivalent notions in the area of administrative law and also extends to 
other procedures assessed on a case-by-case basis in light of the nature of the right 

 
17  Schedule 2, item 5, proposed section 52G; explanatory memorandum, p. 37.  

18  Schedule 2, item 5, proposed section 52H; Administrative Appeals Tribunal Act 1975, 
subsections 35(4)–(5). 

19  To the extent that the effect of this bill would be to limit a person’s ability to challenge a 
migration or citizenship decision, the consequence of that decision being the person’s 
detention and deportation from Australia or prevention of return to Australia for citizens 
overseas, the measure may also engage and limit a number of other rights. In particular, the 
right to liberty (as immigration detention may be a consequence of a decision); right to 
protection of the family (as family members may be separated); right to non-refoulement (if 
the consequence of a decision is deportation and removal from Australia); freedom of 
movement (if cancellation of a visa or cessation of citizenship prevents a person from  
re-entering and remaining in Australia as their own country); and rights of the child (if the 
decision relates to a child’s nationality). The rights implications of citizenship cessation are 
discussed in Parliamentary Joint Committee on Human Rights, Report 8 of 2017  
(15 August 2017) pp. 2–31; and Report 6 of 2019 (5 December 2019), pp. 2–19. 

20  International Covenant on Civil and Political Rights, article 14 
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in question.21 A decision involving the removal of an existing right, such as revocation 
of citizenship, would create a suit at law for the purposes of article  14.22  

2.9 In order to constitute a fair hearing, the hearing must be conducted by an 
independent and impartial court or tribunal, before which all parties are equal, and 
have a reasonable opportunity to present their case.23 The United Kingdom (UK) 
courts and the European Court of Human Rights have held that the right to a fair 
hearing is violated where a person is not provided with sufficient information about 
the allegations against them to enable them to give effective instructions in relation 
to those allegations, and have an opportunity to challenge the allegations, even in 
circumstances where full disclosure of information is not possible for reasons of 
national security.24 There can be no fair hearing if a case against a person is based 

 
21  UN Human Rights Committee, General Comment 32: Article 14, Right to Equality before Courts 

and Tribunals and to Fair Trial (2007) [16]. At [17], the UN Human Rights Committee has 
indicated that the guarantees in article 14 do not generally apply to expulsion or deportation 
proceedings, although the procedural guarantees of article 13 are applicable to such 
proceedings. See, for example, PK v Canada, UN Human Rights Committee Communication 
No.1234/03 (2007), especially at [7.5] where the Committee rejected the applicability of 
article 14 to a claim relating to the complainant's right to receive protection in the state 
party's territory. See also, Zündel v Canada, UN Human Rights Committee Communication 
No.1341/2005, (2007) at [6.7–6.8] which recalled that the 'concept of a "suit at law" under 
article 14, paragraph 1, of the Covenant is based on the nature of the right in question rather 
than on the status of the parties'. In this case, the author was a permanent resident who 
sought to continue residing in the State party's territory. The UN Committee concluded that 
the author's deportation proceedings, as a result of being found to constitute a threat to 
national security, did not fall within the scope of article 14 because 'proceedings relating to an 
alien's expulsion, the guarantees of which are governed by article 13 of the Covenant, do not 
also fall within the ambit of a determination of "rights and obligations in a suit at law", within 
the meaning of [article 14(1)]'. 

22  For previous commentary on the right to a fair hearing in the context of revocation of 
citizenship see Parliamentary Joint Committee on Human Rights, Report 8 of 2017  
(15 August 2017) pp. 2–31; Report 6 of 2019 (5 December 2019), pp. 2–19. 

23  See UN Human Rights Committee, General Comment 32: Article 14, Right to Equality before 
Courts and Tribunals and to Fair Trial (2007) [18]. 

24  See, Secretary of State for the Home Department v AF (No. 3) [2009] UKHL 28, especially at 
[59] where the court ruled that ‘the controlee must be given sufficient information about the 
allegations against him to enable him to give effective instructions in relation to those 
allegations. Provided that this requirement is satisfied there can be a fair trial notwithstanding 
that the controlee is not provided with the detail or the sources of the evidence forming the 
basis of the allegations’. See also, A v United Kingdom, European Court of Human Rights 
(Grand Chamber), Application no. 3455/05 (2009), especially [218] where the Court stated 
that ‘it was essential that as much information about the allegations and evidence against 
each applicant was disclosed as was possible without compromising national security or the 
safety of others. Where full disclosure was not possible, Article 5(4) required that the 
difficulties this caused were counterbalanced in such a way that each applicant still had the 
possibility effectively to challenge the allegations against him’. 
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solely or to a decisive degree on closed materials or where open material consists 
only of general assertions.25 As regards this bill, a person’s right to a fair hearing may 
be limited by the measure insofar as it would restrict the disclosure of information to 
the person, including information that was used in character-related decision-
making, such as criminal allegations against a person, as well as excluding the person 
from making submissions about the use of the information in proceedings. The 
measure appears to have the effect of withholding sufficient information from the 
person to the extent that they are unable to effectively provide instructions in 
relation to, and challenge, the information, including possible criminal allegations 
against them.  

2.10 As regards decisions relating to the expulsion or deportation of non-citizens 
or foreign nationals who are lawfully in Australia, the measure also appears to 
engage and limit the prohibition against expulsion of aliens without due process. This 
right is protected by article 13 of the International Covenant on Civil and Political 
Rights, which provides that: 

An alien lawfully in the territory of a State Party…may be expelled 
therefrom only in pursuance of a decision reached in accordance with law 
and shall, except where compelling reasons of national security otherwise 
require, be allowed to submit the reasons against his expulsion and to 
have his case reviewed by, and be represented for the purpose before, the 
competent authority or a person or persons especially designated by the 
competent authority. 

2.11 Article 13 incorporates notions of due process also reflected in article 14 of 
the International Covenant on Civil and Political Rights and should be interpreted in 
light of that right.26 In particular, the United Nations (UN) Human Rights Committee 
has stated that article 13 encompasses ‘the guarantee of equality of all persons 
before the courts and tribunals as enshrined in [article 14(1)] and the principles of 
impartiality, fairness and equality of arms implicit in this guarantee are applicable’.27 
The UN Committee has further stated that article 13 requires that 'an alien…be given 

 
25  Secretary of State for the Home Department v AF (No. 3) [2009] UKHL 28 [59]; A v United 

Kingdom, European Court of Human Rights (Grand Chamber), Application no. 3455/05 (2009) 
[220]. 

26  UN Human Rights Committee, General Comment No. 32: The right to equality before courts 
and tribunals and to a fair trial (2007) [17], [63]. 

27  UN Human Rights Committee, General Comment No. 32: The right to equality before courts 
and tribunals and to a fair trial (2007) [17], [63]. 
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full facilities for pursuing [their] remedy against expulsion so that this right will in all 
circumstances of [their] case be an effective one'.28 

2.12 The measure limits the due process requirements in article 13 to the extent 
that it restricts a person’s access to information that informed the decision leading to 
their expulsion or deportation, as well as their ability to make submissions on the use 
of that information or the weight to be attributed to the information by the court. 
Such restrictions would appear to have the effect of preventing a person in Australia 
whose visa is refused or cancelled from effectively contesting or correcting 
potentially erroneous information, thereby hindering their ability to effectively 
challenge the decision and pursue a remedy against expulsion.29  

2.13 The due process guarantees in article 13 may be departed from, but only 
when ‘compelling reasons of national security’ so require.30 It is unclear whether this 
exception would apply to this measure. The bill seeks to depart from due process 
requirements where there is a real risk of damage to the 'public interest'. While 
Australia’s national security is a factor to be considered by the court in determining 
whether disclosing the information would create a real risk of damage to the public 
interest, it is not the only factor. There are other factors to be considered by the 
court which are broader than national security reasons, such as Australia’s relations 
with other countries and the risk of discouraging informants. Furthermore, the UN 
Human Rights Committee appears to have interpreted the exception of ‘compelling 
reasons of national security’ to be a reasonably high threshold which States parties 

 
28  UN Human Rights Committee, General Comment No. 15: The position of aliens under the 

Covenant (1986) [10]. The Committee has also stated that ‘Article 13 directly regulates only 
the procedure and not the substantive grounds for expulsion. However, by allowing only those 
carried out “in pursuance of a decision reached in accordance with law”, its purpose is clearly 
to prevent arbitrary expulsions’. 

29  See Committee on the Elimination of Racial Discrimination, General Comment No. 30: 
discrimination against non-citizens (2004) at [25], where the Committee on the Elimination of 
Racial Discrimination stressed the importance of the right to challenge expulsion and access 
an effective remedy, noting that States should ensure that ‘non-citizens have equal access to 
effective remedies, including the right to challenge expulsion orders, and are allowed 
effectively to pursue such remedies’. 

30  International Covenant on Civil and Political Rights, article 13; UN Human Rights Committee, 
General Comment No. 15: The position of aliens under the Covenant (1986) [10]. Note that if 
there are compelling reasons of national security not to allow an alien to submit reasons 
against their expulsion, the right will not be limited. Where there are no such grounds, the 
right will be limited, and then it will be necessary to engage in an assessment of the limitation 
using the usual criteria (of necessity and proportionality). 
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must meet before departing from their due process obligations.31 As such, it would 
appear that article 13 is engaged and limited, yet the statement of compatibility did 
not identify it as being engaged by the bill, and accordingly no assessment was 
provided as to whether the limitation was permissible.  

2.14 The right to a fair hearing and the prohibition against expulsion of aliens 
without due process may be subject to permissible limitations where the limitation 
pursues a legitimate objective, is rationally connected to that objective and is a 
proportionate means of achieving that objective. 

2.15 In order to assess the compatibility of this measure with human rights, 
particularly the proportionality of the measure, further information is required as to: 

(a) why it is necessary and appropriate to use ‘public interest’ as opposed 
to ‘national security’ as the threshold concept for determining whether 
confidential information can be disclosed to another person, and a 
rationale for the inclusion of each of the grounds in proposed 
subsections 52C(5) and 503C(5); 

(b) why it is necessary and appropriate for the matters specified in 
proposed subsections 52C(5) and 503C(5) to be exhaustive; 

 
31  See, for example, Mansour Leghaei and others v Australia, United Nations Human Rights 

Committee Communication No. 1937/2010 (2015): the partially dissenting opinion of 
Committee members Sarah Cleveland and Víctor Manuel Rodríguez-Rescia (dissenting only 
because the Committee as a whole did not consider the article 13 arguments) is noteworthy 
with respect to the national security exception in article 13. The Committee concluded at 
[10.4] that ‘the author was never formally provided with the reasons for the refusal to grant 
him the requested visa which resulted in his duty to leave the country, except for the general 
explanation that he was a threat to national security based on security assessment of which 
he did not even receive a summary’. In light of this finding, Committee members Cleveland 
and Rodríguez-Rescia concluded at [5] that the ‘invocation of “compelling reasons of national 
security” to justify the expulsion of the author…did not exempt the State from the obligation 
under article 13 to provide the requisite procedural safeguards. The fact that the State failed 
to provide the author with these procedural safeguards constitutes a breach of the obligation 
under article 13 to allow the author to submit the reasons against his expulsion…This means 
that he should have been given the opportunity to comment on the information submitted to 
them, at least in summary form’. See also, Mansour Ahani v Canada, United Nations Human 
Rights Committee Communication No. 1051/2002 (2004) [10.8]: ‘Given that the domestic 
procedure allowed the author to provide (limited) reasons against his expulsion and to receive 
a degree of review of his case, it would be inappropriate for the Committee to accept that, in 
the proceedings before it, “compelling reasons of national security” existed to exempt the 
State party from its obligation under that article to provide the procedural protections in 
question’. Other jurisprudence of the UN Human Rights Committee indicates that States have 
previously been afforded 'wide discretion' as to whether national security reasons exist but 
that States should at least demonstrate that there are 'plausible grounds' for exercising the 
national security exception: See Alzery v Sweden, United Nations Human Rights Committee 
Communication No. 1416/2005 (2006). 
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(c) why it is not possible to allow the court to disclose the relevant 
information (or a summary of it) to the extent that is necessary to 
ensure procedural fairness in circumstances where partial disclosure 
could be achieved without creating a real risk of damage to the public 
interest; 

(d) why procedural fairness, particularly as relates to the applicant, is not 
included as a matter that the court must have regard to when 
determining whether disclosing the information would create a real risk 
of damage to the public interest; 

(e) what other matters are likely to be specified in the regulations in 
relation to proposed subsections 52C(5) and 503C(5); 

(f) why is there no process by which a special advocate or equivalent 
safeguard is able to represent the applicant's interests if it is 
determined that relevant information be withheld from the applicant; 
and 

(g) what, if any, other safeguards exist to ensure that the proposed limit on 
the right to a fair trial and the prohibition against expulsion without due 
process are proportionate. 

Committee's initial view 

2.16 The committee noted that the bill engages and limits the right to a fair 
hearing and the prohibition against expulsion of aliens without due process, to the 
extent that it restricts a person’s access to information that is relevant to the 
decision which affects them, and excludes the person from hearings where they are 
not lawfully aware of the contents of the information. The committee noted that 
these rights may be subject to permissible limitations if they are shown to be 
reasonable, necessary and proportionate. 

2.17 The committee considered that the bill pursues the legitimate objective of 
upholding law enforcement and intelligence capabilities, and insofar as the measure 
protects disclosure of confidential information where disclosure may jeopardise law 
enforcement or intelligence activities, the bill is rationally connected to this 
objective. The committee considered further information was required to assess the 
proportionality of the measure. 

2.18 The committee had not yet formed a concluded view in relation to this 
matter. It considered further information was required to assess the human rights 
implications of this bill, and accordingly sought the minister’s advice as to the 
matters set out at paragraph [2.15]. 

2.19 The full initial analysis is set out in Report 1 of 2020. 

https://www.aph.gov.au/-/media/Committees/Senate/committee/humanrights_ctte/reports/2021/Report_1/Report_1_of_2021.pdf?la=en&hash=B7EF2EFB8326051BC125CDAA53DD3EDA9A20C3D3
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Minister's response32 
2.20 The minister advised: 

• why it is necessary and appropriate to use 'public interest' as 
opposed to 'national security' as the threshold concept for 
determining whether confidential information can be disclosed to 
another person, and a rationale for the inclusion of each of the 
grounds in proposed subsections 52C(5) and 503C(5); 

The measures in the Bill are necessary to strengthen the Government's 
ability to uphold public safety and the good order of the Australian 
community through character-related decisions made under both the 
Migration Act 1958 (the Migration Act) and the Australian Citizenship 
Act 2007 (the Citizenship Act). 

The Department relies on confidential information provided by law 
enforcement and intelligence agencies to assess the character of visa 
applicants and visa holders. If the person fails the character test, they may 
be refused a visa, or if they hold a visa, it can be cancelled. 

The changes will strengthen the framework for the protection and use of 
confidential information in the Citizenship Act in substantially the same 
way as that in the Migration Act, allowing the Department to rely on 
confidential information provided by law enforcement and intelligence 
agencies to assess the character of certain citizenship applicants, or 
persons whose citizenship may be considered for revocation. 

Under the proposed amendments, after considering the information and 
any submissions, the High Court, the Federal Court of Australia, or the 
Federal Circuit Court (the courts) must determine if disclosure of 
information would create a real risk of damage to the 'public interest', 
having regard to any of the following matters (and only those matters) 
that it considers relevant. As per 52C(5) of the Citizenship Act and 503C(5) 
of the Migration Act, these are: 

• the fact that the information was communicated, or originally 
communicated, to an authorised Commonwealth officer by a 
gazetted agency on the condition that it be treated as confidential 
information; 

• the risk that the disclosure of information may discourage gazetted 
agencies and informants from giving information in the future; 

• Australia's relations with other countries; 

 
32  The minister's response to the committee's inquiries was received on 23 February 2021. This is 

an extract of the response. The response is available in full on the committee's website at: 
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Human_Rights/Scrutiny_
reports. 
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• the need to avoid disruption to national and international efforts 
relating to law enforcement, criminal intelligence, criminal 
investigation and security intelligence; 

• in a case where the information was derived from an informant - the 
protection and safety of informants and of persons associated with 
informants; 

• the protection of the technologies and methods used (whether in or 
out of Australia) to collect, analyse, secure or otherwise deal with, 
criminal intelligence or security intelligence; and 

• such other matters (if any) as are specified in the regulations. 

The matters listed above have been included as matters that the court 
should have regard to as they are relevant to determining whether 
disclosure of the information would create a real risk of damage to the 
public interest. In practice, this may include disclosure which would pose 
an unacceptable risk to the intelligence capabilities, operations and 
sources of law enforcement and intelligence agencies - including active 
investigations. This in turn may compromise Australia's national security. 
The matters listed above are relevant to the court's determination 
because the disclosure of the information may therefore risk jeopardising 
the trusted relationship between the Department and law enforcement 
and intelligence agencies, and may result in information that is relevant to 
character decisions not being made available to the decision-maker for 
consideration. 

Additionally, while the listed matters include 'Australia's national security' 
explicitly (as per s52C(5)(g) of the Citizenship Act and s503C(5)(g) of the 
Migration Act), and will often involve national security issues directly or 
indirectly, they are broader than this provision alone. This is because the 
protection of sensitive and confidential information is intended to support 
the operational activities of law enforcement agencies as well as broader 
strategies to counter terrorism, transnational crime and related activities, 
including protection of informants and protection of technologies and 
methods. 

The Bill will provide safeguards for the applicant by allowing the courts to 
decide how much weight to give to the confidential information that has 
been submitted in evidence (s52C(7) of the Citizenship Act and s503C(7) of 
the Migration Act). This allows the courts to weigh up a number of factors, 
including fairness to the applicant and the public interest when assessing 
what weight to attribute to the evidence. Practically, this may involve a 
situation where the court has determined not to disclose the protected 
information, which would include not disclosing the information to the 
applicant. Even so, the court is to weigh up a number of factors when 
assessing what weight to give to evidence, including unfair prejudice to an 
applicant by not having access to the confidential information as well as 
the public interest. Information available for the courts to consider in this 
regard would include any information that the applicant, their authorised 
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representative or any third party has raised in support of their case, 
irrespective of whether the protected information has been disclosed to 
the applicant or their authorised representative. 

• why it is necessary and appropriate for the matters specified in 
proposed subsections 52C(5) and 503C(5) to be exhaustive; 

The measures in the Bill are necessary to strengthen the Government's 
ability to uphold public safety and the good order of the Australian 
community through character-related decisions made under both the 
Migration Act and the Citizenship Act. 

These measures will enhance the ability of decision-makers to use 
confidential information to manage the risk of certain individuals of 
character concern, where there may otherwise be insufficient non-
confidential information to underpin a decision. The changes help ensure 
that these individuals who pose a risk to public safety will be prevented 
from entering or remaining in Australia by providing a framework which 
protects the confidential information from harmful disclosure. 

The potential disclosure of confidential information may pose an 
unacceptable risk to the intelligence capabilities, operations and sources of 
law enforcement and intelligence agencies - including active 
investigations. This risks jeopardising the trusted relationship between the 
Department and law enforcement and intelligence agencies, and may 
result in information that is relevant to character decisions not being made 
available to the decision-maker for consideration. 

The framework proposed by the Bill provides a mechanism which allows 
the court to require disclosure of the relevant information to it and a 
further mechanism for the court to consider whether it can disclose the 
protected information to the applicant (amongst others) if doing so does 
not create a real risk of damage to the public interest. 

It is appropriate that the list of matters the court can have regard to (if 
relevant) in subsections 52C(5) of the Citizenship Act and 503C(5) of the 
Migration Act is exhaustive, as it provides clarity and certainty for the 
court in exercising its functions. As noted above, the scope and content of 
the matters listed in those sections reflects and emphasises the sensitive 
nature of the information, and the need for the court to give careful 
consideration to those matters in order to decide whether there would be 
a real risk of damage to the public interest if the information was disclosed 
more widely, including to the applicant in judicial review proceedings. 

The Bill provides that the court may give such weight in the substantive 
proceedings to the information as the court considers appropriate in the 
circumstances. Such circumstances may involve a situation where the 
court has determined not to disclose the protected information. This 
allows the courts to weigh up a number of factors, including unfair 
prejudice to an applicant by not having access to the confidential 
information and the public interest. This provides clear safeguards for the 
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applicant's interests in any proceedings, and places these safeguards 
within the control of the court. 

• why it is not possible to allow the court to disclose the relevant 
information (or a summary of it) to the extent that is necessary to 
ensure procedural fairness in circumstances where partial 
disclosure could be achieved without creating a real risk of damage 
to the public interest; 

The Bill proposes a number of amendments to the Migration Act and the 
Citizenship Act to protect confidential information provided by gazetted 
law enforcement and intelligence agencies on the condition that it is 
treated as confidential for use in visa and citizenship decision-making, in 
order to enhance the Government's ability to manage risks to the 
community posed by certain individuals of character concern . 

In practice, law enforcement and intelligence agencies provide confidential 
information to the Department of Home Affairs on the basis that it can be 
protected from disclosure. This is because, if such information were 
disclosed, there would be a real risk that there would be damage to the 
public interest and jeopardise the capabilities of law enforcement and 
intelligence agencies – and potentially compromise active investigations. 
Therefore, it is the agencies themselves who designate the information as 
confidential because of the intrinsically sensitive nature of its contents and 
scope. 

Criminal intelligence and related information is vital to assessing the 
criminal background or associations of non-citizen visa and citizenship 
applicants and visa holders. The measures in this Bill will ensure that 
information - disclosed in confidence by law enforcement and intelligence 
agencies - is appropriately protected. 

Given the sensitive nature of the information communicated in confidence 
by the gazetted agencies and the identity of the gazetted agency itself, 
partial disclosure of the information or of a summary of the information to 
the applicant could damage the public interest. Further, it is open to 
gazetted agencies to communicate information which they may indicate is 
not communicated in confidence. Where this occurs, the information 
would not be subject to the protected information framework and so may 
(subject to other relevant laws) be subject to full or partial disclosure, or 
disclosure of a summary, as appropriate. 

The Minister considers that the current approach in the Bill is appropriate 
and that any consideration of whether to disclose part of the relevant 
information is duplicative and unnecessary: the same risks of damage to 
the public interest would arise from partial or full disclosure given the 
sensitive nature of the information in question. 

Nonetheless, the Bill will provide for greater judicial oversight in visa and 
citizenship decisions that rely on confidential information. The 
amendments allow the courts to require the disclosure to it of confidential 
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information provided by gazetted agencies that was relevant to the 
exercise of power by the Minister (or delegate) which is the subject of the 
proceedings. 

The Bill will provide safeguards for the applicant by allowing the courts to 
decide how much weight to give to the confidential information. This 
allows the courts to weigh up a number of factors, including fairness to the 
applicant and the public interest, in using this information in review of visa 
and citizenship decisions. Practically, this may involve a situation where 
the court has determined not to disclose the protected information, which 
would include not disclosing the information to the applicant. 

• why procedural fairness, particularly as relates to the applicant, is 
not included as a matter that the court must have regard to when 
determining whether disclosing the information would create a real 
risk of damage to the public interest; 

The Bill, together with the existing framework as a whole, aims to strike an 
appropriate balance between protecting the public interest and providing 
fairness to the applicant. 

• The Bill will allow confidential information provided by law 
enforcement and intelligence agencies to be considered by the courts 
while preventing its further disclosure where it would create a real 
risk of damage to the public interest. 

• The Bill will provide safeguards for the applicant by allowing the 
courts to decide how much weight to give the confidential 
information in judicial review, and to further disclose this information 
when there is no real risk of damage to the public interest. Where the 
court has determined not to disclose the information, which would 
include not disclosing the information to the applicant, the court may 
take into account the unfair prejudice for the applicant when 
deciding what the weight to give to that information. 

The matters listed in s52C(5) of the Citizenship Act and s503C(5) of the 
Migration Act are limited to those which could be broadly characterised as 
matters going to the public interest, as they reflect and emphasise the 
highly sensitive nature of the information provided by the gazetted 
agencies to the Department for use in character-related decision making. 
Noting this, the Bill also provides that the court may give such weight to 
protected information as is appropriate in the circumstances, which would 
include circumstances where the court has determined not to disclose the 
information to the applicant. This allows the court to consider the impact 
nondisclosure would have on the applicant when giving weight to 
evidence. 

The Bill does not remove procedural fairness from character-related visa 
and citizenship decision making processes. Rather, procedural fairness is 
provided at the various stages of the process in a way that strikes an 
appropriate balance between protecting the public interest (by protecting 
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confidential information provided by intelligence and law enforcement 
agencies) and providing fairness to the affected person. 

Where a person seeks judicial review, the court will afford the affected 
person natural justice and the framework in s52C of the Citizenship Act 
and s503C of the Migration Act will be enlivened. This framework provides 
a mechanism which allows the court to require disclosure of the relevant 
confidential information to it and a further mechanism for the court to 
consider whether it can disclose the information to the applicant (amongst 
others) if doing so does not create a real risk of damage to the public 
interest. In this way, the court can exercise its judicial functions in order to 
conduct an effective judicial review. 

• what other matters are likely to be specified in the regulations in 
relation to proposed subsections 52C(5) and 503C(5); 

It is noted that paragraphs 52C(5)(h) of the Citizenship Act and 503C(5)(h) 
of the Migration Act provide a mechanism for other matters to be included 
in these subsections if specified in relevant regulations. These paragraphs 
were included in the Bill in order to provide flexibility going forward. 

Given the rapidly evolving and complex security challenges, it is essential 
that further specifications are able to be made in the regulations to ensure 
the ongoing protection of confidential information shared between the 
Department, law enforcement and intelligence agencies in a changeable 
national security landscape. As such, if Parliament passes the Bill, the 
Department will monitor the operation of the protected information 
framework provided for in the Bill and, if deemed desirable or necessary to 
assist the court in determining whether to disclose the confidential 
information, to include further matters for the court to have regard to in 
subsections 52C(5) of the Citizenship Act and 503C(5) of the Migration Act. 
This can be effected through amendments to the Australian Citizenship 
Regulation 2016 or Migration Regulations 1994, as appropriate. As 
amendments to these Regulations are disallowable, they will be 
accompanied by a Statement of Compatibility with Human Rights and 
subject to parliamentary scrutiny. 

• why is there no process by which a special advocate or equivalent 
safeguard is able to represent the applicant's interests if it is 
determined that relevant information be withheld from the 
applicant; 

The Bill will allow the courts to admit confidential information into 
evidence and to decide how much weight to give to that evidence. 

This will sufficiently allow the courts to weigh up a number of factors, 
including prejudice to an applicant by not having access to the confidential 
information and the public interest. 

The gazetted intelligence and law enforcement agencies are defined in the 
Bill at s503A(9) of the Migration Act (which is identical to the current 
s503A(9) of the Migration Act). The same definition applies within the 
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context of the Citizenship Act. Gazetted agencies include Australian and 
foreign law enforcement or intelligence bodies which are listed in the 
Gazette. A war crimes tribunal established under international 
arrangements of law may also be a gazetted agency and is not required to 
be listed in the Gazette. 

As such, the gazetted agencies are publicly identifiable. Effectively, this 
means that affected persons are on notice as to the identities of 
intelligence and law enforcement agencies that may communicate 
confidential information to the Department for use in character-related 
visa and citizenship decision making. This may help affected persons and 
their representatives understand where the confidential information may 
be sourced and to put forward relevant matters for the consideration of 
the court. 

The framework in the Bill provides a mechanism which allows the court to 
require disclosure of the relevant confidential information to it and a 
further mechanism for the court to consider whether it can disclose the 
information to the applicant (amongst others) if doing so does not create a 
real risk of damage to the public interest. The Bill further provides that the 
courts may give such weight in the substantive proceedings to the 
information as the court considers appropriate in the circumstances. In 
this way, the court can exercise its judicial functions in order to conduct an 
effective judicial review. 

• what, if any, other safeguards exist to ensure that the proposed 
limit on the right to a fair trial and the prohibition against expulsion 
without due process are proportionate. 

The limitations on providing all of the information to the affected person 
are in place to strengthen the Government's ability to uphold public safety 
and the good order of the Australian community through character-related 
visa and citizenship decisions and to protect highly sensitive information 
communicated in confidence by gazetted agencies when used in making 
those decisions. The affected person will continue to have the ability to 
submit reasons against their expulsion in a merits and/or judicial review 
process. Further, in the judicial review of those decisions, the court will be 
able to consider the information, whether disclosure would create a real 
risk of damage to the public interest, and how much weight to accord to 
information that it knows has not been made available to the affected 
person. 

Specifically, the framework will provide that during judicial review, the 
courts may order the Minister to disclose confidential information to it 
that was relevant to the visa or citizenship decision (that is, the Minister 
will not have a discretion not to comply in this circumstance). The Minister 
can provide submissions to the courts about the use of the information 
and the impact that further disclosure would have on the public interest. 

As noted elsewhere, the Bill provides that the courts may give such weight 
in the substantive proceedings to the information as the court considers 
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appropriate in the circumstances. Such circumstances may involve a 
situation where the court has determined not to disclose the protected 
information. This allows the courts to weigh up a number of factors, 
including unfair prejudice to an applicant by not having access to the 
confidential information and the public interest. This provides clear 
safeguards for the applicant's interests in any proceedings and places 
these safeguards within the control of the court. 

Further, existing merits review rights will not be affected by the Bill. The 
Minister has long had power to disclose or protect information from 
disclosure during merits review. The Bill will provide the Minister with 
discretionary powers to disclose the confidential information (having 
consulted the relevant gazetted agency) to specified persons, bodies, 
tribunals or courts. 

Where the Minister does authorise disclosure of protected information to 
a Tribunal in accordance with s52B(1) of the Citizenship Act and s503B(1) 
of the Migration Act, then the Tribunal will have obligations to afford 
natural justice during any relevant merits review subject to the obligations 
imposed upon it by s52B of the Citizenship Act and s503B of the Migration 
Act. 

The balance reflected in the Bill will enable law enforcement agencies to 
continue to provide confidential information to the Department to make 
fully informed visa and citizenship decisions on character grounds, while 
providing fairness to applicants seeking merits or judicial review of a 
departmental decision. This is essential to the Government's core business 
of regulating, in the national interest, who should enter and remain in 
Australia, and who should be granted Australian citizenship and the 
privileges which attach to it. 

Concluding comments 
International human rights legal advice 

Right to a fair hearing and prohibition against expulsion of aliens without due process 

2.21 To assess the proportionality of the measure, further information was sought 
from the minister as to whether the proposed limitation: is sufficiently 
circumscribed; is accompanied by adequate safeguards; provides sufficient flexibility 
to treat different cases differently; is the least rights restrictive means of achieving 
the stated objective; and provides access to effective review.  

2.22 In assessing whether the proposed limitation on the rights is sufficiently 
circumscribed, it is relevant to consider the scope of the matters set out in proposed 
subsections 52C(5) and 503C(5) and, in particular, whether it is necessary and 
appropriate to use the wider concept of 'public interest' rather than 'national 
security' as a basis for non-disclosure of confidential information. The minister noted 
that while the matters specified in these provisions include 'Australia's national 
security' (as per subsections 52C(5)(g) and 503C(5)(g)) and will often involve national 
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security issues directly or indirectly, the specified matters are broader than this 
provision alone. The minister stated that this is because the measure to protect 
sensitive and confidential information is intended to support the operational 
activities of law enforcement agencies as well as broader strategies to counter 
terrorism, transnational crime and related activities, including protecting informants 
and technologies and methods. Regarding other matters that may be prescribed in 
regulations,33 the minister stated that these provisions were included to provide 
flexibility going forward. The minister noted that given the rapidly evolving and 
complex security challenges, it is essential that regulations are able to specify further 
matters to ensure the ongoing protection of confidential information shared 
between the department, law enforcement and intelligence agencies in a changeable 
national security landscape.  

2.23 The preliminary analysis noted that the use of the broader concept of 'public 
interest' rather than the narrower concept of 'national security' would appear to 
create a lower threshold which must be met in order to prohibit the disclosure of 
information to any person, including the person to whom the information pertains. It 
remains unclear whether this broader concept is necessary and whether all specified 
matters are relevant to achieving the stated objective of protecting national security 
and associated law enforcement and intelligence capabilities, noting the bill includes 
things such as 'Australia's relations with other countries'. While it is noted that 
subsections 52C(5)(h) and 503C(5)(h) are intended to provide flexibility to respond to 
evolving security challenges, without information as to what other matters may be 
likely to be specified in the regulations, it remains difficult to ascertain the precise 
circumstances in which rights may be limited. As such, questions remain as to 
whether the measure is sufficiently circumscribed. 

2.24 With respect to the existence of safeguards, the minister has stated that 
allowing the courts to decide how much weight to give to the confidential 
information in any substantive proceedings34 would operate to safeguard the 
applicant's interests. The minister noted that these provisions would allow the courts 
to weigh up a number of factors, including fairness to the applicant and the public 
interest, when assessing what weight to attribute to the evidence. The minister 
suggested that in practice it may involve a situation where the court has determined 
not to disclose the information to the applicant and in considering what weight to 
attribute to that information, the court may consider any unfair prejudice to the 
applicant by not having access to the confidential information as well as the public 
interest. In making this assessment, the minister noted that the court could consider 
any information provided by the applicant or their legal representative in relation to 
the matter. 

 
33  Schedule 1, item 3, proposed subsection 52C(5)(h) and item 9, proposed subsection 

503C(5)(h). 

34  Schedule 1, item 3, proposed subsection 52C(7) and item 9, proposed subsection 503C(7). 
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2.25 However, it is unclear whether this provision would operate as an adequate 
safeguard in practice, noting the overall effect of the measure is to limit the court's 
ability to perform its judicial function. The court is only permitted to hear 
submissions regarding the use of the information and any weight to be attributed to 
that information from parties who are aware of the contents of the information.35 In 
practice, the minister is likely to be the only party who is aware of the contents of 
the information and thus the applicant and their legal representative would 
inevitably be excluded from these proceedings. While the minister noted that the 
court could consider information provided by the applicant in support of their case, it 
is unlikely that the applicant or their legal representative would have an opportunity 
to make submissions with respect to the use and weight of the information. In such 
circumstances, it seems likely that any information provided to the court by the 
applicant would be of a general nature and not directly related to the court's 
consideration of what weight to attribute to the information. Without the ability to 
receive submissions from the person to whom the information pertains, it would 
appear very difficult for the court to properly test the reliability, relevance and 
accuracy of the information and thus perform its judicial task of determining the 
appropriate weight to attribute to the information. For these reasons, it appears that 
allowing the court to decide how much weight to attribute to the information in 
substantive proceedings would neither safeguard the rights of the applicant nor 
ensure that any limitation is proportionate.  

2.26 The preliminary analysis noted that special advocates have been recognised 
by the European Court of Human Rights as an important safeguard to 
'counterbalance procedural unfairness' in the context of domestic laws that restrict 
disclosure of information to parties for reasons of national security.36 The minister 
was asked why the bill provides no process by which a special advocate or equivalent 
safeguard is able to represent the applicant's interests if it is determined that 
relevant information be withheld from the applicant. The minister's response did not 
address this question. Instead, the minister noted that in deciding what weight to 
attribute to confidential information, the court may weigh up various factors, 
including any prejudice to the applicant and the public interest. The minister further 
noted that as gazetted agencies are publicly identifiable, affected persons are 
effectively on notice as to the agencies that may communicate confidential 
information to the department for use in character-related visa and citizenship 
decisions. The minister stated that this may help applicants and their representatives 
to understand the source of the confidential information and to put forward relevant 
matters for the court's consideration.  

 
35  See Schedule 1, item 3, proposed subsections 52C(2)–(3) and item 9, proposed subsections 

503C(2)–(3). 

36  A v United Kingdom, European Court of Human Rights (Grand Chamber), Application no. 
3455/05 (2009) [209] and [219]. 
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2.27 However, without knowing even the substance of the information, the ability 
to identify a broad range of agencies that may have communicated the confidential 
information would seem to be of limited assistance to the applicant in practice.37 As 
noted in the preliminary analysis, the applicant would need sufficient information 
about the allegations against them in order to challenge the contents of the 
information and provide effective instructions to their legal representative.38 At a 
minimum, to safeguard procedural fairness, it is necessary that the applicant be in a 
position to understand the substance of the allegations and be afforded the 
opportunity to respond to those allegations.39 The ability to identify gazetted 
agencies generally would therefore appear to have no safeguard value. 

2.28 The necessity of prescribing an exhaustive list of matters to which the court 
must have regard in determining whether to disclose the information is a relevant 
consideration in assessing whether the measure provides sufficient flexibility to treat 
individual cases differently. The minister stated that it is appropriate that the matters 
specified in subsections 52C(5) and 503C(5) are exhaustive because it provides clarity 
and certainty for the court in exercising its functions. The minister noted that the 
matters prescribed are those which could be broadly characterised as matters going 
to the public interest and reflect the highly sensitive nature of the information. While 

 
37  The proposed definition of gazetted agency includes a broad range of bodies, including any 

law enforcement or intelligence body or foreign law enforcement body specified in a notice 
published by the Minister in the Gazette, as well as a war crimes tribunal established by or 
under international arrangements or international law: Schedule 1, item 9, proposed 
subsection 503A(9). 

38  See, Secretary of State for the Home Department v AF (No. 3) [2009] UKHL 28, especially at 
[59] where the court ruled that ‘the controlee must be given sufficient information about the 
allegations against him to enable him to give effective instructions in relation to those 
allegations. Provided that this requirement is satisfied there can be a fair trial notwithstanding 
that the controlee is not provided with the detail or the sources of the evidence forming the 
basis of the allegations’. See also, A v United Kingdom, European Court of Human Rights 
(Grand Chamber), Application no. 3455/05 (2009), especially [218] where the Court stated 
that ‘it was essential that as much information about the allegations and evidence against 
each applicant was disclosed as was possible without compromising national security or the 
safety of others. Where full disclosure was not possible, Article 5(4) required that the 
difficulties this caused were counterbalanced in such a way that each applicant still had the 
possibility effectively to challenge the allegations against him’. 

39  See, Applicant VEAL of 2002 v Minister for Immigration and Multicultural and Indigenous 
Affairs [2005] HCA 72, especially at [27] where the High Court found that 'to conduct the 
review with procedural fairness, the appellant had at least to know the substance of what was 
said against him in the letter'. It stated at [29] that the public interest and procedural fairness 
could be accommodated in this case 'by the Tribunal telling the appellant what was the 
substance of the allegations made in the letter and asking him to respond to those 
allegations'. Although the court noted at [25] that 'the application of principles of procedural 
fairness in a particular case must always be moulded to the particular circumstances of that 
case'. 
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the court must not consider procedural fairness in determining whether to disclose 
the information to the applicant and others, the minister stated that the court may 
consider the impact of non-disclosure on the applicant, including possible unfair 
prejudice to the applicant, in considering what weight to give the information.  

2.29 A measure that provides sufficient flexibility to treat different cases 
differently, as opposed to imposing a blanket policy without regard to the merits of 
each individual case, is more likely to be considered proportionate. This measure 
provides the court with minimal flexibility to treat different cases differently because 
it prescribes an exhaustive list to which the court must have regard and prohibits the 
court from considering procedural fairness, particularly as relates to the rights of the 
applicant, as well as any other matters it considers appropriate and necessary to 
perform its judicial review task. As noted in the preliminary analysis, the 
proportionality of the measure would be assisted if the court was able to undertake 
some form of  balancing exercise, whereby it may weigh the risk of damage to the 
public interest against the right to a fair hearing or other matters that it considers 
appropriate and necessary.40 

2.30 The preliminary analysis noted that a less rights restrictive way of achieving 
the stated objective may be to allow the court to disclose as much information as 
possible without compromising the public interest. The minister stated that the 
measure is appropriate, and consideration of partial disclosure is duplicative and 
unnecessary, noting that the same risk of damage to the public interest would arise 
from partial or full disclosure given the sensitive nature of the information in 
question. The minister noted that gazetted agencies designate the information as 
confidential and it is open to these agencies to communicate information not in 
confidence, meaning that the information would not be subject to the protected 
information framework.  

2.31 However, the bill requires the court to assess the confidential information 
and determine whether disclosing the information would create a real risk of 
damage to the public interest. This assessment is independent from the initial 
assessment made by the gazetted agency, in which it designates the information as 
confidential. It is open to the court to determine that disclosure of the information 
does not create a real risk of damage to the public interest, notwithstanding that the 
gazetted agency designated that information as confidential. It would appear that 
there may be circumstances where the court could determine that partial disclosure 
or a summary of the information could assist the court and safeguard procedural 

 
40  See A v United Kingdom, European Court of Human Rights (Grand Chamber), Application no. 

3455/05 (2009) at [206] where the Court stated that the right to a fair trial may not be 
violated in circumstances where, having full knowledge of the issues in the trial, the judge is 
able to carry out a balancing exercise and take steps to ensure that the defence (whose rights 
are limited) is kept informed and is permitted to make submissions and participate in the 
decision-making process so far as is possible without disclosing the confidential material. 
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fairness for the applicant without creating a real risk of damage to the public 
interest. However, the bill, as currently drafted, would not permit this. While the 
gazetted agency may determine that partial or full disclosure would create the same 
level of risk of damage to the public interest, it does not follow that the court would 
automatically make the same determination. Indeed, if a court were required to 
accept the gazetted agency's assessment of the risk of disclosure without 
independent scrutiny, there would be a substantial risk that the requirement of 
competence, independence and impartiality with respect to the right to a fair 
hearing would be impermissibly limited. As noted by the United Nations (UN) Human 
Rights Committee, this 'requirement of competence, independence and impartiality 
of a tribunal…is an absolute right that is not subject to any exception'.41 The 
requirement of independence demands: 

actual independence of the judiciary from political interference by the 
executive branch and legislature…A situation where the functions and 
competencies of the judiciary and the executive are not clearly 
distinguishable or where the latter is able to control or direct the former is 
incompatible with the notion of independent tribunal.42 

2.32 As such, it appears that allowing the court to partially disclose the 
information or provide the applicant with a summary of the information, following 
an independent assessment of the information and the risk of disclosure, would be a 
less rights restrictive way of achieving the objective, and would provide the court 
with greater flexibility to treat different cases differently. 

2.33 Additionally, the preliminary analysis raised concerns that there may not be 
effective access to review. The minister stated that existing merits review rights will 
not be affected by the bill and that the applicant will continue to have the ability to 
submit reasons against their expulsion in a merits and/or judicial review process. The 
minister noted that in judicial review of those decisions, the measure enables the 
courts to order the disclosure of information that is relevant to the decision, 
although the court may not be able to onwards disclose that information to the 
applicant. The minister stated that in this way, the court can exercise its judicial 
functions in order to conduct an effective judicial review. However, as noted in the 
preliminary analysis, while review is theoretically available, the measure would 
appear to render the practical efficacy of review meaningless in many cases. This is 
because the applicant is unable to access critical information on which the decision 
was based, making it very difficult for the applicant to understand the reasons for the 
decision and thus effectively challenge the decision. Furthermore, the measure 
severely hampers the court's ability to consider all matters appropriate and 

 
41  UN Human Rights Committee, General Comment 32: Article 14, Right to Equality before Courts 

and Tribunals and to Fair Trial (2007) [19]. 

42  UN Human Rights Committee, General Comment 32: Article 14, Right to Equality before Courts 
and Tribunals and to Fair Trial (2007) [19]. 
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necessary to perform its judicial review task. As such, serious concerns remain that 
the right of review is not, in all the circumstances, an effective one. 

2.34 In conclusion, the measure seeks to achieve the legitimate objective of 
protecting national security and associated law enforcement and intelligence 
capabilities, and the measure appears to be rationally connected to that objective. 
However, there are serious concerns as regards proportionality. The safeguards 
identified by the minister appear to be inadequate and the court would have minimal 
flexibility to treat different cases differently. There seem to be less rights restrictive 
ways of achieving the stated objective and access to review is unlikely to be effective 
in practice. The measure, therefore, does not appear to be proportionate and there 
is a significant risk that it impermissibly limits the right to a fair hearing and the 
prohibition against expulsion of aliens without due process. 

2.35 Noting this conclusion, this may have implications for a number of other 
rights,43 including the requirement under international human rights law for 
independent, effective and impartial review of non-refoulement decisions, noting 
that Australia's non-refoulement obligations are absolute and may not be subject to 
any limitations.44 While it is noted that a decision to which this measure applies, 
including a decision to refuse or cancel a protection visa on character grounds, would 
not, in itself, result in a person necessarily being sent to a country where they could 
be at risk of persecution or ill-treatment, it could be the first step in a process by 

 
43  To the extent that the effect of this bill would be to limit a person’s ability to challenge a 

migration or citizenship decision, the consequence of that decision being the person’s 
detention and deportation from Australia or prevention of return to Australia for citizens 
overseas, the measure may also engage and limit a number of other rights. In particular, the 
right to liberty (as immigration detention may be a consequence of a decision); right to 
protection of the family (as family members may be separated); freedom of movement (if 
cancellation of a visa or cessation of citizenship prevents a person from re-entering and 
remaining in Australia as their own country); rights of the child (if the decision relates to a 
child’s nationality); and prohibition against non-refoulement (if the consequence of a decision 
is a person's deportation and removal from Australia and return to a country where there is a 
real risk that they would face persecution, torture or other serious forms of harm, such as the 
death penalty; arbitrary deprivation of life; or cruel, inhuman or degrading treatment or 
punishment). The rights implications of citizenship cessation are discussed in Parliamentary 
Joint Committee on Human Rights, Report 8 of 2017 (15 August 2017) pp. 2–31; and Report 6 
of 2019 (5 December 2019), pp. 2–19. 

44  Regarding effective remedy with respect to non-refoulement decisions see, Agiza v Sweden, 
UN Committee against Torture Communication No.233/2003 (2005) [13.7]; Singh v Canada, 
UN Committee against Torture Communication No.319/2007 (2011) [8.8]-[8.9]; Josu Arkauz 
Arana v France, UN Committee against Torture Communication No.63/1997 (2000); Alzery v 
Sweden, UN Human Rights Committee Communication No.1416/2005 (2006) [11.8]. See 
generally UN Committee Against Torture, General Comment No. 4 on the implementation of 
article 3 of the Convention in the context of article 22 (2017) [13]. For an analysis of this 
jurisprudence, see Parliamentary Joint Committee on Human Rights, Thirty-sixth report of the 
44th Parliament (16 March 2016) pp. 182-183.  
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which a person may be subject to refoulement. To the extent that the effect of this 
measure would be to limit a person’s ability to effectively challenge a decision which 
may lead to their expulsion or deportation, possibly to a country where they would 
face persecution, torture or other serious forms of harm, such as the death penalty; 
arbitrary deprivation of life; or cruel, inhuman or degrading treatment or 
punishment, the measure may not be consistent with Australia's non-refoulement 
obligations and the right to an effective remedy.45 

Committee view 
2.36 The committee thanks the minister for this response. The committee notes 
that the bill seeks to amend the Migration Act 1958 and the Australian Citizenship 
Act 2007 for the purposes of introducing a ‘protected information framework’. The 
framework would prohibit the disclosure of confidential information provided by 
intelligence and law enforcement agencies where the information is used for 
certain character-based migration or citizenship decisions. The bill would allow the 
courts to order the production of confidential information in certain circumstances, 
however, the courts would be prohibited from onward disclosing any of the 
information to any person, including the applicant and their legal representative, 
where it is determined that disclosure would create a real risk of damage to the 
public interest.  

2.37 The committee considers that the bill engages and limits the right to a fair 
hearing and the prohibition against the expulsion of aliens without due process, to 
the extent that it restricts a person’s access to relevant information and excludes 
the person from hearings. The committee notes that these rights may be subject to 
permissible limitations if they are shown to be reasonable, necessary and 
proportionate. 

2.38 While the committee considers that the measure pursues the legitimate 
objective of upholding law enforcement and intelligence capabilities, it is 
concerned that the measure may not be a proportionate way to achieve the stated 
objectives. The committee notes the minister's advice that the bill safeguards the 
applicant's interests by allowing the courts to decide how much weight to give to 
the confidential information and, in making this assessment, the court may 
consider a number of factors, including possible unfairness to the applicant.  

 
45  The reports of the Parliamentary Joint Committee on Human Rights have previously 

considered Australia's non-refoulement obligations in the context of citizenship cessation and 
amendments to the Migration Act, see, eg: Report 1 of 2020 (5 February 2020), pp. 124–125; 
Thirty-sixth report of the 44th Parliament (16 March 2016) pp. 57-58; pp. 182-183;  
Thirty-fourth report of the 44th Parliament (23 February 2016) pp. 34-37; Fourth report of the 
44th Parliament (18 March 2014) [3.57]-[3.66]; Second report of the 44th Parliament  
(11 February 2014) [1.189]-[1.197]. 
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2.39 However, the committee considers that while this may safeguard rights in 
some instances, it may not be adequate in all the circumstances. The committee 
notes that the bill sets out an exhaustive list to which the court must have regard in 
considering whether to disclose information to the applicant, and as such, the 
court is prohibited from considering procedural fairness in making this decision. 
The court thus has minimal flexibility to treat different cases differently. 
Additionally, by restricting the applicant's ability to make submissions regarding 
the confidential information, it appears very difficult for the court to properly test 
the reliability, relevance and accuracy of the information and thus perform its 
judicial task of determining the appropriate weight to attribute to the information.  

2.40 The bill as currently drafted also prevents the court from making its own 
assessment of the risk of disclosure, in that the court is prohibited from making a 
partial disclosure or disclosing a summary of the information to the applicant, even 
if the court considered that to do so could assist it and safeguard procedural 
fairness for the applicant without creating a real risk of damage to the public 
interest. The committee considers that allowing the court to partially disclose the 
information or provide the applicant with a summary of the information, following 
an independent assessment of the information and the risk of disclosure, would be 
a less rights restrictive way of achieving the objective, and would provide the court 
with greater flexibility to treat different cases differently. 

2.41 The committee further notes that access to review may not be effective in 
practice because the applicant is unable to access critical information on which the 
decision was based, making it difficult for the applicant to challenge the decision, 
and the court's ability to consider all matters appropriate and necessary to perform 
its judicial review task is limited. For these reasons, there is a significant risk that 
the measure impermissibly limits the right to a fair hearing and the prohibition 
against expulsion of aliens without due process. 

Suggested action 

2.42 The committee considers that the proportionality of the measure may be 
assisted were the bill amended to provide that: 

(a) the matters specified in proposed subsections 52C(5) and 503C(5) 
are non-exhaustive so as to enable the court to consider any other 
matter that it considers appropriate and necessary; 

(b) proposed subsections 52C(5) and 503C(5) specify that the court 
must have regard to procedural fairness and the rights of the 
applicant; 

(c) the court be afforded the discretion to disclose the relevant 
information (or a summary of it) to the extent that is necessary to 
ensure procedural fairness in circumstances where partial disclosure 
could be achieved without creating a real risk of damage to the 



Page 62 Report 3 of 2021 

Migration and Citizenship Legislation Amendment (Strengthening Information Provisions) Bill 2020 

public interest; and 

(d) a process by which a special advocate or equivalent safeguard be 
created to represent the applicant's interests if it is determined that 
the relevant information cannot be disclosed to the applicant.    

2.43 The committee recommends that consideration be given to updating the 
statement of compatibility with human rights to reflect the information which 
has been provided by the minister. 

2.44 The committee draws these human rights concerns to the attention of the 
minister and the Parliament. 
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Surveillance Legislation Amendment (Identify and Disrupt) 
Bill 20201 

Purpose This bill seeks to amend the Surveillance Devices Act 2004 and 
other Acts to introduce new powers and warrants to enhance 
the enforcement and intelligence gathering powers of the 
Australian Federal Police (AFP) and the Australian Criminal 
Intelligence Commission (ACIC), including: 

• data disruption warrants to enable the AFP and the ACIC 
to disrupt data by modifying, adding, copying or deleting 
data in order to frustrate the commission of serious 
offences online; 

• network activity warrants to allow agencies to collect 
intelligence on serious criminal activity being conducted 
by criminal networks; and 

• account takeover warrants to provide the AFP and the 
ACIC with the ability to take control of a person’s online 
account for the purposes of gathering evidence to further 
a criminal investigation 

Portfolio Home Affairs 

Introduced House of Representatives, 3 December 2020 

Rights Privacy; effective remedy; life; and torture or cruel, inhuman or 
degrading treatment or punishment 

2.45 The committee requested a response from the minister in relation to the bill 
in Report 1 of 2020.2 

Enhanced law enforcement and intelligence gathering powers and warrants  
2.46 The bill seeks to introduce new law enforcement and intelligence gathering 
powers and warrants to enhance the ability of the Australian Federal Police (AFP) 
and the Australian Criminal Intelligence Commission (ACIC) to frustrate crime and 
gather intelligence and evidence of criminal activity. 

2.47 Schedule 1 would introduce a data disruption warrant which would allow the 
AFP and ACIC to access data held in computers to frustrate the commission of 

 
1  This entry can be cited as: Parliamentary Joint Committee on Human Rights, Surveillance 

Legislation Amendment (Identify and Disrupt) Bill 2020, Report 3 of 2021; [2021] AUPJCHR 32. 

2  Parliamentary Joint Committee on Human Rights, Report 1 of 2020 (3 February 2021), 
pp. 20-43. 

https://www.aph.gov.au/-/media/Committees/Senate/committee/humanrights_ctte/reports/2021/Report_1/Report_1_of_2021.pdf?la=en&hash=B7EF2EFB8326051BC125CDAA53DD3EDA9A20C3D3
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relevant offences (being offences generally subject to imprisonment of three years or 
more).3 The AFP or ACIC may apply to an eligible judge or nominated Administrative 
Appeals Tribunal (AAT) member for a data disruption warrant if they suspect on 
reasonable grounds that:  

• one or more relevant offences have been, are being, are about to be, or 
are likely to be committed;4  

• the offences involve or are likely to involve data held in a computer; 
and 

• disruption of that data is likely to substantially assist in frustrating the 
commission of one or more relevant offences.5 

2.48 An eligible judge or nominated AAT member may issue a data disruption 
warrant if satisfied that there are reasonable grounds for the suspicion founding the 
application for the warrant; and the disruption of data authorised by the warrant is 
justifiable and proportionate, having regard to the offences.6 In considering issuing 
the warrant, the judge or AAT member must have regard to various considerations, 
including the: 

• nature and gravity of the offences;  

• likelihood the disruption of data will frustrate the commission of the 
offences; and 

• existence of any alternative means of frustrating the commission of the 
offences.7 

2.49 A non-exhaustive list of things that may be authorised by a data disruption 
warrant are set out in proposed subsection 27KE(2), including entering a premises; 
using computers, telecommunications facilities, electronic equipment or data storage 
devices to obtain access to and disrupt data, including adding, copying, deleting or 
altering data; and intercepting a passing communication.8 Additionally, the bill would 

 
3  Schedule 1, item 13, proposed section 27KE. See the definition of 'relevant offences' in 

section 6 of the Surveillance Devices Act 2004. 

4  A relevant offence is an offence which carries a maximum sentence of imprisonment of 3 
years or more: Surveillance Devices Act 2004, section 6. 

5  Schedule 1, item 13, proposed section 27KA. An AFP or ACIC officer may also apply for an 
emergency authorisation for disruption of data held in a computer if certain conditions are 
met: Schedule 1, item 15, proposed new subsection 28(1C). 

6  Schedule 1, item 13, proposed subsection 27KC(1). 

7  Schedule 1, item 13, proposed subsection 27KC(2). 

8  Schedule 1, item 13, proposed subsection 27KE(2). Data would be covered by the warrant if 
the disruption of data would be likely to substantially assist in frustrating the commission of a 
relevant offence: Schedule 1, item 13, proposed subsection 27KE(5). 
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authorise a broad range of things to be done for the purposes of concealing anything 
done in relation to the data disruption warrant.9 

2.50 Schedule 2 would introduce a network activity warrant which would 
authorise the AFP and ACIC to access data held in computers and collect intelligence 
on criminal networks operating online. An AFP or ACIC officer may apply to an 
eligible judge or nominated AAT member for a network activity warrant if they 
suspect on reasonable grounds that: 

• a group of individuals is a criminal network of individuals;10 and 

• access to data held in a computer that is, from time to time, used or 
likely to be used by any of the individuals in the group, will substantially 
assist in the collection of intelligence that relates to the group or 
individuals in the group, and is relevant to the prevention, detection or 
frustration of one or more relevant offences.11 

2.51 An eligible judge or AAT member may issue a network activity warrant if 
satisfied that there are reasonable grounds for the suspicion founding the application 
for the warrant and having regard to prescribed matters, including the: 

• nature and gravity of the alleged offences; 

• extent to which access to data will assist in the collection of 
intelligence; 

• likely intelligence value of any information sought to be obtained and 
whether the things authorised by the warrant are proportionate to that 
intelligence value; and 

• existence of any alternative, or less intrusive, means of obtaining the 
information sought.12 

2.52 Similarly to a data disruption warrant, a broad range of things may be 
authorised by a network activity warrant in relation to the computer that holds the 

 
9  Schedule 1, item 13, proposed subsection 27KE(9). 

10  A criminal network of individuals is defined as an electronically linked group of individuals, 
where one or more of the individuals in the group have engaged, are engaging, or are likely to 
engage, in conduct that constitutes a relevant offence; or have facilitated, are facilitating, or 
are likely to facilitate, the engagement, by another person (whether or not an individual in the 
group), in conduct that constitutes a relevant offence. It is immaterial whether the identities 
of the individuals in the groups or the details of the offences can be ascertained; or there are 
changes in the composition of the group from time to time: Schedule 2, item 8, proposed 
section 7A. 

11  Schedule 2, item 9, proposed section 27KK. 

12  Schedule 2, item 9, proposed subsection 27KM(2). 
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data sought to be obtained, including things to be done for the purposes of 
concealing anything done in relation to the warrant.13 

2.53 Schedule 3 would introduce an account takeover warrant which would 
authorise the AFP or ACIC to take control of a person’s online account for the 
purposes of gathering evidence of criminal activity.14 A law enforcement officer may 
apply to a magistrate for an account takeover warrant if they suspect on reasonable 
grounds that: 

• one or more relevant offences have been, are being, are about to be, or 
are likely to be, committed; and 

• an investigation into those offences is being, will be, or is likely to be, 
conducted; and 

• taking control of one or more online accounts is necessary, in the 
course of the investigation, to enable evidence to be obtained of the 
offence.15 

2.54 A magistrate may issue an account takeover warrant if satisfied that there 
are reasonable grounds for the suspicion founding the application for the warrant 
and having regard to prescribed matters, including the: 

• nature and gravity of the alleged offence;  

• any alternative means of obtaining the evidence; 

• extent to which the privacy of any person is likely to be affected; and 

• likely evidentiary value of the evidence sought.16 

2.55 Similarly to the other warrants, a broad range of things may be authorised by 
an account takeover warrant in relation to the target account, including taking 
exclusive control of the account; accessing, adding, copying, deleting or altering 
account-based data and account credentials; and the doing of anything reasonably 
necessary to conceal anything done in relation to the warrant.17 

 
13  Schedule 2, item 9, proposed subsections 27KP(1), (2) and (8). 

14  Schedule 3, item 4, proposed section 3ZZUJ. 

15  Schedule 3, item 4, proposed subsection 3ZZUN(1). 

16  Schedule 3, item 4, proposed section 3ZZUP. 

17  Schedule 3, item 4, proposed section 3ZZUR. 
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Summary of initial assessment 
Preliminary international human rights legal advice 

Multiple rights 

2.56 To the extent that the new powers and warrants would facilitate the 
investigation, disruption and prevention of serious crimes against persons, including 
protecting children from harm, the measure may promote multiple rights, including 
the right to life and the rights of the child. The right to life imposes an obligation on 
the state to protect people from being killed by others or identified risks.18 The right 
imposes a duty on States to take positive measures to protect the right to life, 
including an obligation to take adequate preventative measures in order to protect 
persons from reasonably foreseen threats, such as terrorist attacks or organised 
crime, as well as an obligation to take appropriate measures to address the general 
conditions in society that may threaten the right to life, such as high levels of crime 
and gun violence.19 Furthermore, States have an obligation to investigate and, where 
appropriate, prosecute perpetrators of alleged violations of the right to life, even 
where the threat to life did not materialise.20 Regarding the rights of the child, 
children have special rights under human rights law taking into account their 
particular vulnerabilities.21 States have an obligation to protect children from all 
forms of physical or mental  violence, injury or abuse, neglect or negligent treatment, 
maltreatment or exploitation, including sexual exploitation and abuse.22 

Right to privacy 

2.57 The measure engages and limits the right to privacy by authorising the AFP 
and ACIC to take various actions that may interfere with a person’s privacy, including 
taking actions to: 

 
18  International Covenant on Civil and Political Rights, article 6(1) and Second Optional Protocol 

to the International Covenant on Civil and Political Rights, article 1. UN Human Rights 
Committee, General Comment No. 6: article 36 (right to life) (2019) [3]: the right ‘concerns the 
entitlement of individuals to be free from acts and omissions that are intended or may be 
expected to cause their unnatural or premature death, as well as to enjoy a life with dignity’. 

19  UN Human Rights Committee, General Comment No. 6: article 36 (right to life) (2019) [21], 
[26]. See also UN Human Rights Committee, General Comment No. 6: article 6 (right to life) 
(1982) [5]. 

20  UN Human Rights Committee, General Comment No. 6: article 36 (right to life) (2019) [27]. 
The UN Human Rights Committee has stated that investigations in alleged violations of the 
right to life ‘must always be independent, impartial, prompt, thorough, effective, credible and 
transparent’: [28]. 

21  Convention on the Rights of the Child. See also, UN Human Rights Committee, General 
Comment No. 17: Article 24 (1989) [1]. 

22  Convention on the Rights of the Child, articles 19, 34, 35 and 36. 
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• access, use and modify an individual’s personal data, such as altering a 
person’s bank account credentials or monitoring and re-directing a 
person’s funds held in a bank account;  

• collect personal information and intelligence about individuals;  

• add, copy, delete or alter other data to obtain access to data held in a 
target computer in order to determine whether the data is covered by a 
warrant; 

• take control of an individual’s online account through accessing and 
modifying data, such as changing a person’s password in order to take 
control of a person’s account and assume that person’s identity; and  

• enter an individual’s home or workplace to do a thing specified in the 
warrant.23 

2.58 The right to privacy includes respect for informational privacy, including the 
right to respect for private and confidential information, particularly the storing, use 
and sharing of such information.24 It also includes the right to control the 
dissemination of information about one's private life. Additionally, the right to 
privacy prohibits arbitrary and unlawful interferences with an individual's privacy, 
family, correspondence or home.25 The right to privacy may be subject to permissible 
limitations where the limitation pursues a legitimate objective, is rationally 
connected to that objective and is a proportionate means of achieving that objective. 

2.59 In order to assess the compatibility of this measure with the right to privacy, 
in particular the adequacy of existing safeguards, further information is required as 
to: 

(a) why the power to issue a data disruption warrant and network activity 
warrant is conferred on a member of the AAT, of any level and with a 
minimum of five years' experience as an enrolled legal practitioner, and 
whether this is consistent with the international human rights law 
requirement that judicial authorities issue surveillance warrants; 

(b) why the bill does not require, in relation to all warrants, that the issuing 
authority must consider the extent to which the privacy of any person is 

 
23  See eg explanatory memorandum, pp. 32–33, 38, 39, and 152. 

24  International Covenant on Civil and Political Rights, article 17. Every person should be able to 
ascertain which public authorities or private individuals or bodies control or may control their 
files and, if such files contain incorrect personal data or have been processed contrary to legal 
provisions, every person should be able to request rectification or elimination: UN Human 
Rights Committee, General Comment No. 16: Article 17 (1988) [10]. See also, General 
Comment No. 34 (Freedom of opinion and expression) (2011) [18]. 

25  UN Human Rights Committee, General Comment No. 16: Article 17 (1988) [3]–[4]. 
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likely to be affected, noting that as drafted, this consideration only 
applies to account takeover warrants; 

(c) why the bill does not require, in relation to all warrants, that the issuing 
authority must consider whether the warrant is proportionate having 
regard to the nature and gravity of the offence and the likely value of 
the information or evidence sought to be obtained, as well as the 
extent of possible interference with the privacy of third parties, noting 
that as drafted, these considerations only apply to network activity 
warrants; 

(d) how the qualification that the statutory conditions do not limit the 
conditions to which a data disruption warrant or an account takeover 
warrant may be subject would operate in practice. In particular, would 
this qualification allow an issuing authority to authorise an action that 
can only be executed in a manner that results in loss or damage to data 
or causes the permanent loss of money, digital currency or property; 

(e) whether all of the exceptions to the restrictions on the use, recording 
or disclosure of protected information obtained under the warrants are 
appropriate and whether any exceptions are drafted in broader terms 
than is strictly necessary; 

(f) why the bill does not include provision for public interest monitors or a 
similar safeguard to protect the rights of the affected person in warrant 
application and review proceedings; and 

(g) why the chief officer is not required to review the continued need for 
the retention of records or reports comprising protected information 
on a more regular basis than every five years. 

Right to an effective remedy 

2.60 If warrants were to be issued inappropriately, or unauthorised actions 
carried out under the warrant, a person’s right to privacy may be violated. The right 
to an effective remedy requires access to an effective remedy for violations of 
human rights.26 This may take a variety of forms, such as prosecutions of suspected 
perpetrators or compensation to victims of abuse. While limitations may be placed in 
particular circumstances on the nature of the remedy provided (judicial or 
otherwise), states parties must comply with the fundamental obligation to provide a 
remedy that is effective.27 

 
26  International Covenant on Civil and Political Rights, article 2(3). 

27  See, UN Human Rights Committee, General Comment 29: States of Emergency (Article 4), 
(2001) [14]. 
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2.61 In order to assess whether any person whose right to privacy might be 
violated by the proposed warrants would have access to an effective remedy, further 
information is required as to: 

(a) whether a person who was the subject of a warrant will be made aware 
of that after the investigation has been completed; and 

(b) if not, how such a person would effectively access a remedy for any 
violation of their right to privacy. 

Committee's initial view 

2.62 The committee considered that to the extent that the new powers and 
warrants would facilitate the investigation, disruption and prevention of serious 
crimes against persons, including in particular protecting children from harm and 
exploitation, the measure may promote multiple rights, including the right to life and 
the rights of the child.  

2.63 However, the committee noted that the measure also engages and limits the 
right to privacy by authorising the AFP and ACIC to access, use and modify an 
individual’s personal data and information. The committee considered that the 
measure, in seeking to protect national security and ensure public safety, pursues a 
legitimate objective and these new law enforcement and intelligence gathering 
powers and warrants would appear to be rationally connected to that objective. The 
committee considered further information was required to assess the proportionality 
of the measure and determine whether the measure limits the right to an effective 
remedy, and sought the minister's advice as to the matters set out at 
paragraphs [2.59] and [2.61]. 

2.64 The full initial analysis is set out in Report 1 of 2020. 

Minister's response28 
2.65 The minister advised: 

Right to privacy 

a. why the power to issue a data disruption warrant and network 
activity warrant is conferred on a member of the AAT, of any level and 
with a minimum five years' experience as an enrolled legal practitioner, 
and whether this is consistent with the international human rights law 
requirement that judicial authorities issue surveillance warrants 

In the Bill, the power to issue data disruption warrants and network 
activity warrants is conferred on an eligible Judge or a nominated 

 
28  The minister's response to the committee's inquiries was received on 23 February 2021. This is 

an extract of the response. The response is available in full on the committee's website at: 
https://www.aph.gov.au/Parliamentary_Business/Committees/Joint/Human_Rights/Scrutiny_
reports. 

https://www.aph.gov.au/-/media/Committees/Senate/committee/humanrights_ctte/reports/2021/Report_1/Report_1_of_2021.pdf?la=en&hash=B7EF2EFB8326051BC125CDAA53DD3EDA9A20C3D3
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Administrative Appeals Tribunal (AAT) member. These issuing authorities 
may grant the warrant if (amongst other things) they are satisfied that 
there are reasonable grounds for the suspicion founding the application 
for the warrant. This independent scrutiny of warrant applications is an 
important mechanism in ensuring that only warrants that are reasonable 
and proportionate are issued, and that the power is consistent with 
Australia's international human rights law obligations. 

While it is important to ensure that there is a lawful and independent 
decision-maker in investigatory powers legislation, there is no requirement 
under international human rights law for Australia to ensure specifically 
that it is a judicial authority that authorises investigatory powers. This 
position is reflected in existing legislation including the Surveillance 
Devices Act 2004 (SD Act) and the Telecommunications (Interception and 
Access) Act 1979 (TIA Act). 

AAT members have the experience and skills necessary to issue data 
disruption warrants and network activity warrants 

Both AAT members and judges play critical roles as independent decision-
makers in authorising investigatory powers in the current regimes in the 
SD Act, as well as in the TIA Act. Nominated AAT members issue 
surveillance device warrants and computer access warrants under the SD 
Act, and have played a key role in issuing interception warrants under the 
TIA Act since 1998. The skills and experience of AAT members make them 
suitable to assess applications for data disruption warrants and network 
activity warrants, and whilst doing so, to make independent decisions on 
the compliance of those applications with the legal requirements in the 
Bill. 

To be nominated as an MT member for the purposes of issuing warrants 
under the SD Act, a person must have been enrolled as a legal practitioner 
for at least five years. In accordance with the existing framework, the Bill 
recognises that the complex decision-making involved in authorising the 
new powers in the Bill requires the independence offered by the MT 
members and judges who already issue other warrants under those Acts 
and have the skills and experience to do so. 

AAT members are independent decision-makers 

The power to issue warrants is conferred on issuing authorities in their 
personal capacity (persona designata) as a means of ensuring 
accountability in the course of a sensitive investigation or law enforcement 
procedure. Persona designata functions are not an exercise of the formal 
judicial or administrative powers of a court or tribunal. Rather these 
issuing authorities are acting as independent decision-makers. 

The AAT is not independent of government in the same way that the 
judiciary is the subject of a separation of powers (though some members 
of the AAT are also judges). Rather, the AAT's independence arises from its 
role in reviewing the merits of administrative decisions made under 
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Commonwealth laws. The independence of the AAT is also demonstrated 
in the process for the termination of a member's appointment. AAT 
members who are not judges can only have their appointment terminated 
by the Governor-General, and this termination can only be made on 
specific grounds, such as proven misbehaviour or the inability to perform 
duties. 

The independence of AAT members exercising persona designata 
functions is strongly safeguarded. AAT members are afforded the same 
protection and immunity as a Justice of the High Court of Australia, and 
they must provide written consent prior to being authorised to perform 
persona designata functions. Consent also serves to protect an AAT 
members' independence and autonomy to decide whether or not to 
exercise persona designata powers. 

Review of administrative decisions 

In the unlikely event of unlawful decision-making, Australian courts will 
retain their jurisdiction to review administrative decisions, including any 
decision to issue a warrant, through the original jurisdiction of the High 
Court of Australia and in the Federal Court of Australia by operation of 
subsection 398(1) of the Judiciary Act 1903, or under the Administrative 
Decisions (Judicial Review) Act 1977 (ADJR Act). There is an error in the 
human rights compatibility statement in the explanatory memorandum 
supporting the Bill, which states that the Bill excludes judicial review under 
the ADJR Act. This is incorrect, and the human rights compatibility 
statement will be amended accordingly. These judicial review mechanisms 
ensure that an affected person has an avenue to challenge the decisions to 
issue warrants made by any issuing authorities, including a nominated AAT 
member. 

As such, the Government maintains that the persons eligible to issue data 
disruption warrants and network activity warrants should not be limited to 
only judicial officers, but should include nominated AAT members, in line 
with the existing legislation. 

b. why the bill does not require, in relation to all warrants, that the 
issuing authority must consider the extent to which the privacy of any 
person is likely to be affected, noting that as drafted, this consideration 
only applies to account takeover warrants 

c. why the bill does not require, in relation to all warrants, that the 
issuing authority must consider whether the warrant is proportionate 
having regard to the nature and gravity of the offence and the likely 
value of the information or evidence sought to be obtained, as well as 
the extent of possible interference with the privacy of third parties, 
noting that as drafted, these considerations only apply to network 
activity warrants 

In deciding whether to issue each of the warrants in the Bill, there are 
certain matters which the issuing authority must take into account. These 
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considerations have been specifically designed with regard to the objective 
and contemplated operation of each of the warrants. 

Proportionality test for data disruption warrants 

In order to issue a data disruption warrant, the Judge or AAT member 
must be satisfied that, amongst other things, the disruption of data 
authorised by the warrant is justifiable and proportionate with regard to 
the offences targeted. This is to ensure that in considering whether to 
issue the warrant, the issuing authority weighs up the benefits of targeting 
the particular offences that the proposed data disruption seeks to 
frustrate, with the likely effect that data disruption could have beyond 
frustrating those offences. Satisfaction that the execution of the warrant is 
justifiable assists in satisfying the requirement under international human 
rights law that the limitation on the right to privacy is reasonable and not 
arbitrary. 

A specific requirement that the issuing authority consider the privacy of 
third parties is not appropriate in the context of data disruption warrants, 
even though it is appropriate in the context of other electronic surveillance 
warrants the purpose of which is the gathering of evidence. Data 
disruption warrants are for the purpose of frustrating criminal activity, 
including preventing further harm to victims, stopping criminal offences 
occurring, and re-directing activity so that agencies can take appropriate 
action. It may not always be possible, at the time of applying for the 
warrant, for an agency to estimate the full extent to which activity 
required to undertake data disruption is likely to have an impact on third 
parties. In light of this, rather than providing for an express privacy 
consideration the Bill contains a mandatory condition that the issue of a 
data disruption warrant be justified and proportionate having regard to 
the offences targeted. To further ensure that these warrants are 
proportionate to the activity they authorise, the issuing authority must 
consider the existence of any alternative means of frustrating the criminal 
activity. 

There is no requirement that in considering whether to issue a data 
disruption warrant, the issuing authority take into account the likely 
evidentiary value (or intelligence value) of the information sought under 
the warrant. This is because data disruption warrants are not for the 
purposes of collecting evidence (or intelligence). Data disruption warrants 
are for the purposes of frustrating criminal offences. 

Proportionality test for network activity warrants 

In order to issue a network activity warrant, the Judge or MT member 
must consider whether the activities authorised by the warrant are 
proportionate to the likely value of intelligence to be collected, as well as 
the extent to which the warrant is likely to result in access to data of 
persons lawfully using a computer. The issuing authority must also 
consider the nature and gravity of the conduct constituting the kinds of 
offences in relation to which information will be obtained under the 
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warrant. The purpose of network activity warrants is to allow the AFP and 
ACIC to target the activities of criminal networks to discover the scope of 
criminal offending and the identities of the people involved. Due to the 
complexity of the threats posed by cyber-enabled crime, it is unlikely that 
agencies will know in advance the identity or location of the offenders 
involved in the commission of offences to which the network activity 
warrant is related. 

Network activity warrants are an intelligence collection tool and the 
information collected cannot be used in evidence in criminal proceedings. 
As such, the considerations for issue of a network activity warrant differ 
from those in relation to warrants that are issued for the purposes of 
gathering evidence (for example, computer access warrants in the SD Act). 
Intelligence collection by its nature is less targeted than evidence-
gathering. Using a network activity warrant, the AFP or ACIC may need to 
collect intelligence on a large number of unknown devices, the users and 
owners of which are not able to be identified or located, before seeking 
more targeted warrants that authorise gathering evidence (such as 
computer access warrants under the SD Act). It will be difficult, if not 
impossible, for an issuing authority to assess the privacy implications for 
multiple unknown persons to a sufficient degree to meet the threshold of 
a specific requirement to consider the privacy of third parties. Instead, the 
issuing authority must consider the extent to which the execution of a 
network activity warrant is likely to result in access to data of persons who 
are lawfully using a computer. The proportionality test requires that the 
issuing authority weigh up the anticipated value of the intelligence sought 
with the activities authorised by the warrant. This ensures that the issuing 
authority must balance the utility of the network activity warrant in 
obtaining information about the criminal network against the scale, scope 
and intrusiveness of the activities authorised by that warrant. To further 
ensure that these warrants are proportionate to the activity they 
authorise, the issuing authority must consider the existing of any 
alternative or less intrusive means of obtaining the information sought. 

Privacy consideration for account takeover warrants 

For account takeover warrants, the magistrate must consider the extent to 
which the privacy of any person is likely to be affected. An explicit privacy 
consideration is appropriate for the issue of account takeover warrants as 
it is a targeted evidence gathering power. This is consistent with the 
approach for existing electronic surveillance powers, such as those in the 
SD Act. 

When deciding whether to issue the warrant, the magistrate must also 
have regard to the nature and gravity of the alleged offence that founded 
the application for the warrant. This may involve consideration of the 
seriousness of the offence and the scale at which the offence has been, or 
will be, committed. Consideration of this matter ensures that the 
magistrate will be able to assess the reasonableness and proportionality of 
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executing the warrant in the circumstances. If the offence for which the 
warrant is sought is not sufficiently serious to justify the conduct of an 
account takeover warrant and its impact on privacy, the magistrate can 
decide not to issue the warrant. 

d. how the qualification that the statutory conditions do not limit the 
conditions to which a data disruption warrant or account takeover 
warrant may be subject would operate in practice. In particular, would 
this qualification allow an issuing authority to authorise an action that 
can only be executed in a manner that results in loss or damage to data 
or causes the permanent loss of money, digital currency or property 

The Bill provides for statutory conditions to which data disruption 
warrants and account takeover warrants must be subject. These 
conditions place limitations on the execution of the warrant. If the warrant 
is executed in a way that breaches the statutory condition then that 
conduct would be unlawful, as it is not supported by the warrant. As 
identified by the Committee, the Bill provides that the statutory conditions 
do not limit the conditions to which a data disruption warrant or an 
account takeover warrant may be subject. This refers to the ability of the 
issuing authority to specify any conditions subject to which things may be 
done under the warrant (subparagraph 27KD(1)(b)(ix) in the SD Act and 
subparagraph 3ZZUQ(1)(b)(ix) of the Crimes Act). The statutory conditions 
do not restrict the issuing authority's ability to prescribe additional 
conditions under those provisions, to which the execution of the warrant 
would then also be subject. 

As noted by the Committee, the statutory conditions provide that if loss or 
damage to data occurs during the execution of a warrant, the damage 
must be justified and proportionate to the offence being targeted by the 
warrant. Whether loss or damage that may possibly occur during 
execution of the warrant is justified and proportionate will need to be 
considered by the issuing authority on a case-by-case basis. Warrants must 
also not be executed in a manner that causes a person to suffer a 
permanent loss of money, digital currency or property (other than data). 
This is intended for an abundance of clarity about the scope of the 
warrants. Interference with a person's money, digital currency or property 
that is not data is not the intended purpose of either of these warrants. 
The issuing authority's ability to prescribe additional conditions does not 
allow authorisation of an action that can only be executed in a manner 
that results in loss or damage to data or causes the permanent loss of 
money, digital currency or property. 

e. whether all of the exceptions to the restrictions on the use, 
recording or disclosure of protected information obtained under the 
warrants are appropriate and whether any exceptions are drafted in 
broader terms than is strictly necessary 

All information collected under the warrants in this Bill is strictly 
protected. Information is broadly prohibited from being used or disclosed. 
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Where there are exceptions to that prohibition, those exceptions are 
necessary to enable the warrants to be effective, strong oversight and 
accountability mechanisms, proper and appropriate judicial processes to 
be carried out, information sharing necessary for agencies to carry out 
their functions, or in emergency circumstances. The ability to use and 
disclose information has been designed to be limited to only that which is 
necessary. 

Prohibition and offences 

The Bill classifies data disruption warrant information as 'protected 
information' under the existing provisions in the SD Act, which currently 
govern information collected under other warrants in that Act, for 
example, computer access warrants. 

Information gathered under an account takeover warrant is also classified 
as 'protected information'. This is a new concept in the Crimes Act 
introduced by the Bill, borrowing from the SD Act, so that account 
takeover warrant information is governed by the same prohibitions and 
exceptions as most information under the SD Act, including data disruption 
warrant information. 

There is also a prohibition on using and disclosing 'protected network 
activity warrant information', a new category of protected information 
introduced by the Bill into the SD Act. Protected network activity warrant 
information is information obtained under, or relating to, a network 
activity warrant including information obtained from the use of a 
surveillance device under a network activity warrant but not including 
information obtained through interception. This also includes any 
information that is likely to enable the identification of the criminal 
network of individuals, individuals in that network, computers used by that 
network, or premises at which computers used by that network are 
located. Information that was obtained in contravention of a requirement 
for a network activity warrant is also captured by this definition. 

A person commits an offence if he or she uses, records, communicates or 
publishes protected information or protected network activity warrant 
information except in very limited circumstances. The Bill also provides for 
an aggravated offence if this disclosure endangers the health or safety or 
any person or prejudices the effective conduct of an investigation. 

Exceptions - data disruption warrants and account takeover warrants 

The exceptions to the prohibition on using, recording, communicating or 
publishing information collected under a data disruption warrant and 
under an account takeover warrant are the same as exceptions in the SD 
Act that relate to existing warrants, such as computer access warrants. 

It is permitted to use, record , communicate, publish, and admit in 
evidence, protected information where necessary for the investigation of a 
relevant offence, a relevant proceeding, or the making of a decision as to 
whether or not to bring a prosecution for a relevant offence (amongst 
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other limited purposes). It is also permitted to use, record, communicate 
or publish protected information where that information has already been 
disclosed in proceedings in open court lawfully, and where the 
communication of the information is necessary to help prevent or reduce 
the risk of serious harm. 

Information collected under each of these warrants may also be shared 
with an intelligence agency if the information relates to a matter that is 
relevant to the agency's functions, and with a foreign country, the 
International Criminal Court, or a War Crimes Tribunal under international 
assistance authorisations, and also where authorised by the Mutual 
Assistance in Criminal Matters Act 1987 or the International Criminal Court 
Act 2002. It is essential that this information sharing is permitted, in order 
to facilitate investigations that involve other Australian agencies (for 
example conducting joint operations) and foreign jurisdictions. Further 
information is outlined below, as requested by the Committee, on the 
right to privacy, life and prohibition against torture or cruel, inhuman or 
degrading treatment or punishment, in the context of the Bill's framework 
for information sharing with foreign countries. 

Information may also be shared with the Ombudsman and the IGIS, and 
between those agencies to allow them to fulfil their oversight 
responsibilities in relation to the powers in the Bill. 

Exceptions - network activity warrants 

The exceptions to the general prohibition on using and disclosing 
protected network activity warrant information are configured differently 
to those relating to data disruption warrants and account takeover 
warrants. This is because, as network activity warrants are for intelligence 
purposes, they cannot be used to gather evidence in investigations, and 
the information collected generally cannot be adduced in evidence in a 
criminal proceeding. 

Protected network activity warrant information may be used or disclosed if 
necessary for collecting, correlating, analysing or disseminating, or the 
making of reports in relation to, criminal intelligence in the performance of 
the legislative functions of the AFP or the ACIC. The information can also 
be the subject of derivative use allowing it to be cited in an affidavit on 
application for another warrant (which will themselves contain protections 
on information gathered). This will assist in ensuring that network activity 
warrants can be useful in furthering investigations into criminal conduct 
made under subsequent warrants. 

Protected network activity warrant information cannot be used in 
evidence in criminal proceedings, other than for a contravention of the 
secrecy provisions that apply to this intelligence. This is important for 
ensuring that where a person has unlawfully used or disclosed this 
information, he or she may be effectively investigated and prosecuted for 
the offence. The information may also be disclosed for the purposes of the 
admission of evidence in a proceeding that is not a criminal proceeding. 
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This is intended to allow protected network activity warrant information to 
be used in other proceedings, such as those that question the validity of 
the warrant. Therefore, if a case is brought to challenge the decision to 
issue a warrant, there will be evidence which can be validly drawn upon. 
These exceptions are intended to protect the rights of persons who are the 
subject of, or whose information has been collected under, a network 
activity warrant. 

The ability to share information obtained under a network activity warrant 
with ASIO or an intelligence agency is intended to facilitate joint 
operations between the AFP and the ACIC and other members of the 
National Intelligence Community. These agencies currently conduct 
complex and interrelated intelligence operations, and may need to share 
information to support activities within their respective functions, in 
particular those in relation to safeguarding national security. For example, 
information collected under a network activity warrant about a terrorist 
organisation may be shared with ASIO if related to ASIO's functions. 
Information held by ASIO and intelligence agencies, including information 
obtained under a network activity warrant that is then communicated to 
those agencies, is protected by strict use and disclosure provisions in the 
Australian Security Intelligence Organisation Act 1979 and Intelligence 
Services Act 2001. 

To ensure compliance with reporting and record-keeping requirements, 
the Bill provides that protected network activity warrant information may 
be used or disclosed for the purpose of keeping records and making 
reports by the AFP and the ACIC in accordance with the obligations 
imposed by the Bill. Information may also be shared with the Ombudsman 
and the IGIS, and between those agencies to allow them to fulfil their 
oversight responsibilities in relation to the powers in the Bill. These 
exceptions are important to facilitate effective oversight of the AFP and 
the ACIC and protect the rights of persons who are the subject of, or 
whose information has been collected under, a network activity warrant. 
Information held by the Ombudsman and IGIS, including information 
obtained under a network activity warrant that is then communicated to 
those bodies, is protected by strict use and disclosure provisions in the 
Ombudsman Act 1976 and Inspector-General of Intelligence and Security 
Act 1986. 

f. why the bill does not include provision for public interest monitors 
or a similar safeguard to protect the rights of the affected person in 
warrant application and review proceedings 

Consistent with covert powers available to the AFP and the ACIC under 
existing legislation, the Bill does not make provision for public interest 
monitors to assess applications for warrants before they can be issued. In 
particular, this is in accordance with the approach for surveillance device 
warrants and computer access warrants in the SD Act. At present, public 
interest monitors recognised under the TIA Act only exist within Victoria 
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and Queensland, as a corollary of Victorian and Queensland legislation 
that established those offices within those jurisdictions, for functions that 
include but are not limited to considering Victorian and Queensland 
agency applications for interception warrants. These authorities perform 
an oversight role of their jurisdiction's law enforcement agencies when 
applying for interception warrants. The Commonwealth, and other States 
and Territories, have not legislated for this office within their jurisdictions. 

To protect the rights of an affected person, the warrants in the Bill are 
supported by a range of safeguards, stringent thresholds and oversight 
arrangements which ensure that they may only be sought where 
reasonable, proportionate and necessary. 

Each of the warrants can only be applied for by the AFP or the ACIC on the 
basis of a link to serious offending. Specifically, the warrants must be 
sought in respect of relevant offences, that is, generally offences 
punishable by a maximum term of imprisonment of three years or more. 
This threshold limits the availability of data disruption warrants, network 
activity warrants and account takeover warrants to serious crimes, such as 
terrorism, child exploitation and drugs and firearms trafficking. 

All of the warrants in the Bill must be sought by way of application to a 
judicial officer or AAT member, who may grant the warrant sought if they 
are satisfied that there are reasonable grounds for the suspicion founding 
the application for each warrant. Oversight of decisions to apply for 
warrants by judicial officers and AAT members provides for independent 
scrutiny of the warrant application and satisfaction of reasonableness and 
proportionality. 

As described above, a key matter that the issuing authority is required to 
take into account in deciding whether to issue each of the warrants is 
consideration of proportionality. The issuing of a data disruption warrant 
or network activity warrant must meet a proportionality test. This is to 
ensure that the use of these warrants is proportionate to the alleged or 
suspected offending in all circumstances. An explicit privacy consideration 
is included for the issue of account takeover warrants as it is a targeted 
evidence gathering power. 

Central amongst other considerations that issuing authorities must take 
into account is consideration of the existence of any alternative means of 
achieving the objective of the warrant. These safeguards are particularly 
important for ensuring that avenues of investigation, information 
collection or disruption that are less intrusive on privacy are considered. 
This ensures that, where there are narrower activities that involve a more 
targeted approach, this will be taken into account by the issuing authority. 

Moreover, decisions made in regard to the issue of warrants in the Bill can 
be challenged through judicial review. Australian courts will retain their 
jurisdiction to review administrative decisions, including any decision to 
issue a warrant, through the original jurisdiction of the High Court of 
Australia and under the ADJR Act. This will ensure that an affected person 
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has an avenue to challenge the decisions to issue warrants made by issuing 
authorities. The availability of judicial review is discussed in further detail 
below. 

As with other evidence-gathering powers in the SD Act and Crimes Act, the 
Commonwealth Ombudsman will have oversight of the use of data 
disruption warrants and account takeover warrants by the AFP and the 
ACIC. The Bill provides for oversight of network activity warrants by the 
Inspector General of Intelligence and Security. The IGIS will be empowered 
to review the activities of the AFP and the ACIC in relation to network 
activity warrants for legality, propriety and consistency with human rights. 
This is consistent with the IGIS's oversight of other agencies' intelligence 
collection powers. 

g. why the chief officer is not required to review the continued need 
for the retention of records or reports comprising protected information 
on a more regular basis than every five years 

Records comprising protected information in the Bill must be destroyed as 
soon as practicable if the material is no longer required, and at most 
within five years of the material no longer being required (unless a 
relevant officer certifies certain matters that go to the need to keep the 
material for ongoing activity). As noted by the Committee, the chief officer 
of the AFP or the ACIC must ensure that information obtained under each 
of these warrants is kept in a secure place that is not accessible to people 
who are not entitled to deal with the record or report. This is consistent 
with existing recordkeeping and destruction obligations in relation to 
surveillance device warrants and computer access warrants in the SD Act. 

As with information collected under existing warrants in the SD Act, the 
ability to retain information for five years reflects the fact that some 
investigations and operations are complex and run over a long period of 
time. Requiring the security and destruction of records ensures that the 
private data of individuals accessed under a warrant is only handled by 
those with a legitimate need for access, and is not kept in perpetuity 
where there is not a legitimate reason for doing so. The Ombudsman and 
IGIS are empowered to assess compliance with record-keeping and 
destruction requirements as part of their oversight of powers in the Bill. 

Right to an effective remedy 

a. whether a person who was the subject of a warrant will be made 
aware of that after the investigation has been completed 

In accordance with existing practice for covert powers under 
Commonwealth legislation, persons of interest or those who are subject to 
the new covert warrants in the Bill do not have to be notified of the use of 
powers against them unless there is a specific requirement under law to 
do so. This is consistent practice for covert warrants under the SD Act and 
other Commonwealth legislation that confers covert powers upon law 
enforcement and security agencies, such as the TIA Act. 
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If a person were to become aware of the use of a covert warrant while an 
investigation or operation is ongoing, this could place law enforcement 
outcomes at risk by tipping off those engaging in criminal conduct about 
the investigation or operation and, potentially, the capabilities and 
methodologies being employed. Notifying a person after the conclusion of 
an investigation or operation can also have significant ramifications for 
future law enforcement methodologies and the legitimate need to keep 
technical capabilities that relate to electronic surveillance confidential. 

Public disclosure of the details of a covert warrant or the information 
collected under it may reveal to criminal entities and organisations that 
using that particular service is subject to, or could be subject to, electronic 
surveillance. For example, knowing that a certain website or forum is being 
monitored under a network activity warrant may mean that many months 
or years of law enforcement efforts to penetrate criminal networks (such 
as online child sexual abuse groups) can be lost. This ultimately reduces 
the effectiveness of the AFP and the ACIC to keep the Australian 
community safe from serious online crime. 

Even where the subject of a warrant has been cleared of any criminal 
activity, this does not necessarily reduce the risk that the disclosure may 
impact future law enforcement methodologies and protection of technical 
capabilities. For example, the person who holds the account subject to an 
account takeover warrant could inadvertently jeopardise future law 
enforcement investigations by publicly announcing they were subject to 
the warrant in relation to an account on a particular electronic service. 

While the Government acknowledges that the use of a covert warrant will 
impact a person's privacy, this limitation is reasonable, necessary and 
proportionate in order to safeguard the Australian community from 
serious crime. These measures are balanced with strict safeguards, 
including restrictions on the use and disclosure of information obtained 
under a warrant, and robust oversight and reporting requirements. In 
particular, the Commonwealth Ombudsman and the IGIS will inspect and 
review agencies' use of the warrants in the Bill. 

b. if not, how such a person would effectively access a remedy for any 
violation of their right to privacy 

Although a person would not be notified that data relating to them has 
been obtained under a warrant in the Bill, measures are in place to protect 
an individuals' right to privacy and right to an effective remedy. The Bill 
balances the impact on privacy and the covert nature of powers by 
ensuring independent authorisation of warrants, as well as effective 
oversight, record-keeping and reporting. In particular, there is aggregated 
public annual reporting on the AFP and ACIC's use of powers in the Bill. 

Importantly, a person who is the subject of a warrant can challenge 
decisions made in regard to data disruption warrants, network activity 
warrants and account takeover warrants through judicial review. As these 
are covert powers, in practice the challenge to these decisions will likely 
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only be if and when the particular investigation has become overt. For 
example, a person who is the subject of a warrant may become aware of 
this during the preparation for or conduct of criminal proceedings. 

To make information available in order to bring about such a challenge, 
the Bill ensures that, although network activity warrants are not for 
evidence collection and therefore there are strict prohibitions on adducing 
that information in evidence in proceedings, information obtained under a 
network activity warrant may be admitted into evidence in proceedings 
that are not criminal proceedings. This is an important exception to the 
general secrecy provisions that apply to covert intelligence gathering 
activities. The Bill also applies the same exception to information gathered 
under an account takeover warrant. 

Australian courts will retain their jurisdiction to review administrative 
decisions, including any decision to issue a warrant, through the original 
jurisdiction of the High Court of Australia and in the Federal Court of 
Australia by operation of subsection 39B(1) of the Judiciary Act 1903. This 
will ensure that an affected person has an avenue to challenge the 
decisions to issue warrants made by issuing authorities. The availability of 
judicial review is discussed in further detail below. 

As outlined above, decisions made under the SD Act and the Crimes Act 
are not exempt from judicial review under the ADJR Act. The Bill does not 
seek to depart from this precedent for the three new warrant it 
introduces. The human rights compatibility statement in the explanatory 
memorandum supporting the Bill will be amended to reflect this. 

While judicial review is available, agency decisions to exercise a power and 
issuing authority decisions to issue warrants are not subject to merits 
review. This is consistent with longstanding principles and practice relating 
to national security legislation and powers.29 However, a defendant may 
seek to challenge evidence obtained under a warrant, should this evidence 
be used in the course of an eventual prosecution. 

The use of powers in the Bill will be independently overseen by the 
Commonwealth Ombudsman (for data disruption warrants and account 
takeover warrants) and the IGIS (for network activity warrants). While this 
is not a merits review process, these oversight bodies play an important 
role in auditing and inspecting the records of agencies which increases 
transparency and accountability, and monitors and encourages compliance 
with the legislative requirements in the Bill. 

 
29  Decisions of a law enforcement and national security nature were identified by the 

Administrative Review Council in its publication 'What decisions should be subject to merits 
review as being unsuitable for merits review'. 
https://www.arc.ag.gov.au/Publications/Reports/Pages/Downloads/Whatdecisionsshouldbes
ubjecttomeritreview 1999.aspx 
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Concluding comments 
International human rights legal advice 

Right to privacy 

2.66 Noting that the measure pursues the legitimate objectives of protecting 
national security, ensuring public safety and addressing online crime, the key 
question is whether the measure is proportionate to achieving these objectives. Of 
particular relevance in assessing proportionality is whether the measure is: 
accompanied by sufficient safeguards, only as extensive as is strictly necessary and 
the least rights restrictive means of achieving the stated objectives.30 European Court 
of Human Rights case law offers some useful guidance as to 'minimum safeguards 
that should be set out in law to avoid abuses of power' in the context of secret 
measures of surveillance.31 Such safeguards include: 

the nature of offences which may give rise to an interception order; the 
definition of the categories of people liable to have their telephones 
tapped; a limit on the duration of telephone tapping; the procedure to be 
following for examining, using and storing the data obtained; the 
precautions to be taken when communicating the data to other parties; 
and the circumstances in which recordings may or must be erased or 
destroyed.32 

2.67 The European Court of Human Rights has reiterated the 'importance of 
adequate legislation of sufficient safeguards in the face of the authorities' enhanced 
technical possibilities to intercept private information' and collect masses of data.33 
The preliminary analysis noted that the bill contains a number of important 
safeguards, including some of the minimum safeguards identified by the European 
Court of Human Rights, that assist with the proportionality of the measure.34 

 
30  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 

[73]: the Court held that the test of strict necessity is to be applied in the context of secret 
surveillance, stating that 'given the particular character of the interference in question and the 
potential of cutting-edge surveillance technologies to invade citizens' privacy, the Court 
considers that the requirement "necessary in a democratic society" must be interpreted in this 
context as requiring "strict necessity"'. The Court further stated that a secret surveillance 
measure must be strictly necessary in two aspects: for safeguarding democratic institutions 
and for obtaining vital intelligence in an individual operation. 

31  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 
[56]–[57]. 

32  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 
[56]. 

33  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 
[68]. 

34  See Parliamentary Joint Committee on Human Rights, Report 1 of 2021 (3 February 2021), 
pp. 20–43. 
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However, questions were raised as to whether some of these safeguards would be 
adequate in all circumstances. The adequacy of those safeguards is assessed below in 
light of the minister's advice. 

Issuing authority 

2.68 Regarding the conferral of power to members of the AAT to issue a data 
disruption warrant and a network activity warrant, the minister stated that the 
issuing authority should not be limited to only judicial authority, but should include 
nominated AAT members, in line with existing legislation. The minister stated that 
AAT members issue similar warrants under existing legislation and thus have the 
skills and experience to assess applications for data disruption and network activity 
warrants and to make independent decisions about compliance of those applications 
with the bill. Regarding the independence of the AAT, the minister acknowledged 
that the AAT is not independent of government in the same way that the judiciary is, 
but that its independence arises from its role in reviewing the merits of 
administrative decisions made under Commonwealth laws as well as the fact that 
members can only be terminated by the Governor-General on specific grounds. The 
minister further noted that the power to issue warrants is conferred on AAT 
members in their personal capacity acting as independent decision-makers rather 
than exercising formal judicial or administrative powers. Finally, the minister stated 
that there is no requirement under international human rights law for Australia to 
specify a judicial authority to authorise investigatory powers, as reflected in existing 
legislation dealing with surveillance warrants. 

2.69 While not an absolute requirement, judicial authorisation of surveillance 
activities is considered 'best practice' in international human rights law 
jurisprudence.35 Indeed, the European Court of Human Rights has held that 'judicial 
control [offers] the best guarantees of independence, impartiality and a proper 
procedure'36 and that 'control by an independent body, normally a judge with special 
expertise, should be the rule and substitute solutions the exception, warranting close 

 
35  See Case of Big Brother Watch and Others v The United Kingdom, European Court of Human 

Rights, Application nos. 58170/13, 62322/14 and 24960/15 (2019) [320]. See also Roman 
Zakharov v Russia, European Court of Human Rights, Grand Chamber, Application no. 
47143/06 (2015) [233]; Klass and Others v Germany, European Court of Human Rights, 
Application no. 5029/71 (1978) [55]; Szabó and Vissy v Hungary, European Court of Human 
Rights, Application no. 37138/14 (2016) [77]. 

36  Roman Zakharov v Russia, European Court of Human Rights, Grand Chamber, Application no. 
47143/06 (2015) [233]. See also Klass and Others v Germany, European Court of Human 
Rights, Application no. 5029/71 (1978) [55]: ‘The rule of law implies, inter alia, that an 
interference by the executive authorities with an individual’s rights should be subject to an 
effective control which should normally be assured by the judiciary, at least in the last resort, 
judicial control offering the best guarantees of independence, impartiality and a proper 
procedure’. 
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scrutiny'.37 The United Nations (UN) Human Rights Committee has also 
recommended that States parties provide for 'judicial involvement in the 
authorization or monitoring of surveillance measures' and consider establishing 
'strong and independent oversight mandates with a view to preventing abuses'.38 
Noting that the proposed issuing authority for data disruption and network activity 
warrants includes a nominated AAT member, it is necessary to closely scrutinise 
whether it is appropriate in the circumstances to entrust supervisory control to a 
non-judicial officer. A key consideration in this regard is whether the issuing 
'authority is sufficiently independent from the executive'.39 The fact that AAT 
members are the issuing authority under existing legislation is not an adequate 
justification to depart from best practice under international human rights law. 

2.70 There remain concerns that AAT members do not have all the necessary 
attributes of a permanent independent judicial authority.40 AAT members do not 
have security of tenure, with each term of appointment being for a period of at most 
seven years, although members may be eligible for re-appointment.41 In another 
context, the UN Human Rights Committee has recognised security of tenure as an 
important attribute of judicial independence.42 The fact that AAT members are 
conferred power in their personal capacity and may only be terminated by the 
Governor-General on specific grounds does not alleviate concerns that AAT members 
have weaker credentials for independence than judges. Additionally, AAT members 
generally do not have the same level of expertise as judges, with potentially only five 

 
37  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 

[77]. 

38  UN Committee on Human Rights, Concluding observations on the fourth periodic report of the 
United States of America, CCPR/C/USA/CO/4 (2014) [22]. See also UN Special Rapporteur on 
the right to privacy, Draft Legal Instrument on Government-led Surveillance and Privacy, 
Version 0.6 (2018), p. 16. 

39  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 
[77]. 

40  See United Nations Special Rapporteur on the right to privacy, Draft Legal Instrument on 
Government-led Surveillance and Privacy, Version 0.6 (2018), p. 16: the UN Special Rapporteur 
on the right to privacy stated that where domestic law provides for the use of surveillance 
systems, the law shall 'provide that the individual concerned is likely to have committed a 
serious crime or is likely to be about to commit a serious crime and in all such cases such 
domestic law shall establish that an independent authority, having all the attributes of 
permanent independent judicial standing, and operating from outside the law enforcement 
agency or security or intelligence agency concerned, shall have the competence to authorise 
targeted surveillance using specified means for a period of time limited to what may be 
appropriate to the case'. 

41  Administrative Appeals Tribunal Act 1975, section 8. 

42  United Nations Human Rights Committee, General Comment No. 32. Article 14: Right to 
equality before courts and tribunals and to a fair trial (2007) [19]. 
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years' experience as a legal practitioner.43 Noting the expansive powers that the bill 
seeks to introduce and the likely significant interference with the right to privacy 
arising from the exercise of these powers, there are serious concerns that the right 
to privacy may not be adequately safeguarded by conferring AAT members with the 
power to issue data disruption and network activity warrants. 

Mandatory considerations prior to issuing warrants 

2.71 The preliminary analysis noted that a number of the mandatory 
considerations that issuing authorities would be required to have regard to prior to 
issuing a warrant would likely serve as important safeguards to mitigate the risk of 
arbitrary interference with the right to privacy. The requirements to consider the 
extent to which the privacy of any person would likely be affected, including the 
privacy of third parties, and whether the warrant is proportionate having regard to 
the nature and gravity of the offence, were highlighted as having particular 
safeguard value. As such, further information was sought as to why these 
considerations were not mandatory with respect to all warrants, noting that certain 
mandatory considerations would only apply to specific warrants.  

2.72 The minister noted that the considerations specified in relation to each 
warrant were specifically designed with regard to the objective and contemplated 
operation of each of the warrants. Regarding the data disruption warrant, the 
minister stated that a requirement to consider privacy, particularly with respect to 
third parties, is not appropriate, notwithstanding that it is appropriate in the context 
of other evidence gathering electronic surveillance warrants. The minister explained 
that the purpose of a data disruption warrant is to frustrate criminal activity and that 
it may not always be possible, at the time of applying for a warrant, for agencies to 
estimate the full extent to which the activity authorised by the warrant may impact 
the privacy of third parties. As such, rather than providing for an express privacy 
consideration in relation to the data disruption warrant, the bill requires that the 
issuing authority must be satisfied that, amongst other things, the disruption of data 
authorised by the warrant is justifiable and proportionate having regard to the 
offences targeted, as well consideration of any alternative means of frustrating the 
offences. The minister stated that this proportionality requirement ensures the 
issuing authority weighs the benefits of targeting the particular offences with the 
likely effect that the warrant could have beyond frustrating those offences. 
Additionally, the minister stated that the likely value of the information sought is not 
relevant with respect to data disruption warrants because the purpose is to frustrate 
crime, not to collect evidence or intelligence. 

 
43  AAT members must have been enrolled as a legal practitioner for at least 5 years or in the 

opinion of the Governor-General, have special knowledge and skills relevant to their duties as 
either a Deputy President, senior member or member: Administrative Appeals Tribunal Act 
1975, section 7. 
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2.73 Regarding network activity warrants, the minister stated that the purpose of 
these warrants is to gather intelligence, and this, by its nature, is less targeted than 
evidence-gathering. The minister noted that the AFP or ACIC may need to use a 
network activity warrant to collect intelligence on a large number of unknown 
devices, the users and owners of which are not able to be identified or located, 
before seeking more targeted warrants that authorise gathering evidence. As such, 
the minister stated that it will be difficult, if not impossible, for an issuing authority 
to assess the privacy implications for multiple unknown persons to a sufficient 
degree to meet the threshold of a specific requirement to consider the privacy of 
third parties. Instead, the minister noted that the issuing authority must have regard 
to the extent to which the execution of the network activity warrant is likely to result 
in access to data of persons lawfully using a computer; questions of proportionality; 
and any alternative, or less intrusive, means of obtaining the information.  

2.74 The proportionality of the measure is assisted by the requirement to 
consider the existence of any alternative or less intrusive means of achieving the 
objective of the warrants, and the requirement that the warrants be justifiable and 
proportionate having regard to the offences (in the case of data disruption warrants) 
or the likely intelligence value of information sought to be obtained (in the case of 
network activity warrants). However, noting the very broad range of activities that 
may be authorised by the warrants, including adding, copying, deleting or altering 
personal data, intercepting passing communications and using a surveillance device, 
and as a consequence, the substantial interference with the right to privacy, it 
remains unclear why privacy, including with respect to third parties, is not a 
mandatory consideration in relation to data disruption and network activity 
warrants. Although it may be difficult to estimate the full extent to which the privacy 
of all persons is likely to be affected by the warrants, this is not an adequate 
justification for excluding privacy entirely as a consideration to which the issuing 
authority must have regard. It is noted that other covert powers and surveillance 
warrants require privacy to be considered by the issuing authority.44 

2.75 Additionally, without requiring the issuing authority to consider the extent to 
which the activities authorised by the warrants would interfere with the right to 
privacy, it is difficult to assess whether the measure is sufficiently circumscribed and 
the potential interference with privacy is only as extensive as is strictly necessary. In 
the context of mass surveillance and other broad measures to collect and retain 
communications data of large populations, the European Court of Human Rights has 
emphasised the importance of precisely circumscribing the extent of interference 

 
44  See eg Surveillance Devices Act 2004, section 16(2)(c) with respect to a surveillance device 

warrant and section 27C(2)(c) with respect to a computer access warrant; 
Telecommunications (Interception and Access) Act 1979, section 46(2)(a) with respect to a 
telecommunications service warrant and section 46A(2)(a) with respect to a named person 
warrant. 
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with fundamental rights, notably the right to privacy, to ensure that the interference 
is limited to what is strictly necessary.45 Where a measure applies to a broad range of 
'persons for whom there is no evidence capable of suggesting that their conduct 
might have a link, even an indirect or remote one, with serious crime', the European 
Court of Human Rights has held that the consequent interference with privacy may 
not be limited to what is strictly necessary.46 In the case of network activity warrants 
in particular, there is a risk that interference with privacy may not be limited to what 
is strictly necessary in all circumstances. This is because the warrant would apply to a 
large number of unknown persons for whom there may not be evidence to suggest a 
direct link to crime. Indeed, the bill provides that it is immaterial whether the 
identities of the individuals in the group or the details of the relevant offences can be 
ascertained.47 

2.76 Regarding account takeover warrants, while the issuing authority must have 
regard to privacy, they are not required to expressly consider whether the warrant is 
proportionate. The minister stated that the issuing authority must have regard to the 
nature and gravity of the alleged offence, and this consideration may involve an 
assessment of the seriousness and scale of the offence and the reasonableness and 
proportionality of executing the warrant in the circumstances. The minister noted 
that if the offence for which the warrant is sought is not sufficiently serious to justify 
the activities authorised by the warrant and its impact on privacy, the issuing 
authority may not issue the warrant. While the issuing authority may 
consider proportionality when having regard to the matters specified in proposed 
subsection 3ZZUP(2), it is not a legislative requirement to do so. An express 
consideration of whether the warrant is proportionate having regard to the matters 
set out in proposed subsection 3ZZUP(2) would strengthen this safeguard. 
Considering the proportionality of the warrant having regard to the nature and 

 
45  Digital Rights Ireland Ltd v Ireland, European Court of Human Rights (Grand Chamber), Joined 

Cases C-293/12 and C-594/12 (2014) [65]. More generally, at [54], the Court stated that 'the 
EU legislation in question must lay down clear and precise rules governing the scope and 
application of the measures in question and imposing minimum safeguards so that the 
persons whose data have been retained have sufficient guarantees to effectively protect their 
personal data against the risk of abuse and against any unlawful access and use of that data'.  

46  Digital Rights Ireland Ltd v Ireland, European Court of Human Rights (Grand Chamber), Joined 
Cases C-293/12 and C-594/12 (2014) [58]: regarding whether the interference caused by 
European Union Directive 2006/24, which authorised the collection and retention of 
communications data of 'practically the entire European population', was limited to what was 
strictly necessary, the Court stated that the Directive 'affects, in a comprehensive manner, all 
persons using electronic communications services, but without the persons whose data are 
retained being, even indirectly, in a situation which is liable to give rise to criminal 
prosecutions. It therefore applies even to persons for whom there is no evidence capable of 
suggesting that their conduct might have a link, even an indirect or remote one, with serious 
crime'.    

47  Schedule 2, item 8, proposed subsection 7A(2). 



Report 3 of 2021 Page 89 

Surveillance Legislation Amendment (Identify and Disrupt) Bill 2020 

gravity of the offence is particularly important given that the warrants relate to a 
broad range of offences, not merely limited to those offences that would be 
considered serious crime.48 

Statutory limits on interference with data and property  

2.77 As noted in the preliminary analysis, the statutory limits on interference with 
data and property and the additional statutory conditions with respect to data 
disruption and account takeover warrants requiring that loss or damage to data in 
the execution of the warrants be justified and proportionate, would appear to be 
important safeguards against arbitrary interference with privacy. However, questions 
were raised as to whether the strength of this safeguard would be weakened by the 
qualification that the statutory conditions do not limit the conditions to which a 
warrant may be subject. The minister stated that the statutory conditions place 
limitations on the execution of the warrant and if the warrant is executed in a way 
that breaches these conditions, then that conduct would be unlawful. The minister 
clarified that the statutory conditions do not restrict the issuing authority's ability to 
prescribe additional conditions under those provisions, to which the execution of the 
warrant would then also be subject. The minister noted that the issuing authority's 
ability to prescribe additional conditions does not allow authorisation of an action 
that can only be executed in a manner that results in loss or damage to data or 
causes the permanent loss of money, digital currency or property. Based on the 
minister's advice, it appears that while the statutory conditions do not, by 
implication, limit the issuing authority's ability to prescribe conditions, the issuing 
authority is not authorised to prescribe a condition which could only be executed in a 
manner that results in loss or damage to data or causes the permanent loss of 
money, digital currency or property. On this basis, it appears that the statutory 
qualification would not lessen the effectiveness of this safeguard in practice. Noting 
the complexity of this provision, it would assist with statutory interpretation if the 
explanatory memorandum were updated to reflect the minister's advice.49 

Restrictions on the use and disclosure of protected information 

2.78 The preliminary analysis noted that restrictions regarding the use and 
disclosure of protected information and the prohibition of unauthorised use or 
disclosure of protected information may operate as an important safeguard. 
However, questions were raised as to whether this safeguard is weakened by the 
broad range of exceptions to the statutory protections contained in the bill.  

2.79 The minister stated that the exceptions are necessary to enable the warrants 
to be effective, and the ability to use and disclose information is limited to only that 

 
48  A relevant offence is an offence which carries a maximum sentence of imprisonment of 3 

years or more: Surveillance Devices Act 2004, section 6.  

49  Acts Interpretation Act 1901, section 15AB(2)(e). 
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which is necessary. The minister noted that protected information collected under 
each of the warrants may be shared with an intelligence agency if the information 
relates to a matter that is relevant to the agency's functions, as well as with a foreign 
country and international criminal bodies. The minister stated that such exceptions 
to the restrictions on disclosure of protected information are essential to facilitate 
joint operations and investigations that involve multiple Australian and/or foreign 
agencies. 

2.80 As noted in the preliminary analysis, some of these exceptions, particularly 
those which allow protected information to be disclosed to intelligence agencies, 
including in foreign countries, would appear to be broadly framed, thereby creating a 
risk that information obtained under a warrant for a specified purpose may be 
shared for other broader purposes, potentially unrelated to the objectives of the bill. 
The European Court of Human Rights has highlighted the importance of external 
supervision and remedial measures in the context of governments 'transferring and 
sharing amongst themselves intelligence retrieved by virtue of secret surveillance'.50 
The Court found 'external, preferably judicial, a posteriori control of secret 
surveillance activities, both in individual cases and as general supervision' to be of 
particular importance.51 It observed: 

The significance of this control cannot be overestimated in view of the 
magnitude of the pool of information retrievable by the authorities 
applying highly efficient methods and processing masses of data, 
potentially about each person, should he be, one way or another, 
connected to suspected subjects or objects of planned terrorist attacks.52 

2.81 The bill does not contain such a control mechanism whereby an 
independent, preferably judicial, authority has oversight or control over the 
provisions which authorise the onwards disclosure of protected information. Noting 
that the exceptions allow for the onwards disclosure of a potentially expansive scope 
of protected information to a broad range of agencies, there are concerns that some 
of the exceptions may be drafted in broader terms than is strictly necessary, thus 
weakening the safeguard value of provisions restricting the use and disclosure of 
protected information. The potential implications on the right to life and the 
prohibition against torture or cruel, inhuman or degrading treatment or punishment 
arising from information sharing provisions are further discussed below at paragraph 
[2.121] onwards. 

 
50  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 

[78]. 

51  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 
[79]. 

52  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 
[79]. 
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Storage and destruction of protected information 

2.82 The minister noted that records comprising protected information must be 
destroyed as soon as practicable if the material is no longer required, and at most 
within five years of the material no longer being required, unless the material is 
required to be kept for ongoing activity. The minister stated that the ability to retain 
information for five years reflects the fact that some investigations and operations 
are complex and run over a long period of time. The minister also noted that 
requiring the security and destruction of records ensures that the private data of 
individuals accessed under a warrant is only handled by authorised persons and is 
not kept in perpetuity without a legitimate reason. 

2.83 As noted in the preliminary analysis, the requirement that protected 
information be securely stored and destroyed within a specified period of time may 
operate as a safeguard against arbitrary interference with privacy. However, it 
remains unclear whether the time limit of five years is an appropriate period of time 
for the purposes of operating as an effective safeguard.53 While some investigations 
may be complex and protracted and so require records to be retained for a longer 
period of time, other investigations may not be and thus regular review of the need 
to retain records is important to ensure that records are destroyed as soon as 
practicable and not retained for the maximum period of five years by default. It 
seems that requiring the chief officer to more regularly review the continued need 
for the retention of records or reports would be a less rights restrictive approach, 
noting that the retention of protected information collected under the warrants is in 
itself an interference with the right to privacy. 

Oversight frameworks and access to review 

2.84 Regarding oversight frameworks, the minister stated that the 
Commonwealth Ombudsman will have oversight of the use of data disruption and 
account takeover warrants and the Inspector-General of Intelligence and Security 
(IGIS) will have oversight of the use of network activity warrants. In relation to the 
latter, the minister stated that the IGIS will be empowered to review the AFP or ACIC 
activities to ensure they are legal, proper and consistent with human rights. 
Protected information may be disclosed to IGIS for the purposes of the IGIS official 
exercising powers, or performing functions or duties, as an IGIS official.54 The 

 
53  In Roman Zakharov v Russia, the European Court of Human Rights held that the ‘six-month 

storage time-limit set out in Russian law for such data reasonable. At the same time, it 
deplore[d] the lack of a requirement to destroy immediately any data that are not relevant for 
the purpose for which they have been obtained…the automatic storage for six months of 
clearly irrelevant data cannot be considered justified under Article 8’: Roman Zakharov v 
Russia, European Court of Human Rights, Grand Chamber, Application no. 47143/06 (2015) 
[254]. 

54  Schedule 1, item 35, proposed subsection 45(6A); Schedule 3, item 4, proposed section 
3ZZVH(5). 
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availability of oversight by the Commonwealth Ombudsman and IGIS may serve as an 
important safeguard against arbitrary and unlawful interference with privacy. As 
recommended by the UN Special Rapporteur on the promotion and protection of 
human rights and fundamental freedoms while countering terrorism, 'there must be 
no secret surveillance system that is not under review of an independent oversight 
body and all interferences must be authorised through an independent body'.55 

2.85 However, the strength of these oversight frameworks will depend on the 
broader legislative context. In the case of this bill, the IGIS has raised concerns that 
there may be challenges in effectively exercising its oversight functions in practice. 
The IGIS stated that: 

effective oversight is more readily achieved where the scope and content 
of intelligence or law enforcement powers are articulated clearly and fully 
on the face of the legislation and where consistency is sought, where 
possible, across like regimes. This is especially so in respect of coercive or 
covert powers.56 

2.86 In the case of this bill, the IGIS has stated that the cascading definitions in 
relation to network activity warrants are 'complex and potentially unclear in scope'.57 
For example, there is discrepancy between the definitions of a 'criminal network of 
individuals' and an 'electronically linked group of individuals'.58 There is also no 
requirement that the identities of the individuals in the group, the details of the 
relevant offences or the target computer and its location be known and specified for 
the purpose of applying for a network activity warrant.59 The IGIS has noted that 
these 'complex and potentially unclear' definitions 'could create challenges for IGIS 
oversight, including in determining the legality and propriety of particular action 
purportedly taken pursuant to a warrant'.60 Additionally, in relation to ensuring the 
conduct of agencies pursuant to a network activity warrant is consistent with human 
rights, the IGIS noted that given the absence of privacy as an express consideration in 

 
55  UN Human Rights Council, Report of the Special Rapporteur on the promotion and protection 

of human rights and fundamental freedoms while countering terrorism, A/HRC/13/37 (2009) 
[62]. 

56  Inspector-General of Intelligence and Security, Submission 18, p. 8 to the Parliamentary Joint 
Committee on Intelligence and Security, Review of the Surveillance Legislation Amendment 
(Identify and Disrupt) Bill 2020. 

57  Inspector-General of Intelligence and Security, Submission 18, p. 9 to the Parliamentary Joint 
Committee on Intelligence and Security, Review of the Surveillance Legislation Amendment 
(Identify and Disrupt) Bill 2020. 

58  Schedule 2, item 3, amended subsection 6(1) and item 8, proposed section 7A. 

59  Schedule 2, item 8, proposed subsection 7A(2) and item 9, proposed subsection 27KK(2). 

60  Inspector-General of Intelligence and Security, Submission 18, p. 9 to the Parliamentary Joint 
Committee on Intelligence and Security, Review of the Surveillance Legislation Amendment 
(Identify and Disrupt) Bill 2020. 
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proposed subsection 27KM(2), it is unclear the 'extent to which the right to privacy is 
intended to guide the use of network activity warrants'.61 The IGIS further noted the 
absence of a maximum timeframe within which a report must be provided to the 
minister.62 These comments by the IGIS suggest that while the proposed oversight 
framework has potential safeguard value, its effectiveness in practice will depend on 
the clarity, precision and scope of the legislation. 

2.87 Regarding availability of review, the minister stated that Australian courts 
will retain their jurisdiction to review administrative decisions, including any decision 
to issue a warrant, through the original jurisdiction of the High Court of Australia and 
in the Federal Court of Australia.63 The minister noted that the bill does not exclude 
judicial review under the Administrative Decisions (Judicial Review) Act 1977, 
advising that the statement of compatibility was incorrect and will be amended 
accordingly. The minister stated that judicial review will ensure that an affected 
person has an avenue to challenge any decision to issue a warrant. The minister also 
noted that oversight of applications for warrants by either a judge, AAT member or 
magistrate ensures independent scrutiny of warrant applications.   

2.88 While judicial review of a decision to issue a warrant is available, external 
merits review is not. Judicial review in Australia represents a limited form of review 
in that it allows a court to consider only whether the decision was lawful (that is, 
within the power of the relevant decision maker). The court cannot undertake a full 
review of the facts (that is, the merits), as well as the law and policy aspects of the 
original decision to determine whether the decision is the correct or preferable 
decision. While access to review is an important safeguard, its effectiveness may be 
weakened by the lack of access to merits review. 

2.89 Additionally, there are serious concerns that access to judicial review may 
not be effective in practice. Noting the covert nature and purpose of the measure, 
persons whose privacy would be interfered with are highly unlikely to be aware that 
they are the subject of a warrant application and will invariably be excluded from 
participating in the application proceedings. As there is no requirement to notify the 
affected person once a warrant has been issued, it appears highly unlikely that the 
person will be able to effectively access judicial review. As the bill provides no 
mechanism or avenue through which the affected person can represent their 
interests or challenge a warrant application, the preliminary analysis raised questions 

 
61  Inspector-General of Intelligence and Security, Submission 18, p. 10 to the Parliamentary Joint 

Committee on Intelligence and Security, Review of the Surveillance Legislation Amendment 
(Identify and Disrupt) Bill 2020. 

62  Inspector-General of Intelligence and Security, Submission 18, p. 11 to the Parliamentary Joint 
Committee on Intelligence and Security, Review of the Surveillance Legislation Amendment 
(Identify and Disrupt) Bill 2020. 

63  By operation of subsection 39B(1) of the Judiciary Act 1903 or under the Administrative 
Decisions (judicial Review) Act 1977. 
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as to why additional safeguards, such as public interest monitors,64 are not available. 
The minister stated that consistent with existing legislation, the bill does not provide 
for public interest monitors and that the Commonwealth and states and territories 
(other than Victoria and Queensland) have not legislated for public interest monitors. 

2.90 While it is accepted that there is no public interest monitor office at 
Commonwealth level, the minister's response does not address the substantive 
question of why a safeguard along these lines cannot be included in the bill. To 
counterbalance the fact that the affected person is not able to be personally 
represented at the application for the warrant, a public interest monitor or other 
independent expert could appear at the hearing to test the content and sufficiency 
of the information relied on, to question any person giving information, and to make 
submissions as to the appropriateness of granting the application. As the European 
Court of Human Rights has held: 

the very nature and logic of secret surveillance dictate that not only the 
surveillance itself but also the accompanying review should be effected 
without the individual’s knowledge. Consequently, since the individual will 
necessarily be prevented from seeking an effective remedy of his own 
accord or from taking a direct part in any review proceedings, it is essential 
that the procedures established should themselves provide adequate and 
equivalent guarantees safeguarding his rights.65 

2.91 Public interest monitors or an equivalent mechanism would be a valuable 
safeguard to protect the interests of the affected person in any warrant application 
or review proceedings. 

2.92 In conclusion, noting that the measure will have the effect of substantially 
interfering with the right to privacy, the existence of strong safeguards is critical to 
ensure that such interference is lawful, not arbitrary and only as extensive as is 
strictly necessary. The bill contains some important safeguards, such as the 
requirement that issuing authorities have regard to alternative, less intrusive means 
of achieving the objective of the warrant, and discontinuance and revocation 
provisions would apply where the warrant is no longer necessary. However, there 
remain concerns that these safeguards are not sufficient in all circumstances. Noting 
that judicial authorisation of surveillance warrants is considered best practice in 
international human rights law, the proposed conferral of issuing powers to AAT 
members may not be appropriate as they do not appear to have all the attributes of 
a permanent independent judicial authority. Regarding the mandatory 
considerations to which an issuing authority must have regard, an express 

 
64  Such as the Victorian or Queensland Public Interest Monitor. See eg Telecommunications 

(Interception and Access) Act 1979 in relation to Public Interest Monitors (for example, see 
section 44A, 45, 46 and 46A). 

65  Roman Zakharov v Russia, European Court of Human Rights, Grand Chamber, application 
no. 47143/06 (4 December 2015) [233]. 
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consideration of privacy and proportionality for all warrants would strengthen this 
safeguard by ensuring that the measure is sufficiently circumscribed and that any 
interference with privacy is only as extensive as is strictly necessary. There remain 
concerns that some of the exceptions to the restrictions on the use and disclosure of 
protected information are broadly framed and not accompanied by independent 
oversight mechanisms, which may weaken the safeguard value of these provisions. 
Additionally, while the oversight functions of the Commonwealth Ombudsman and 
the IGIS are an important safeguard, there is no access to merits review and limited 
access to effective judicial review because the person whose right to privacy is 
limited will be unaware of the use of the warrant against them. As such, there is 
some risk that this measure may constitute an arbitrary limitation on the right to 
privacy.  

Right to an effective remedy  

2.93 The minister stated that, consistent with the existing practice for covert 
powers under Commonwealth legislation, persons of interest or those who are 
subject to the new warrants do not have to be notified of the use of powers against 
them. The minister explained that if the person were to become aware of the use of 
a covert warrant against them, there is a risk they may tip off those engaging in 
criminal conduct about the investigation and potentially the capabilities and 
methodologies of surveillance being employed, which could compromise law 
enforcement outcomes. The minister stated that notifying a person after the 
conclusion of an investigation could also have significant ramifications for future law 
enforcement operations, methodologies and technical capabilities. The minister 
stated that these risks of disclosure are not reduced where a person who was the 
subject of a warrant has been cleared of any criminal activity. The minister 
acknowledged that the measure limits a person's privacy but states that there are 
safeguards in place, particularly the oversight functions of the Commonwealth 
Ombudsman and IGIS, and access to judicial review. Although regarding the latter, 
the minister noted that as these are covert powers, in practice the challenge to these 
decisions will likely only be if and when the particular investigation has become 
overt, for example, in preparation for, or during, criminal proceedings. 

2.94 As discussed above at paragraphs [2.84]–[2.91], the oversight functions of 
the Commonwealth Ombudsman and IGIS may serve as a useful safeguard to ensure 
decision-makers are complying with the legislation. However, this oversight 
framework will not provide a remedy to individuals whose right to privacy may be 
violated. The only remedy available to individuals would be judicial review. However, 
given the covert nature of the measure and the broad concealment powers, it would 
appear that judicial review is not an effective remedy in practice. Indeed, the 
minister has advised that the person whose right to privacy may be violated will not 
be notified of the use of a covert warrant against them, even following the 
conclusion of the investigation or where a person has been cleared of any criminal 
activity. Where a person is unaware that they are the subject of a warrant and that 
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their privacy has been interfered with, they will not be able to practically seek judicial 
review of the decision and thus do not have access to an effective remedy. United 
Nations bodies and the European Court of Human Rights have provided specific 
guidance as to what constitutes an effective remedy where personal information is 
being collected in the context of covert surveillance activities. While effective 
remedies can take a variety of forms, they must be known and accessible to anyone 
with an arguable claim that their rights have been violated.66 The European Court of 
Human Rights has held that: 

the question of subsequent notification of surveillance measures is 
inextricably linked to the effectiveness of remedies and hence to the 
existence of effective safeguards against the abuse of monitoring powers, 
since there is in principle little scope for any recourse by the individual 
concerned unless the latter is advised of the measures taken without his or 
her knowledge and thus able to challenge their justification 
retrospectively.67 

2.95 The European Court of Human Rights acknowledged that, in some instances, 
notification may not be feasible where it would jeopardise long-term surveillance 
activities.68 However, it explained that: 

[a]s soon as notification can be carried out without jeopardising the 
purpose of the restriction after the termination of the surveillance 
measure, information should, however, be provided to the persons 
concerned. 69 

2.96 Given that the measure does not require the person whose privacy might be 
violated to be notified of such a violation and, as advised by the minister, there is no 
intention to notify such persons even after the conclusion of an investigation, it does 
not appear that such a person could have access to an effective remedy for any 
potential violation of their right to privacy. The existence of other safeguards and 
oversight frameworks, none of which offer an individual remedy or access to merits 

 
66  Report of the Office of the United Nations High Commissioner for Human Rights on the right 

to privacy in the digital age (A/HRC/27/37) [40]. 

67  Szabó and Vissy v Hungary, European Court of Human Rights, Application no. 37138/14 (2016) 
[86]. See also Roman Zakharov v Russia, European Court of Human Rights, Grand Chamber, 
Application no. 47143/06 (2015) [234] and Klass and Others v Germany, European Court of 
Human Rights, Plenary Court, Application no. 5029/71 (1978) [57]. 

68  Roman Zakharov v Russia, European Court of Human Rights, Grand Chamber, Application no. 
47143/06 (2015) [287]. 

69  Roman Zakharov v Russia, European Court of Human Rights, Grand Chamber, Application no. 
47143/06 (2015) [287]. See also Klass and Others v Germany, European Court of Human 
Rights, Plenary Court, Application no. 5029/71 (1978) [58] and Szabó and Vissy v Hungary, 
European Court of Human Rights, Application no. 37138/14 (2016) [86]. 

https://hudoc.echr.coe.int/eng#%7B%22appno%22:%5B%2247143/06%22%5D%7D
https://hudoc.echr.coe.int/eng#%7B%22appno%22:%5B%2247143/06%22%5D%7D
https://hudoc.echr.coe.int/eng#%7B%22appno%22:%5B%2247143/06%22%5D%7D
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review, are unlikely to be sufficient to fulfil the international standard required for an 
effective remedy. 

Committee view 

2.97 The committee thanks the minister for this response. The committee notes 
that the bill seeks to introduce new law enforcement and intelligence gathering 
powers and warrants to enhance the ability of the Australian Federal Police (AFP) 
and the Australian Criminal Intelligence Commission (ACIC) to frustrate crime and 
gather intelligence and evidence of criminal activity. Specifically, the committee 
notes that the bill would introduce three new warrants, including data disruption 
warrants, network activity warrants and account takeover warrants. 

2.98 The committee considers that to the extent that the new powers and 
warrants would facilitate the investigation, disruption and prevention of serious 
crimes against persons, including in particular protecting children from harm and 
exploitation, the measure may promote multiple rights, including the right to life 
and the rights of the child.  

2.99 However, the committee notes that the measure also engages and limits 
the right to privacy by authorising the AFP and ACIC to access, use, modify and 
store an individual’s personal data and information. The committee notes that the 
right to privacy may be subject to permissible limitations if they are shown to be 
reasonable, necessary and proportionate.  

2.100 The committee considers that the measure pursues the legitimate objective 
of seeking to protect national security and ensure public safety, and these law 
enforcement and intelligence gathering powers and warrants would appear to be 
rationally connected to that objective. However, the committee notes that 
questions remain as to whether there are sufficient safeguards to ensure the 
measure is proportionate. The committee notes that the measure contains some 
important safeguards such as the requirement that issuing authorities have regard 
to alternative, less intrusive means of achieving the objective of the warrant; 
protected information is to be kept in a secure location; records or reports 
containing protected information are to be destroyed as soon as practicable; and 
discontinuance and revocation provisions would apply where the warrant is no 
longer necessary.  

2.101 However, the committee is concerned that these safeguards may not be 
sufficient in all circumstances. Noting that judicial authorisation of surveillance 
warrants is considered best practice in international human rights law, the 
committee is concerned that conferring issuing powers to AAT members may not 
be appropriate as they do not appear to have all the attributes of a permanent 
independent judicial authority. Further, the committee notes that there is no 
requirement that privacy and proportionality be considered before all types of 
warrants are issued. 
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2.102 The committee also notes that some of the exceptions to the restrictions 
on the use and disclosure of protected information are broadly framed, which may 
weaken the safeguard value of these restrictions. While the oversight frameworks 
are an important safeguard, the committee notes there is limited access to 
effective review as the person whose right to privacy is limited will be unaware of 
the use of the warrant against them. Given the covert nature of the measure and 
the absence of a requirement to notify the person whose privacy is affected of the 
use of the warrant, the committee considers that where a person's right to privacy 
is violated, they may not have access to an effective remedy. 

Suggested action 

2.103 The committee considers that the proportionality of this measure, 
particularly as regards the right to privacy, may be assisted were the bill 
amended to provide that: 

(a) the power to issue data disruption and network activity warrants is 
only conferred on judges; 

(b) with respect to data disruption and network activity warrants, the 
issuing authority must have regard to the extent to which the 
privacy of any person is likely to be affected by the warrant; 

(c) with respect to account takeover warrants, the issuing authority 
must have regard to whether the warrant is proportionate having 
regard to the matters set out in proposed subsection 3ZZUP(2); 

(d) some form of control mechanism is introduced whereby an 
independent, preferably judicial, authority has oversight or control 
over the provisions which authorise the onwards disclosure of 
protected information, particularly disclosure to foreign countries; 

(e) the chief officer reviews the continued need for the retention of 
records or reports comprising protected information on a more 
regular basis than every five years; and 

(f) a public interest monitor office or equivalent safeguard be 
established  to ensure an independent expert can appear at the 
hearing of an application for a warrant to test the content and 
sufficiency of the information relied on, question any person giving 
information, and make submissions as to the appropriateness of 
granting the application. 

2.104 The committee recommends that consideration be given to updating the 
statement of compatibility with human rights and explanatory memorandum to 
reflect the information which has been provided by the minister. 
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2.105 The committee draws these human rights concerns to the attention of the 
minister and the Parliament. 

 

Assistance orders 
2.106 The bill would allow the AFP or ACIC to apply to an eligible judge, nominated 
AAT member or magistrate for an assistance order requiring a specified person to 
provide any information or assistance that is reasonable and necessary to allow the 
law enforcement officer to do a specified thing with respect to data disruption, 
network activity or account takeover warrants.70 A specified person includes a 
person reasonably suspected of having committed the alleged offence as well as 
third parties who may have relevant knowledge, such as an employee of the owner 
of the computer that holds data sought to be obtained.71 A person would commit an 
offence if they are subject to an assistance order, are capable of complying with a 
requirement in the order and they fail to comply with the requirement of the 
order.72 The maximum penalty for contravention of an assistance order is 10 years 
imprisonment.  

Summary of initial assessment 
Preliminary international human rights legal advice 

Right to privacy 

2.107 To the extent that the measure may compel a person to provide personal 
information to the AFP or ACIC, such as a password to access their computer or other 
personal device, or information enabling the decryption of personal data, the 
measure engages and limits the right to privacy. The right to privacy includes respect 
for informational privacy, including the right to respect for private and confidential 
information, particularly the storing, use and sharing of such information.73 It also 
includes the right to control the dissemination of information about one's private 
life. The right to privacy may be subject to permissible limitations which are provided 
by law and are not arbitrary. In order for limitations not to be arbitrary, the measure 
must pursue a legitimate objective, and be rationally connected to (that is, effective 
to achieve) and proportionate to achieving that objective. The statement of 
compatibility does not identify that the right to privacy is engaged and limited by this 

 
70  Schedule 1, item 47, proposed section 64B; Schedule 2, items 30 and 31; Schedule 3, item 4, 

proposed section 3ZZVG. 

71  Schedule 1, item 47, proposed section 64B; Schedule 3, item 4, proposed section 3ZZVG. 

72  Schedule 1, item 47, proposed subsection 64B(3); Schedule 2, item 30; Schedule 3, item 4, 
proposed subsection 3ZZVG(3). 

73  International Covenant on Civil and Political Rights, article 17. 
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measure, and as such does not provide an assessment as to the compatibility of 
assistance orders with the right to privacy. 

2.108 In order to assess the compatibility of this measure with the right to privacy, 
in particular the adequacy of the safeguards that apply, further information is 
required as to: 

(a) why the issuing authority is not required to be satisfied that an 
assistance order is justifiable and proportionate, having regard to the 
offences to which it would relate, with respect to all warrants, noting 
that this criterion only applies to an assistance order with respect to 
data disruption warrants; and 

(b) whether the measure is accompanied by any other safeguards that 
would ensure that any interference with the right to privacy is not 
arbitrary and only as extensive as is strictly necessary. 

Committee's initial view 

2.109 The committee noted that this measure would appear to engage and limit 
the right to privacy insofar as it may compel a person to provide personal 
information to the AFP or ACIC. The committee considered that the measure pursues 
the legitimate objective of combatting serious online crime, and as the assistance 
order would facilitate the investigation and disruption of crime, the measure is 
rationally connected to this objective. The committee considered further information 
was required to assess the proportionality of the measure and sought the minister's 
advice as to the matters set out at paragraph [2.108]. 

2.110 The full initial analysis is set out in Report 1 of 2020. 

Minister's response 

2.111 The minister advised: 

Right to privacy 

a. why the issuing authority is not required to be satisfied that an 
assistance order is justifiable and proportionate, having regard to the 
offences to which it would relate, with respect to all warrants, noting 
that this criterion only applies to an assistance order with respect to data 
disruption warrants 

b. whether the measure is accompanied by any other safeguards that 
would ensure that any interference with the right to privacy is not 
arbitrary and only as extensive as is strictly necessary. 

As the committee notes, an eligible Judge or nominated AAT member must 
be satisfied that disruption of data held in a computer is justifiable and 
proportionate, having regard to the offences targeted, before granting an 
assistance order in support of a data disruption warrant. This is because 
the criterion upon which the granting an assistance order is assessed 

https://www.aph.gov.au/-/media/Committees/Senate/committee/humanrights_ctte/reports/2021/Report_1/Report_1_of_2021.pdf?la=en&hash=B7EF2EFB8326051BC125CDAA53DD3EDA9A20C3D3
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reflects the criterion of which the issuing authority must be satisfied when 
authorising the supporting warrant. 

In order to issue a data disruption warrant, an eligible Judge or nominated 
AAT member must (amongst other things) be satisfied that there are 
reasonable grounds for the suspicion of the law enforcement officer who 
made the warrant application that the disruption of data is likely to 
substantially assist in frustrating the commission of relevant offences. The 
eligible Judge or nominated AAT member must also be satisfied that the 
disruption of data authorised by the warrant is justifiable and 
proportionate, having regard to the offences targeted (subsection 27KC(1) 
of the SD Act). 

These are similar conditions for which an eligible Judge or nominated AAT 
member must be satisfied of when granting an assistance order in support 
of a data disruption warrant (subsection 64B(2) of the SD Act). Satisfaction 
of the similar matters at the time of issuing the warrant and the granting 
of the assistance order ensures that any activity required by an assistance 
order does not extend beyond the scope of the underpinning warrant. 

The same principles apply in relation to the granting of assistance orders 
supporting network activity warrants and account takeover warrants. 
Similar matters that must be satisfied at the time of issuing these warrants 
must again be satisfied at the granting of an assistance order. 

In recognition of the impact on privacy of third parties, the issuing 
authority is required to have regard to certain specified matters when 
deciding whether to issue the warrant. For network activity warrants, this 
includes consideration of whether the activities authorised by the warrant 
are proportionate to the likely value of intelligence to be collected, as well 
as the extent to which the warrant is likely to result in access to data of 
persons lawfully using a computer. For account takeover warrants, this 
includes taking into account the extent to which the privacy of any person 
is likely to be affected. Consideration of these matters will inform the 
issuing authority's decisions to issue warrants, including his or her 
satisfaction of the matter particular to that warrant and, in turn, inform 
decisions about whether to grant an assistance order. Ensuring that the 
issuing authority is required to be satisfied of justifiability and 
proportionality before a warrant can be issued or assistance order granted 
is intended to safeguard against any undue impact on privacy. 

Concluding comments 

International human rights legal advice 

Right to privacy 

2.112 Regarding the criteria to which the issuing authority must be satisfied prior 
to granting an assistance order, the minister stated that these reflect the criteria to 
which the issuing authority must be satisfied when authorising the supporting 
warrant. The minister noted that satisfaction of similar matters at the time of issuing 
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the warrant and the granting of the assistance order will ensure that any activity 
required by an assistance order does not extend beyond the scope of the 
underpinning warrant. The minister did not address whether the measure is 
accompanied by any other safeguards. 

2.113 As noted in the preliminary analysis, with respect to assistance orders 
relating to data disruption warrants, the criterion that disruption of data held in the 
computer is justifiable and proportionate, having regard to the offences, may assist 
with the proportionality of the measure by ensuring that any interference with 
privacy is only as extensive as is strictly necessary. Noting the safeguard value of this 
criterion, it remains unclear why this criterion, as well as an express consideration of 
the extent to which the privacy of any person is likely to be affected, should not 
apply to assistance orders with respect to all warrants. Such criteria are particularly 
important given that the penalty for non-compliance with an assistance order is 
imprisonment for 10 years and the measure has the potential to substantially 
interfere with the right to privacy of third parties, including persons who have no 
direct link to serious crime and potentially a remote link to the person suspected of 
having committed the offence (such as a person who is a system administrator for 
the computer system).  

Committee view 

2.114 The committee thanks the minister for this response. The committee notes 
that the bill would allow the AFP or ACIC to apply to an eligible judge, nominated 
AAT member or magistrate for an assistance order requiring a specified person to 
provide any information or assistance that is reasonable and necessary to allow the 
law enforcement officer to do a specified thing with respect to the warrants.  

2.115 The committee notes that this measure would appear to engage and limit 
the right to privacy insofar as it may compel a person to provide personal 
information to the AFP or ACIC. The committee notes that the right to privacy may 
be subject to permissible limitations if they are shown to be reasonable, necessary 
and proportionate. The committee considers that the measure pursues the 
legitimate objective of combatting serious online crime, and as the assistance order 
would facilitate the investigation and disruption of crime, the measure is rationally 
connected to this objective.  

2.116 Regarding proportionality, the committee notes that the criteria to which 
the issuing authority must be satisfied prior to granting an assistance order may 
operate to help safeguard the right to privacy. However, the committee considers 
that these criteria could be strengthened. 
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Suggested Action 

2.117 The committee considers that the proportionality of this measure may be 
assisted were the bill amended to provide that in relation to assistance orders in 
support of all warrants, the issuing authority must be satisfied that an assistance 
order is justifiable and proportionate, having regard to the relevant offences and 
the extent to which the privacy of any person is likely to be affected. 

2.118 The committee recommends that consideration be given to updating the 
statement of compatibility with human rights to reflect the information which 
has been provided by the minister. 

2.119 The committee draws these human rights concerns to the attention of the 
minister and the Parliament. 

 

Information sharing with foreign governments 
2.120 The bill would allow protected information obtained under the warrants to 
be disclosed to foreign countries in certain circumstances. For example, protected 
information obtained under an account takeover warrant and a network activity 
warrant (other than through the use of a surveillance device), may be used or 
disclosed in connection with the functions of the AFP under section 8 of the 
Australian Federal Police Act 1979.74 The AFP’s functions include providing police 
services to assist or cooperate with a foreign law enforcement or intelligence or 
security agency.75  

Summary of initial assessment 

Preliminary international human rights legal advice 

Right to privacy, life, and prohibition against torture or cruel, inhuman or degrading 
treatment or punishment 

2.121 By authorising the sharing of protected information to foreign governments 
the measure engages and limits the right to privacy. The right to privacy includes 
respect for informational privacy, including the right to respect for private and 
confidential information, particularly the storing, use and sharing of such 
information.76 It also includes the right to control the dissemination of information 
about one's private life. 

 
74  Schedule 2, item 19, proposed subsection 45B(5)(a); Schedule 3, item 4, proposed subsection 

3ZZVH(3)(b). 

75  Australian Federal Police Act 1979, subsection 8(1)(bf). 

76  International Covenant on Civil and Political Rights, article 17. 
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2.122 To the extent that the measure authorises protected information to be 
shared with foreign police, intelligence or security agencies and results in the 
investigation and prosecution of an offence that is punishable by the death penalty in 
that foreign country, the measure may also engage and limit the right to life.77 The 
right to life imposes an obligation on Australia to protect people from being killed by 
others or from identified risks. While the International Covenant on Civil and Political 
Rights does not completely prohibit the imposition of the death penalty, 
international law prohibits states which have abolished the death penalty (such as 
Australia) from exposing a person to the death penalty in another state.78 The 
provision of information to other countries that may be used to investigate and 
convict someone of an offence to which the death penalty applies is also 
prohibited.79 In 2009, the UN Human Rights Committee stated its concern that 
Australia lacks 'a comprehensive prohibition on the providing of international police 
assistance for the investigation of crimes that may lead to the imposition of the 
death penalty in another state', and concluded that Australia should take steps to 
ensure it 'does not provide assistance in the investigation of crimes that may result in 
the imposition of the death penalty in another State'.80  

2.123 Additionally, the sharing of protected information, including personal 
information, with foreign countries, may, in some circumstances, expose individuals 
to a risk of torture or other cruel, inhuman or degrading treatment or punishment. 
International law absolutely prohibits torture and cruel, inhuman or degrading 
treatment or punishment.81 There are no circumstances in which it will be 
permissible to subject this right to any limitations. 

2.124 In order to fully assess the compatibility of the measure with the rights to 
privacy and life as well as the prohibition against torture or cruel, inhuman or other 
degrading treatment or punishment, further information is required as to 

(a) what is the objective being pursued by the measure and how is the 
measure rationally connected to that objective; 

(b) what safeguards are in place to ensure that protected information 
obtained under the warrants is not shared with a foreign country in 
circumstances that could expose a person to the death penalty or to 

 
77  International Covenant on Civil and Political Rights, article 6(1) and Second Optional Protocol 

to the International Covenant on Civil and Political Rights, article 1. 

78  Second Optional Protocol to the International Covenant on Civil and Political Rights. 

79  UN Human Rights Committee, Concluding observations on the fifth periodic report of Australia, 
CCPR/C/AUS/CO/5 (2009) [20]. 

80  UN Human Rights Committee, Concluding observations on the fifth periodic report of Australia, 
CCPR/C/AUS/CO/5 (2009) [20]. 

81  International Covenant on Civil and Political Rights, article 7; Convention Against Torture and 
Other Cruel, Inhuman or Degrading Treatment or Punishment. 



Report 3 of 2021 Page 105 

Surveillance Legislation Amendment (Identify and Disrupt) Bill 2020 

torture or cruel, inhuman or degrading treatment or punishment. In 
particular, why is there no legislative requirement that where there are 
substantial grounds for believing there is a real risk that disclosure of 
information to a foreign government may expose a person to the death 
penalty or to torture or cruel, inhuman or degrading treatment or 
punishment, protected information must not be shared with that 
government. 

Committee's initial view 

2.125 The committee noted that the disclosure of protected information with 
foreign police, intelligence or security agencies engages and limits the right to 
privacy. To the extent that there may be a risk that disclosure of protected 
information to a foreign country could expose a person to the death penalty or to 
torture or cruel, inhuman or degrading treatment or punishment, the measure may 
also engage and limit the right to life and have implications for the prohibition 
against torture or cruel, inhuman or degrading treatment or punishment. The 
committee considered further information was required to assess the human rights 
implications of this bill, and accordingly sought the minister's advice as to the 
matters set out at paragraph [2.124]. 

2.126 The full initial analysis is set out in Report 1 of 2020. 

Minister's response 
2.127 The minister advised: 

Information sharing with foreign governments - right to privacy, life and 
prohibition against torture or cruel, inhuman or degrading treatment or 
punishment 

a. what is the objective being pursued by the measure and how is the 
measure rationally connected to that objective 

b. what safeguards are in place to ensure that protected information 
obtained under the warrants is not shared with a foreign country in 
circumstances that could expose a person to the death penalty or to 
torture or cruel, inhuman or degrading treatment or punishment. In 
particular, why is there no legislative requirement that where there are 
substantial grounds for believing there is a real risk that disclosure of 
information to a foreign government may expose a person to the death 
penalty or to torture or cruel, inhuman or degrading treatment or 
punishment, protected information must not be shared with that 
government 

As noted by the Committee, the Bill provides that information obtained 
under these warrants may be shared with foreign governments in certain 
limited circumstances. The AFP's primary aim is to enforce Commonwealth 
criminal law and contribute to combatting complex, transnational and 
organised crime which impacts on the Australian community and 
Australia's national interests. The AFP collaborates with national and 

https://www.aph.gov.au/-/media/Committees/Senate/committee/humanrights_ctte/reports/2021/Report_1/Report_1_of_2021.pdf?la=en&hash=B7EF2EFB8326051BC125CDAA53DD3EDA9A20C3D3
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international partners to enhance the safety of the Australian community 
and provide a more secure regional and global environment. The ACIC 
works to identify new and emerging serious and organised crime threats 
and criminal trends, to create a national strategic intelligence picture 
across the spectrum of crime, fill intelligence and knowledge gaps and 
share information and intelligence holdings to inform national and 
international responses to crime. This necessarily requires cooperation 
between the AFP and the ACIC and foreign police and law enforcement 
agencies. The ACIC has a specific power in the Australian Crime 
Commission Act 2002 (Cth) (ACC Act), its underpinning legislation, in 
support of this collaboration.82 

The criminal activity targeted by the Bill - serious crime occurring on the 
dark web or facilitated by anonymising technology - is an increasing global 
problem. Cooperation with foreign law enforcement partners can be 
crucial to identifying and targeting criminal activity which harms the 
Australian community, as well as building a high-risk, hostile environment 
for cyber criminals both onshore and offshore. That is why the Bill ensures 
that the AFP and the ACIC will be able to share information obtained under 
the warrants with foreign governments in accordance with their existing 
functions. 

Importantly, in cooperating with foreign law enforcement agencies, the 
AFP and the ACIC operate in accordance with Australia 's longstanding 
bipartisan opposition to the death penalty and the existing death penalty 
safeguards across the full spectrum of Australia's international crime 
cooperation frameworks. 

For example, there are a number of safeguards that apply when 
cooperating with foreign countries through the mutual assistance 
framework. Provision of any evidentiary material, including protected 
information, to a foreign country is subject to the requirements of the 
Mutual Assistance in Criminal Matters Act 1987. A request for assistance 
must be refused where (i) a person has been arrested, detained, charged 
or convicted in relation to an offence where the death penalty may be 
imposed in the foreign country, and (ii) where there are substantial 
grounds for believing that, if the request were granted, a person would be 
in danger of being subjected to torture. 

In addition to the protections which apply under the Bill in relation to the 
disclosure of information to foreign agencies, section 59AA of the ACC Act 
contains additional safeguards. Under section 59AA, the authorising officer 
must be satisfied that the disclosure is appropriate and the information is 
relevant to a permissible purpose as defined in section 4 of the ACC Act. In 
considering whether a disclosure will be appropriate, amongst other 
factors, the authorising officer must take into account the ACIC Death 

 
82  See s17(2) Australian Crime Commission Act 2002 (Cth) (ACC Act) 
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Penalty and Foreign Disclosure Policy (which aligns to the AFP's Practical 
Guide on international police-to-police assistance in potential death 
penalty situations) where: 

• A member of the staff of the ACIC proposes that information be 
disseminated to a foreign agency or international body or otherwise 
disclosed to a foreign official; 

• The information relates to an offence that may have been committed 
and that could be prosecuted in the home country of the agency or 
official, or in a country to which the international body might be 
expected to disclose the information (the foreign country); 

• Under the law of the foreign country, the offence is a death penalty 
offence; unless: 

- No person has been arrested, detained, charged or convicted for 
the offence in the foreign country; and 

- Providing the information is not reasonably likely to result in a 
person being arrested, detained, charged or convicted for the 
offence in the foreign country. 

On a police-to-police basis, the AFP has strict national guidelines which 
govern the provision of information in situations which could expose a 
person to the death penalty. The AFP's Practical Guide on international 
police-to-po/ice assistance in potential death penalty situations requires 
Ministerial approval of assistance in any case in which a person has been 
arrested, detained, charged with, or convicted of, an offence that carries 
the death penalty. Where a person is yet to be arrested, detained, charged 
or convicted of a death penalty offence, the Guide requires senior AFP 
management to consider a set of prescribed factors before providing 
police assistance to foreign countries. Examples of these factors include 
the age and personal circumstances of the person and the seriousness of 
the suspected criminal activity. In particular, these guidelines were 
updated in 2016 to response to recommendations made by the Joint 
Standing Committee on Foreign Affairs, Defence and Trade in its report 'A 
world without the death penalty: Australia 's advocacy for the abolition of 
the death penalty.' 

Information sharing with foreign governments 

International human rights legal advice 

Right to privacy, life, and prohibition against torture or cruel, inhuman or degrading 
treatment or punishment 

2.128 Regarding the objective of the measure, the minister stated that allowing the 
AFP and the ACIC to share information obtained under the warrants with foreign 
governments is necessary to ensure that these agencies can effectively perform their 
functions. The minister stated that the AFP's functions include enforcing 
Commonwealth criminal law and combatting complex, transnational and organised 
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crime. The ACIC's functions include identifying new and emerging serious and 
organised crime threats and criminal trends, creating a national strategic intelligence 
picture, and sharing information and intelligence holdings to inform national and 
international responses to crime. The minister stated that these functions necessarily 
require cooperation between the AFP and ACIC and foreign police and law 
enforcement agencies. Such cooperation, the minister explained, is crucial to 
identifying and targeting criminal activity which harms the Australian community and 
to building a high-risk, hostile environment for cyber criminals.  

2.129 Regarding the possibility that the measure engages and limits the right to life 
or engages the prohibition against torture or cruel, inhuman or degrading treatment 
or punishment, the minister noted that in cooperating with foreign law enforcement 
agencies, the AFP and ACIC operate in accordance with Australia's longstanding 
bipartisan opposition to the death penalty and the death penalty safeguards that 
exist in Australia's international crime cooperation frameworks. In particular, the 
minister identified the requirements under the Mutual Assistance Act as a primary 
safeguard. A further safeguard identified by the minister is the Australian Crime 
Commission Act 2002, which requires an authorising officer to be satisfied that the 
disclosure of information to foreign agencies is appropriate and the information is 
relevant to a permissible purpose.83 A permissible purpose is defined broadly and 
includes preventing, detecting, investigating, prosecuting or punishing criminal 
offences, contraventions of law or seriously improper conduct, enforcing laws 
(including foreign laws) relating to proceeds of crime and unexplained wealth, 
protecting public revenue, developing government policy and researching 
criminology.84 The minister stated that in considering whether it is appropriate to 
disclose the information, the authorising officer must take into account internal 
policies and guidance which requires ministerial approval of assistance in any case 
where a person is arrested, detained, charged with, or convicted of an offence that 
carries the death penalty. Where a person has not yet been arrested, detained, 
charged or convicted of a death penalty offence, the minister stated that the AFP 
must have regard to prescribed factors before providing assistance to foreign 
countries, such as the age and personal circumstances of the person and the 
seriousness of the offence.   

2.130 In relation to the right to privacy, the objective of combatting transnational 
crime and identifying and responding to organised crime threats and trends would 
appear to be a legitimate objective for the purposes of international human rights 
law. Sharing protected information, including evidence and intelligence obtained 
under the warrants, with foreign intelligence and law enforcement agencies would 
appear to be rationally connected to this objective insofar as it would facilitate 

 
83  Australian Crime Commission Act 2002, section 59AA. 

84  Australian Crime Commission Act 2002, section 4. 
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cooperation between agencies and joint police investigations and enforcement 
operations.  

2.131 As regards the existence of safeguards with respect to the right to privacy, 
the minister referred to the protections which generally apply under the bill in 
relation to the disclosure of information to foreign agencies. As discussed above at 
paragraphs [2.78]–[2.81], the bill does not contain any type of control mechanism 
whereby an independent, preferably judicial, authority has oversight or control over 
the provisions which authorise the onwards disclosure of protected information, 
including to foreign countries. While there are provisions that restrict the use and 
disclosure of protected information, there are concerns that some of the exceptions 
may be drafted in broader terms than is strictly necessary, thereby creating a risk 
that information obtained under a warrant for a specified purpose may be shared for 
other broader purposes. Questions remain as to what other safeguards are in place 
to ensure that the limit on the right to privacy is proportionate. For example, it is not 
clear that there are measures to ensure that any information shared is only used for 
the specified purpose and that adequate privacy protections are in place, such as 
protections around the handling of personal information both before and after it is 
disclosed, and protection of personal information from unauthorised disclosure by a 
foreign country.  

2.132 As regards the strength of the identified protections with respect to the right 
to life and the prohibition against torture or cruel, inhuman or degrading treatment 
or punishment, the Mutual Assistance Act provides that a request by a foreign 
country for assistance under the Act must be refused if the offence is one in respect 
of which the death penalty may be imposed.85 However, the Act qualifies this by 
stating that this prohibition will not apply if ‘the Attorney-General is of the opinion, 
having regard to the special circumstances of the case, that the assistance requested 
should be granted’.86 Consequently, it appears that the Mutual Assistance Act 
creates a risk of facilitating the exposure of individuals to the death penalty.87 The 
Mutual Assistance Act provides stronger protections with respect to the prohibition 
against torture. It provides that a request by a foreign country for assistance under 
the Act shall be refused if, in the opinion of the Attorney-General, there are 
substantial grounds for believing that, if the request was granted, the person would 
be in danger of being subjected to torture.88 However, this protection does not 
extend to cruel, inhuman or degrading treatment or punishment. As such, while the 

 
85  Mutual Assistance in Criminal Matters Act 1987, subsection 8(1A). 

86  Mutual Assistance in Criminal Matters Act 1987, subsection 8(1A). 

87  This was previously observed by the Parliamentary Joint Committee on Human Rights in 2013. 
See, Parliamentary Joint Committee on Human Rights, Report 6 of 2013, Mutual Assistance in 
Criminal Matters (Cybercrime) Regulation 2013, pp. 167-169. 

88  Mutual Assistance in Criminal Matters Act 1987, subsection 8(1)(ca). 
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Mutual Assistance Act would operate as a safeguard to protect persons from 
exposure to torture, it may not provide full protection against the sharing of 
information that could lead to the death penalty and to cruel, inhuman or degrading 
treatment or punishment.  

2.133 Furthermore, while the government may intend to act consistently with its 
policy to oppose the death penalty and in accordance with policies and practical 
guidelines regarding international police assistance, it is not a legal requirement in 
the bill to do so. The UN Human Rights Committee has previously raised concerns 
that Australia lacks 'a comprehensive prohibition on the providing of international 
police assistance for the investigation of crimes that may lead to the imposition of 
the death penalty in another state', and concluded that Australia should take steps to 
ensure it 'does not provide assistance in the investigation of crimes that may result in 
the imposition of the death penalty in another State'.89 The measure also does not 
prohibit the sharing of information with a foreign country in circumstances that 
could expose a person to torture or cruel, inhuman or degrading treatment or 
punishment. Without a comprehensive prohibition, the relevant policies and 
guidelines may be insufficient for the purpose of meeting Australia’s obligations with 
respect to the right to life and the prohibition on torture or cruel, inhuman or 
degrading treatment or punishment. 

Committee view 
2.134 The committee thanks the minister for this response. The committee notes 
that the bill would allow protected information obtained under the warrants to be 
shared with foreign countries in certain circumstances. The committee notes that 
the disclosure of protected information with foreign police, intelligence or security 
agencies engages and limits the right to privacy. The committee notes that this 
right may be subject to permissible limitations if it is shown to be reasonable, 
necessary and proportionate. The committee considers that the measure pursues 
the legitimate objective of combatting transnational crime and identifying and 
responding to organised crime threats and trends. However, the committee notes 
that questions remain as to whether the proposed limitation on the right to privacy 
is proportionate, noting that few safeguards have been identified by the minister. 

2.135 In addition, to the extent that there may be a risk that disclosure of 
protected information to a foreign country could expose a person to the death 
penalty or to ill treatment, the committee notes that the measure may also engage 
and limit the right to life and have implications for the prohibition against torture 
or cruel, inhuman or degrading treatment or punishment. The committee notes the 
minister's advice that there are a number of safeguards that apply when the AFP 
and ACIC cooperates with foreign countries through the mutual assistance 

 
89  UN Human Rights Committee, Concluding observations on the fifth periodic report of Australia, 

CCPR/C/AUS/CO/5 (2009) [20]. 
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framework, including in the existing Mutual Assistance in Criminal Matters Act 
1987 and guidelines relating to international police assistance. The committee also 
notes and welcomes the advice that the government intends to act consistently 
with its opposition to the death penalty.  

2.136 While the Mutual Assistance Act would operate as a safeguard to protect 
persons from exposure to torture it may not provide full protection against the 
sharing of information that could lead to the death penalty and to cruel, inhuman 
or degrading treatment or punishment. The committee notes that the other 
safeguards identified by the minister may, to some extent, mitigate the risk. 
However, noting that there is no legislative requirement to prohibit the sharing of 
protected information in circumstances that may expose a person to a real risk of 
the death penalty being applied or to ill treatment, the committee considers that 
discretionary considerations and the limited protections afforded under the Mutual 
Assistance Act may be insufficient for the purpose of meeting Australia’s 
obligations with respect to the right to life and the prohibition on cruel, inhuman 
or degrading treatment or punishment. 

Suggested action 

2.137 The committee considers that the proportionality of this measure with 
the right to privacy may be assisted were the bill amended to provide that: 

(a) when considering disclosure of protected information to a foreign 
country, an individual’s right to privacy is considered, including the 
likely extent of interference with the privacy of any person or 
persons so as to ensure that any limitation on the right to privacy is 
only as extensive as is strictly necessary; and 

(b) prior to sharing information with a foreign country, the authorised 
officer must be satisfied that adequate privacy protections are in 
place around the handling of personal information and protection 
of personal information from unauthorised disclosure by a foreign 
country. 

2.138 The committee considers that the compatibility of this measure with the 
right to life and the prohibition against torture or cruel, inhuman or degrading 
treatment or punishment may be assisted were the bill amended to provide that 
where there are substantial grounds for believing there is a real risk that 
disclosure of information to a foreign country may expose a person to the death 
penalty or to torture or cruel, inhuman or degrading treatment or punishment, 
protected information must not be shared with that country. 

2.139 The committee recommends that consideration be given to updating the 
statement of compatibility with human rights to reflect the information which 
has been provided by the minister. 
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2.140 The committee draws these human rights concerns to the attention of the 
minister and the Parliament. 

 

 

 

 

 

Dr Anne Webster MP 

Chair
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