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Importantly, the effect of paragraph 94D(2)(b) of the Act is that the National COVIDSafe
Data Store administrator is only allowed to collect, use or disclose information through the

COVIDSafe App to the extent required to enable State and Territory contact tracing, or to
maintain COVIDSafe and the National COVIDSafe Data Store.

(b) Whether the COVIDSafe app data uploaded to the National COVIDSafe Data Store
will include all 'digital handshakes' between two users, regardless of the length of time the
users are in proximity and what ‘proximity' means in this context; and if so, why is it
necessary to include all such data in the National COVIDSafe Data Store.

The COVIDSafe app collects ‘digital handshake’ data that is exchanged between users of the
app at regular intervals. This contact information is stored on the user’s phone/device.
Contact information older than 21 days on the phone/device is automatically deleted. It is not
technologically feasible to ignore other users’ Bluetooth signals beyond 1.5 metres or to limit
the collection of Bluetooth signals to 15 minutes contact. This is because the nature of
Bluetooth technology means signals can be detected within about 10 metres and the
COVIDSafe app detects the strength of Bluetooth signals not the distance.

When a user is diagnosed with COVID-19 and consents to their data being uploaded, contact
information on the phone is stored in the National COVIDSafe Data Store. This includes the
unique identifier of the contact, date/time the contact occurred and the proximity based on
what has been detected via Bluetooth. However, the Government has put in place access
restrictions to ‘digital handshake’ data uploaded to the National COVIDSafe Data Store such
that, when a state or territory health official accesses the system, they are only presented with
the user’s close contacts, defined as contact between users for at least 15 minutes at a
proximity approximately within 1.5 metres.

(c) Whether the de-identification process will sufficiently protect the privacy of personal
information.

The Act has been designed to allow only very limited de-identification of COVID app data.
Specifically, under paragraph 94D(2)(f), the only de-identified information that can be
produced from COVID app data is de-identified statistical information about the total number
of COVIDSafe registrations, and this can only be produced by the National COVIDSafe Data
Store administrator. This minimises any potential risk of flaws in the de-identification
process, or the publication of de-identified information that could be later re-identified.

(d) Why is it necessary to retain data uploaded to the National COVIDSafe Data Store for
the duration of the COVIDSafe data period, rather than requiring data to be deleted once it
has been transferred to state and territory health authorities for the purposes of contact
tracing?

Data uploaded to the National COVIDSafe Data Store will be accessed by State and Territory
health officials to support contact tracing activities. This data is retained for the duration of
the COVIDSafe data period to provide a record of any data accessed and by whom through
use of the system. This includes investigations where authorised under the Privacy Act 1988
(the Privacy Act).

Retaining data in the National COVIDSafe Data Store for the duration of the COVIDSafe
data period will allow the Information Commissioner to effectively perform the oversight role
provided for in the Act by enhancing the Commissioner’s ability to investigate complaints
about breaches of the legislation and undertake assessments of compliance with privacy
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