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OFFICIAL 

1.6 Schedule 1 to the Privacy Act contains the Australian Privacy Principles (APPs). The APPs set out 
the standards, rights and obligations that apply to Commonwealth agencies and private sector 
organisations in the handling, use and management of personal information. 

1.7 This Information Handling Protocol3 (the Protocol) outlines the ACIC's approach to managing 
personal information and gives effect to its commitment to act in accordance with the APPs wherever 
reasonably consistent with the effective performance of its statutory functions. 

2. GENERAL PRINCIPLES 
2.1 The ACIC holds three distinct categories of information which include personal information: 

• criminal information and intelligence; 

• national policing information (NPI); and 

• administrative information - information relating to staff and other corporate matters. 

2.2 The ACIC has internal policies and standard operating procedures that govern the management and 
security of information in accordance with the Protective Security Policy Framework. This Protocol, 
together with these internal policies and procedures, outlines the manner in which the ACIC manages 
personal information and ensures that, to the extent that is reasonably compatible with the effective 
performance of its functions, it complies with the APPs. To the extent the APPs are not compatible 
with ACIC functions, the ACIC will deal with personal information in a way that is reasonably necessary 
for the effective performance of those functions . 

2.3 The ACIC has consulted with the OAIC in developing this Protocol. 

3. COLLECTION OF PERSONAL INFORMATION 
3.1 The ACIC has access to a number of investigative and other lawful tools for the purposes of performing 

its functions4 • Personal information collected under these functions includes: 

• information contributed to the ACIC's custodianship by, or for the use of, agencies with enforcement­
related functions for the purposes of maintaining a national database5 of criminal information and 
intelligence and for the purposes of providing systems and services relating to NPI; and 

• criminal information and intelligence actively collected (including by the use of coercive powers, 
where appropriate) under the ACIC's general intelligence function (s7A(a) or for the purposes of 
operations/investigations authorised by the Board. 

3.2 The ACIC may lawfully collect personal information about an individual from that individual or from 
a third party, and with or without the individual's consent, as part of its investigative and intelligence 
functions or its NPI functions. The ACIC does not notify an individual on whom it collects personal 
information for these functions of any of the matters set out in APP 5. 

3.3 The ACIC will, if necessary, collect personal information from anonymous sources but the value of 
such information may be reduced by the lack of a verifiable source.6 The ACIC will retain unsolicited 
personal information that has value as criminal information or intelligence. 

3 This protocol is released under section 60 of the ACC Act to inform the public about t he performance of t he ACIC's functions. It does not address 
information held by the Australian Inst it ute of Crimino logy which is not governed by the ACC Act. 

4 A number of these are available to tradit ional policing agencies, but a number are not (e.g. ACC Act powers). A number are intrusive and in 
accordance with relevant legislation require warrants o r other authorisations. Consistent with legislative and common law protections, information 
concerning how these techniques are employed by the ACIC and which ones are used in any particular circumstances, is not publicly released. 

5 The ACIC may provide a database service via interconnected faci lities between the data holdings of contributing agencies rather than receiving 
such data into a single database operated by the ACIC. 

6 APP2 - Anonymity and pseudonymity. 
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3.4 The ACIC collects personal information as part of its National Police Checking Service. Accredited 
bodies collect and provide personal information to the ACIC on behalf of individuals and are authorised 
to apply for police checks on an applicant's behalf. Accredited bodies are required to deal with the 
personal information in accordance with the Privacy Act under contractual obligations with the ACIC. 
The processes by which the ACIC collects information for this purpose are lawful and well publicised 
and the nature of the processes, such as the consent based provision of personal information by the 
individual, do not leave room for unfair practices in collecting the information. 7 

3.5 The ACIC also collects personal information as part of the normal communication processes relating to the 
functions and activities of the agency, and personal information relating to corporate service functions. 

4. USE AND DISCLOSURE OF PERSONAL INFORMATION 
4.1 The ACIC may use or disclose information where it is permissible to do so under the ACC Act and other 

applicable legislation.8 

4.2 ACC information is subject to the information protection provisions of the ACC Act which provide 
controls on the dissemination of any information in the ACIC's possession or acquired by members of 
staff in the course of their duties. 

4.3 Section 51 of the ACC Act prohibits the ACIC CEO and staff, Board members and examiners, from 
recording, divulging or communicating to any person any information acquired by reason of, or in the 
course of, the performance of duties under the ACC Act, except where to do so is for the purposes of a 
relevant Act9 or otherwise in connection with the performance of the person's duties under a relevant 
Act. Section 51 continues to apply even after the ACIC CEO and staff, Board members and examiners 
may have left the ACIC. 

4.4 Breach of this secrecy provision is an offence punishable on conviction by imprisonment for a 
maximum of two years, a fine not exceeding 120 penalty units, or both. 

4.5 The primary mechanism by which the ACIC discloses personal information in its possession to other 
government agencies (including foreign law enforcement agencies) is in accordance with section 59AA 
of the ACC Act. Disclosure may occur if the ACIC CEO, or delegate, considers it appropriate, disclosing 
the information is relevant to a permissible purpose (defined ins 4(1) of the ACC Act), and the 
disclosure would not be contrary to a Commonwealth, state or territory law. 

4.6 The primary mechanism by which the ACIC discloses personal information to private sector bodies 
is in accordance with section 59AB of the ACC Act. Disclosure may occur if the ACIC CEO or delegate 
satisfy a number of additional statutory tests from those identified in s 59AA that take into account 
amongst other things safety of a person and prejudice to fair trial in disclosing information. Private 
sector bodies must also be prescribed by the regulations and must undertake in writing not to use 
or disclose that information except for the purpose for which it was shared with it. These provisions 
include additional statutory protections around disclosure of personal information and places 
obligations on recipients in receiving that information which, if breached, can lead to criminal charges. 

The Board or the CEO may publish bulletins for the purpose of informing the public about the 
performance of the ACIC's functions, but must not do so if such disclosure could prejudice the 
safety or reputation of a person, or prejudice the fair trial of a person if the person has been 
charged with an offence or such a charge is imminent.10 

4.7 There are special rules under the ACC Act that apply to the disclosure of information from a nationally 
coordinated criminal history check. This information may be disclosed to the person to whom it 

relates and to an accredited body. 

8 APP6 - Use or disclosure of personal information. 
9 According to the ACC Act, the term 'relevant Act' means the ACC Act, a law of a State under which the ACIC performs a duty or function, or 

exercises a power, in accordance with section SSA of the ACC Act, the law Enforcement Integrity Commissioner Act 2006 (Cth) or regulations 
under that Act, or the Parliamentary Joint Committee on law Enforcement Act 2010 (Cth) or regulations under t hat Act. 

10 s60 of the ACC Act. 
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Australian Crime Commission Regulations 2018

Conferral of powers under state laws

1.28 The measures appears to engage and limit a number of human rights. The 
preceding analysis raises questions as to whether the measures are compatible with 
international human rights law.

1.29 The committee notes that the minister responsible for administering the 2002 
Regulations undertook to provide an assessment of whether the measures are 
compatible with human rights when the regulations were remade. However, no such 
assessment is included in the statement of compatibility to the 2018 Regulations.

1.30 Accordingly, and consistent with the committee’s previous consideration of the 
measures, the committee requests the minister’s advice as to:

 the human rights engaged by sections 14(1) and (2) and Schedules 4 and 5 of the 
2018 Regulations; and

 where those measures engage and limit human rights:

 whether the measure is aimed at achieving a legitimate objective for the 
purposes of international human rights law;

 how the measure is effective to achieve (that is, rationally connected to) a 
legitimate objective; and

 whether the measure is proportionate to achieving that objective (including 
whether there are any less rights-restrictive means of achieving the objective 
and the availability of any relevant safeguards). 

1.31 The committee also requests the minister’s advice as to whether it would be 
feasible to amend the 2018 Regulations to require that any state powers conferred on 
the ACIC or its personnel which limit human right will only be exercisable where 
accompanied by the conferral of corresponding duties and safeguards in the relevant 
state law. 

Duties, functions and powers conferred on the ACC, certain persons and bodies by State laws 

For the purposes of subparagraphs 55A(2)(b)(ii) and (d)(ii) of the Australian Crime 
Commission Act 2002 (ACC Act), subsection 14(1) and Schedule 4 of the Australian Crime 
Commission Regulations 2018 (2018 Regulations) prescribe the duties, functions and powers 
provided in State or Territory laws that are conferred on the Australian Criminal Intelligence 
Commission (ACIC). 

As set out under Schedule 4 of the 2018 Regulations, the duties, powers and functions that 
have been conferred on the ACIC primarily pertain to:

 the indemnity of officers, issuing agencies and authorised persons exercising 
conferred State or Territory powers during controlled operations or whilst using 
assumed identities

 the indemnity of participants in controlled operations against civil liabilities and from 
criminal responsibility, and

 receiving and recording information, including in relation to confidential information 
and the use of surveillance devices.



As such, subsection 14(1) and Schedule 4 of the 2018 Regulations engage the prohibition on 
arbitrary or unlawful interference with privacy, and the right to an effective remedy.

For the purposes of subparagraphs 55A(4)(b)(ii) and 5(b)(ii) of the ACC Act, subsection 14(2) 
and Schedule 5 of the 2018 Regulations prescribe the duties, functions and powers provided 
in State or Territory laws that are conferred on specified bodies and persons, being members 
of ACIC staff, the Board of the ACIC or the ACIC CEO. 

As set out in Schedule 5 of the 2018 Regulations, the duties, powers and functions that have 
been conferred on members of ACIC staff, or the ACIC Board or the ACIC CEO primarily 
pertain to:

 duties and powers associated with authorising assumed identities, including the power 
to apply for an entry to be lodged with the relevant births, deaths and marriages 
authority of a State or Territory

 powers to apply for surveillance device warrants under State or Territory legislation
 duties and powers associated with authorising controlled operations, including duties 

to act in good faith and comply with lawful directions 
 duties to report on controlled operations to State or Territory agencies, including 

corruption commissions, the ombudsman or the director of public prosecutions, and
 powers to grant and cancel witness identity protection certificates, including duties to 

consider certain information in making such decisions.

Prohibition on arbitrary or unlawful interference with privacy

Article 17 of the International Covenant on Civil and Political Rights (ICCPR) provides that: 

(1) No one shall be subjected to arbitrary or unlawful interference with his privacy, family, 
home or correspondence, nor to unlawful attacks on his honour and reputation.

(2) Everyone has the right to the protection of the law against such interference or attacks.

Although the United Nations Human Rights Committee (UNHRC) has not defined ‘privacy’, 
the term is broadly understood to encompass freedom from unwarranted and unreasonable 
intrusions into activities that society recognises as falling within the sphere of individual 
autonomy. As discussed below, the 2018 Regulations do not have the effect of intruding into 
privacy on an unwarranted or unreasonable basis.

The term ‘unlawful’ means that no interference can take place except as authorised under 
domestic law. As the duties, powers and functions that are conferred on the ACIC under 
subsection 14(1) and Schedule 4 of the 2018 Regulations are provided for in State or Territory 
laws and constitute domestic laws, any impact they have on a person’s privacy will not be 
‘unlawful’. Additionally, the term ‘arbitrary’ means that any imposition on privacy must be in 
accordance with the provisions, aims and objectives of the ICCPR and should be reasonable 
in the particular circumstances. In this context, the UNHRC has interpreted ‘reasonableness’ 
to imply that any interference with privacy must be proportionate to the end sought and be 
necessary in the particular circumstances of the case. Whilst Article 17 of the ICCPR does not 
stipulate the purposes for which the right to privacy may be limited, the purposes of national 
security, public order and the protection of the rights and freedoms of others may be legitimate 
objectives for which such limitations are necessary.

These measures are intended to assist the ACIC in achieving its key functions under 
section 7A of the ACC Act which include to:

 collect, correlate, analyse and disseminate criminal information and intelligence and 
to maintain a national database of that information and intelligence 

 undertake, when authorised by the Board, intelligence operations, and
 investigate, when authorised by the Board, matters relating to federally relevant 

criminal activity.



Without conferral of these powers under subsections 14(1)-(2) and Schedules 4 and 5, the 
ACIC would be restricted in its ability to effectively investigate criminal activities and to gather 
intelligence about crime impacting Australia. These powers contribute to the legitimate 
objective of enabling the ACIC to inform, and contribute to, national strategies to combat 
national security threats, amongst other things. Through the use of these state and territory 
powers in limited circumstances, usually in accordance with an ACIC Board approval for a 
special investigation or special intelligence operation, the ACIC is able to provide law 
enforcement agencies with a more comprehensive national picture of criminal intelligence. By 
collecting criminal intelligence, including through the lawfully authorised use of assumed 
identities and controlled operations, and disseminating this information, the ACIC also assists 
law enforcement agencies in continuing to protect the public order and the rights and freedoms 
of others by enhancing Australia’s national ability to respond to and disrupt the activities of 
serious and organised crime groups that impact the safety and security of Australian 
communities.  

As an example, in paragraph 1.24 of its Report, the Committee notes that the right to privacy, 
including respect for the privacy of the person’s home, workplace and correspondence, is 
engaged and limited by the South Australian Surveillance Devices Act 2016 (SA SDA). The 
SA SDA confers a number of intrusive powers on the CEO of the ACIC and ACIC staff. 
However, the ACIC notes that although these powers limit the right to privacy such a limitation 
is not arbitrary. This is because surveillance device warrants can only be applied for and 
granted if strict legislative requirements are met. For example, under subsection 15(1) of the 
SA SDA the chief officer of the ACIC must be satisfied that there are reasonable grounds for 
issuing the surveillance device (tracking) warrant, taking into account a range of matters 
including, amongst other things, the nature and gravity of the criminal conduct to which the 
investigation relates, and the availability of alternative means of obtaining information. 
Generally speaking, in addition to the other requirements, most legislation pertaining to 
surveillance devices also requires consideration of the extent to which the privacy of a person 
is likely to be affected. Furthermore, these powers are primarily accessed during the course 
of the ACIC undertaking an investigation into a federally relevant criminal activity, as 
authorised by the ACIC Board. 

Further, in paragraph 1.25 of its Report, the Committee cites the power to receive 
‘confidential information’ under the First Home Owner Grants Regulations 2000 (WA) (FHOG 
Regulations) as an example of a limitation on the prohibition on interference with privacy. 
However, ‘confidential information’ under the FHOG Regulations may be disclosed to the 
ACIC only in connection with the investigation or prosecution of a criminal offence, pursuant 
to subsection 65(3) of the First Home Owner Grant Act 2000 (WA). Similar restrictions apply 
in relation to the disclosure or receipt of information under other state and territory legislation 

As such, whilst the duties, functions and powers conferred on the ACIC under provisions of 
state and territory laws engage and limit the right to privacy, the limitations are not unlawful or 
arbitrary in the circumstances. The use of conferred powers, duties and functions are 
proportionate and necessary to achieve the legitimate objectives of protecting public order, 
national security and the rights and freedoms of citizens, through the investigation of federally 
relevant criminal activity. 

Right to an effective remedy

Article 2(3)(a) of the ICCPR provides that any person whose recognised rights or freedoms 
have been ‘violated shall have an effective remedy, notwithstanding that the violation has been 
committed by persons acting in an official capacity.’ The UNHRC has interpreted the right to 
an effective remedy as encompassing an obligation for perpetrators of human rights abuses 
to be brought to justice and for reparation to be provided to victims of human rights abuses, 
as appropriate. 

State and territory legislation listed in Schedule 4 of the 2018 Regulations confers on the ACIC 
various duties in relation to the indemnification of certain persons of civil and/or criminal liability 
incurred in certain circumstances. For instance, under some assumed identity legislation, the 



ACIC must indemnify an issuing agency or officer for any liability incurred because of 
something they have done to comply with the request or direction, such as producing evidence 
of an assumed identity. There are similar duties in relation to controlled operations which have 
conferred on the ACIC under various state and territory legislation.

The use of controlled operations and assumed identities is an important investigative tool for 
law enforcement agencies. In the absence of legislation indemnifying participants, covert 
operatives would have to work without the assurance that they would not be prosecuted for 
conduct committed within the scope of an authorisation for a controlled operation. Given the 
importance of this investigative tool it is vital that operatives and/or civilians who participate in 
such dangerous work, such as infiltrating serious and organised criminal groups, are provided 
with adequate protections. Nonetheless, whilst there is a duty to indemnify participants and 
certain other persons, persons partaking in authorised controlled operations and 
investigations into federally relevant criminal activity are not permitted to engage in abuses of 
human rights, except as authorised by or under domestic Australian law. The provisions 
prescribed in Schedule 4 of the 2018 Regulations do not authorise the ACIC to violate human 
rights, or to commit human rights abuses, and do not remove the availability of all mechanisms 
through which a person may lodge a complaint about the ACIC. For example, the controlled 
operations provisions authorise participants to engage in some pre-approved and defined 
controlled conduct, but does not indemnify them from conduct causing death, serious injury or 
which involves the commission of a sexual offence against any person.  

Additionally, there are rigorous legislative requirements for the application and grant of an 
authority of controlled operations and/or use of assumed identities. An authority for a 
controlled operation may only be granted if the authorising officer of a law enforcement agency 
is satisfied on reasonable grounds of matters that have been specified in the legislation.  For 
example, a matter that may be specified for grant of controlled operations includes a 
requirement that the operation not be conducted in such a way that a person is likely to commit 
an offence the person would not otherwise have intended to commit, amongst other matters. 
An example of the kinds of matters specified for the grant of assumed identities includes a 
requirement that the chief officer be satisfied on reasonable grounds that the risk of abuse of 
the assumed identity by the authorised person is minimal. Therefore, a person will not be 
indemnified for conduct that is not authorised by the relevant authority.  

Persons affected by the administrative actions of the ACIC are also entitled to lodge a 
complaint with the Commonwealth Ombudsman, pursuant to the Ombudsman Act 1976. The 
ACIC also has half yearly and yearly reporting requirements to the Commonwealth 
Ombudsman in relation to its use of controlled operations.  The Australian Commission for 
Law Enforcement Integrity also maintains independent oversight of the ACIC, and has 
responsibility for investigating allegations of corruption by members of ACIC staff. 

As Commonwealth officers, ACIC staff are also bound by Commonwealth anti-discrimination 
legislation, including the Racial Discrimination Act 1975, the Sex Discrimination Act 1984, the 
Disability Discrimination Act 1992 and the Age Discrimination Act 2004. Individuals are entitled 
to lodge a complaint with the Australian Human Rights Commission (AHRC), who can 
investigate potential breaches of human rights and, if appropriate, attempt conciliation or make 
other recommendations for action. Individuals may also seek an enforceable remedy from a 
federal court, such as an apology or compensation, if the individual’s complaint is not resolved 
by the AHRC.      

As such, the limitation on the right to an effective remedy by these provisions are reasonable, 
necessary and proportionate because they further the legitimate objectives of protecting the 
public order, national security and the rights and freedoms of citizens, by providing the 
appropriate level of protection to persons who put themselves at risk. 

Right to life and the prohibition on torture and cruel, inhuman and degrading treatment

Article 6(1) of the ICCPR provides that every human has the inherent right to life. This right 
shall be protected by law. No one shall be arbitrarily deprived of life. The Second Optional 



Protocol to the ICCPR, to which Australia is a party, obliges States parties to abolish the death 
penalty.

Article 7 of the ICCPR also provides that no one shall be subjected to torture or to cruel, 
inhuman or degrading treatment or punishment. This prohibition is also articulated in article 
3(2) of the Convention Against Torture and Other Cruel, Inhuman or Degrading Treatment or 
Punishment (CAT).

The right to life and the prohibition on torture and cruel, inhuman and degrading treatment or 
punishment are rights from which no derogation is permitted.

Schedules 4, 5 and 6 of the 2018 Regulations confer various state and territory duties, 
functions and powers on the ACIC in relation to (amongst other things) the grant or refusal of 
authorities in relation to controlled operations, the power to engage in certain controlled 
conduct and more.  These provisions may engage the right to life and the prohibition on torture, 
cruel, inhuman or degrading treatment or punishment.  However, as already noted above, 
participants engaging in controlled conduct are not authorised to engage in abuses of human 
rights, except as authorised by or under domestic Australian law.  For example, the controlled 
operations provisions authorise participants to engage in limited criminal activity, but does not 
indemnify participants for conduct causing death, serious injury or which involves the 
commission of a sexual offence against any person. 

Therefore, the right to life and prohibition on torture, cruel, inhuman or degrading treatment or 
punishment are positively engaged by the controlled operation provisions in the various state 
and territory legislation, to the extent that those provisions do not authorise or indemnify 
participants for conduct that results in abuse of those human rights.

Fair trial and fair hearing rights

Article 14 of the ICCPR provides that every person has a right to ‘a fair and public hearing’ 
and extensive fair hearing rights, including minimum guarantees in the determining criminal 
charges brought against a person. The UNHRC has stated that the right to a fair trial and fair 
hearing rights may be limited in strict circumstances. 

In paragraph 1.13 of its Report, the Committee notes that the right to a fair trial and fair hearing 
encompass notions of the fair administration of justice and prohibits the use of investigatory 
techniques that incite individuals to commit a criminal offence. In doing so, the Committee 
cited the European Court of Human Rights (ECtHR) case Ramanauskas v Lithuania, iterating 
that the ECtHR has consistently held that entrapment violates a person’s right to a fair trial. 

In the context of its Report, the Committee is referring to the use of investigatory techniques 
in controlled operations, raising concerns that controlled operations derogate fair trial and fair 
hearing rights. However, it should be noted that the ECtHR held in Ramanauskas v Lithuania 
(No. 2) that an undercover operation does not, in itself, engage or limit the right to a fair trial if 
there are ‘clear, adequate and sufficient procedural safeguards’ in place to differentiate 
permissible law enforcement conduct apart from entrapment.1 Controlled operations are a 
valuable tool for investigating organised criminal activity, as such operations enable law 
enforcement officers to infiltrate criminal organisation and to target those in the higher 
echelons of those organisations. 

Legislation that authorises the ACIC to use such investigatory techniques also contains 
safeguards. An authority to conduct a controlled operation cannot be granted unless an 
authorising officer is satisfied on reasonable grounds that the controlled operation will not be 
conducted in such a way that a person is likely to be induced to commit an offence that the 
person would not otherwise have intended to commit. For example, such safeguards are 
contained in paragraphs 15GI(2)(f) of the Crimes Act 1914 (Cth), 14(d) of the Crimes 

1 Ramanauskas v Lithuania (No. 2), European Court of Human Rights Application No. 55146/14 (20 
February 2018) [52]-[54].



Controlled Operations) Act 2004 (Vic) and 4(2)(d) of the Criminal Investigation (Covert 
Operations) Act 2009 (SA), as well as other equivalent state and territory legislation. 

Such provisions have been designed to ensure that a controlled operation does not involve 
conduct that would constitute entrapment, occurring where a person is induced to commit an 
offence that they would not otherwise have intended to commit. Therefore, the provisions 
contained in the 2018 Regulations that pertain to controlled operations do not engage or limit 
the right to a fair trial or fair hearing rights, as there are sufficient safeguards in place to govern 
the use of these investigatory techniques. 

Right to security of the person and freedom from arbitrary detention

Article 9(1) of the ICCPR provides that every person ‘has the right to liberty and security of 
person’ and that no person ‘shall be subjected to arbitrary arrest or detention.’

In paragraph 1.12 of its Report, the Committee states that the right to liberty and security of 
the person is a procedural guarantee, and persons shall not be subjected to arrest or 
detention, except in accordance with lawfully established procedures. Schedules 4, 5 and 6 of 
the 2018 Regulations primarily pertain to different investigative methods, including the use of 
controlled operations, assumed identities and surveillance devices, and do not provide powers 
of arrest or detention. As such, the 2018 Regulations do not engage or limit the right to security 
of the person and freedom from arbitrary detention.   

Amending the 2018 Regulations

The Committee has requested consideration as to whether it would be feasible to amend the 
2018 Regulations to provide that the powers conferred on the ACIC, or on certain persons or 
bodies, under State and Territory laws may only be exercisable where corresponding duties 
and safeguards are also conferred by the relevant State or Territory law. 

The ACIC considers amendments to the 2018 Regulations are not required because 
corresponding duties and safeguards have already been conferred by relevant state and 
territory laws.  Some examples include:

 Item 74 of Part 6 of Schedule 5, prescribing the Police Powers (Surveillance Devices) 
Act 2006 (Tas), which imposes a duty on a member of the staff of the ACIC to inform 
the chief officer if the use of a surveillance device is no longer necessary, and

 Item 41 of Part 7 of Schedule 5, prescribing the Crimes (Controlled Operations) Act 
2008 (ACT), which imposes a duty on the CEO to be satisfied of certain matters in 
section 10 of that Act, including that an operation will not be conducted in a way that a 
person is likely to be induced to commit an offence against a law if that person would 
not have otherwise committed that offence.

Furthermore, as these powers are only used when absolutely necessary, such as to assist 
state and territory partner agencies in an investigation into serious and organised crime, this 
safeguards against the arbitrary use of such powers. 

Importantly, powers conferred by state and territory legislation can only be used by the ACIC 
and certain other persons, such as members of staff of the ACIC, if the Board has consented 
to the performance of the duty, function or power, pursuant to subsections 55A(3) and (4) of 
the ACC Act. Thus, state and territory legislation cannot automatically have effect to authorise 
the ACIC to undertake an investigation and/or operation if the further step of consent by the 
Board has not been obtained.   

Additional safeguards include that: 

 the ACIC reports to the Commonwealth, state and territory ministers in accordance 
with relevant legislative requirements



 the ACIC reviews the ongoing necessity for each authorised member of staff to 
continue to use an assumed identity

 the Commonwealth Ombudsman conducts regular mandatory reviews of ACIC records 
in relation to controlled operations and use of surveillance devices, amongst other 
things 

 the ACIC is also required to submit regular reports to the Commonwealth Ombudsman
 the Commonwealth Ombudsman in turn has extensive powers to examine the ACIC 

and
 the ACIC is subject to external oversight by agencies such as the Commonwealth 

Ombudsman, Australian Commission for Law Enforcement Integrity and the Inspector-
General for Intelligence and Security.

Collection, use and disclosure of ‘ACC information’ and ‘national policing information’

1.50 The preceding analysis indicates that there are a range of safeguards on the 
disclosure of ACC information and national policing information that may assist to 
ensure that the measures operate in a manner that is compatible with the right to 
privacy.

1.51 The committee welcomes the inclusion of a detailed assessment of the 
compatibility of the measures with the right to privacy in the statement of compatibility 
to the 2018 Regulations, consistent with the Minister for Law Enforcement and Cyber 
Security’s previous undertaking.

1.52 However, in order to conclude its assessment of the compatibility of the measures 
with the right to privacy, it would be useful for the committee to be able to consider the 
detail of the information-handling protocol subject to its development. The committee 
therefore requests that a copy of the protocol be provided to the committee. 

Consistent with the undertakings provided to Parliament following the merger of the Australian 
Crime Commission and CrimTrac, the ACIC has developed an information handling protocol. 
The protocol is available at: https://www.acic.gov.au/privacy. A copy of the protocol has been 
provided to the Committee, attached to this response. 

1.60 The preceding analysis raises questions as to whether the measures are 
compatible with the right to life and the prohibition on torture and cruel, inhuman and 
degrading treatment or punishment.

1.61 Accordingly, the committee seeks the minister’s advice as to the compatibility of 
the measures with these rights (including the existence of any relevant safeguards or 
guidelines). 

Disclosing ACC information to certain international bodies

For the purposes of paragraph 59AA(1)(d) of the ACC Act, section 15 and Schedule 7 of the 
2018 Regulations prescribe certain international bodies to whom ACC information may be 
disclosed, being:

 European Monitoring Centre for Drugs and Drug Addiction (EMCDDA)
 European Police Office (Europol)
 Financial Action Task Force (FATF)
 The Egmont Group of Financial Intelligence Units
 The International Criminal Police Organization – INTERPOL
 The International Narcotics Control Board
 United Nations Office on Drugs and Crime

As required by paragraph 59AA(1)(d), these international bodies are bodies that have 
functions relating to law enforcement or intelligence gathering. The Committee has raised 



concerns as to whether these provisions engage the right to life, or the prohibition on torture 
or cruel, degrading or inhuman treatment. 

Right to life and prohibition on torture and cruel, inhuman or degrading treatment

Pursuant to article 6(1) of the ICCPR, every person has the inherent right to life and no person 
shall be arbitrarily deprived of their life, rights which are to be protected by law. The CAT and 
Article 7 of the ICCPR further provide that no person shall be subjected to torture or to cruel, 
inhuman or degrading treatment or punishment. The right to life and the prohibition on torture 
are non-derogable rights, meaning that it is not permissible for these rights to be limited or 
restricted under any circumstance. 

The 2018 Regulations do not amend or modify the requirements for disclosing ACC 
information under subsection 59AA(1) of the ACC Act. Prior to disclosing ACC information to 
an international body prescribed under section 15 and Schedule 7 the 2018 Regulations, 
paragraphs 59AA(1)(f)-(h) provide that ACIC CEO may only disclose information if:

 the CEO considers it appropriate to disclose the information, and
 the CEO considers that the information is relevant to a permissible purpose (as defined 

in section 4 of the ACC Act), and
 disclosing the ACC information would not be contrary to a law of the Commonwealth, 

a State or a Territory that would otherwise apply.

Bodies to which the ACIC may disclose ‘ACC information’ include agencies that have 
responsibility for law enforcement, intelligence gathering and security of a foreign country.  
The ACIC may also disclose ‘ACC information’ to an international body that has functions 
relating to law enforcement or gathering intelligence or bodies that are prescribed in the 
Regulations, or an international judicial body prescribed the regulations.  

Further, if the ACC information is also national policing information, subsection 59AA(1A) of 
the ACC Act requires the ACIC CEO to act in accordance with any policies determined and 
directions given by the ACC Board, in making a decision as to whether to disclose the 
information under subsection 59AA(1) of the ACC Act. 

The disclosure requirements set out under paragraphs 59AA(1)(f)-(h) of the ACC Act ensure 
that the ACIC CEO turns his or her mind to the necessity of sharing the information with the 
international body, including the circumstances in which the disclosure of the information will 
occur and the lawfulness of the disclosure under Australian law. Specifically, paragraph 
59AA(1)(f) of the ACC Act provides that the ACIC CEO must consider it appropriate to share 
the information with an international body. This provision enables the ACIC CEO to consider 
a range of factors and potential consequences in determining whether it would be appropriate 
to share information with an international body, including if the information could lead to the 
investigation and prosecution of an offence punishable by corporal punishment in a foreign 
jurisdiction.  

The ACIC does not disclose information to foreign agencies which relate to offences that 
may have been committed and could be prosecuted in the foreign country where the offence 
is punishable by the death penalty. The ACIC cooperates with the Australian Federal Police 
(AFP) under the AFP National Guidelines on international police-to-police assistance in 
death penalty situations and the AFP National Guideline on offshore situations involving 
potential torture or cruel, inhuman or degrading treatment or punishment, where the AFP are 
involved in the matter. All ACIC staff are required to take account of government policy on 
assisting foreign countries which retain the death penalty when considering possible 
disclosure of information to foreign agencies, international bodies and their officials.







































Summary of Committee’s concerns and response 

The Department of Social Services (DSS) and NDIS Quality and Safeguards Commission (Commission) has provided the below information in response to the content 
related to the National Disability Insurance Scheme Amendment (Worker Screening Database) Bill 2019 (Bill) outlined at pages 61 to 67 of Report 2 of 2019 prepared 
by the Parliamentary Joint Committee on Human Rights. Report 3 of 2019 prepared by the Parliamentary Joint Committee (the committee) on Human Rights and issued 
on 30 July 2019, reiterates the request for advice on the Bill.  

The Bill engages the right to privacy contained in Article 17 of the International Covenant on Civil and Political Rights (ICCPR) and the right to work contained in 
Article 6 of the International Covenant on Economic, Social and Cultural Rights (ICESCR).  

Committee Comments Department of Social Services and NDIS Quality and Safeguards Commission Response 

Personal information in the NDIS Worker 
Screening Database 

1.246: …[T]he committee requests the 

Minister's advice as to whether the 

limitations on those rights [privacy and 

work] are a proportionate means of 

achieving their stated objectives, 

including… whether the type and extent of 

the information on the Worker Screening 

Database will be appropriately 

circumscribed, including whether 

limitations on the type of information in 

the database will be set out in legislation 

(and if so, the specific provisions that 

apply), or will be matters of policy  

1.242:  …[N]o specific legal or 

administrative limits on using the 

information in the database (for example, 

procedures for de-identifying information 

where it is used for policy development or 

research) are identified in the statement of 

compatibility. 

Further information as to the specific 

The information to be included in the database is circumscribed by new subsection 181Y(5) of the National Disability 

Insurance Scheme Act 2013 (NDIS Act) to be inserted by the Bill. New subsection 181Y(5) does not provide for the 
database to hold information about a person’s criminal history, including convictions and charges and any other 

information relied on to support a decision that is made under a NDIS worker screening law in a state or territory, or 
information about a person’s sexual identity or preferences. Such information would not be necessary for the 

Commission’s worker screening database function, which is outlined in new subsection 181Y(1) and informed by the 
purposes of the database in new subsection 181Y(3). This is supported by the division of responsibilities for worker 
screening in Part 3 of the Intergovernmental Agreement on Nationally Consistent NDIS Worker Screening (IGA), under 
which states and territories are responsible for operating NDIS Worker Screening Units. In addition, the collection, use 
and disclosure of criminal history information (which is generally very sensitive) is governed by Schedule A to the IGA 
and arrangements between the Australian Criminal Intelligence Commission (ACIC) and states and territories. These 
arrangements closely limit the use and disclosure of such information.  

New subsection 181Y(8) enables the Minister to determine additional purposes of the database and information to be 
contained within the database by way of legislative instrument.  An example of additional determined content of the 
database may be a new type of decision contemplated by NDIS worker screening law not already covered by subsection 
181Y(5).  Flexibility in this area will benefit the overall database as states and territories are yet to implement their NDIS 
worker screening laws.  Additional content to be determined is necessarily limited by the NDIS Commissioner’s 

functions and the provisions relating to the collection, use and disclosure of information under the NDIS Act. In 
developing any future legislative instruments for this purpose, the Minister will be required to produce a Statement of 
Compatibility with Human Rights. This will require the Minister to have regard to the proportionality of the additional 
determined purpose or information in pursing the legitimate objective. Such instrument will also be subject to 
disallowance. 
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safeguards in the bill, the NDIS Act or 

other legislation relating to the limitations 

on access to information in the database 

would assist in assessing the 

proportionality of the measure. 

Information on the database may be used for policy development, evaluation and research purposes. Personal 
information used for this purpose will be de-identified in accordance with the requirements of the Office of the 
Australian Information Commissioner and used for the Commission’s core functions. These requirements will be 
addressed through standard operating procedures.  

Access to the NDIS Worker Screening 
Database 

1.246: …[T]he committee requests the 

Minister's advice as to whether the 

limitations on those rights [privacy and 

work] are a proportionate means of 

achieving their stated objectives, 

including … whether access to the Worker 

Screening Database will be appropriately 

circumscribed, including whether 

limitations on access to the database will 

be set out in legislation (and if so, the 

specific provisions that apply), or will be 

matters of policy.   

  

The National Worker Screening database maintains a register of cleared and excluded applicants and workers from all 
jurisdictions. The database gives effect to the agreement of governments in clause 94 of the IGA, to national portability 
of NDIS Worker Screening Check outcomes.  

The information to be held in the database is provided by Worker Screening Units in each state and territory. Those Units 
undertake risk assessments and clearance status of NDIS Worker Screening Check applicants. Worker Screening Units in 
each state and territory will be required to secure consent from the applicant to have the NDIS worker screening check 
outcome included in the national database and to the disclosure of their NDIS Worker Screening outcome to current and 
prospective employers, to the Commission, to NDIS Worker Screening Units and to third party government entities 
providing the screening information. Consent will also be sought to ongoing monitoring of their eligibility to maintain 
the clearance for the duration of the clearance, and consent to share information from law enforcement agencies and the 
Commission for the purposes of working with vulnerable persons screening processes. These requirements are set out 
in Part 5 – Application Process of IGA.  

Staff in ‘risk-assessed roles’ (those with more than incidental contact, key personnel, or roles prescribed by the NDIS 
Commissioner) must hold an NDIS Worker Screening Check clearance as a condition of provider registration (see the 
National Disability Insurance Scheme (Practice Standards – Worker Screening) Rules 2018 (Worker Screening Rules)). 
Registered providers will have access to the database in order to comply with this condition. In order to comply with this 
condition they must be able to access the database to establish a link to a worker and check the clearance status of an 
employee, or potential employee. They are also required to de-link from an individual if that worker has left their 
employ. 

 

 

For both registered and non-registered providers (including self-managed participants), the worker must provide their 
worker screening ID or their application ID to the provider to allow them to be able to search for the worker to establish 
their clearance status. Providers cannot randomly view workers. Providers will be able to access the following 
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information: name, date of birth, worker screening ID, clearance status, eligibility to work, and expiry of clearance. As 
the information accessed by providers remains protected Commission information, providers are also subject to the 
requirements of sections 67A in subsequent use and disclosure of that information. Providers are also subject to the 
penalties in sections 67B, C and D. 

Additional information regarding the 
proportionality of the measure 

1.246: …[T]he committee requests the 

Minister's advice as to whether the 

limitations on those rights [privacy and 

work] are a proportionate means of 

achieving their stated objectives, 

including… any other information that 

may be relevant to the proportionality of 

the measure.  

Under the IGA, a key principle is that worker screening requirements are proportional insofar as worker screening is only 
mandatory for workers whose role poses a significant opportunity for harm. This requirement is implemented through the 
Worker Screening Rules, which only require screening of workers in ‘risk- assessed roles’. 

In addition, the Commission, Worker Screening Units and providers are subject to the Privacy Act and equivalent state 
and territory requirements. 
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