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1. Overview 
 

Westpac’s vision is to be one of the world’s great service companies, helping our customers, 

communities and people to prosper and grow.  

 

Effective risk management including a sound risk culture is one of the keys to achieving our vision as it 

influences our customers’ experiences, the public’s perceptions, our financial performance, our 

reputation and our shareholders’ expectations. It is critical to our future success. We regard managing 

risk as a core function performed at all levels of the Group. 

 

In addition to setting the strategic direction of the Westpac Group, the Board is also responsible for the 

risk management framework. The risk management framework includes this Risk Management Strategy 

(RMS), the Westpac Group Risk Appetite Statement (RAS), the Board Strategy Review (BSR) and the 

Internal Capital Adequacy Assessment Process (ICAAP). The RMS supports the Westpac Group in 

achieving its strategic priorities by clearly articulating our approach to managing risk consistent with 

our risk appetite.  

 

We adopt a Three Lines of Defence approach to risk management which reflects our culture of “risk is 

everyone’s business” in which all employees are responsible for identifying and managing risk and 

operating within the Group's desired risk profile. Effective risk management enables us to: 

¡ accurately measure our risk profile and balance risk and reward within our risk appetite, optimising 

financial growth opportunities and mitigating potential loss or damage; 

¡ protect Westpac’s depositors, policyholders and investors by maintaining a strong balance sheet; 

¡ embed adequate controls to guard against excessive risk or undue risk concentration; and 

¡ meet our regulatory and compliance obligations. 

 

The Risk Management Strategy supports a holistic approach to risk management and sets out 

minimum standards for managing the key risks that apply to the Westpac Group as a conglomerate.  

Additional supporting risk-class frameworks and Group-wide risk policies that give effect to this 

strategy are established and maintained in line with our risk management governance structure and 

delegations from the Board (refer to Attachment 1 and 2 respectively). 

 

The minimum standards outlined in this Risk Management Strategy apply to Westpac and all its 

controlled subsidiaries. Where there are additional requirements that apply to a controlled subsidiary it 

must apply Group-wide standards within the context of its own specific regulatory, fiduciary or 

legislative requirements (refer section 5.2). 

 

2. Risk Management Strategy governance 
 

The Risk Management Strategy is approved by the Board and reviewed by the Board Risk and 

Compliance Committee (BRCC) on an annual basis or more frequently where required by a material 

business or strategy change or a material change to the Group’s risk profile. It is owned by the Chief 

Executive Officer (CEO).   

 

The Risk Management Strategy addresses regulatory requirements of the Australian Prudential 

Regulatory Authority’s (APRA) Cross-industry Prudential Standard (CPS) 220 Risk Management and 

Level 3 Prudential Standards and is submitted to APRA within 10 business days of Board approval.  
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3. Definitions 
3.1 Material risks 
Westpac distinguishes between different types of risk and takes an integrated approach toward 

identifying, assessing and managing all material risks including through the annual review of the Risk 

Management Strategy and the establishment of additional controls through supporting frameworks and 

policies. Our organisational risk management structure supports holistic risk management.  

 

The Westpac Group’s material risks are identified and evaluated as part of normal business operations 

and in response to changes in our business or in the external environment. The listing of the Group’s 

material risks is reviewed as part of the annual review of this Risk Management Strategy, and the 

management of these risks is supported through the relevant risk management Frameworks and the 

Board Strategy Review. Refer to the frameworks as listed in Attachment 1 for further information on 

material risks. 

 

Other risk management frameworks may also be established (e.g. Financial Crime); particularly for 

other risks that are material for entities within the conglomerate group (e.g. Insurance in 

Superannuation and Investment Governance in BT Financial Group).  

 

Credit Risk 
The risk of financial loss where a customer or counterparty fails to meet their 

financial obligations to Westpac. 

Liquidity Risk 
The risk that the Group will be unable to fund assets and meet obligations as they 

come due. 

Market Risk 

The risk of an adverse impact on earnings resulting from changes in market 

factors, such as foreign exchange rates, interest rates, commodity prices and 

equity prices. This includes interest rate risk in the banking book – the risk to 

interest income from a mismatch between the duration of assets and liabilities 

that arises in the normal course of business activities. 

Operational Risk 

The risk of loss resulting from inadequate or failed internal processes, people and 

systems or from external events. The definition is aligned to the regulatory (Basel 

II) definition, including legal and regulatory risk but excluding strategic and 

reputation risk. 

Conduct Risk 
The risk that our provision of services and products results in unsuitable or unfair 

outcomes for our stakeholders or undermines market integrity. 

Compliance Risk 
The risk of legal or regulatory sanction, financial or reputational loss, arising from 

our failure to abide by the compliance obligations required of us. 

Business risk 
The risk associated with the vulnerability of a line of business to changes in the 

business environment. 

Sustainability Risk 

The risk of reputational or financial loss due to failure to recognise or address 

material existing or emerging sustainability related environmental, social or 

governance issues. 

Equity Risk 
The potential for financial loss arising from movements in equity values. Equity 

risk may be direct, indirect or contingent.  

Insurance Risk 

The risk of mis-estimation of the expected cost of insured events, volatility in the 

number or severity of insured events, and mis-estimation of the cost of incurred 

claims. 

Related Entity 

(contagion) Risk 

The risk that problems arising in other Westpac Group members compromise the 

financial and operational position of the authorised deposit-taking institution in 

the Westpac Group. 

Reputation Risk 
The risk of the loss of reputation, stakeholder confidence, or public trust and 

standing. 
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3.2 Material deviations from the risk management framework 
 

Westpac must notify APRA as soon as practicable, and no more than 10 business days, after it becomes 

aware of a significant breach of, or material deviation from, the risk management framework. 

 

Key materiality indicators influencing whether a breach or deviation is considered material and the 

Board’s annual CPS 220 declaration be qualified are set out in the Westpac Prudential Compliance  

Framework. 

4. Risk management approach 
 

Establishing and maintaining sound risk management processes is a key component of Westpac 

executing the Board’s strategy while operating within our Board defined risk appetite. Our approach is 

detailed below. 

 

4.1 The "Three Lines of Defence" approach to risk management 
 

The key elements of the "Three Lines of Defence" approach to risk management are: 

 

  

Divisional business units are responsible for identifying, evaluating and managing the risks that they 

originate within approved risk appetite and policies. They are required to establish and maintain 

appropriate risk management controls, resources and self-assurance processes. 

nd  

Our 2nd Line of Defence is a separate risk and compliance advisory, control, assurance and 

monitoring function which establishes frameworks, policies, limits and processes for the 

management, monitoring and reporting of risk. The 2nd line of Defence may approve risks outside 

the authorities granted to the 1st Line, and evaluates and opines on the adequacy and effectiveness 

of 1st Line controls and application of frameworks and policies and, where necessary, requires 

improvement and monitors the 1st Line's progress toward remediation of identified deficiencies. 

d  

Group Audit is an independent assurance function that evaluates and opines on the adequacy and 

effectiveness of both 1st and 2nd line risk management approaches and tracks remediation 

progress, with the aim of providing the Board, and senior executive, with comfort that the Group’s 

governance, risk management and internal controls are operating effectively. 

 

Our overall risk management approach is summarised in the following diagram: 
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¡ Westpac’s financial targets, forecasts and capital projections.  

 

4.3 Sound risk management and culture 
 

The essential elements of sound risk management include: 

¡ a sound risk culture of “risk is everyone’s business” and awareness of risk management supported 

by regular communication; 

¡ observable linkages between strategy and risk appetite; 

¡ clearly defined accountabilities, responsibilities and authorities; 

¡ an appropriate level of resources with the capabilities, training and tools (or infrastructure) required 

to fulfil responsibilities and support the strategy; 

¡ clearly defined operating structures, reporting lines and governance structures; 

¡ clear principles, goals, objectives and incentives, including risk-adjusted performance measures to 

support appropriate behaviour and risk and customer outcomes; 

¡ processes and systems that facilitate effective: X risk identification, analysis, evaluation and quantification, including stress testing; X communication, reporting and escalation of material risk issues and incidents; X risk reward decisions including appropriate targets and buffers;  X mitigation and acknowledgement or management of residual risk; and X capture and reporting of risk data for both internal and external purposes. 

¡ measured risk taking within risk appetite; 

¡ proactive management of issues, incidents, concerns and risks outside tolerance levels; and 

¡ assurance processes which include testing to demonstrate that risk-related practices and controls 

are appropriately embedded and effective, and comply with internal, regulatory and legislative 

requirements. 

 

4.4 Risk and remuneration 
 

Our remuneration strategy, executive remuneration framework, policies and practices support sound 

risk management. Risk adjusted remuneration is a core principle of the Westpac remuneration strategy 

and risk considerations are embedded in our remuneration framework including variable reward pool 

determination, objectives/scoreboards, behavioural/qualitative adjustments to outcomes, and deferral 

and vesting (including ex post adjustments) of incentives. 

 

Our remuneration policies and practices fairly and responsibly reward individuals having regard to 

performance, Westpac’s risk management framework, the law and the highest standards of 

governance. 

 

5. Roles and responsibilities 
 

Table 5.1 outlines the high level roles and responsibilities of each “Line of Defence". Detailed functional 

responsibilities are set out in each of the risk-class specific frameworks and the relevant executive risk 

committees’ terms of reference. 

 

The role of the Board, Board Committees and senior management is outlined in Attachment 2. A 

diagrammatic view of the Board governance framework and Group-wide risk committee structure is set 

out in Attachments 3 and 4. 
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ATTACHMENT 2 Risk management governance structure 

  ¡ Approves our overall Risk Management Strategy and the Westpac Group Risk 

Appetite Statement. 

  y g e   m e   e   m e s   sk  

Bo    

a  

m  B C  

¡ Provides recommendations to the Board on Westpac Group’s risk-reward 

strategy; 

¡ Sets risk appetite consistent with the Westpac Group Risk Appetite Statement; 

¡ Reviews and approves the frameworks for managing risk; 

¡ Reviews and approves the limits and conditions that apply to credit risk 

approval authority delegated to the Chief Executive Officer, Deputy Chief 

Executive Officer and Chief Risk Officer and any other officers of the Westpac 

Group to whom the Board has delegated credit approval authority; 

¡ Monitors the risk profile, performance, capital levels, exposures against limits 

and the management and control of our risks; 

¡ Monitors changes anticipated in the economic and business environment and 

other factors considered relevant to our risk profile and risk appetite; 

¡ Oversees the development and ongoing review of key policies that support our 

frameworks for managing risk; and 

¡ May approve accepting risks beyond management’s approval discretion. 

B  A  

m  B  

¡ Oversees the integrity of financial statements and financial reporting systems, 

and matters relating to taxation risks. 

B  m  

m  B C  

¡ Reviews any matters raised by the BRCC with respect to risk-adjusted 

remuneration. 

B  e g  

m  B C  

¡ Oversees the technology strategy, implementation and risks associated with 

major technology programs. 

 m  m  a  e  k s g    e e mm e s   sk 

 

t  G o  

v  k 

m  K ) 

¡ Leads the management and oversight of material risks across the Westpac 

Group within the context of the risk appetite determined by the BRCC; 

¡ Oversees the embedding of the RMS in the Group’s approach to risk 

governance; 

¡ Oversees risk-related management frameworks and key supporting policies; 

¡ Oversees the Group’s material risks;  

¡ Oversees reputation risk and sustainability risk management frameworks and 

key supporting policies; and 

¡ Identifies emerging credit, operational, compliance and market risks and 

allocates responsibility for assessing impacts and implementing appropriate 

actions to address these. 

 G  

A s    

m tt e A ) 

¡ Leads the optimisation of funding and liquidity risk-reward across the Group; 

¡ Reviews the level and quality of capital to ensure that it is commensurate with 

the Group’s risk profile, business strategy and risk appetite; 

¡ Oversees the Liquidity Risk Management Framework and key policies; 

¡ Oversees the funding and liquidity risk profile and balance sheet risk profile; 

and 

¡ Identifies emerging funding and liquidity risks and appropriate actions to 

address these. 

 G  ¡ Leads the optimisation of credit risk-reward across the Group; 
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 k 

m e 

C ) 

¡ Reviews and oversees the Credit risk-related Risk Management Frameworks 

and key supporting policies; 

¡ Oversees Westpac’s credit risk profile; 

¡ Identifies emerging credit risks, allocates responsibility for assessing impacts, 

and responds as appropriate; and 

¡ Facilitates continuous improvement in credit risk management by providing a 

forum for testing risk tolerances and debating alternate approaches. 

 G  

e t  k 

m  ) 

¡ Leads the optimisation of operational risk-reward across the Group; 

¡ Reviews and oversees the Operational Risk Management Framework and key 

supporting policies; 

¡ Oversees Westpac’s operational risk profile; and 

¡ Identifies emerging operational risks and appropriate actions to address these. 

For a detailed summary of the Group-wide committee risk structure, refer to Attachment 4. 





R
is

k
 M

a
n
a
g

e
m

e
n
t 

S
tr

a
te

g
y
  

 
1

5
 

A
T

T
A

C
H

M
E
N

T
 4

  

G
ro

u
p

-
w

id
e
 r

is
k
 c

o
m

m
it

te
e
 s

tr
u
c
tu

re
  



Risk Management Strategy  16 

ATTACHMENT 5 

Group structure  

 

 

Westpac and its subsidiaries are referred to collectively as the ‘Westpac Group’. Regulatory 

consolidation at Level 2 covers the global operations of Westpac and its subsidiary entities, including 

other controlled banking, securities and financial entities, except for those entities involved in the 

following business activities:  

· insurance;  

· acting as manager, responsible entity, approved trustee, trustee or similar role in relation to 

funds management;  

· non-financial (commercial) operations; or  

· special purpose entities to which assets have been transferred in accordance with the 

requirements of APS120 Securitisation. 

 

Refer to Westpac’s Pillar 3 report for a full listing of all Westpac Group controlled entities according to 

their level of regulatory consolidation.




