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Summary

1. This submissionrelatesto theuseofcomputerprogramsandsimilarelectronic
meansto recordandcountvotes,anddistributepreferencesin FederalElections.

ThePresentSituation

2. It is submittedthatthecomputerprogramemployedduringthe2001 Federal

Electionfor thedistributionofSenatepreferences:

- wasnot written to appropriateTrustedComputing2standards;
- wasnot independentlyvalidatedforcorrectnessofoperationbya body

recognisedascompetentin thefield; and
- wasopaquein its operationtothecandidatesandtheelectorateat large.

As aresult,althoughthereis noevidencethatvoteswereincorrectlydistributed,
thepossibilityexiststhatthiswasthecasedueto:

- someaccidentalandundetectedfault in theprogram;or
- themaliciousactionofa programmer.

ProposedAction

3. It is suggestedthattheJointCommitteerecommendto Parliamentthatall future
computerprogramsandsimilarelectronicmeansofcounting,recording,and
distributingvotesin FederalElectionsbewrittenandevaluatedto meetthe
internationalstandardsformission-criticalandsecureTrustedComputing.

4. It is furthersuggestedthat full detailsofanyVoting Systembemadepublic so
thatvotersareonceagainableto verify personallythat theprocessis in
accordancewith law. Howeverthedesirabilityofdoingsomustbebalanced
againsttherisk thata maliciouspersonmight discoverandexploitanunnoticed
loophole. As analternativeacommitteeof well-knownandindependentexperts
couldbe askedto certify theappropriatenessoftheSystemandits employment.

‘Short biographyas evidenceof expertiseappearsasAttachmentI withmy contactdetails.

2 TrustedComputingis a technicalinformationtechnologytermrelatingtothequalityof computer

programs—seepara13-17below.
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Background

The Problem

5. Whenvotesareonpaperthevoteris sureofhowhis/hervotehasbeenrecorded.
Further,whenpapervotesarecountedanddistributedit is clearto thecandidates
andanyotherobserversthattheprocesshasbeenperformedcorrectly. Recounts
arepossibleand,in extremecases,examinationoftheballot paperscanestablish
that all theforms werevalidly issued.

6. Electronicvotingprogramsmakeall theseprocessesopaque.Thevotercannot
seewhetherher/hisvote is correctlyrecordedorevenrecordedat all. Candidates
andotherscannotseethevotescounted:theymustsimplytrustthecomputer’s
processing.Recountsaresimplyarepeatoftheoriginal countingprocessand
cannotdetecterrors. Thereareno ballotpapersto verify thatall thevoteswere
madeby electors:unlessspecialmeasuresaretakenthereis nothingto establish
thattheelectronicrecordsareatruestatementofthevoters’ intentions.

7. It is amatterofeverydayexperiencethat computerprogramsoftenfail to function
exactlyasexpectedordesired.Electronicvotingwasemployedduringthe2001
ACT AssemblyElectionand,accordingto theCanberraTimesof29October
2001,a ‘bug’ delayedpublicationoftheresultsso it is apparentthatthatvoting
programin particularcontainederrors. Giventhat ‘the slightestdifferencein the
voteswouldhavechangedtheresults’(CanberraTimes,2 November2001),there
canbeno certaintyin this casethatthecandidateswho weredeclaredsuccessful
werein factduly elected.

8. Thereasoncomputerprogramsoftencontain‘bugs’ is theircomplexity. This
makesit difficult for theprogrammerto ensurethecorrectnessofwhatis written
andevenharderfor anotherpersonto checkthelogic. Thiscanbe further
aggravatedby difficulties in understandingwhattheprogramis expectedto do.
Thus if theprogrammerfails to understandexactlyhow, for example,preferences
areto bedistributed,theprogramis likely to containerrors. Thecomplexityand
difficulty ofcheckingcomputerprogramsalsoprovidestheopportunityfora
maliciousprogrammerto includemechanismsto biastheresult.

9. Mostcomputerprograms,andcertainlythat which distributedthe2001 Senate
Preferences,areextensivelytestedbeforeactualuse. Howevertestingis not
sufficientto determineaprogram’scorrectoperationunderall conditions. Inthe
informationtechnologyindustryit is well-knownthattestingsimply showsthat
anticipatederrorshavebeenavoided. It doesnot demonstratetheabsenceof
unexpectederrors. Exhaustivetesting,whichmight achievethedesiredresult,is
neverpossiblebecausethenumberoftrials involvedis toogreat.

10. Hacking, ie. illicitly enteringcomputersystemsvia theircommunications
networks,is afrequentoccurrenceastheAustralianFederalPolice(AFP), the
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AustralianSecurityIntelligenceOrganisation(ASIO), andDefenceSignals
Directorate(DSD)canattest. Existingoperatingandnetworksystems(eg.
Microsoft Windows)typically offer only limited protectionagainsthacking
attacks. Thus, if the Senatepreferencedistributionprogramwasrunon a
networkedcomputer,evenif thenetworkwaswholly containedwithin the
AustralianElectoralCommission(AEC), it wasopento amaliciouspersonto
attemptto hackinto andmodify theprogramorthestoredvotessoasto change
theoutcomeof theElection.

11. Hackingcould,unlessappropriateprecautionsaretaken,becomeamajorthreatif
electronicvotingmachineswereintroducedat somefuturedateto recordand
countvotesatthepolling booth,especiallyif theresultsarereturnedtotheAlEC
viaelectroniccommunicationssystems.

12. In summary:

a. Electronicvotingsystemsmakethevotingprocessopaqueto the
candidatesandthegeneralpublic.

b. Theymaynot givethecorrectoutcomeof anelectionbecause:

- thecomputerprogramsmaycontainaccidentalerrors;
- illicit instructionscouldbeincludedin theprogramsby amalicious

programmer;and
- amaliciouspersoncouldgainaccess(possiblyby hacking)andmodify

aprogramat anytimebetweenit beingwrittenandit beingused.

c. In-housetestingis insufficientto overcometheseproblems.

The ProposedSolution

A. ProgrammingD~flciencies

13. Methodshavebeendevelopedto buildcomputersystemsin awaywhich
minimisesthelikelihoodofthemcontainingany errors,accidentalordeliberate,
andofsecuringthemagainstmodificationup to andduringtheirdeployment.
Thedriving forcehasbeentheneedfor correctandinviolable systemsfor reasons
ofsafety(eg.airtraffic control),security(protectionofclassifiedinformation),
andmissioncriticality. Theuseofthesemethodsis termedTrustedComputing.

14. TrustedComputingis rarelyusedin commercialandother‘ordinary’ computing
applicationsbecauseit is little known(fewuniversitiesteachit in any detail), is
initially morecostlythanconventionalmethods,andmaybeconsidered
disproportionateto therisksordinarybusinessenterprisesface. Broadlythe
methodsofTrustedComputingrequire:
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- adetaileddescription,oftenexpressedin termsofformal logic, ofthe
problem;

- theapplicationof specialproceduresto thedesign,construction,andtestingof
thecomputingsystem;

- provisionsfor protectingtheintegrityofthe systemoncewritten, including
mechanismsto detectchangesto it;

- independentvalidationofthewholeprocessincludingadetailedexamination
oftheprogramsby anindependentteamofexpertevaluators.

15. Theinfrastructurefor TrustedComputingis well developed,both internationally
andin Australia. Thereis aninternationalstandard,1S015408:theCommon
Criteriafor InformationTechnologySecurityEvaluation,andtheCommonwealth
Governmenthasaprogramme,theAustralasianInformationSecurityEvaluation
Programme,in placeto assesscomputerproductsandsystemsagainstthe
standards(for furtherdetailsseehttix//www.dsd.gov.au/infosec).For certain
securitypurposesit is mandatoryforCommonwealthGovernmentDepartmentsto
useproductsevaluatedunderthis scheme.In thearenaof safetyandmission
criticalitytheUniversityofQueensland’sSoftwareVerificationResearchCentre
haswell-developedfacilities(seehttp://www.svrc.uq.edu.au- particularlythe list
ofprojectspastandpresent),andtheNationalAssociationofTestingAuthorities
(ht~p://www.nata.asn.au)is workingin thearea.

16. To meetthedeficienciesidentifiedabovein theSenatepreferencedistribution
programandto avoidproblemswith futurevotingsystems,all Federal
Governmentvotingsystemsshouldbetreatedasbothmissioncritical (ie. they
mustbebuild to workcorrectly)andsecuritycritical (ie. theyshouldbe resistant
to maliciousattack). Thefacilitiesexistto achievethis andtheyshouldbe used.

17. TheDefenceSignalsDirectorateandtheUniversityofQueensland’sSoftware
VerificationResearchCentrewouldbe in apositionto advisetheJoint Committee
onhowtheproposedschemecouldbe implemented,andto assisttheAlEC in
doingso.

B. Opacity

18. To makeelectronicvotingwholly transparentit wouldbeoptimalto placeon the
public recordcompletelisting ofall theprogramsandtheoperationaldocuments.
Howeverthismustbebalancedagainstthepotentialfor amaliciouspersonto
searchfor andexploit anyundetectedweaknessin thesystem.

19. A second,lessdesirablebutmoresecure,optionwouldbe to invite an
independentgroupofacknowledgedexpertsin thefieldto certify theprocessof
building andoperatingFederalGovernmentvoting systemsasappropriateforthe
purpose.OncethepersonneloftheAustralianfacilities areexcludedto retainthe
independenceaspect,thefield from whichthisgroupcouldbedrawnwouldbe
rathernarrow,soinclusionofoneor moreinternationalexpertsmightbevaluable.



Attachment1

John Rogers:ProfessionalBiography

- 38 yearsin theInformationTechnologyindustryin bothpublic serviceand

privateindustry.

- 1962-77:GovernmentCommunicationsHeadquarters(UK)

o heavyinvolvementin communicationssecurity

- 1986-99: DefenceSignalsDirectorate(DSD) (Australia)
o founderoftheCommonwealthGovernment’sComputerSecurity

Authority
o original authorofACSI-33,theCommonwealth’stechnicalcomputer

securityguide
o majorcontributorto theCommonwealth’sProtectiveSecurityManual
o initiator oftheAustralasianInformationSecurityEvaluationProgramme
o foundermemberofthe interdepartmentalcommitteefor theProtectionof

theInformationInfrastructure
o heavilyinvolvedin thedevelopmentof Gatekeeper,theGovernment’s

PublicKeyInfrastructure(PKJ) initiative
o memberof StandardsAustralia’sinformationsecurityandPKI

committees.

- B.Sc inMathematics
- MemberoftheAustralianComputerSociety
- LicentiateoftheInstituteofMathematicsandits Applications

- AustralianIntelligenceCommunitymedallionfor distinguishedservice,1999.

SinceAugust,1999,I havebeenretiredfrom full-time work althoughI undertakethe
occasionalconsultancyin informationsecurityandcontributeto variousworkshopsand
seminars.

I haveno financialor similarconnectionwith anybusinessororganisationwho might
benefitshouldmy proposalto theJointCommitteebe implemented.
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ContactDetails

JohnRogers Telephone:(02)6251 1858

18 Dwyer Street Email : johnrogers@acslink.net.au
Cook,ACT 2614
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