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Overview

The AFP welcomes the opportunity to assist the Committee with its inquiry into
whistleblowing protections within the Australian Government public sector.

To address the terms of reference from an AFP perspective, this submission will provide the
Committee with:

e Background on the role and function of the AFP;
s The AFP’s existing professional standards and internal protected disclosure systems; and

e Commentary on each of the terms of reference.

The submission will highlight that, the AFP has:
e a system that performs the function of protected disclosure legislation for AFP employees;

e arole to investigate allegations that are made through protected disclosures within the
Australian Public sector; and

e arole to investigate unauthorised disclosures of information.
Background
Role and function of the AFP

The Australian Federal Police (AFP) is the Commonwealth’s primary law enforcement
agency. It is Australia’s international law enforcement and policing representative and the
chief source of advice to the Commonwealth Government on policing issues. The AFP’s role
is to enforce Commonwealth criminal law and protect Commonwealth and national interests
from crime in Australia and overseas.

The AFP provides a range of investigative, criminal intelligence and other services supporting
the Commonwealth’s law enforcement objectives. The AFP directs a large proportion of its
efforts toward preventing and responding to high impact, high level crime which threatens
Australia’s national interests. The AFP also provides community policing services to the
Australian Capital Territory under contract and to Australia’s external territories. The AFP
uses skills from both these areas to support the significant offshore commitments to law and
order and peace operations delivered by the International Deployment Group. It also provides
protective security services through AFP Protective Service officers, Close Personal
Protection services to high office-holders and visiting dignitaries and Uniformed Policing at
the major airports.

The AFP’s strategic direction and its priorities are determined in accordance with the
Australian Federal Police Act 1979 and by Ministerial Directions issued under the Act.
Strategic priorities may also result from government policies such as the Commonwealth
Fraud Control Guidelines which assign specific responsibilities to the AFP for investigating
serious or complex fraud.




Australian Federal Police Act 1979

Section 8 of the Australian Federal Police Act 1979 specifies that the functions of the AFP
include:

e the provision of police services in relation to laws of the Commonwealth, property of the
Commonwealth (including Commonwealth places) and property of authorities of the
Commonwealth;

e the safeguarding of Commonwealth interests;
e to do anything else that is incidental or conducive to the provision of these services;

e the provision of police services in relation to the Australian Capital Territory (ACT) and
Australia’s external territories;

e protective and custodial functions as directed by the Minister;

e the provision of police services and police support services for the purposes of assisting,
or cooperating with, an Australian or foreign law enforcement agency, intelligence or
security agency, or government regulatory agency; and

e the provision of police services and police support services in relation to establishing,
developing and monitoring peace, stability, and security in foreign countries.

Ministerial Direction

Under section 37(2) of the Australian Federal Police Act 1979 (the Act), the Minister may
give written directions to the Commissioner with respect to the general policy to be pursued
in relation to the performance of AFP functions. Such Ministerial Directions encompass
broad guidance to the AFP on the Government’s expectations of the AFP and the principal
areas of priority on which it wishes the AFP to focus. The Act provides for the Minister to
issue Directions after taking advice from both the Commissioner and the Secretary to the
Attorney-General’s Department (AGD).

The current Ministerial Direction was issued by the then Minister for Justice and Customs on
12 October 2007. In this, the Government outlined its expectations that in performing its
functions and prioritising its activities, the AFP give special emphasis to:

e countering the threat of terrorism to the safety and security of Australians and Australian
interests within and outside Australia;

e preventing, deterring, disrupting and investigating criminal activities impacting on the
interests of the Australian community;

e safeguarding the economic interests of the nation from criminal activities such as serious
fraud, money laundering, corruption, intellectual property crime and technology enabled
crime;,

e ensuring that specific individuals, establishments and events, identified by the Australian
Government as being at risk, are protected,;



e contributing effectively to the Government's international law enforcement interests
including matters involving cooperation to combat transnational organised crime,
responses to emergencies, law and order capacity building missions, and participation in
United Nations or other internationally mandated peace operations;

e achieving and maintaining a technological edge over criminals, including sharing
knowledge and capacities with strategic partners;

e identifying emerging criminal threats to the national interest and advising on appropriate
policy approaches, strategies and treatments to counter such threats; and

e contributing actively to broader government programs or initiatives where their successful
implementation requires the engagement of law enforcement capabilities.

AFP structure

To maximise the AFP’s ability to effectively carry out its functions and respond to its
Ministerial Direction, the AFP is structured around its functions. The structure, known as the
Functional Model, organises the AFP around its major operational activities with services
delivered through the AFP headquarters in Canberra and various regional offices around
Australia.

There are nine key operational areas. They are:

e Border and International Network;

° Economic and Special Operations;

® Intelligence;

e International Deployment Group;

e Counter Terrorism;

e  High Tech Crime Operations;

e Protection;

° Aviation; and

® ACT Policing.

The resulting management structure is a matrix that has combined centralised functional
responsibilities with the AFP’s geographic locations. The functional departmentalisation of
the matrix is managed through National Managers (Assistant Commissioner level) being

responsible for a discrete operational area. To assist National Managers in the delivery of
their business, geographic management is provided through regional office managers.




The AFP office structure that directly supports Border operations, Economic and Special
Operations, Counter-Terrorism operations, and High Tech Crime Operations includes:

e Sydney Office;

e Melbourne Office;
e Brisbane Office;

e Perth Office;

e Adelaide Office;

e Darwin Office;

e Cairns Office; and
e Hobart Office.

The AFP operational structure for Protection includes Protective Service Officer Stations for:

e Critical Infrastructure protection at ANSTO (Lucas Heights Sydney), DFAT Canberra,
and Australian high commissions and embassies in Port Moresby, Jakarta and Kuala
Lumpur;

e Defence Stations at Exmouth, Geraldton, Pine Gap, and Russell Offices;
e Diplomatic Protection in the ACT, Perth and Sydney; and

e Official establishments’ protection in Sydney and Canberra.

The AFP operational structure for Aviation includes:

e Airport uniformed police providing a community policing presence and airport police
commanders at eleven major Australian airports including Adelaide, Alice Springs,
Brisbane, Cairns, Canberra, Darwin, Gold Coast, Hobart, Melbourne, Perth and Sydney;
and

e Joint Aviation Investigation Taskforces at Sydney, Melbourne, Adelaide and Perth
airports which are mobile through the CTFR airport network.

AFP Professional Standards

The AFP operates in an increasingly complex and dynamic environment driven
predominantly by changes in what comprises national security. To effectively perform in this
environment, it is critical that the AFP secures and maintains the confidence of national and
international governments, partners and the public. Central to this is the integrity and
professionalism of AFP employees on an individual level and the ability of the AFP at an
organisational level to prevent and counter internal corruption and misconduct. To meet this
_obligation, the AFP maintains a rigorous Professional Standards regime.



What are Professional Standards?
The term Professional Standards has two related meanings.

In an operational sense it relates to the expectations the Commissioner has of all AFP
appointees with regards to their conduct both on-duty and off-duty. The Professional
Standards of the AFP are underpinned by the AFP Core Values and Code of Conduct and
apply to all AFP appointees in Australia, its Territories and overseas.

Commissioner’s Order 2 sets out the professional standards expected of AFP appointees in
the performance of their duties in conjunction with:

e The Australian Federal Police Act 1979,

e The Australian Federal Police Regulations 1979,
e Commissioner’s Orders;

e The AFP Code of Conduct;

e The AFP Core Values;

e Commander’s Orders;

e National Guidelines;

e Practical Guidelines, and

e Australian Federal Police policies.

In a practical sense, ‘Professional Standards’ is the description given to the functional area of
the AFP that deals with professional Standards issues. This includes the internal
administrative structures and methodology for investigating and resolving professional
standards matters that come to the attention of the AFP administration.

The AFP professional standards model

The AFP has maintained a professional reporting program for breaches of professional
standards since 1996. In May 2002, Commissioner Keelty engaged retired NSW Supreme
Court Judge, Mr William Fisher, AO QC, to undertake a review of the AFP’s professional
standards regime. The Fisher review was completed in February 2003 and tabled in Federal
Parliament later that year. The Fisher review recommended that the AFP adopt a professional
standards regime using managerial resolutions for minor misconduct and underperformance
matters. In 2006, the AFP updated its complaints and professional standards regime in line
with the Fisher Review recommendations by inserting a new part (Part V) into the Australian
Federal Police Act 1979. '

The AFP’s current professional standards model adopts a graduated (tiered) approach
according to the seriousness of the breach of Professional Standards.



Matters are allocated to one of four categories.

e Category 1 conduct (least serious) — inappropriate conduct that relates to minor
management matters or customer service matters or conduct that reveals a need for
improvement by the AFP appointee concerned.’

e Category 2 conduct — minor misconduct by an AFP appointee, inappropriate conduct that
reveals unsatisfactory behaviour by an AFP appointee or repeated instances of category 1
conduct.?

e Category 3 conduct — conduct that is serious misconduct by an AFP appointee or that
raises the question whether termination action should be taken, or involves a breach of the
criminal law or serious neglect of duty by an AFP appointee, and is not conduct that raises
a corruption issue.?

e Category 4 conduct — corruption matters.”

The AFP Commissioner and the Commonwealth Law Enforcement Ombudsman have jointly
determined the kind of conduct that falls within Category 1 and Category 2. As Category 1
and Category 2 conduct matters are considered minor, they are dealt with managerially and
resolved at a local level wherever possible. The focus is on early intervention and early
resolution. Functional stream and AFP office based Complaint Management Teams have the
opportunity to manage and resolve minor matters within the workplace and address
underperformance or behavioural issues without undue delay or stress for appointees or
complainants. Strategies to prevent recurrences can also be developed and enforced at the
management level.

While managerial resolution is appropriate for the majority of complaints, public confidence
requires serious matters to be handled through investigation by Professional Standards.
Category 3 conduct matters, which are determined jointly by the AFP Commissioner and the
Law Enforcement Ombudsman, are therefore directed to AFP Professional Standards for
investigation.

A Category 4 corruption matter is an issue where a staff member of a law enforcement agency
has engaged, is engaged in or may engage in corrupt conduct. A staff member engages in
corrupt conduct if they abuse their office, pervert or attempt to pervert the course of justice or
engage in corruption of any other kind.” The AFP Commissioner is obligated to refer
corruption matters as soon as practicable to the Commissioner of the Australian Commission
of Law Enforcement Integrity (ACLEI).® Any subsequent new information received by the
AFP must also be passed by the Commissioner to ACLEL’ ACLEI may investigate the
matter, return the matter to AFP for investigation or commence a joint investigation with the
AFP.® If the matter is returned to the AFP, Professional Standards will generally conduct the

' Section 40RN of the AFP Act 1979

? Section 40RO of the AFP Act 1979

* Section 40RP of the AFP Act 1979

* Section 40RK of the AFP Act 1979

* Section 6 of the Law Enforcement Integrity Commissioner Act 2006
¢ Section 19 of the Law Enforcement Integrity Commissioner Act 2006
7 Section 21 of the Law Enforcement Integrity Commissioner Act 2006
¥ Section 26 of the Law Enforcement Integrity Commissioner Act 2006







