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Committee met at 9.23 a.m.

McCREA, Dr Philip George, Commonwealth Scientific and Industrial Research
Organisation

CHAIR —Welcome. | declare open the fourth public hearing of the inquiry by the Senate
Select Committee on Information Technologies into the Broadcasting Services Amendment
(Online Services) Bill 1999. Today we will be hearing from representatives of a range of
industry, government and community groups. At the end of the day, there will be an
opportunity for senators who might wish to have a demonstration of Internet access provided
by an expert from the Parliamentary Information Systems Office.

We are starting today’s hearing with Dr Philip McCrea, one of the co-authors of the
CSIRO report in June 1998 which examined the technical aspects of blocking material
delivered over the Internet.

The committee prefers that all evidence be given in public but you may at any time
request that your evidence, part of your evidence or answers to specific questions be given in
camera and the committee will consider any such request. As a public servant, you will of
course not be asked to comment on matters of policy. Instead of providing us with a
submission, | assume you are here to address your report, which we already have. We have
before us the executive overview from your report and copies are available to the public
from the secretariat. | invite you to make an opening statement before we move to questions.

Dr McCrea—Thank you. | take it time is curtailed because of my late arrival due the
Canberra fog, for which | must apologise.

CHAIR —Let’s see how we go.

Dr McCrea—I have about 10 slides which summarise the gist of the report which
CSIRO prepared last year for the National Office for the Information Economy on the
technical aspects of blocking content on the Internet.

Overhead transparencies were then shewn

Dr McCrea—My presentation is more of a tutorial and most of you will probably be
familiar with this. The point of my first slide is to illustrate that access to the Internet by
either a content producer or a receiver of content is via a modem and Internet service
provider. This is entirely reciprocal, to the extent that anyone who is a receiver or a normal
user of the Internet has the potential to be a content producer. This is the basis of the
problem that we face.

So, where can content be blocked? Intuitively, there are three places. You can block
content at the source, where it is prepared and put on the web; in transit, by the Internet
infrastructure; or at the receiver’s end. | will discuss each of these in turn.

In terms of blocking content at the source, | commented that anyone can be a content
producer on the Internet. This is unlike radio, television, magazines and the conventional
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media where there are very few content producers and very many receivers, viewers or
readers of that content, and it is comparatively simple to put forward a regulation mechanism
to monitor what is produced. In the case of the Internet, we have many on both sides and it
is difficult, if not impossible, to monitor and block information that is posted at source.

Turning to blocking in transit, which was the main focus of the report, | have a map that
attempts to portray the infrastructure of the Internet. This is the Internet globally—outside of
Australia. Most of the content on the Internet comes from outside Australia purely by
volume of users connected to the Internet. There are relatively few international connections
to the wider Internet. These BSPs—backbone service providers—are the large ISPs that, in
turn, feed the smaller ISPs. There are some 600 ISPs in the country all of which are
connected together via the Internet and, at the very end, we have the Internet users. So it is a
hierarchical system.

There are two ways that we could block content at the Internet infrastructure level. One
is what we call the application level. This is where you compile a list of web sites,
newsgroups or whatever, but you are aware of the application. The application in the case of
www.playboy.com, for example, is the World Wide Web. You could form a list of sites that
you wanted to block and have those blocked somewhere along the infrastructure. The other
way is the packet level, where there is no understanding of the content of the Internet
packets, but it is the address where it comes from that you can block against. | will cover
both of these briefly.

When we talk about blocking on the Internet, we tend to refer to application level
blocking. Here we have a couple of sources, one of which could be a web source and the
other an ftp, a file transfer protocol. In terms of accessing a file from another computer over
the Internet, there is an end user and an Internet service provider who prevents access to the
Internet by its clients and forces users to go through a proxy server. The proxy server
compares all outgoing requests to the Internet against a list that you might call a black list of
prohibited sites. This will work and it is used in several sites across the country, mainly
education sites. We point out quite a few areas where it can be bypassed. Sites can be
renamed at will, in fact almost overnight, and non-standard port numbers can be employed—
the port number refers to the application like the web, mail and so forth. If you only block
the standard web port or application number you can specify a different one and that will not
be blocked.

Web site identities can easily be obscured. Not everyone accesses the net through an ISP.
For example, large organisations like the CSIRO or universities do not have ISPs; we are
connected directly to the Internet. Most companies if they are global would have a global
network and would access the Internet through their own global environment, possibly not
through a local ISP. There may be some performance costs as well. We have made an
attempt to quantify those, but it is not conclusive.

The second, and probably less known, method is blocking at what we call the packet
level. It is important to understand that everything that is transferred on the Internet is by
packets of information, unlike a telephone line where it is just straight voice over a dedicated
line. For information to get to where it is going, each packet obviously has to have the
address of the destination machine. It also has the address of where it has come from, and
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that ‘from’ address—that is, the source of the information inside the payload—is ignored
normally by the routers or the computers that make up the network.

If you did want to block at the packet level, then the hardware could be set up to look at
this source address and compare it against a black list of source addresses and prevent the
packet from going further. That is technically quite possible and, at some cost, is doable in
real time, according to the information we have from hardware providers. Some of the
problems with the packet blocking level are that it is very indiscriminate. By specifying a
particular IP source address—that is, you are blocking information from a particular
source—Yyou could take out an entire ISP, for instance, and you could create a big hole in
the Internet inadvertently. We make the comment that this could damage the fledgling
information economy infrastructure on which this country’s future depends.

It could be bypassed by tunnelling. Tunnelling is a concept of burying a packet inside
another packet, such that the inside packet is invisible. It is commonly used particularly in
what we call ‘virtual private networks’. In corporations where you have three or four sites
you can connect them together so it appears to be a single site. The inside packets which are
not visible to the Internet are extracted at the destination and it is as if it is an extension of
the office. Of course not all traffic in Australia passes through a backbone service provider.

If you work for some of the multinationals, then it may come through a dedicated line.

You recall there are three places where we could implement some sort of blocking. The
first is at source. The second is in the infrastructure—that is, in transit. The third is blocking
at the user’s end. This would be blocking as a result of some initiative by the user. There are
two variants here. One is that the user can run filtering software on his or her PC at home,
and that could filter against key words, for instance, that the user sets up. It could also filter
against labels which have been placed on Internet content under schemes such as PICS. PICS
has fallen out of vogue, or at least the labelling on PICS has fallen out of vogue, because
people tend not to label their web sites.

The second approach requires recognising that it is possible to provide some sort of
filtering by an ISP. Our conclusion was that this is probably the most effective form of
filtering. It can be done at this level with the user opting to subscribe to a filtered service or
a straight non-filtered service. The end user would exercise the choice. It would obviously
require the ISPs or at least some of the ISPs to provide both a filtered and an unfiltered
service. The advantage is that the electronic commerce infrastructure is not affected because
the choice is made at the user end.

| guess there are two types of filtering that could be employed at this level. One can be
what we might call a black list, which is where the user says, ‘There is a set of material |
don’'t want to see’—or, ‘I don’t want my children to see,” which is probably a more relevant
situation—or we could use what we might call a white list. A white list is a list providing
access to material which has specifically been vetted and approved. A white list is obviously
a much more safe approach to filtering because you know that someone somewhere has
given this particular content a tick. There are quite large white lists around that can be
purchased, mainly from the US. There are black lists as well that can be purchased from the
US as well.
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In conclusion, we concluded that filtering is technically possible at the Internet level. If it
is to be done by backbone service providers—after coming across the Pacific—possibly
packet level filtering would be the most appropriate. If it is to be done at the ISP level,
bearing in mind there are some 600 ISPs, then probably filtering against black lists would
probably be the most appropriate. But our conclusion was that filtering is probably best done
closer to home. It is more effective at home because it takes away the risk of taking away
part of the legitimate electronic commerce infrastructure which we are developing globally.

It requires ISPs, or at least some of the big ISPs, to cooperate. My intuition is that ISPs
should see this as providing a competitive advantage. Speaking as a parent and speaking
personally, not as a representative of CSIRO, | would pay a premium to subscribe to a
service which | thought provided a safer environment for my children to look at. That
concludes a summary of the paper which is available from the CSIRO web site and also the
NOIE web site.

CHAIR —Thank you, Dr McCrea. We will go first to Senator Bishop.

Senator MARK BISHOP—You made a reference in your presentation to a small
number of backbone service providers and about 600 ISPs. Roughly how many BSPs are
there in Australia, who establishes them and what is their purpose? In respect of the 600
ISPs, can we reasonably expect growth in that number as the information economy develops
and becomes more prevalent over time?

Dr McCrea—The number of backbone service providers is small and they tend to be the
names that you would be aware of like Telstra, Optus, Ozemail and connect.com. Basically
the larger ISPs, the people who can afford trans-Pacific links, are the backbone service
providers. | think their numbers are growing as the MCls and the global communications
companies set up a presence in Australia. They would be ISPs in their own right but they
would wholesale capacity to the much smaller ISPs. Telstra Big Pond are a consumer or
business Internet service but they also provide wholesale connectivity to ISPs further
downstream. So it is purely hierarchical.

In relation to the second part of your question, the numbers of ISPs have been stable
over this past two or three years at about the 600 level. Market analysts have forecast that
there would be a rationalisation, that is, the numbers would be reduced significantly, but the
only rationalisation that has occurred has been at the big end of town, not at the small end of
town. So there are a large number of what might be called garage operators serving
communities. That number has not dropped. It is unlikely to rise; as the Internet becomes the
standard infrastructure for business, | think we will see the larger ones become larger and
possibly the smaller ones will fall away.

Senator MARK BISHOP —Is there a great deal of excess capacity for reselling in the
existing BSPs that are in the market at present?

Dr McCrea—I do not know, and | think that would be commercial-in-confidence to
themselves. All of Australia’s connection to the Internet, coincidentally, comes in across the
Pacific via the US. We buy our content from the US, and most of the world does that. The
US is the hub of Internet traffic in the world. We are putting in cables which will take
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Australia to other parts of Asia and Europe without having to go through the US. But the
capacity would be commercial-in-confidence to the backbone service providers themselves.

Senator MARK BISHOP —AII right. This online services bill does not apply to
businesses or organisations that have their own internal modes of communication, as |
understand it, and does not apply to live time activity. If you exclude those two aspects of
Internet activity, what percentage is left that would be regulated by this bill? Do we have
any idea?

Dr McCrea—BY live time activity | assume you mean things like Internet chat forums,
electronic mail and that kind of thing.

Senator MARK BISHOP—That is right.

Dr McCrea—I cannot answer that. My intuition tells me that the non-live time
component, the web pages, the news groups and so forth, would be by far the largest amount
of traffic on the Internet. Bear in mind that a picture, which | imagine would probably be the
greatest source of concern, requires a large amount of information to describe it compared
with a page of text. The most amount of information, | think | would be correct in saying,
may be pictures or non-textual information. Text compresses very well but pictures do not. |
have seen some figures recently that indicate that gif files, which are pictures and others,
take up quite a large percentage of the Internet traffic, but | cannot give you the figures.

Senator MARK BISHOP —The reason | was asking that question is that every time you
open up a business paper or a communications paper you read stories about nearly every
start-up company establishing their own in-house communication system. Certainly a lot of
financial and IT multinationals seem to relocate to the eastern seaboard, bringing with them
their own internal systems. | wondered how much was left out there in the public domain, so
to speak, that can be accessed by ordinary people. How much of a problem is this?

Dr McCrea—I do not quite understand the question.

Senator MARK BISHOP —Increasingly a lot of businesses are setting up their own
internal communication systems and lines.

Dr McCrea—Running over the Internet?

Senator MARK BISHOP—Yes, and hence will not be regulated by this act if it is
passed. | am trying to work out in my own mind how much is then left.

Dr McCrea—I cannot answer that. That would be implemented by the tunnelling process
which | referred to. It will certainly increase as businesses take advantage of the virtual
private network facilities on the Internet. It means that any organisation in transit, such as an
ISP, would be aware that tunnelling was taking place, because you could tell that this packet
contains another packet. So it is possible for an ISP to be aware that tunnelling is taking
place, but it is a different question being able to read the contents, which would probably be
encrypted anyway. If it is being tunnelled, there is an element of secrecy about it, so it
would probably be encrypted as well.
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Senator MARK BISHOP—So it would be fair to assume that the activity of tunnelling
and the like is, first, something for the aficionados or the experts and, secondly, a relatively
minor amount of traffic?

Dr McCrea—I cannot give you the figures, but my intuition tells me that tunnelling—
that is, virtual private networks—would probably be a minor part of the Internet traffic at the
present point in time. It certainly is for the aficionados, because all the different nodes that
make up the virtual private networks obviously have to agree on protocols and things to use.
It is not inconceivable that an organisation like CSIRO, which has hundreds of sites
throughout the country, could use tunnelling. In fact, we use the Internet extensively but we
could set up tunnelled environments between, say, different sites in a division—which is
something that we are looking into at the present moment.

Senator MARK BISHOP—BuUt it does have quite legitimate business and commerce
and privacy purposes, doesn't it?

Dr McCrea—Yes. There is nothing sinister about tunnelling. It is quite a legitimate way
of using the Internet to get information privately between two sites.

Senator MARK BISHOP —My final point goes to your comments at the end, Dr
McCrea, about the cost of ISPs offering a choice of services. | tend to agree with you that a
lot of parents would like to access software that has a filtering system built in to screen
material that their children might choose to access. Do you have any idea of the potential
market there, apart from your own feelings as a parent?

Dr McCrea—I do not. Various surveys have been done to imply that the public at large
is not concerned with blocking material on the Internet, but | am not aware of any surveys
that have been aimed fairly at parents of young children. My intuition tells me that the view
would probably be the same as my own—and here | must emphasise that | am not speaking
as CSIRO but as an individual.

Senator MARK BISHOP—Understood. Thank you, Dr McCrea.

CHAIR —Senator Harradine, did you have some questions?

Senator HARRADINE—We are nearly out of time.

CHAIR —I think we are going to run over a little.

Senator HARRADINE —I will confine myself to a very few questions. | am speaking to
you as a scientist and not about what you think about other surveys or whatever. | do not
quite know where that fits into your role. What is your role in the CSIRO?

Dr McCrea—I have a business development role in the CSIRO Division of Mathematics

and Information Sciences. | have a background in the IT industry. | am not a researcher per
se. My role is to help create collaborative research projects with industry for the CSIRO.
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Senator HARRADINE—Have you or your organisation given any attention to
concentrating on the development of blocking devices?

Dr McCrea—We have not given any attention to that as a research area. CSIRO’s site
does not use proxy servers, so we do not actually have direct experience with filtering on the
Internet as an organisation, to my knowledge—certainly, our division does not.

Senator HARRADINE—What is Moore’s law, translated into computer terms?

Dr McCrea—Moore’s law is effectively the doubling of IT computing capacity per year
or a reduction in cost. In relation to computing ability, | guess the implications are that
computers get faster and cheaper, that Internet traffic probably doubles or at least keeps pace
and outstrips Moore’s law, and that the capacity of computers to do more processing
increases.

Senator HARRADINE—Thank you, Doctor.

Senator LUNDY—I refer to some evidence we had previously from the National Office
of the Information Economy, who advised the committee that in fact they had put forward
another series of requests to the CSIRO for subsequent investigation into this matter. Can
you enlighten the committee as to the work you are currently undertaking for the National
Office of the Information Economy?

Dr McCrea—Yes. | have a copy of the subsequent report, which we have just
completed. It was amplifying some aspects of our first report and trying to quantify
performance penalties that might be experienced as a result of filtering by ISPs. This was
only a short piece of work, and we did this by a case study of a particular ISP who provides
content filtering for a quite large client. We were hoping to get ideally a graph of speed
degradation against number of users, but it did not come out that way. We discovered that
there is relatively little performance penalty with the size of the black list, if the black list is
straight URLSs, as in ‘Block all the following URLs or newsgroups’ or whatever.

Senator LUNDY—So we are talking about an application level blocking model?

Dr McCrea—Yes. What the client of the ISP found out was that it was impractical to
actually implement blocking using a straight list of web sites or whatever. They had to have
intelligent software that came up with rules along the lines of ‘Block all sites that relate to,
pertain to or are associated with something or other.” So it was not just a straight list. That
blocking appeared to be reasonably effective. The only metric that we could come up with
was that, without any blocking, a request going through a proxy server out to the Internet
would take three milliseconds. With the filter turned on, an average request took between 80
and 100 milliseconds; so it was about 30 times slower. That was for that particular client,
who is quite a large one.

Senator LUNDY—With respect to that model, where does that sit in your schematic
about the different types of blocking of content? Does that sit in your point about the
application level and proxy black list filter, or does it sit more at the level of ISP differential
services?
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Dr McCrea—In this case it was not differential, because all the end users of this ISP got
the blocked service whether they wanted it or not. Clearly, it was an educational user. So it
was not differentiated. That was it, and that was what they got.

Senator LUNDY—But does that ISP also offer different types of services to other
clients?

Dr McCrea—Yes, of course, but there is no option—
Senator LUNDY—So it does qualify as a differential service—

Dr McCrea—There is no option given as to, ‘Do you want a filtered or an unfiltered
service?’ You are given the unfiltered one. There are several ISPs around the country that
have contracts with education departments that do something similar, | think.

Senator LUNDY—So the basis of that contract with that educational institution was to
provide a service of that nature.

Dr McCrea—Yes, | presume so. | did not see the contract, but | am assuming that.

Senator LUNDY—I think we know where to go to ask those questions, Dr McCrea. The
other question | have relates to this further work you are doing for the National Office of the
Information Economy. What status does that currently have in terms of the request and who
you provide that information to?

Dr McCrea—I am not sure what the status is. The IP—the intellectual property—
belongs to NOIE. | think it is best addressed to NOIE. There is nothing sinister about the
report that we would feel uncomfortable about if that is what you are referring to.

Senator LUNDY—We will have the option to speak to NOIE this afternoon. That is my
understanding, Chair?

CHAIR —It will be later this afternoon, at the end of the day.

Senator LUNDY—Going back to your original report, ‘Blocking content on the
Internet’, the one to which you have been referring to today: on what basis was that
originally commissioned by the National Office of Information Economy?

Dr McCrea—It was a public tender. CSIRO responded to that and we were lucky
enough to win the tender. CSIRO is required to act commercially these days, and this is one
of our successful tenders.

Senator LUNDY—Turning to a couple of the technical points you mentioned,
particularly about tunnelling, to what degree do changes in our digital infrastructure and the
move to buy our major carriers to construct digital networks impact on some of the
assessments you have made in this report, particularly with respect to things like frame relay
and the ability of virtual private networks to be created?
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Dr McCrea—I do not quite understand the question. | am not a telecommunications
expert.

Senator LUNDY—It is an observation of mine that there is a lot happening in
investment into digital networks both through Telstra’s previous future mode of operation—

Dr McCrea—Correct.

Senator LUNDY—and also their mooted data mode of operation roll-out, which is
suggested in the media as costing $1 billion for the introduction of a new data network. |
guess what | am looking for is some indication from you as to how that sort of infrastructure
and those sorts of data networks could actually change some of your conclusions or indeed
proliferate the growth of virtual private networks and hence the opportunities for the concept
of blocking to have less relevance to Internet content in Australia.

Dr McCrea—I do not see that it would change the conclusions, and our conclusion was
that filtering is finer, the closer it is to the user. The fact that Telstra and other carriers are
moving towards IP or Internet based provision of services would not necessarily change that.
It probably would imply that tunnelling would become the norm between offices of
corporations, but | cannot speak for Telstra.

Senator LUNDY—AnNd the notion of Internet protocol—or IP—forming that point of
convergence for voice data being transferred across the Internet: how do you think that that
trend will actually impact on the loads and speeds that you have nominated as being affected
by any blocking technology?

Dr McCrea—That is a good question. As we move to total digitalisation of service over
the Internet and it is likely that all fax and voice traffic will be carried over IP networks
through Internet service providers and the like, | guess the amount of traffic will increase
enormously—which means that there is more traffic to filter or check against and more
computing grunt will be required to be applied to filtering. Most filtering though at the
application level would probably be looking for webpages and it is quite easy to differentiate
webpage traffic from other traffic—or it could be FTP traffic. So while there is a lot of other
information, the filtering would probably remain the same with additional computational
requirements.

Senator LUNDY—But in terms of the actual technical process with all of that IP based
traffic, under your model of application based blocking all that traffic would be required to
go through the proxy server and it would only be the URLSs, for example, or a methodology
using rules that would actually be blocked.

Dr McCrea—Yes, it would probably depend on the ISP. With an ISP that did not offer
a voice service there probably would not be much of a change, but for a large ISP like
Telstra or Optus or whatever which was offering voice services, filtering out the odd web
packet from billions of voice packets could boil down to finding needles in haystacks, |
guess. So there would be considerably more computational power required.
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Senator LUNDY—In your general assessment, would the complexities of effective
blocking become far greater as this trend towards IP being the central point of convergence
progresses?

Dr McCrea—It certainly is not going to get any less. Some of the sites in the US that
provide lists have hundreds of thousands, if not millions, of URLs which are on their black
list. | believe that is growing exponentially. If the number of black lists is growing, certainly
the amount of traffic is growing at at least the same rate. With services like voice and fax
moving over, the same IP networks would grow significantly greater than that.

Senator LUNDY—Just going back to the points about tunnelling and addresses being
easily obscured, you mentioned port numbers, et cetera, as ways of changing the identity of
web information for the purposes of avoiding black lists or blocking technology. What are
the trends for those methodologies, particularly encryption technology and also the
construction of virtual private networks?

Dr McCrea—Can | explain the trends in user—

Senator LUNDY—In utilising the technologies relating to tunnelling and how people are
being encompassed in a black list if they are actually trying to avoid it.

Dr McCrea—Tunnelling can be used quite legitimately, and it is most of the time. It is
quite possible for groups who want to have private communication, who are up to mischief
or no good in the eyes of the law or others, to use off-the-shelf tunnelling software to have
private communications.

Senator LUNDY—Is that readily available from the Internet?

Dr McCrea—I presume it is. Your average ISP can set up a service in a garage; the
amount of capital required to acquire this off-the-shelf technology is not huge. Encryption
software is the same; it comes almost at zero cost these days. It is built into browsers, for
instance.

Senator LUNDY—Does encryption software play a large role in the concept of
tunnelling or the ability of Internet users to avoid blocking technology or is it something
distinct?

Dr McCrea—Encryption and tunnelling are quite separate. They both carry out the same
thing of enabling information to get between two parties in a private manner. You can send
stuff over the public Internet—without tunnelling—which is encrypted on the assumption
that the two end points understand the key to break the encryption. But that is
computationally intensive and tunnelling would be a more elegant solution from a network
perspective where there are not the same computation requirements either end to break open
the packets and decrypt them.

Senator LUNDY—You mentioned in your report the side effects of any blocking
technology and the impact on the emerging information economy and infrastructure. In your
assessment, to what degree would the implementation of what you describe as packet level
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blocking affect the operation of the information economy and, more specifically, the policy
direction the current government is trying to go in establishing Australia as a hub for
electronic commerce in the Asia-Pacific region?

Dr McCrea—Recognising that | cannot comment on policy of government, our
conclusion was that packet level blocking, that is, looking at the packets to see where they
have come from, regardless of what they might contain—and this was supported by various
other people in the industry that we spoke to—could inadvertently take out huge sections of
the Internet community around the world. Whether that is a social community or a
commercial community, we do not know. If Australia aims to position itself as a hub, like
the US, or a forwarding point for Internet traffic to South-East Asia and our local geographic
area, and if we have filtered traffic coming in by virtue of where it has come from and then
sell that information or pass it on to other countries or jurisdictions, | guess that may affect
our ability to operate commercially, if the same Internet feeds could be obtained from other
sources unfiltered.

Senator LUNDY—Out of the three blocking options, you have made it clear by virtue of
your conclusions that the third option—that is, looking as close to end user as possible—
would do the least damage. But, out of application level blocking and packet level blocking,
which in your view would do more structural damage to the emerging information economy?

Dr McCrea—Certainly packet level blocking is coarser. If it were implemented, even
though it would be implemented at relatively fewer places, it could do more structural
damage. Application level blocking, against URLs and the like, would probably have to be
you replicated amongst the 600-odd ISPs so it would be more wasteful in terms of energy
cycles. But it probably would not damage the infrastructure anywhere near as much.

Senator LUNDY—Thank you.

Senator TIERNEY—You mentioned, and it is related to the last set of questions, that it
is most effective at the ISP level and that it should be voluntary—that is, they either opt in
or opt out at the consumer level. | assume you said that because of the impact on e-
commerce. Could you explain the nature of that? Is this because of quantity of traffic?

Dr McCrea—It is certainly our view that, if all Internet traffic were to be examined or
filtered by ISPs, there would be some performance impact. If the filtering were by request
only from the user, only a certain portion of the Internet traffic which goes through an ISP
would be affected, so the degradation in performance of that particular ISP would not be
anywhere near as great than if every request went through the same filtering process.

Senator TIERNEY—If the ISP filtering were compulsory just on home use, why would
that have any effect on e-commerce?

Dr McCrea—It may be that | could not do my Internet banking. | do banking over the
Net at the present moment from home. It may be that Java applications do not pass through
the filter. It is certainly the case now that some applications do not operate through a proxy
filter. Some of the people | spoke to within CSIRO had experienced problems in other
circumstances with certain software running through proxy filters.
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Senator TIERNEY—Why would banking be a problem at the home level?

Dr McCrea—Banking uses different protocols for the payment mechanism. The point is
that, if you allow only certain protocols and block others, if it is configured incorrectly you
may inadvertently block quite legitimate services.

Senator TIERNEY—Let us assume it is configured correctly. | would find it hard to
believe, if we are trying to block illegal or offensive material, that anything would block
what would come through a banking system. | just cannot understand why that would be the
case.

Dr McCrea—I am not an expert in banking software but it may well be, and | hope it
would be, the case that any blocking that were set up in a mandatory capacity would not
affect an essential service like banking and other activities like that.

Senator TIERNEY—In relation to the BSP and ISP levels, do you think it would be
technically feasible to do a more obvious screening at the BSP level of absolutely obvious
sites? There is a whole lot of pornography sites, for example, on the Internet that would be
easy to find. Obviously, some of them are more subtle and difficult to find but could you do
a more general screening at the BSP level that cut out the obvious ones? Obviously, quite a
lot would probably get through, which you could then screen at the ISP level.

Dr McCrea—I am not an expert with pornography. But | have had a look at some of the
software which is available from mainly US companies to act as filters and at the black list
that they maintain as an associated product, and some of these can go up to hundreds of
thousands. | guess you are suggesting a two-phase filtered approach where possibly the more
obvious ones—

Senator TIERNEY—Yes, take out the more obvious ones at the initial entry point.

Dr McCrea—I guess that is feasible. My reaction to that is that, if the people who
hosted these more obvious sites became aware of that, they would rename them overnight. If
you can filter at the ISP level, it can be done at a two-stage level quite acceptably.

Senator TIERNEY—You mentioned that the universities do not go through an ISP or
are necessarily a BSP.

Dr McCrea—They are their own ISPs. They get Internet access and then they are their
own ISPs.

Senator TIERNEY—So that means that, for students who are accessing computer
screens in libraries, if we did bring in some sort of filtering device across the country, it
would just bypass that into higher education institutions if universities get their own direct
access?

Dr McCrea—Universities still receive their Internet feeds from the backbone service
providers—it is Optus in the case of CSIRO and the universities—and that information could
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be sourced within Australia or it could be sourced overseas. To the best of my knowledge,
no university uses proxy filtering; | could be wrong.

Senator TIERNEY—Perhaps you might check that and provide us with some more
information on what happens with universities in that regard.

Dr McCrea—I certainly can.

Senator TIERNEY—You mentioned that when material comes in if, instead of going
through a black list, it went through more general descriptors, that would require greater time
for processing and it would be 30 times slower. We are talking in milliseconds here. In
terms of real-time use, how much would it slow things down if it were slowing things by
that degree in milliseconds?

Dr McCrea—Whether it is milliseconds, seconds or days, the fact is that, with a factor
of 20 or 30, when all the messages are aggregated it is still a significant penalty.

Senator TIERNEY—Do you not think, with the enormous growth in computing power
that we have seen and which is likely to continue into the future, that will become less and
less of a problem?

Dr McCrea—It is interesting that everyone talks about this enormous amount of
computing power, but the currently fastest Pentium processors virtually run the same
Microsoft software at the same speed. The software bloats itself to take advantage of the
extra computing power so that the net result really is not much of an improvement at the
application level. It does mean, however, that for specific activities—and | guess you are
referring to filtering or blocking—the faster computers get the more quickly they can block.

Senator TIERNEY—Certainly at the BSP and the ISP level.

Dr McCrea—That is right. My view would be that the amount of material to be blocked
would probably increase at least as fast as, if not more quickly than, the technological speed
of computers.

Senator TIERNEY—That is an interesting projection. It would be difficult to say either
way, wouldn'’t it?

Dr McCrea—It is a projection which | cannot prove; it is an intuition.

Senator TIERNEY—Sure; thank you.

CHAIR —Are you aware if there are many corporate sites that already have filters on
their incoming material? You have just said that you are unaware of any universities that
have done so, but | wonder whether you are aware of any corporate entities which have

installed that software.

Dr McCrea—I have heard of corporate entities which have done that to stop their
employees playing games and that kind of thing, but | do not know of any specific
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organisations. Someone from the Internet industry could probably give you specific
instances.

CHAIR —I wonder if the overhead transparencies that you presented could be
reproduced so that we could incorporate them intoHlh@sard

The documents read as follows—
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CHAIR —Thank you. Senator Stott Despoja is unable to be with us today, but she has
indicated that she may have some questions on notice. Could | just leave that with you?

Dr McCrea—Yes, certainly.
CHAIR —In view of the fact that we are already half an hour over the scheduled

programming time, thanks to the fog at Canberra Airport, we will move on to the next
witness. Thank you very much, Dr McCrea.
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[10.17 a.m.]

NICHOLSON, Ms Jennefer, Acting Executive Director, Australian Library and
Information Association

CHAIR —I now welcome Ms Jennefer Nicholson, Executive Director of the Australian
Library and Information Association. The committee prefers all evidence to be given in
public, but you may at any time request that an answer to a question be given in private and
the committee will consider that. We have received your submission, which has been
published by the committee. | invite you to make an opening statement and, at the
conclusion, we will move to questions.

Ms Nicholson—The Australian Library and Information Association thanks the
committee for this opportunity to provide evidence. As identified in our brief submission, the
association is speaking on behalf of our members as providers of access to the Internet, not
as an ISP.

The association supports policy designed to restrict access to illegal material on the
Internet. Our concerns are how effectively this legislation may deal with such issues as the
inability of the proposed regime to guarantee such information is removed from the Internet
given the ability of content providers to relocate or disguise their content, the ability of those
seeking out such material to get around blocking devices and that, in applying blocking and
filtering systems, access to appropriate material may also be made inaccessible, thereby
restricting the rights of users to access appropriate information.

Libraries around Australia are very active providers of access to the Internet, and they
take a responsible approach towards the provision of access and the education of users. For
example, libraries incorporate Internet use principles and guidelines into overall policies on
access to library resources, they consult with communities in the development of these
policies, they require acceptable use agreements from users, they require permission from a
parent or guardian for use by a child, they educate users on how to use the Internet
effectively and they evaluate resources and provide advice on these for users.

The LI sector appreciates the value of the Internet as an information resource but, as our
statement on the use of online information in libraries states, the association recognises that
many regulatory issues arise in relation to the use of online information. Regulatory
challenges should not prevent libraries from protecting the freedom to read in the online
environment, producing the best Internet experience for all users. | am happy to take
guestions.

CHAIR —In the evidence that your predecessor, Ms Walsh, gave to this committee in the
previous parliament, she talked about the difficulties of ensuring that young people—children
or teenagers—using libraries were not having access to material which was inappropriate.
Can you tell me whether the libraries have made any changes to that area, what they see as
being their duty of care in that area and, generally speaking, how libraries are dealing with
that particular issue when young people come to use the library perhaps after school?
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Ms Nicholson—As | just said, public libraries and school libraries will require that
permission is given by a parent to use the Internet. There will be certain agreements within
that for access to the information.

CHAIR —So you are saying that if a young person came into the library after school
they would have to have a note from their parents?

Ms Nicholson—The parents will have to authorise the child’s use and compliance with
the requirements of the library, yes.

CHAIR —AnNnd how does the librarian, given that it could be a busy library after school,
ensure that that is being met?

Ms Nicholson—Obviously every individual child cannot be supervised. Bear in mind that
Internet access in libraries is usually very much in a public domain. There has not been, to
our knowledge, any reporting of children accessing inappropriate material within the library
as an issue or a problem.

Senator TIERNEY—If you do not check it, how would you know?

Ms Nicholson—Certainly there have been no complaints. The areas are fairly well
supervised. Individuals are not supervised, but the library staff are usually fairly aware of
what is going on on the screens—and this extends to any library and to use by adults. They
are fairly aware of what is being accessed. In walking around they can usually see whether
there is inappropriate use. They can judge often by the behaviour of the person, even without
seeing the screen, whether they are getting onto material that they should not be getting
access to. When anybody has been found accessing inappropriate information, they have had
their rights to use the library withdrawn.

CHAIR —In your submission under ‘Filtering technologies’, you say:

The Association does not advocate the use of filtering technologies because they cannot provide guarantees that all
objectionable online information can be blocked. Their use introduces a false sense of security for parents, guardians

In the letter that you would expect a parent to write for the child to bring to the library,
would you expect that the parent would be accepting that the librarian’s duty of care is in
some way absolved for the purpose of the child having access to the net?

Ms Nicholson—The duty of care would be that the parent is aware that, even if there
was a filtering system applied, that filtering system cannot guarantee that the child would not
get access to some information which may be inappropriate.

CHAIR —So if the child did choose to get access to this inappropriate material—and |
am not necessarily talking about pornography here; | am talking about access to information
on shoplifting or how to get on buses and not pay the fare, for example—then the library
would not accept any sense of responsibility for the child having got that information
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because the parent had agreed that it was possible that the child might get the information. Is
that what you are saying?

Ms Nicholson—I am saying that parents always accept the responsibility for the access
to any information that their child may get from the library, whether it is through the
Internet or something they may read or whatever in a publication. Obviously, librarians are
very concerned that children do not access inappropriate material in any format.

CHAIR —In the case of books it is possible to do that in a way that the child cannot
reach the books until they are a particular age because of the height of the shelves and so
on, but | am interested to pursue the way in which the library itself is going to manage the
duty of care aspect.

Ms Nicholson—Through the various procedures that we have outlined there is certainly
the agreement with the parents. It makes the parents very aware that information is
accessible even if there is a filtering system. There is also the provision of education
programs for the children. There is also the preparation of particular sites or guidance
towards particular sites for children so that they are being directed in a positive way towards
the use of information and in the development of their information literacy.

Senator MARK BISHOP —Ms Nicholson, you said you had members in 8,000 libraries
around Australia. Following on from the chair’s line of questioning, how many parents have
complained to you or your organisation that their children are accessing inappropriate
material in your libraries?

Ms Nicholson—I will just correct that—it is not 8,000 libraries; it is 8,000 members.
That includes individuals and about 1,200 libraries or library networks.

Senator MARK BISHOP—A ot of libraries.

Ms Nicholson—It has not been raised as an issue within the library.

Senator MARK BISHOP—It has not been raised as an issue?

Ms Nicholson—In implementing their policies, the libraries consult widely. They consult
with community committees to see what policies should be applied. But it has not been an
issue within libraries.

Senator MARK BISHOP—So this is not a live issue within your professional life?

Ms Nicholson—No, it is not.

Senator TIERNEY—Ms Nicholson, when Ms Walsh appeared before us on 15 April
last year she said:

Our association believes very much that you have to protect the interests of the children.

INFORMATION TECHNOLOGIES



Monday, 3 May 1999 SENATE-Select IT 193

| have listened very carefully to what you have said this morning and | cannot see in any
way, shape or form how you are protecting the interests of children when you have a total
open slather approach to the Internet within your libraries. Could you tell me why that is not
a fair assessment of what you have said this morning?

Ms Nicholson—We do not have a total open slather. | have said that we have very
strong Internet use guidelines and policies, and libraries are very aware of children’s use of
the Internet and that it should be guided use.

Senator TIERNEY—It is absolutely terrific that you have these policies. How does that
apply at the practical level when a child walks through the door of your library and accesses
a screen on the Internet? What possible way, through end-use control, do you have to check
that children are appropriately using the Internet in public libraries?

Ms Nicholson—As | have said, the staff will not necessarily be on a one-to-one
supervision.

Senator TIERNEY—ADbsolutely.

Ms Nicholson—But they may be on a one-to-one basis if they are working with a child
who has come and said that they want something in particular. Some libraries actually
dedicate terminals for the use of staff when they are working with an individual on a one-to-
one basis to ensure that they are getting the material that they want—not to prevent them
from getting inappropriate material but to assist them in getting information that is
appropriate.

Senator TIERNEY—But children can come into the library without asking for any
assistance of staff—

Ms Nicholson—Yes, they can.

Senator TIERNEY—and just go up to a screen and start using it, could they not?
Ms Nicholson—No, they cannot. Usually they have to book that terminal.

Senator TIERNEY—So they book it and then they go and use the screen.

Ms Nicholson—Yes—and there is somebody usually monitoring the use of those
particular machines.

Senator TIERNEY—In what way do they monitor them?

Ms Nicholson—They would know who is using the particular machine at any particular
time. As | have said, they can walk past and very clearly see whether a child is getting into
an inappropriate area. The child might be inadvertently getting into inappropriate material,
and the staff can assist that child to get the material that they do actually want to retrieve.
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Senator TIERNEY—I have been on the Council of the National Library for seven years.
They keep telling me how understaffed they are, and | believe them—I have looked at the
staffing levels. Do you think that staff, with all their other duties, have time to do this—that
this is an effective way of controlling inappropriate use?

Ms Nicholson—It is one of the ways in which it is done, and certainly it is part of the
responsibilities of a professional within that organisation.

Senator TIERNEY—If a child is accessing pornography and someone walks past, it
would be obvious what they are doing, but that is not the only illegal activity on the Internet.
There are things like how to make bombs from homemade recipes, for example, which
would be quite technical, and unless you actually came up and read the screen you would
not know what they were doing. Even though you have said a lot of nice things about
policy, surely the reality is that it is pretty much open slather, is it not?

Ms Nicholson—I wouldn’t agree with you, Senator.

Senator TIERNEY—One thing that we have discovered from this inquiry and many
others is that the children are often well ahead of the parents in terms of technology. You
mentioned agreement from parents. What if a child says, ‘Mum, I'm going to the library to
do some work on my history assignment’ and the child does something else? Where is there
any permission or agreement with parents?

Ms Nicholson—If the child then applied to book a terminal, that permission would be
required before the child could get access to the terminal.

Senator TIERNEY—So the parent has to sign something that says they are using the
terminal?

Ms Nicholson—That they may use Internet access, yes.

Senator TIERNEY—But what if Johnny says, ‘I want to research World War | history’?
It doesn’t appear by topic, does it?

Ms Nicholson—No, it doesn't.
Senator TIERNEY—Exactly. So they can get access to anything.

Senator MARK BISHOP—My daughters, aged 11 and eight, attend a school which has
a class size of 35 or 40 girls. Each of their schools has a computer library and each of the
children has one or two teachers per class. We as parents had to sign a document, firstly,
allowing our children to access the Internet through the computer library at their school and,
secondly, undertaking to explain to our children the content of that contract—what they
could access and what they could not. In each of those classes there are one or two teachers
who supervise the children’s access to the computer library in their school. How is that
process qualitatively different, if at all, from what occurs in public libraries? My children
also use the three or four libraries close to our home. They had to go through an identical
process in accessing information on the Internet through the public libraries. It has been my
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observation when my children visit both the Subiaco City Council library and the Nedlands
City Council library that a number of library attendants and voluntary workers walk around
the library, keep an eye on all the children using the screens in public access areas and
gently supervise their activities. Is that your experience of how the library access system for
Internet and children operates?

Ms Nicholson—Yes, that would certainly be the role that professional librarians take
within a library. There is a commitment towards—

Senator MARK BISHOP —A commitment to children?

Ms Nicholson—Towards developing the information skills of children and providing
appropriate access to information, yes.

Senator MARK BISHOP—So there is a degree of supervision and an eye is kept on the
activities of children?

Ms Nicholson—Very much so, in the education of children, in accessing sites and in
developing sites that are of great benefit to children—and steering children towards the sites
that will provide them with good information experiences.

Senator MARK BISHOP —The issues raised by Senator Tierney are obviously of
concern. How many of those complaints have been brought to your attention by members of
your organisation—the types of issues that Senator Tierney was referring to?

Ms Nicholson—We are not aware of that being an issue within libraries.
Senator MARK BISHOP—You are not aware of that being an issue within libraries?

Ms Nicholson—Of there being problems with children accessing illegal material or
inappropriate material, no.

Senator TIERNEY—They are not aware of what is going on?

Senator MARK BISHOP —They would know, Senator, because parents would
complain, children would discuss it with other children, and librarians would observe it.
People are not fools: they can see what is going on. You have raised an issue and the
executive director of the association is advising you that her organisation, with members in
1,200 libraries around Australia, has not had a complaint.

Senator TIERNEY—I find it very disappointing, when we are setting up systems in this
country where at the home access level there will be filtering devices to protect children and
when schools, particularly in Victoria, have applied this system of filtering devices very
effectively to protect children, that, according to your evidence today—which is absolutely
no different from Ms Walsh’s evidence one year ago—the public libraries are leaving open
access for children. It is blocked at home and it is blocked at school. They say, ‘Oh, we will
just go down to the public library.” It is open slather, isn’t it, because the reality is that, from
the procedures you have described, there is no effective supervision.
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Ms Nicholson—The reality, Senator, is that those policies that have been implemented in
the public libraries have been done by the local authority after consultation with the
community.

Senator TIERNEY—That is a very good bureaucratic answer, but it does not answer
what happens on the floor of the library.

Ms Nicholson—One public library in Queensland has elected to implement filtering
technology.

Senator TIERNEY—I would suggest that the other libraries should follow its example.

CHAIR —Just to contextualise the comments that arose from the questions by Senator
Bishop, has your association ever polled libraries? Has it ever asked libraries whether this is
an issue? When you say that it has never been drawn to your attention, is this because you
have never asked?

Ms Nicholson—t is not because we have never asked. Obviously, Internet access within
public libraries and schools is a matter that is discussed at great length within our sector.
These issues are not issues which have come up in those discussions.

CHAIR —Have you ever asked? Have you ever sent out a questionnaire?

Ms Nicholson—We haven't sent out a questionnaire to all libraries, but certainly the
issue has arisen and libraries have put forward the way that they deal with this—obviously
through the use of consultation with community, et cetera.

CHAIR —Can you expand a little on how they are involved in consultation with the
community?

Ms Nicholson—Most public libraries, and even school libraries, would have an advisory
group that is constituted from members of the community. That is where these sorts of
policies are developed. Also, a lot of councils have considered the matter of applying filters
and they have usually concluded that they see it as a form of censorship and have elected
not to do it.

CHAIR —In a normal library, would it be the case that the keyboards and the screens are
within the view of the librarian at the desk where they normally sit? How easy is it for a
librarian to be able to monitor what is happening on the access screens?

Ms Nicholson—You will usually find that the keyboards and the screens would be
within view of the main desk area where the staff are.

Senator TIERNEY—Just one follow-up on your last comment: you said you saw it as a
form of censorship. Across all mediums in Australia—across television, newspapers,
magazines and videos—there are very strict codes of practice relating to what can be seen or
cannot be seen. We have full censorship in this country; we always have. Are you saying
that libraries should be totally free from that?
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Ms Nicholson—No. What | was saying was that the local government authority was
viewing the filtering system as a form of censoring information.

Senator TIERNEY—So why do they have a problem with that, seeing we do it with
everything else?

Ms Nicholson—That is why they have chosen not to implement them on their Internet
access in libraries.

Senator TIERNEY—Even though schools do?

CHAIR —Even though the local picture theatre does within the same local government
constituency?

Senator TIERNEY—It is just amazing.

CHAIR —Senator Harradine, did you wish to ask some further questions?

Senator HARRADINE—No, we have run over time. Would you take this on notice,
please, Ms Nicholson, and provide us with details of decisions and resolutions taken by these
local authorities and councils which had voted against the filtering processes within the

library because it would be censorship?

CHAIR —Thank you very much, Ms Nicholson, for coming today.
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[10.40 a.m.]

BRITTON, Mr Charles Crawford, Senior Policy Officer, IT/Communications,
Australian Consumers Association

BUN, Ms Mara, Manager, Policy and Public Affairs, Australian Consumers Association

CHAIR —Good morning. | welcome the representatives from the Australian Consumers
Association: Ms Mara Bun, the Manager of Policy and Public Affairs, and Mr Charles
Britton, the Senior Policy Officer for IT and Communications. The committee prefers all
your evidence this morning to be given in public but if at any time you wish to answer a
guestion in private you may ask and the committee will consider that request. We have
received your submission, which the committee has authorised to be published. I will now
invite you to make an opening statement before we move to questions.

Ms Bun—Thank you very much. | appreciate the fact that most committees like very
short openings. We were only able to put in a few pages of a submission so we do have a
few comments to add to that for the record. So | ask for your patience. We at the Australian
Consumers Association have been defending the rights and interests of consumer for 40
years, but only five years ago became engaged in the information economy at the level of
kids and learning and the capacity to evaluate products and services.

We now have what we believe to be the country’s biggest independent computer testing
laboratory. We have engineers and experts who focus only on computers, IT and the Internet.
A few years ago we began publishing something calenputer Choicewhich is our first
new spin-off fromChoice It is targeted at home computing, at families primarily that want
to learn how to engage with computer technology. Come July of this year we will begin to
offer very different services off our website, with a new product called ‘Choice On-line’. So
we are interested in many aspects.

| wanted to give a sense of why, although we hold grave concerns from the point of view
of protecting particularly young children from abhorrent practices in relation to what is
illegal, and in some cases legal, pornography, we do have concerns about this proposal as a
solution to that. In a nut, our concern is that in partially doing something there is a risk that
we believe could not be fully addressed without enormous social and economic cost. The
partial addressing of that fairly noble attempt, you might say, will be borne by consumers,
and that is through the performance of the Internet and all that it does have to offer in a
positive sense. Instead we prefer, in keeping with our history of empowering consumers and
leading reforms for their safety and protection, to give tools to individuals and families,
certainly to schools and even libraries, to enable them to make proper choices.

In that context the leader of our online effort was Anne Burston, who wishes she could
be here but is with the EU on a big project on consumer protection worldwide. She has been
writing a series of books. This one is callgdeb Sites for Primary Kiddt is written by one
of our journalists. It is published by a commercial publisher, a very mainstream one. In the
very beginning there is a note to parents which | thought might be helpful in terms of
understanding our own perspective. It says:
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None of the sites mentioned in this book contain inappropriate material, but they can indirectly link to sites that
do. You should talk to your kids about sensible Internet access and agree with them on a use plan. Explain that
anything which upsets them should be talked about, and make sure they do not give out their real life address over the
Internet.

If you are new to the Internet yourself, try surfing with your child on some of these sites. It can be a learning
experience for both of you. If you are really worried or you know that your child is unusually inquisitive and likely to
head off into spots that you do not necessarily want them to, you can investment a series of child-safe filtering
products such as those listed.

| do not need to list them for you—you have them yourselves. The kinds of things that kids
are learning about right around the world are from how to research dolphins to the Tower of
London kids tour, to encyclopaedias online and how to draft them, to girl power with useful
information on stuff like health, eating, self-confidence and saying no to drugs. It says, ‘You
can also read interesting and funny stories about famous women in science, medicine and
sports.” These are the tools that our young kids are being empowered by.

Sadly, after this book was printed and stocked at the bookseller, we discovered that one
of the sites mentioned in this book had been purchased by a pornography supplier and the
commercial publisher had to pull 10,000 copies. This is not the first time that this has
happened. It is a lesson in how quickly things move through this medium, regardless of your
goodwill and intent to control.

There is nothing quite like seeing a group of kids testing, say, educational software
through theComputer Choicdesting labs—it is absolutely amazing. Senator Tierney is quite
right: their parents and grandparents often know way less. When they come to us at the age
of five, they can actually navigate these systems and we learn from them about what does
and does not work. The thing that we learned which was so impressive—we felt kind of
silly—was when we put together a marketing plan for @@mputer Choicevhich we
thought would address the 12- to 20-year-old, young learning market. In fact, the single
biggest segment who buy this magazine are men over the age of 55, and the reason is to
connect with their grandkids and their kids, and they tell us that. They say they want to look
at it as if it is a groovy magazine for the young, but they want to learn how to talk to their
children when they come home from school because they understand that it is a very
different world in which we live.

The very clinical side that assesses how ISPs perform, how information is transmitted
over the web and the cost and performance of various providers understands that it is not
just goodwill, it is not just creative engagement; in fact, it is cost. This government has taken
very seriously the issue of bandwidth and pricing. | was on the Information Policy Advisory
Council back in 1996. That council identified bandwidth and pricing as a crucial issue.
Through the National Office for the Information Economy, last year again the question arose
of how we will take off in terms of the information society and economy if we have this
barrier on our cost. Most recently through the Australian Information Policy Advisory
Council to the minister, the question of bandwidth is right now subject to an inquiry. So to
us it is difficult.

Our experts, CSIRO and the consumer groups in other countries that we have addressed
about this proposal all raise quite considerable concerns about the cost of taking the partial
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step and are absolutely incredulous that it is possible with an open, democratic society online
to take the full step and move towards those other models which very much are an option
for governments along the lines of what Singapore and China attempt. The question is how
to move forward without compromising this enormous bandwidth problem.

| want to talk briefly about self-regulation and global regulation. Concerning self-
regulation, this industry is far from perfect. This is a classic industry where coverage has not
been achieved by the industry association. When we went to count, there were something
like 600 Internet service providers, many of whom are so tiny that it is very difficult to
identify them, much less get them to comply with a sensible set of consumer rights.
Nonetheless, this industry has formulated an industry association. They have opened a
dialogue and included us and a number of other community and consumer groups in that
dialogue. They were among the first to support moving towards a privacy regime at a
national level. That took a lot of maturity given their industry. They have involved us in
developing their code. They have invited us to participate in the governance of their code
and so we have some confidence that, although it is very difficult, it is also possible to move
forward very constructively.

In moving from an enthusiast environment on the Internet into one that has broad
acceptance, we have to acknowledge that the United States has an absolutely fundamental
role to play in helping to govern this broad online world. Over the past year, Australia has
played an excellent role at the OECD level. A delegation which includes officials from
Treasury and the ACCC has been pushing for a global code of consumer protection to deal
with things like this: if you do not know who you are buying something from and you want
to return it, what do you do? We are not big businesses having contracts. If e-commerce is
going to take off, we need a set of rights. It is only to acknowledge that good effort and to
encourage the kinds of badging rules and enforcement mechanisms to push into that more
global level over the medium term. It is fair to say, at least in so far as we canvassed other
consumer groups and other OECD countries, Australia so far is the only country where the
Internet community has said, ‘We will agree to take off content. We will agree at that level
of the local marketplace to move to broaden self-regulation.’

If the United States did that, we would have a shot at doing what you are attempting to
do. It is very difficult to think about it in the context of a global set of very fast moving
transactions in our tiny corner. | am reminded about the US Supreme Court, but | am not
sure exactly why. | am sure that will come forward in due course.

The proposal has, in the Australian Broadcasting Authority, a set of powers which can
seem to be restrained because the legislation also calls for quite extensive consultation with
the industry before moving forward. This has, to our association, been given forward as
comfort in relation to why perhaps this is a good halfway step.

Recently, we have had two very clear examples of how consultation, when promised, can
go wrong. One of those is in relation to the digital television debate where a whole series of
consultative mechanisms have been put in place and we look, at this stage, as though we will
have a system which is, from our point of view, not very close to consumer desires. That is
because standards are being monopolised by a very powerful set of interests. So consultation
is not enough. A good example is the National Food Authority where the act calls for the
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most extensive democratic set of consultations and the outcomes consistently are against the
consumer interest. We really do not take an enormous amount of comfort from that.

Finally, I want to draw attention to the very subtle but important link between privacy,
on the one hand, and some sense of standards that are fair and proper and being maintained,
on the other. | was looking at todayAustralian Financial Revievand one headline reads,
‘SingNet apology for snooping.” This is the major Singapore Internet service provider saying,
‘Sorry, our regulator—Ilike the ABA will have—'has the power to allow us to do all kinds
of things in the public interest.” They defined it here in a way that came a bit close—and,
apparently, there is quite an uproar because it triggered fears in this tightly ruled island that
even cyberspace is not free from state control.

To conclude, | received an Amnesty International appeal leaflet at home on the weekend
and, to me, it was just terrifying—not that this is directly related and | am not saying that it
is. The leaflet, which should be appearing in your postboxes, says that human rights are
wrongs and it talks about email in China. It says that, in China, the World Wide Web is not
so wide and that people are going to gaol by trying to contact democratic forces in the US
and other more open countries. It is a reminder that it is not only for horrible things that are
done to children that societies choose to have more of a heavy hand, it is also for political
purposes. | think that is a very difficult signal.

Senator HARRADINE—So Ms Bun knows, a number of us are members of Amnesty
International and are involved in these matters.

Ms Bun—I am sure you would be.
CHAIR —Mr Britton, did you have any comments you wish to make?

Mr Britton —I come to the ACA with a background in information technology
management, but the observation | would like to start off from here is more from the
perspective of parental management. | am very concerned that my children are protected
from influences such those being discussed here—pornography and whatnot. | am also very
concerned that they have job and education opportunities into the future, and | see the
Internet being a critical enabler of their education and employment into the future.

It has been my observation, from watching them play computer games, that one of the
things that has unexpectedly occurred is that they have been very well educated in risk. This
seems an odd thing to say, but they can take risk in the computer games in a way that, in
real life, they probably would not until much later in their lives. | have noticed that they
have literally learnt to look before they leap, by looking down at the screen. They have
learnt to exercise caution in that virtual domain from virtually the age of two.

The other thing | have with my children is a good dialogue. Talking to them is extremely
important. My son came to me last night with a CD and pointed out to me, ‘I'm sorry, but |
can't play this.’ | said, ‘Why not?’, thinking that it was a technical problem, and he said,

‘It's got MA 15+ written on it. | can’t use it.” So he has obviously absorbed those lessons.
Things like badging, that Mara was talking about, and letting people know are very
important. The trust between parent and child and the empowerment of the parent with tools
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like the filtering software on the PC, if needed, are important. But dialogue between the
parent and child is, | think, one of the critical issues that needs to be fostered.

CHAIR —Thank you for those comments. | am inspired to ask whether your children
have access to the local library. | think you were both here for the previous evidence. Given
that you are obviously very careful about what your children have access to on the home
computer, how do you feel, as representatives of the Consumer Association, where a large
number of consumers of local libraries are small, about the decision taken by the libraries
association to not put any filters on net access in libraries?

Ms Bun—I have seen libraries in the Hunter Valley, where my in-laws are, and in
Balmain, which is inner city, the state library, and all | can say is that it would be a very
awkward thing indeed, given where the computers are, who is using them and the traffic
around them, to have anything on the screen remotely inappropriate. Usually, there are four
people all in line—they are all using it at once—and there are two people lined up behind.
The Internet service time available at public libraries is very precious so it would not
surprise me if it were a relatively effective self-patrolling thing.

CHAIR —I guess you are talking about visual material, but the question | asked Ms
Nicholson related to things like shoplifting and how to catch buses without paying your
fare—I mean, text. | accept Ms Nicholson’s point that the screens are very close to where
the librarian generally spends most of her day and | accept your comment about visual
material, but | still raise the point about text.

Ms Bun—I think we like to gossip as a nation. | think it would be very unusual if
sinister dealings were happening in libraries before our very eyes and we were not hearing
about it somehow. | may be wrong. Perhaps what we need to do is a massive survey to find
out if this kind of—

CHAIR —I really asked this question of Mr Britton. It is a matter of principle in the
sense that | can see that you have spent a lot of time with your children explaining to them
the difficulties of inappropriate access to the net. | still raise the question concerning a very
large group of consumers, albeit young consumers, going to the local library, which is part
of a local government community: how appropriate do you think it is for the libraries
association as a national body to take a decision to apply absolutely no filtering mechanism
on library access at all?

Senator LUNDY—Madam Chair, can | raise an objection or a point of order perhaps to
your line of questioning. | do not think it is fair for the witnesses that you ask their opinion
on the practices of another organisation by virtue of the fact that they happened to be
witnesses before these people.

CHAIR —Thank you for your point, Senator Lundy.

Senator TIERNEY—They are representing consumers, | thought.

CHAIR —Just a moment, Senator Tierney. We have been asking a number of witnesses
for their opinions relating to other material we have had and we have asked a number of
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people for their reactions to Dr McCrae’s evidence. If Mr Britton does not wish to answer
my question, | am sure he will make that decision for himself.

Mr Britton —Based on the experience with my own children, my feeling is that my
ability to talk with them and know what they are doing is my empowerment with them. | am
not concerned that they would be there doing that. That is basically my attitude, as far as my
own children are concerned.

Senator HARRADINE—On the question of protection of consumers—you have read the
legislation—do you think the ABA is the appropriate body or do you think that there should
be a specific online content regulator that has a direct relationship with Internet content and
service providers, perhaps for a class licensing system? You mentioned filtering. The other
night we had the director of the CLC from Sydney and we were discussing this point. The
majority of ISPs appear to me to be in it for the money and do not really have much regard
for the end user. In this particular regard, you mentioned in your submission the importance
of having filters and the like. Don’t you think there should be some sort of obligation on the
ISPs to provide to the end user the empowerment, if you like—the tools of the trade—and if
so, how?

Ms Bun—This is an important area of questioning and it is a very large question. | will
see if | can start at the top and work down to the bottom and hope | will satisfy you a bit.
On the question of regulatory structure, | might start by reaffirming our concerns that any
regulator be given the power to have the kind of filtering worldwide that we understand,
through CSIRO’s analysis and other technical expertise, would in fact have very severe
consequences on the Australian emergence of our information society—forget about our
economy. Having said that and put it aside, in relation to—

Senator HARRADINE —But we will not put it aside, will we, until we test it out?

Ms Bun—You are quite right. That is the core issue. Our feeling is that testing it out
will do enormous detriment and will not succeed. That is based on technical advice. It will
not succeed without such a high cost that we think is very serious in relation to the
development of the Internet and its positive consequences for Australians.

Senator HARRADINE—What, testing the filters at the end user?

Ms Bun—Filters at the end user side, on the other hand, we think—because of the
testimony we have just heard as well—do have the potential to empower people, at the level
not only of households but of schools, school systems and what not, to really have control in
relation to other important dialogues of the kind that Charles is raising. So, yes, at the level
of end user filters it is absolutely crucial. In fact our proposal actually says that the
government should mandate that every modem that is sold includes information about
filtering at the household level and the possible benefits associated with that.

But, moving to this question of the Australian Broadcasting Authority and whether it is
the right place, if we are to move from that sort of empowering sense of filtering to that top
down sense of filtering, | think there are some very legitimate questions in relation to the
Broadcasting Authority. They have to do, Senator, as you well know, with this ongoing
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discussion about convergence and the fact that we will be able to get the Internet on our
mobile phones. We already can, and kids are going to be able to do that all over the place.
Data casting on television sets will introduce the Internet and data into people’s homes.
Already so many things are changing and yet our regulators are quite focused on their
traditional areas. So | think it is an important question mark and—

Senator HARRADINE—So you are saying that you could have licensing conditions for
Internet service providers which require those providers to do certain things, one of which,
for example, would be the provision of the filtering software that is required?

Mr Britton —In some respects the Internet is an ideal tool for delivering that filtering
software to people because it is an ideal distribution mechanism for software. So in that
sense it would be a valid thing to have as a part of industry code—that they make available
to people that sort of software.

Senator MARK BISHOP —Sorry, Mr Britton. | just missed that. What point were you
making there?

Mr Britton —I was saying | think it would be a valid thing for ISPs to make available
filtering software—or information about filtering software because the problem we have got
is that it is a commercial product so saying to them, ‘You must make if available,” would
have—

Ms Bun—-But the crucial difference would be, in this kind of environment, having access
to these kinds of tools as well as an understanding of what they could deliver and then
individuals making choices. That is a very different approach to the current legislation.

Senator HARRADINE —But you agree that society does have the right to decide
whether certain illegal or highly offensive material ought or ought not to at any event be
carried by whatever medium, whether it be Internet or narrowcasting, for example?

Ms Bun—Narrowcasting is a good example.
Senator HARRADINE —Narrowcasting is a good example, isn't it?

Ms Bun—It is. Another example is in the print media. | have to say that | find it
completely offensive when you go into the petrol station to pay for your petrol that you
encounter, at children’s height, all those horrible magazines. It is very difficult to control.
But | agree, yes, it is possible in a tight narrowcasting environment to deliver such a thing.

Senator HARRADINE—You could make it a licence condition on ISPs, for example,
that such material not be provided.

Ms Bun—Senator Harradine, | guess we just would disagree on the nature of the
Internet. In a sense it is easy to say that and to put that licensing condition on, but to
actually enforce that we think—
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Senator HARRADINE—Yes, but we discussed here this morning Moore’s law, that the
power doubles every 12 months. | think the committee and the government are trying to
grapple with what is coming down the track. Whilst it is very difficult to achieve that
objective that we are discussing, nevertheless the technology may well be there. It may be
emerging or it may well be there. We are going to hear from a group this afternoon, as an
example.

Ms Bun—Because we are a consumer organisation, we have dozens and dozens of
technology providers constantly rocking up to our doorstep promising that they have the
solution to the most interesting things. The reason we do not believe them in this particular
case is not just that we have independent scientific experts here and elsewhere but that we
think they have a commercial interest in saying that.

Senator HARRADINE—Yes, but those technical experts we had heard this morning are
not equipped to do the research into blocking technologies, which surprised me. It also
surprised me from a public policy point of view that they do not engage in that, but that is
another view.

Ms Bun—In terms of policy development, if this committee were to conclude that there
need to be public dollars spent in researching the efficacy of the technological solution, that
| think would be a useful step forward. What | have grave concerns about is the experiment
which is being proposed and what we understand to be quite significant costs to ordinary
users. Really the vast number of people and the vast amount of time on the Internet is doing
stuff like in this magazine. It is really wonderfully empowering, educating, commercial stuff.

It is very rich. And we do not want at all for our nation in a sense to be slowed down as a
result of these experiments, which we think are a bit fraught.

Senator CALVERT—I have just one question. | note your recommendations here on
self-regulation, and particularly the part that | like about retailers providing information
packages and the like, educational material, to inform me as a parent or as a grandparent
who is going to buy a PC with all the appropriate stuff how not to access undesirable
material. You gave us the example this morning of a particular publication that you were
showing. You told us that it had to be withdrawn because one particular site that was
recommended in that book had been bought by a pornography operator. Are there any
regulations to stop that? If there are not, what is the point of your educational material?
Anybody could buy a popular site—Jack and Jill, for instance—and pop in something that |
do not want my kids to see or someone else’s kids to see. Surely there should be some
regulation at that very basic level to stop that sort of thing happening.

Mr Britton —One of the key things obviously is that we are talking about a global
phenomenon. The sites may well have been hosted overseas—

Ms Bun—It is a US site.

Mr Britton —We are talking about a global phenomenon, so the regulation to stop that
happening would be in a foreign jurisdiction. In fact, | guess that illustrates the complexity
of attempting to regulate out into the world. That is not to belittle the efforts of anybody
trying to grapple with the problem. Around the entire world governments are trying to deal
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with it, and that is why at the other end of our recommendations we are talking about
international cooperation. There is an enormous amount of goodwill in researching this. The
OECD is talking about it, Interpol is talking about it and in world forums people are
addressing it. That is where you would be seeking to find the regulation or the control of
that sort of thing, but doing it from Australia out—

Senator CALVERT—There may be some technology available now or in the future that
at the very least—do we have to put up with this beeping all the time, Chair? | am trying to
pursue a line of questioning and | keep getting this going off in my ear.

CHAIR —Senator Lundy, is it necessary for your computer to continue with that noise?
Senator LUNDY—I can actually turn it down if | get past a certain point.
CHAIR —I am sure the witness and your colleagues would find that helpful.

Senator CALVERT—At the very least there may be some technology available—you
may be able to tell me, or someone else may be able to later on in the day—where a
blocking mechanism or filtering mechanism would take note of people who changed their
sites like that. You start out as an honest broker and buy these machines and you look
through your association’s educational material and say, ‘That is the sort of stuff we are
going to watch.” You educate your children to do that and then all of a sudden something
else pops up on there that should not be there. Surely that is almost, | don’t know, unfair
trading or something.

Ms Bun—We were very disappointed.

Senator CALVERT—I bet you were if you put that investment into a book and then
find that you have to withdraw it. That happens in one case. Obviously there must be money
in flooding the Internet with undesirable material or people would not be doing it. It is
obviously very popular. | just thought that, if there was technology available, at the very
least Australia should be able to regulate or have some sort of mechanism for stopping that
happening, if possible.

Ms Bun—There is technology available, and the site that was purchased would not have
made it through any of the filters that we recommend in the book. So any parent who
actually went through the process of getting a filter would not have had that problem. The
difficulty is that this is a few months ago and this is about the first week of experience of 10
users on the Internet. Believe me, there are huge numbers of complications that you go
through. How you deal with your children is one of them. So it is a broad education effort
that | think the government and all of us others need to be engaged in. But you are quite
right: unless we had those filtering tools, we would be much more concerned than we are
now. We are saying, ‘Give those tools to parents and schools and whatnot and then let
people have the positive experiences that they deserve.’

Senator CALVERT—Does your organisation highlight providers who do that sort of
thing, who buy popular sites and change them over to something else?
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Ms Bun—This is the first experience we have had with that, and it is not our book. We
are in the process right now of doing an evaluation study of the different kinds of closed ISP
environments, where you sign up very much to a child friendly environment, to see which
ones have more diversity at a lower cost and so forth.

Senator CALVERT —It seems to me that truth in advertising goes out the window,
doesn'’t it?

CHAIR —Senator Calvert, Ms Bun and Mr Britton, | need to ask for your patience here.
The next witness is only able to join us by telephone from Sydney from 11.15 a.m. to 11.45
a.m. You do not even need to move from where you are sitting, but | wonder if you would
mind if we went to that teleconference link now and then came back to complete our
guestions to you. Thank you for your cooperation.
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[11.17 a.m.]
MARZBANI, Mr Ramin, Principal, www.consult Pty Ltd

CHAIR —I would like to welcome and particularly thank Mr Marzbani for making
himself available to give his evidence to this committee at short notice, since | understand
that he has only recently returned from overseas. The committee prefers that all evidence be
given in public, but you may at any time request that your evidence, part of your evidence or
an answer to a specific question be given in camera and the committee will consider any
such request. | understand that you have not yet had the opportunity to prepare a submission;
instead, | invite you to make an opening statement to the committee and we will move to
guestions. Is it correct that you need to complete your evidence at 11.45 a.m.?

Mr Marzbani —That would be preferable, but | would be more than happy to stay on if
the committee had any additional questions for me.

CHAIR —Thank you very much. Would you now make your opening statement, please.

Mr Marzbani —Good morning. | offer my apologies for not being present in person. |
have actually sent in my submission by email and | am going to read it to you. If you check
it.sen@aph.gov.au, | am sure you will find a copy there.

Basically there are four important arguments against what we see as the government’s
proposal being put forward against us. They are the economic argument, the legal argument,
the existing solutions argument and the technology argument. The economic argument
basically says that, in the online world, regulating content is ultimately equivalent to
regulating commerce. Given that Australia’s primary Internet trading partner in the world is
the United States, efficient online trading with the United States would need to have
compatible and consistent legal structures in place in Australia.

Since the nascent Internet e-commerce market could play a very important place in the
future economy of Australia, even the slightest obstacle to Australia’s participation in the
global Internet e-commerce markets at this critical point in time should be avoided at all
costs. Imposing costs on Internet service providers in the form of additional regulatory
compliance, even if it only involves taking orders and messages from the ABA or increased
capital expenditure for equipment to block web sites by filtering them, is unlikely to
encourage a high level of growth amongst small ISPs, especially those in regional Australia.
Australia has developed a potentially sustainable source of competitive advantage in the
Internet and Internet related markets precisely because of the lack of government intervention
and government regulation in this arena.

Finally on the economic argument, slowing down the Internet by having the flow points,
which are the routers and switches, continuously checking for restricted web sites or other
content would penalise the entire Internet e-commerce value chain in and out of Australia for
very little return. Content exports from Australia are also likely to be impacted by this
legislation, forcing creators and distributors underground or overseas. That is the economic
argument.
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The legal argument basically says that it is not clear that illegal material, such as child
pornography, is any less illegal if it is on the Internet. We have seen governments
successfully prosecute offenders for having possession of illegal pornography on their
computers, and it appears that existing legislation should be more than sufficient to cover
illegal activities on the Internet as well as off it. As far as we know, there are no illegal
activities that become less illegal on the Internet. However, there is a broad range of legal
pornography that is likely to be blocked by the proposed legislation, and this raises an issue
of consistency. Australia Post does not currently check the content of mail order articles,
verify the age of brown paper package recipients or restrict mail coming from or going to
the anonymous distributors of legal or illegal pornography. The laws currently provide ample
remedy for anyone breaking them. There is no reason to expect the equivalent of Australia
Post in the Internet world, the ISPs, to do the same—although | must say that | am
simplifying the issue very much. The existence and operation of the legal porn industry in
Canberra, and the interstate trade that they are undertaking, really does raise the issue of
consistency again.

Attempts to classify the Internet as a broadcast medium—or even as a narrowcast
medium like pay TV—miss the fundamental legal dilemma that the Internet consists of a
whole range of communication options, from one-on-one communications—which are similar
to the telephone—to subscription services, which are similar to the post, and community
services and a broad range of other applications that cannot be generalised under the heading
of the web—such as meetings in community centres, which are equivalent to some of the
community and affinity web sites that are out there. As the Internet evolves, it is likely to
deliver more complex and more convergent communications models that we have not
identified yet and we do not even know how. Therefore it is going to be very difficult to
legislate around these. That is the legal argument.

The existing solutions argument, as you are probably aware, says that censorship by
governments and the setting up of new standards committees is even more unnecessary,
given the fact that we already have commercial services and software that would permit
parents to regulate the online activities of their children. Whilst there is really no substitute
for parental involvement with children, we can expect an increasing number of services to
become available in response to any demands by parents for greater control of the access of
their children. If they demand it, people will create the services and products around them.
This is one thing we have seen continually happening around the Internet. Today there are
problems associated with censorship or blocking software. It has been proved over and over
again that innocent and educational sites as well as random sites become the casualties of
blocking software, either by accident or deliberately. The dangers associated with black lists
are quite significant and well documented.

The technology argument is a little more complex. It basically says that the technologies
associated with the Internet continue to change rapidly—far too rapidly for any legislation to
keep up with and remain effective. Just because governments can impose rules requiring
something to be done, that does not really guarantee they are going to achieve that. A high
level of censorship online being imposed on the offline world does not really achieve too
many objectives associated with censorship in general and the protection of minors. It is
technically impossible to totally block out pornography but it is much easier to block out
educational, artistic or politically inconvenient content.
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It does not make a lot of sense to waste energy continually debating this issue. If the
purpose of the proposed legislation is to make it more difficult for children and minors to
gain access to pornography, then it will fail, because there are already dozens of what we
would call countermeasures and services available to combat the restriction of access to web
sites. Most of them are so simple that they require no specialist training or understanding to
use. An anonymiser is just one of these services. Any government that then wants to pursue
these countermeasures in order to enforce the initial or preliminary sites that they want to
block is likely to embark on a journey of ever increasing cost, complexity and what we
believe will be futility.

Whilst the Australian Constitution does not really provide for freedom of speech, it is
something that most Australians assume they have. The current legislation not only moves to
further limit adults’ rights but also moves to provide an unsavoury beat-up on the Internet e-
commerce superhighway.

As a concerned parent and as an informed technology researcher my recommendation to
the committee would be to set up a complaints hotline that would deal with any and all
complaints that are made online or over the telephone through something like a voice
recorded system that would actually log any complaints it received. The process would not
reply or take any action whatsoever other than to advise people that if they think content is
illegal they should go ahead and report it to the police—who would probably need some
training and support in their own right, which should be happening anyway. But the hotline
would actually analyse the complaints, the complaint types and the number of unique
individuals complaining and would report back to the Senate committee with results after a
period of, say, three to six months. In the interim, the government could probably issue a
challenge to the various stakeholders and encourage them to develop educational material for
online and offline distribution to support parents and other parties in better managing and
monitoring Internet access by minors. The results of these actions could then also be
reported back to the Senate. That is the completion of my written submission to the Senate
committee.

CHAIR —Thank you very much, Mr Marzbani. Before we go to questions from the
committee, | ask one question to clarify something that you told us back in April last year
when you last appeared before this committee when we were discussing voluntary codes of
practice. We have taken evidence already from Mr Coroneos and the Australian Internet
Association in relation to codes of practice, but you gave an interesting answer when you
were asked about codes of practice in response to a question from Senator Harradine who
asked you:

So you are not likely to get a voluntary code of practice from the Internet industry?

Your answer was no. Do you still have that view, and can you explain some of the detail of
why you said no?

Mr Marzbani —I do not remember the exact details of the question but there are three
parts to that answer. The first one says that there is no such thing as an Internet industry;
there is such a thing as an Internet service provider industry. | understand that the Internet
Industry Association, which represents Internet service providers as well as other parties, is
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able to come up with a voluntary code of conduct. Having said that, | point out that the
Internet industry is such that, for example, people who would create online content are
small or large players as a whole and do not currently belong to the 1lA. Whilst there is
nothing stopping them belonging to the 1IA, most of them would not consider membership of
larger organisations to really be part of their business models—although, again, if the Senate
pushes everyone, they may go and have another look at that and the IIA could be make it
easier and cheaper for smaller players to become members of what is going on. That would
be from an Internet association point of view.

If we talked about success of voluntary codes of conduct, | am sure that there are codes
of conduct that will appear from different organisations, web hosting companies and
publishers of various kinds that would address some of the issues that everyone has raised.
But the real question has to be: what are the probabilities of success of this code and what is
it that we are trying to achieve? And if what we are trying to achieve is to stop people from
gaining access to pornography that is outside of Australia | suspect that even the best
intentions cannot—whether you legislate or you live with a voluntary code of conduct—
really make a huge difference. It might make it a little more difficult for people who do not
know anything about the Internet to access pornography, but fundamentally it is a little bit
like drugs and alcohol: if minors want to get their hands on alcohol and they work hard
enough, they will eventually get their hands on some alcohol. All we can do is try to make it
more difficult. On the Internet it is very hard to make it too difficult for people to do
anything, because of the structure of the Internet itself.

CHAIR —Of course, the association’s evidence did confirm that in any case the codes of
practice would only be voluntary to the membership of the association. That presents another
dimension to this issue.

Senator MARK BISHOP —I have two issues. Could you expand on the impact of this
for smaller, low profit or regional and rural ISP providers?

Mr Marzbani —Yes. And the second issue?

Senator MARK BISHOP—Do you have any statistical information on demand levels
for filtered services or blocking software?

Mr Marzbani —Yes. Firstly, the impact on smaller Internet suppliers will probably be
high because most of them cannot really afford to engage in processes of continuous
communication and updates of router tables or other activities required to block out software.
When we say the impact will be high, if you take 15 minutes out of the day for a small
Internet service provider who has one technical person, we would consider that to be a high
impact. If they have to deal with people potentially suing them because certain contents have
not been blocked, that would also be a very high impact. A lot of them would obviously
rethink staying in business and providing the competitive services that they are providing.

Overall, additional regulation for Internet service providers, as such, would probably have
a worse impact on the smaller players than the larger players—although, for larger players, it
would have a different type of technical impact which would deal with the speed at which
the networks operate and the limits to which technology is being pushed.
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In terms of demand for filtered services, software and products, right now the percentage
of online users who are actively pursuing these products is quite low. It is some 15 per cent.
What does that all mean? It basically means that most of them are reasonably comfortable
with how they are using it themselves, that they may not have children in the household they
need to block access from or they are comfortable with how they are monitoring the
children.

However, if you look at companies such as AOL Bertelsmann, which is the Australian
joint venture of America Online and Bertelsmann, they have always offered a reasonably
standard service for parents to use to provide a safer environment. An Internet service
provider in Perth called iiNet has also been offering these services. Take-up rates will vary
over time and we believe that over time more parents who are not technically literate will
feel more comfortable going with a service that offers a filtered or controlled environment
for their children. It does not mean that the service will be 100 per cent foolproof as there
really is no such thing. However, there will be a number of parents who will feel more
comfortable with this. We have provided separately some additional information to the 1A
into the statistical analysis of concerns and users, which | believe they will present later
today.

Senator MARK BISHOP —Did you say that over time parents would become more
comfortable at accessing filtered services or uncomfortable with accessing filtered services?

Mr Marzbani —Over time, parents will become more comfortable, because you will get
new users coming online who are not technically savvy and who may not be comfortable
with monitoring what their children are doing online, as we move more towards the mass
marketing option of the Internet compared to where we are today.

Senator CALVERT—Just over 12 months ago, you gave us evidence that there were
about 1.6 million users and you gave us the break-up. Have there been any significant
changes to that number and the break-up?

Mr Marzbani —Yes. Today we would have close to 3.2 million Internet users. We break
it down as follows: as at the end of December 1998 we had around 1.7 million regular
Internet users who were accessing the web once a week or more, we had about half a million
who were accessing the web less than once a week and we had another one million users
who primarily use the Internet for email, with work being their main point of access.

Since the end of December, we have been adding about 60,000 to 70,000 new Internet
users to the 3.2 million total every month, with the bulk of them having web access. We
have also been seeing around one per cent of the one million email only users gain access to
the web as well. So the number does keep growing and the overall number of regular web
users is growing at between the three per cent and five per cent per month at the current
time. This is being driven by people who are accessing from home but more so by people
who are accessing the Internet at work, where it is being provided to them by their
employers. So the nature and structure of access to the Internet is changing with an increase
in business hours usage.
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Senator CALVERT—Thanks for that. You did give us another figure in camera on the
amount of pornographic material that appears on the Net. Has that changed in the 12
months?

Mr Marzbani —Yes. The figure that we talked about had to do with the volume in
megabytes, which does not necessarily reflect the usage or the number of people who are
using the Internet for adult entertainment purposes. Over the last 12 months, with this huge
growth in the number of users, the percentage of Internet users who put down adult
entertainment as their primary use of the Internet has remained constant at around the four
per cent mark. The percentage of users that use the Internet for other applications has grown
significantly. Their usage ranges from email to chat, to business and business related
research, academic research, shopping and financial transactions, hobbies, sport and so on.
What we have seen, and what we can conclude, is that adult entertainment is not as popular
as it was 12 months ago. The new users coming online are using it either as a business
support tool or to support other activities that they are involved with. The novelty factor
associated with porn has gone away.

We have also seen a lot of the pornography sites in the US move towards pay models
where they are asking people to pay with credit cards to gain access and, as such, demand
for access to those sites has gone away. If you look at the top 100 or so popular web sites in
Australia by Australians, only mild R-rated products liR&yboyand Penthousanake the
list in terms of unaided recall. So it is not as big a deal today because we are getting more
of the mass market coming on, and we suspect that anyone whose trade or interest was only
pornography was already online a year or two ago.

Senator LUNDY—To follow up some comments you made in your earlier opening
statement, Mr Marzbani, about the trading relationship between Australia and the US and the
need for compatibility in regulatory regimes to basically facilitate that trading relationship, in
your view at what point would regulation of Internet content in Australia compromise the
developing trade relationship between the two countries?

Mr Marzbani —The answer to this is reasonably straightforward. The moment we
introduce any legislation it will have an impact. The moment people who import or export
content or who create content or who repackage content have to think about anything other
than what they are thinking about today or about anything other than what the Americans are
doing today, that will have an impact on what is going on. This will be an impact in terms
of import of product for packaging with other products which may be exported again. This
has to do with the export of product. This has to do with where we host our products and
make the money from the products that we have. It is quite significant.

| would really like to caution that we do not take the economic impact of restrictions,
regulation or legislation lightly, if only because American companies also tend to be very
sensitive about regulation in other countries. So we will see a change in the profile of what
is going on if we were to introduce legislation.

Senator LUNDY—Further to that point, we have heard this morning from Dr McCrea a
similar view in the sense that to particularly impose a blocking regime involving packet level
blocking is particularly insidious. Have you had the opportunity to compare the various
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blocking technologies? If so, are you prepared to make comments about the relative impact
of each of those blocking technologies?

Mr Marzbani —We were actually testing the impact on user satisfaction and network
performance in Singapore about 2% years ago when they introduced the legislation to
provide for filtered services. The general dissatisfaction amongst Internet users at that stage
was quite significant with more than 60 per cent actually being unhappy with the impact on
their speed of access to the Internet.

Fundamentally, it will slow things down in Australia. There is no question that if we
have to have routers continuously checking all packets—which would be a futile exercise
anyway because they are only going to catch the simplest levels of control—then it will slow
everything down. The impact on speed then translates into an impact on commerce because
the productivity associated with using web technologies is really at the speed with which we
can download content and interact with it. It would certainly be seen as a negative impact.

Senator LUNDY—We actually heard this morning from Dr McCrea that the CSIRO,
through further research, anticipated a 20- to 30-fold comparable time delay. He cited a
current 30 millisecond speed level and then, after the introduction of a proxy server
providing for application level blocking, that rising up to 100 milliseconds. From my point
of view, | am not sure of the implications other than that it is a 20- to 30-fold increase. In
your view, what is the implication of that magnitude of increase in just time spent online in
accessing information for the purposes of e-commerce?

Mr Marzbani —That sounds like a twofold to threefold increase if it has gone from 30
to 100 milliseconds.

Senator LUNDY—I am sorry; | have just been advised that it was three milliseconds to
about 90 milliseconds, so it is a 20- to 30-fold increase, as opposed to 30 to 90.

Mr Marzbani —That sounds reasonable. What you are doing is moving from
transforming electrons through a connection through to going to a disk drive and hopping off
the disk drive and continuing a journey, so that would slow things down dramatically. That
is a huge price penalty, but the real problem is that trying to filter things using a proxy does
not stop activities like people sending pornographic material that is distributed through email.
Simply, it would be unthinkable for anyone, especially an Internet service provider or even
the Office of Film and Literature Classification, to open up everyone’s email to look for
dirty words like ‘playboy’ or ‘nude’ or to try to decipher what the images are or to
determine whether people use other protocols other than the web protocols to transfer and
distribute this sort of content. The content, by the way, would still be done on a one-on-one
or subscription basis; it would not really happen on a broadcast basis.

Finally, some of the worst pornography out there remains encrypted using encryption
technologies; so, even if you were to try to look for it by opening everything that went
anywhere, you would fundamentally see only garbage and you would not know what was
going on. | suspect that illegal pornography is still in that basket. So if someone were to
direct their energies as to what they should do, | suspect you would get a higher return on
your investment, on your resources, by trying to deal with the illegal content rather than just
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deal with R-rated or X-rated content. | think stopping illegal activities would still give
society a bigger benefit than probably what is being proposed.

Senator LUNDY—With regard to the issue of illegal content as opposed to censored
content under the regime proposed in this bill, do you have any figures on what proportion
of illegal content is encrypted as opposed to just sitting on servers somewhere in the world?

Mr Marzbani —No, | do not think anyone has any figures on that, but commonsense
would indicate that the sophisticated users are the people who are breaking the law, whether
it is with regard to illegal pornography or avoiding tax. They have had access to these
technologies and they have a greater incentive to use them properly. So it is only the
amateurs who are going to get caught.

Senator LUNDY—Going back to the point about the increased time it would take for an
electronic commerce transaction to take place if the material were going through a proxy
server, do you think it would be possible to quantify, in cost terms, the impact of that
increased time factor of 20- to 30-fold?

Mr Marzbani —There are two things. First of all, there is the delay from a user point of
view. What is likely to happen is users will shun using electronic media, not just to do the
transaction itself but to do all the supporting activities leading up to the transaction and any
activities that follow the transaction in terms of dealing with the suppliers of goods. What
you are doing is changing and degrading the experience that a user would get in interacting
with an online environment. The moment you do that, you hurt demand. And hurting
demand, in an industry that is growing at 30 per cent a month in some cases—20 per cent a
month in others—is probably the last thing you would want to do. You really want to let
demand grow and let things settle down before you consider any legislation that would
impact on demand, and there is no question that slowing down an Internet user’s interaction
with content is going to discourage them from continuing to do transactions online. So if you
wanted to hurt the Internet and if you wanted to hurt Internet electronic commerce, this
would be one of the best ways to start.

Senator LUNDY—From your analysis of what is happening online, what are the issues
of most concern to the Internet users that you surveyed?

Mr Marzbani —I believe the 1IA will touch on this later today, but the issues of concern
include things like security of financial transactions, response times, privacy of individuals,
junk email and the cost equation associated with equipment and upgrades. Whilst indecent
material is of concern to around 10 per cent of the population, out of the entire list of 12 or
so concerns that we asked about 25,000 Internet users to select from in the last survey that
we did in January or February of 1999, it is probably the last concern that they have overall.

Senator LUNDY—I have one final question. With respect to the issues of primary
concern to Internet users being security and privacy, to what degree would the introduction
of a proxy server application level blocking system compromise privacy of online activities
of citizens conducting electronic commerce, electronic banking or those types of services?
What privacy risk increases are there through the use of those technologies?
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Mr Marzbani —It depends on what happens. Internet service providers, especially the
larger ones, cannot afford to keep a record of all the data that people are requesting through
proxy servers. However, if they were to keep a record of all this, which is really impractical,
next to impossible and extremely expensive, you would probably see some reasonably nasty
things happening where people’s passwords, people’s requests and so on would be logged.
That is probably something no-one wants to see. It would have a similar impact with
security of financial transactions, because proxies would record pretty much anything that is
happening.

Senator LUNDY—So proxies would, by nature of the technology, record that activity?

Mr Marzbani —They would; however, most large ISPs do not hold proxy logs, because
it is too expensive and impractical to do so. No-one does that at the large level. We would
expect some companies that are on a smaller, more manageable level to do that, but even
they would erase that stuff regularly. So it would have some impact, but certainly this
legislation would not allay any of the major concerns that Internet users have, whether they
are at the consumer level or at the business level.

Senator LUNDY—Does this legislation, in your view, address any of those half a dozen
or so issues at the top of the list of issues of primary concern to Internet users?

Mr Marzbani —I would have to say no, if you really look at it in detail, and that is not
because of any views held on issues associated with censorship. It really does not make the
Internet a better, more efficient, more useful or cheaper exercise for the users. And if it is
not doing that, it is really not helping anyone.

CHAIR —Mr Marzbani, do you have a couple more minutes? | am aware that we are
five minutes over the time you said you were available, but Senator Harradine does have a
couple of questions he wants to put to you. Do you have the time to take them?

Mr Marzbani —Of course.

Senator HARRADINE—Madam Chair, | know we have other withesses waiting as well,
so | will limit myself to one or two questions. What you are saying, Mr Marzbani, is:
economic rationalism prevails. Nothing should be done about the Internet at all if it
interferes with the market. That is what you are really saying, in response to Senator Lundy.

Mr Marzbani —Senator Harradine, as the father of an 18-month-old girl and another one
due in September, what | am saying is that | am as concerned about stuff that | find
offensive as anyone else is. But in the market today, the economic issues associated with
Australia getting its electronic commerce activity synchronised with the biggest engine and
driver of electronic commerce in the world, which is the United States, are important. That is
the first thing | am saying. The second thing is that, even if we legislated as the government
is proposing, it would not achieve the objectives that you are seeking.

| am not saying that slowing down or stopping things that we consider offensive is a bad
thing; in fact it has got to be a good thing. | do not want snuff movies around. But snuff
movies are illegal in any context, and anyone who is getting them, paying for them or
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downloading them has to be breaking a law somewhere; and it is not a law that is dependent
on the Internet. A snuff movie on video, transported by Australia Post, is no more or less
illegal.

If we are dealing with the problem, let us deal with the problem. Trying to legislate them
under technology that makes up the Internet is next to impossible and trying to implement
solutions that are not even going to be effective, that are going to have a detrimental impact
on the use of the technology, is going to cause more harm than good. That is really what |
am saying.

Senator LUNDY—I have a point of order.
CHAIR —Senator Lundy, what is your point of order?

Senator LUNDY—My point of order is that | am gravely concerned that, because of the
nature of my questioning in going to what | consider to be the particular expertise of Mr
Marzbani, Senator Harradine has construed that as a particular reflection on the social values
held by the witness. | object to Senator Harradine’s implication that Mr Marzbani has little
consideration for the social impacts of this question. | draw this to the committee’s attention
because Senator Harradine has made this observation in attacking several witnesses on the
same basis.

CHAIR —Senator Lundy, you have made your point of order.

Senator LUNDY—We are traversing a complex bill that introduces social issues as well
as technological ones, and | object to the way it is being handled.

CHAIR —Order! Senator Lundy, you have made your point of order. Mr Marzbani is as
entitled as any other witness to decline to answer any question that is put to him. We are
now 10 minutes over the time Mr Marzbani said he would be available. | call Senator
Harradine.

Senator HARRADINE —I invite those who heard that outburst by Senator Lundy to
read the transcript of this session and any others. Congratulations, Mr Marzbani, on the little
ones. | am delighted to hear that.

Mr Marzbani —Thanks.

Senator HARRADINE —I will ask you a further question regarding the delays that were
mentioned with respect to the use of filtering techniques. In terms of seconds, what are they
to the end user?

Mr Marzbani —It depends on the technology, the investments being made by the
Internet service providers and the list of excluded sites that are going to have to be checked
against. If the list is very long—if it tries to be, say, 90 per cent comprehensive—this could
be reasonably significant. This could add somewhere between 30 and 200 per cent to the
total download time.

INFORMATION TECHNOLOGIES



IT 218 SENATE—Select Monday, 3 May 1999

Senator HARRADINE —So a few seconds?

Mr Marzbani —No, the average page today—say a 50 kilobyte page or a 100 kilobyte
page—already takes 30 to 40 seconds to download using a modem connection with an
average Internet service provider. If you tripled the download time—if you made it 1%
minutes to two minutes—and if you were dealing with a smaller Internet service provider
that could not invest in expensive equipment that was very high speed, changing it from 30
seconds to two minutes or 1% minutes of download is a sizeable change, especially since the
Internet was not really that fast in the first place.

Senator HARRADINE—We were told by another witness that it was a few seconds. |
am not sure to what you are referring. You must be referring to a very substantial filtering
program.

Mr Marzbani —I am referring to a substantial filtering program and an average size
page that has text and graphics. If you are trying to download a page that has only text,
obviously it is a different matter. But if you are trying to block pornography, where the
whole thing has graphics associated with it as well, then the download would initially have
taken a long time anyway.

Senator HARRADINE —Chair, | would have loved to have had extra time to deal with
these things with Mr Marzbani. Mr Marzbani, we have been told that Moore’s rule is that
there is will be an increase in computer power, doubling each 12 months. Have you taken
that into consideration?

Mr Marzbani —Yes. Moore’s rule does not actually deal with telecommunications at all.
The bottleneck, contrary to the Intel advertising that we see on TV telling us that the Internet
is going to be a better experience if you get a faster Intel processor—and Moore was one of
the people initially involved with Intel—does not hold, merely because the bottleneck is in
the download speed through the networks and finally through the Internet service provider.
The cost of Internet access and downloads remain high. Downloads will remain a scarce
commodity even with the introduction of satellites and more cable capacity in a year or two.
Moore’s law does not apply to downloads at all. In fact, downloads is anything but a
commodity, and the cost of good downloads is not really going down at all.

CHAIR —Mr Marzbani, Senator Bishop wished to clarify one technical point.

Senator MARK BISHOP—We were told earlier that the impact of filtering devices
would delay processing from three milliseconds to 80 or 90 milliseconds per thousand. That
does not strike me as a great delay in time—from three-thousandths of a second to a 90th of
a second.

Mr Marzbani —Actually it is, because what they were talking about—and | am making
an assumption here—was the time it takes to process one packet, and one packet of data is a
very small part of a webpage. Packets range in size, but you are talking about thousands, ten
of thousands and sometimes even hundreds of thousands of packets to make up a page. The
delay is associated with a small packet of data which on its own is totally meaningless. If
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that is what they were measuring, that is good, but they should have probably explained how
that translates into more practical things, like a page with lots of photos.

CHAIR —Thank you very much, Mr Marzbani. | just remind you to please fax your
opening statement to us.

Mr Marzbani —I will do that straightaway.

CHAIR —Thank you for making yourself available this morning and for allowing us to
go over time.

Mr Marzbani —It was my pleasure. Good luck.

CHAIR —Thank you very much.
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[11.59 a.m.]

BRITTON, Mr Charles Crawford, Senior Policy Officer, IT/Communications,
Australian Consumers Association

BUN, Ms Mara, Manager, Policy and Public Affairs, Australian Consumers Association

CHAIR —Ms Bun and Mr Britton, | thank you for your patience. | am very sorry that
we had to interrupt your evidence in that way.

Senator LUNDY—I go to a couple of points arising from your previous statement and
also evidence offered by Mr Marzbani concerning the consumer impact. In terms of costs as
a result of the increase in time that people will be required to spend online to access
contents, can you offer some perspective, from a consumer’s point of view, as to the impact
of this?

Ms Bun—I think at one level is the time spent at the desk uploading or downloading,
which is very frustrating. In all of our tests on access to Internet service providers, we see
users shuddering as that changes, depending on the supplier. | think it is an issue that affects
supply as well as demand and, in a sense, the interaction between the two. | have had the
privilege of sitting through board meetings with the NOIE board right across the country,
from Tasmania to Western Australia and Queensland, and meeting not just with the small
business and medium size business community in those areas but also state governments that
were desperately trying to develop a model to improve the way they deliver health services
to rural and remote areas, for example, or to try to understand how to work within a health
and education budget that actually improves outcomes for people. Every single time that we
discussed, on opening, the issues affecting users and the community from a supply base,
bandwidth and pricing was always issue No. 1. That resonated so much that we talked about
it at half of the meetings. That is important for consumers, not because we care about how
profitable small businesses are—although they are a crucial part of our community—but
because ultimately the supply of Australia specific products and services, whether they be
private or public, greatly depends on affordability and quality of bandwidth.

Senator LUNDY—You have reminded me of the most recent set of ABS statistics which
show that the socioeconomic barriers of bandwidth cost and service cost were preventing a
large proportion of the less advantaged part of the Australian population from getting online.
Do you think that any increase in the time factor that we have heard about, and the resulting
cost impact, could further create a chasm between what we call the information haves and
have-nots and the socioeconomic barrier to Internet access?

Ms Bun—Obviously the immediate issue is the proposition that any household or
individual confronts about getting online. If it is more expensive to get the same outcomes,
yes, we can imagine that that would be a barrier. If it is about the possibility of governments
funding access, whether it be through the Telstra fund or what have you, and providing a
similar or even greatly improved level of adequacy, again, | think there would be an impact
on consumers. But the broad macro picture—not just the macro-economic but the macro-
social picture—is amazing. We live in a country that adores new technologies. We take them
up like hot cakes, which is terrific for the economy and wonderful for consumer use. And
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here we have a proposal that so many different experts, many of whom are not in it for a
buck, concede may put that at risk. That is a great shame, especially when we can give
parents and individuals the tools to negotiate on filtering—not just in their individual
relationships with their kids but through technologies and their own computers.

Senator LUNDY—What | am concerned about is children becoming proficient at
Internet access through school, their public library or whatever, when their parents, through
socio-economic barriers, are not able to facilitate their own awareness, to educate
themselves, because they cannot afford to get online. How is that contributing to the debate
we are currently having—that concern that parents have or that disempowerment of parents
that is occurring when their children have access but they do not?

Mr Britton— | draw your attention to one of our attachments on testing Internet service
providers thatComputer Choicalid. One of the things that seems to be apparent in this
discussion is the difficulty of getting benchmarks. The figures in this attachment illustrate the
problem of the wide variability. If you look at the costs and the quality trade-off, which is
what was looked at in the study, and the usage patterns, you find a range from $100 to $500
in costs for light users, but with comments on service like ‘poor’ and ‘none’ through to
‘good’ and so on. You have a very big cost/quality trade-off within that analysis and then
you have costs that run for heavy users up to $2,000. It is very difficult to pick a number in
there and say, ‘Oh, it's going to go up by so much,” or whatever. Inevitably, it seems there
will be impacts in terms of dollar costs to people as ISPs invest in equipment, et cetera, as
well as performance.

On the following page you will see that, in terms of performance, there was measurement
of the download times for ISP pages. Again, when you look at the figures you will see a
wide variability in that time to people. It is very difficult to say, ‘The impact will be this.’ It
is extremely difficult to be definitive and not only because of the mix of ISPs, the mix of
people’s demands, the mix of pages they look at, et cetera.

Ms Bun—Again, looking at the broad economic consequences and the affordability
issue, which is what you are getting at, inevitably if our take-up and efficiency as a nation,
which has driven prices down and diversified services over time, is checked or somewhat
reversed in a climate worldwide where all of that is improving in so many countries, | think
it would have consequences on the economic periphery especially, because it would limit
that affordability.

Senator LUNDY—What about the social impact if Australia’s famous technology take-
up rates have a hiccup as a result of this? What is your view of the longer term social
impacts of what that will do to Australians, their lives, their quality of life, their children’s
opportunities?

Ms Bun—We would not be testifying here before you if we did not really care about
that. | guess we would see it as dog years in the Internet: a year in the Internet is seven
normal years. Any changes at its infancy will have longer term consequences, combined with
the fact that we know from experience that building a pipe in the bush and expecting
somehow to see e-commerce and all kinds of education flourish simply does not work. It is
the layering together of state government services and expenditure, Commonwealth
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government services and expenditure and private sector delivery that matches the needs of
that community and so forth. All of that has the potential to get expensive, to slow down, to
get bogged down, at a time when the world is speeding along very quickly indeed.

Senator LUNDY—Ms Bun, you described your involvement in the NOIE board and the
various endeavours on behalf of the government to facilitate, as you say, growth in the
Internet. Is it your view that this bill contradicts in some way government strategies on those
other platforms or in those other programs?

Ms Bun—In my view, the government has a very noble objective here. | don't think
anybody would deny that this objective is an important one. So how could you possibly say,
‘Stop moving in this direction’? The difficulty we have is a top down approach as opposed
to a very empowered bottom up approach. We simply think the former won’t work and the
latter would be such a terrific thing. Plus we have this grave concern that parents,
particularly those parents that Ramin is talking about, the ones who have recently come on,
who aren’t the enthusiasts—they’re just learning about the technology—may not feel the
need to have those conversations with their kids or to look at the possibilities and at what is
happening at school if they think, ‘Oh, yes it has been taken care of.” And we don’t believe
it will be taken care of.

Senator LUNDY—Further to that point, when we spoke to NOIE before this committee
they identified four main thrusts of the bill in their view. One of them was an education
campaign aimed at parents specifically for the purposes of empowering them. They alluded
to the notion of public encouragement of parental learning in this area. They also said that
that investment, that program, that initiative, has not been done yet, so the government has
not been in a position to assess the various merits of such an approach.

Two things | am looking for from you are: is that your understanding of the situation and
to what degree do you believe such a publicly funded program of parent education in
relation to the Internet would go towards resolving what you quite rightly cite is an issue of
grave social concern?

Ms Bun—Clearly, | don’t speak as any formal affiliate of NOIE’s whatsoever. These are
just our perceptions, | guess, from the ACA. Our perceptions would be that certainly it is the
case that NOIE has quite a bit of expertise at what they call ‘awareness raising’. In fact, a
summit just happened that capped off a series of regional summits which have been very
good at bringing out growing communities and small businesses and what have you. Not
only has there not been a very, shall we say, articulated public effort on this particular issue
by NOIE or anyone else that we are aware of—and that would be an important thing—but
again it is not just education that we are after; we would be very happy to force every
Harvey Norman retail store, when they package up a modem, to have something on it that
says: ‘You are about to buy something that could get your child in the wrong place, and here
is what you do about it.” And yes, helplines and hotlines and all of that would be just
terrific.

Mr Britton —It is worth noticing that the Australian Broadcasting Authority made a
recommendation in August 1997 to identify community education as a key driver of any
action taken concerning children’s interaction with the Internet. Our point is that educating
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parents is a truly effective thing that can be done now. We have more than adequate
technology to address the process of educating parents, and that is the thing that we can do.
So if there isn’'t an urgent need to address it—which | believe there is—then we should be
doing what is effective rather than, necessarily, what maybe technologically we don’t know
about.

Senator LUNDY—Just one final point, going back to the question of bandwidth and its
affordability and accessibility. Ms Bun, you mentioned the bandwidth inquiry that is
currently taking place. Can you provide to the committee a brief explanation as to what
motivated the bandwidth inquiry?

Ms Bun—I can certainly provide you with my understanding of it. | am sure it is
different depending on who you ask. It is a clear recognition. It is happening from around
the world that, as we have this integration of social services and economic services delivered
over the Internet and all of the competing technologies which also provide bandwidth, we
have to think very carefully, number one, about making sure as far as we can that we have
taken all responsible steps to identify problems as we look forward without pretending that
we can really focus on who is going to demand what and, number two, that we understand
that as a barrier right now it is a crucial one. At the ACA we constantly deal with suppliers
who tell us, ‘The reason why it doesn’t perform that way is because at the right price | can’t
get the bandwidth. If only, like my competitors in the States, | could.” So it is very much a
development.

Senator LUNDY—It is about access to and efficient use and cost of what | think Mr
Marzbani alluded to as not being a commodity but, in fact, a resource?

Ms Bun—That is an interesting question. | was just at an IBC conference about
bandwidth on Friday. The whole beginning of the conference was all kinds of economic
experts talking about how bandwidth will be a spot market. It is just a matter of six months
or a year,; it is already operating. So it is very much a commodity, like pork bellies. But
clearly we are not there yet because you can tell when you have experienced that as a
business or a consumer.

Senator TIERNEY—Ms Bun, you seem to give a lot of credence to the veracity of
procedures at the end point use, particularly empowering parents, educating parents, to help
their children avoid unsuitable material. Are you aware of the figures relating to different
age groups and their abilities on information technology, the comparison of five- to 12-year-
olds, 12- to 17-year-olds and 17- to 25-year-olds, 25-plus, which are all very distinct groups?

Ms Bun—We research those on pretty much a monthly basis.

Senator TIERNEY—Excellent. So on that basis, if you have researched it, given that
younger people are quite savvy with this technology compared to their parents, in what way
can parents effectively guide their children if they do not have anywhere near the level of
sophistication and ability in the use of this technology as their children?

Ms Bun—I guess | would go back to one of Ramin’s points, which really does focus on
how this is becoming a mainstream technology, and that is that whereas certain categories
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are staying relatively fixed, other categories are growing relatively quickly. So we, like any
other educating group in the marketplace dealing with those new people coming online, are
aware that yes, some of these kids will have had experiences in the school system.
Therefore, when parents are starting to figure out how to bring that technology into the
home—we think it certainly will become a permanent fixture—the kind of education that
you give is exactly the kind of education that | read out to you in the beginning. It is not
eagsy. It is talk about it: ‘Some of the things you may come up against are yucky. Let us
know.’

Senator TIERNEY—You are always going to have that gap. As you move on through
time these technologies are going to become more sophisticated, so the catching-up point is
always going to be a problem. By the time younger people become parents, obviously the
technology will have moved on and their children will probably be more savvy with it. My
point is, and | would like you to comment on it: how on earth can you rely on parents to be
guardians of their children on Internet access, given the enormous gap in levels of ability,
which is going to continue?

Ms Bun—Well goodness—for 40 years we have been helping parents to walk their way
through complexity in pharmaceuticals, white appliances and cars. This is a very difficult
one but it is clearly happening around the world. To us, the alternative is one which we
would characterise as not being in the public interest, either from a social or an economic
point of view. You will not achieve the technological fix to make the problem go away, you
will not focus on the demand side tools because in attempting a top-down approach that will
be the focus. In the end, the entire engine room, not only of our economy but increasingly of
our society, will be compromised. We think that is serious.

Senator TIERNEY—If we stay on the demand, consumer use side for a moment, | am
not saying we should not try this. Obviously, we should do everything possible on that level.
What | am putting to you—I think it is fairly self-evident—is that it is going to be very
patchy in its effectiveness, depending on how computer savvy parents are. A lot of parents
do not want to go anywhere near it; they fear it. That might change over time, but we have a
real problem at that level that will not be fixed at the level, despite the gloss you have put
on it.

If we go to the other side, you seem to think that we should do nothing in terms of what
comes through Internet service providers and say we should not stop this at all because of
possible dangers. | am wondering whether you heard the evidence from the CSIRO today.
They did not say it is impossible or rule it out; they said it is difficult and suggested some
ways of doing it. As protectors of children as consumers, as protectors of parents who have
children, | wonder why you are not taking up their case on this.

Ms Bun—I will reread my opening statement because | think that is the only answer.

Senator TIERNEY—You do not need to reread your opening statement. | am wondering
why you are taking the line of business rather than consumers.

Ms Bun—We are taking the line of consumers because we firmly believe that it is in
their interests to have a viable environment for the growth of a technology that will be so
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important not only for their ability to shop around—that is incidental—but for their ability to
engage in a world that is increasingly connected. We think that is very much the responsible

course of action.

CHAIR —Thank you, Ms Bun and Mr Britton.
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[12.19 p.m.]
FRITH, Prof. Stephen Hamilton, Director (ACT), Young Media Australia
JUPE, Ms Toni Heather, Media and Communications Manager, Young Media Australia

CHAIR —Welcome. The committee prefers that all evidence be given in public, but if
you are asked a question at any time to which you wish to give your answer in camera,
please indicate that you would like to do so and the committee will consider any such
request. We have received your submission which has been published by the committee. |
invite you to make an opening statement, following which we will ask you some questions.

Ms Jupe—Young Media Australia is very appreciative of the opportunity to address the
committee on this matter. As you well know, Young Media Australia’s resources are not the
greatest. Unfortunately, we do not have the backing to produce reams of documentation on
this matter. To a certain extent we see that as a strength because we feel that we represent
the broad parent community that feels that it is not really across the more technical aspects
of some of these issues, yet they are being told on a daily basis that virtually all the
responsibility for doing something about the protection of their children from any harmful
effects of the technology is entirely their responsibility.

We agree that parents ought to take a great degree of responsibility but, as with other
forms of media, we also believe that there should be a triangular partnership on this matter
between the government, industry and the community, in particular the parent community,
and that there ought to be very solid and firm commitment to a partnership of this kind. As
outlined in our written submission, we believe that currently the legislation does not go far
enough towards a position on that. Whether our ideas be the sort that need to be included in
the legislation per se or can be adopted in another fashion but still given the strength of
being legislated is not really our forte. We would be guided by the parliament on that.

| would like to summarise some of the points we make. When it comes to the issue of
whether the Internet can be regulated—should be regulated—we can see both sides of the
story. But we are not so much concerned with this issue as with the gap that might exist if
the legislation is adopted as it is or if it is changed substantially or if it is not adopted. We
are not sure we could have a huge amount of influence in this, but we do believe that,
whatever happens, there has to be a commitment to doing something to help the parent
community. As has been stated in many submissions to date, this is an expensive exercise. It
is not something that can be done quickly and easily, leading to a solution; it would have to
be a long-term, ongoing campaign or program. As with many other forms of media where
we have made these sorts of suggestions, this is a quite difficult area for governments to
tackle. We say, of course, that this is an area, a responsibility, that ought not to be shirked.

We empathise with sections of the industry that say they are being given too much
responsibility in this regard. As we have said in this submission, however, we do not believe
this means that nothing should be done. We have had brief, informal discussions with
sections of the industry to the point that we have formed an opinion that there is a very large
number of operators in the industry who want to do the right thing. They believe that some
form of legislation or regulation is necessary, in partnership with a code or codes of practice.
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It is those sections of the industry of which we are very supportive in their agreement to be
responsible about this issue. We do not have any statistics on how big that section of the
industry might be. However, we are confident that, if the sorts of schemes we are proposing
are put into operation, as a kind of recommended provider or host or other type of approval
scheme, the parent community we advise, the people that come to us for information and
advice about these sort of matters, would be also confident. If we were steering them in a
certain direction, they would be confident that the people towards which we were steering
them were more likely to be trustworthy as to their interests than if they were just left to
their own devices, if they had to go wherever they could based on the advertising and
marketing they came across on how to acquire the technology.

Some very good points have been made today, and in some of the submissions, about the
level of access the parent community currently has. It does appear to be a rapidly growing
market, and we are concerned that we are in a phase—and we do not know how long this
phase will last—of creating an information rich and an information poor society.

It is those families from low socioeconomic areas who tell us that they struggle with not
just meeting the costs of the technology but the ability to understand how the technology
works and how to determine what their own needs are in regard to that technology. The
classic story we get is the parent who says, ‘| keep reading every day in the newspapers that
| am neglecting my children’s education if | do not have a computer in my home or access
to the Internet. | feel like | have to get it, even if | cannot really afford it.” There are many
families who will buy the technology when they should really be buying the kids shoes or
something. This is a very big area of responsibility that is not being met at the moment in
providing cheap, easy and reliable public access to the technology so those families do not
feel that they are not being good parents.

Parents also tell us that they are, to a certain degree, frightened of the technology. There
is a definite barrier there for many families. Once they have started to think about whether
they should have it, they know so little about it and they feel they are getting so little help
that they just choose not to think about it.

Sometimes, the issue of how to ensure that their children are having beneficial use of the
technology, and that it is not harming them in any way, can be seen to become secondary. If
adults feel they are bamboozled by how the technology works, they will abrogate the
responsibility to the children. We have all heard the classic story of the child able to
program the VCR before the parent has any idea about it. It is a very great concern that
parents will say, ‘My child is learning about this kind of activity at school and | trust the
way the school is doing it. | will just have to trust that my child is getting it right.” To a
certain extent, the child then becomes the teacher. The danger here is the child’s cognitive
development is not at a point where he or she can understand the total ramifications of what
is going on in the home. These are some of the main points | would like to make.

There is a concern for us also at the level of what you could call the commercialism of
the process. The feedback we get from parents is as much to do with the cost of the
technology in the first place, but then it becomes a case of: ‘I don’t know whom to go to for
advice and information’—just to buy the hardware, for example—‘and | don’t trust the
people out there. | don’t know for sure that when | am going to a store and asking them they
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are actually giving me the information | most need.” They are asking us to help them figure
out what their needs are first before they go looking for the technology and the access.

CHAIR —Professor Frith, would you like to make some additional comments?

Prof. Frith —I draw attention to the history of self-regulation in broadcasting in Australia
and worry that the philosophy of self-regulation that underpins current policy leaks a little
and that a co-regulated regime probably is the only flawed alternative that we have seriously
as an option, given the failure of regimes that are too highly regulated. However, my concern
is that, under a co-regulated regime, unless there are adequate complaints procedures that are
informed by community awareness and parental education that is properly funded from
government, the community side of it will fall to bits.

Senator MARK BISHOP —I have one question. When | glanced through your
submission, Ms Jupe, it has a lot of emphasis on self-regulation, community empowerment,
and family and parent responsibility. Having that philosophical underpinning, do you think it
is appropriate for government to mandate the availability of filtering devices through all the
ISPs—not mandate the use, but the availability—so that subscribers, whether they be parents,
public agencies or whatever, can choose to access a filtered system for their home or private
use?

CHAIR —Senator Bishop, can | just clarify something. The submission that you are
reading from is the previous submission. This is a second submission. But, by all means, |
am sure Ms Jupe will want to answer them. | just wanted to make sure Ms Jupe is not
confused.

Senator MARK BISHOP —Thank you for that, Chair. | will have a look at your latest
submission. | presume your overall philosophy has not changed.

Ms Jupe—No.
Senator MARK BISHOP—So could you answer the question?

Ms Jupe—It is a difficult one for us because, as | said, we can see both sides of the
story. We can see several different angles. | would have to put it in the perspective—as
Professor Frith said—that we have not found self-regulation and co-regulation to work as
well as we think it should in other forms of media. So we are cynical—I guess you could
say we are sceptical—about the ability of any form of regulation, in this instance, to work as
well as it could and should unless that triangular partnership is there. In other words, we do
not have a firm opinion on whether that form of regulation should be adopted or not because
we do not profess to be experts at what will happen if it is. But we believe something is
better than nothing. If there is a fall-back position available to the government in the event
of that style of technology not working, that is good from our point of view—to have
something to fall back to. But we are saying that nothing will work unless the community is
a partner in that whole process and a commitment is made to that education angle.

Senator MARK BISHOP—So you have the education angle and the dissemination of
knowledge to the community. The availability of filtering devices through ISPs gives the
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practical expression to community awareness. | ask the question again: would you be in
favour of government mandating the requirement of ISPs to make available filtering devices
and for consumers to then choose from the filtered end or the non-filtered end?

Ms Jupe—We would be in favour of a system whereby ISPs make the technology
available to the consumer when the consumer requires it. If the only way to achieve that end
is to mandate for that filtering or other technology to be available, then the answer would
have to be yes.

CHAIR —Do | understand that to mean that you do not believe that retailers such as
Harvey Norman ought to carry the onus of proof there? | think you were here when the
previous witness talked about Harvey Norman. Should we have a situation where, when they
sell a computer, they should have the responsibility to say to the purchaser, ‘Here is a range
of filtering devices that you as a parent ought to be aware of—in other words, putting the
onus of responsibility on the retailer?

Ms Jupe—Ideally, that would be a great situation, but | do not think that would be fair.
Ideally, Young Media Australia would say, ‘We have a product. We would love for
anybody—whoever sells the end user the technology—to make that available too.” The rider
| put to that is it is an extremely expensive exercise.

CHAIR —Do you run any courses now for parents who might phone you and admit to
being confused? You have already told us some of them do. Do you offer them anything
now, as a product?

Ms Jupe—Yes, Young Media Australia has what we call the CyberSafety project. | have
brought these here to be made available to the committee. In essence, as we say in our
written submission, it is part of a hands-on course, although we make the manuals available
by themselves. The hands-on courses at the moment are running only in South Australia.
Unless an organisation or a person with a great deal of money said, ‘We will fly you to
Sydney or wherever to run courses for us there,” Young Media Australia cannot afford to do
that off its own bat. But there are lots of other possibilities | guess you could say for the
project that we have not explored yet and we would very much like to expand all of those
services that the project can offer throughout Australia.

CHAIR —You talked about parents who speak to you about their confusion and
apprehension about the net. What sorts of things do they ring up and tell you they are
worried about? Are they worried about the amount of money the child will spend in being
on the net? Are they worried about text content that they might see on the net, such as how
to shoplift or whatever? Are they worried about violence they might see? Are they worried
about pornography they might see? What kinds of complaints do you get?

Ms Jupe—We get the gamut. Feedback comes less in the form of complaints than as
observations, if you like. | think it would be fair to say that many of the people who come to
us are people who have not really had much experience with this technology at all yet. Some
have not had any experience with a computer and we have to teach them what a mouse is.
Then we will get some people who have a bit of experience with it and, once they have had
a bit of a taste, they can see the potential, but they would just like to know a bit more,
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particularly if they are going to make it available to their children. So the gamut is all of
those things you mentioned. But, if you asked me the things that they seem most concerned
about, | guess it is some of those less glamorous issues like stranger danger in email and
chat and the likelihood of children giving out personal information and that being exploited
by somebody else. That is a big one for most of the people that seek our advice.

There are issues of pornography, how to build a bomb, drugs and violence. On the
violence issue, as you will know, it is an issue for us across all media. We have been
extremely disappointed to date with the response we have had from government and industry
and just about any other sector about whether violence on the Internet even can be harmful.
It is an evolving process, of course, but our view has always been that if it is agreed that
violence in other forms of media can be harmful to children, particularly young children,
then it seems to make sense that violence, particularly in games, on the Internet can be
harmful to children. Whenever we have stated that publicly, we have been pooh-poohed by
just about everybody and told to prove it. When we have produced research evidence,
particularly in relation to major studies done in North America, some of the people that we
have given that information to were unaware of its existence in the first place when they
should have known it existed and then have seemingly chosen to ignore it, particularly in
formulating new policies. So violence is a big concern for parents.

A lot of people who come to us want to know about the gamut of media. The issue that
IS now starting to occur to them is the convergence of all those media within the online area.
So they do not see it as a distinct form of media from all the traditional media, if you like,
as a lot of other people might.

The possibility of children accessing their credit card accounts and using them on the net
and spending money and all that sort of thing is an issue. A lot of parents say to us that they
have seen mention of a child spending in the most recent case | believe several million
dollars without the parents really being aware of what was going on. An issue about that is
that parents who talk to us feel that they are trying to be responsible and they are trying to
make themselves a bit more aware but they are getting absolutely no help from the people
that they believe they should be getting help from. We have had experience of some very
good operators and some experience of not so good ones, and some operators are in it only
to make money and they do not care who they exploit. Online advertising and exploitation of
children commercially is possibly a much 