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MEETING OF SENATE

The Senate met at 9.30 am. The President (Senator the Honourable Paul Calvert) took
the chair and read prayers.

TELECOMMUNICATIONS (INTERCEPTION) AMENDMENT BILL 2006

Order of the day read for the further consideration of the bill in committee of the
whole.

In the committee

Consideration resumed of the bill, as amended—and of the amendments moved by the
Minister for Justice and Customs (Senator Ellison):

Schedule 1, item 9, page 10 (line 27), omit “device.”, substitute “device; or”.

Schedule 1, item 9, page 10 (after line 27), after paragraph 108(2)(g), add:
(h) accessing a stored communication by an officer or staff member
of the Australian Communications and Media Authority engaged
in duties relating to enforcement of the Spam Act 2003.

Schedule 1, item 9, page 26 (lines 17 to 25), omit section 138, substitute:

138 Employee of carrier may communicate information to enforcement
agency
(1) An employee of a carrier may, for a purpose or purposes connected
with the investigation by the Australian Communications and Media
Authority of a serious contravention or with the performance of its
functions relating to enforcement of the Spam Act 2003, and for no
other purpose, communicate to an officer or staff member of the
authority the following:
(a) lawfully accessed information other than foreign intelligence
information;
(b) stored communications warrant information.

(2) An employee of a carrier may, for a purpose or purposes connected
with the investigation by any other enforcement agency of a serious
contravention, and for no other purpose, communicate to an officer or
staff member of the agency the following:

(a) lawfully accessed information other than foreign intelligence
information;
(b) stored communications warrant information.

Debate resumed.
Question—That the amendments be agreed to—put and passed.

Consideration resumed of the following amendments moved by Senator Ellison and
postponed on 29 March 2006:

Schedule 1, item 9, page 9 (lines 12 and 13), omit paragraph 108(1)(b), substitute:
(b) the person does so with the knowledge of neither of the
following:
(1) the intended recipient of the stored communication;
(i) the person who sent the stored communication.
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Schedule 1, item 9, page 9 (after line 18), after subsection 108(1), insert:

(1A) Without limiting paragraph (1)(b), a person is taken for the purposes
of that paragraph to have knowledge of an act referred to in
paragraph (1)(a) if written notice of an intention to do the act is given
to the person.

Note:  For giving notice, see section 28A of the Acts Interpretation Act
1901.
Debate resumed.
Question—That the amendments be agreed to—put and passed.
Senator Stott Despoja moved the following amendment:
Schedule 1, item 9, page 12 (after line 24), after subsection 113(2), insert:

(2A) Without limiting subsection (2), the affidavit shall set out:
(a) the name or names by which the person is known; and
(b) details (to the extent these are known to the chief officer)
sufficient to identify the telecommunications and stored
communications services the person is using, or is likely to use;
and
(c) the number of previous applications (if any) for warrants that the
agency has made and that related to the person or to a service
that the person has used; and
(d) the number of warrants (if any) previously issued on such
applications; and
(e) the date on which such warrants (if any) were issued; and
(f) particulars of the use made by the agency of information
obtained by access under such warrants.
Debate ensued.
Question—That the amendment be agreed to—put and negatived.
Senator Ludwig moved the following amendment:
Schedule 1, item 9, page 12 (after line 28), at the end of section 113, add:
(4) Without limiting subsection (2), the affidavit must set out:
(a) the name or names by which the person is known; and
(b) details (to the extent these are known to the chief officer)
sufficient to identify the telecommunications services the person
is using, or is likely to use; and
(¢) the number of previous applications (if any) for warrants that the
agency has made and that related to the person or to a service
that the person has used; and
(d) the number of warrants (if any) previously issued on such
applications; and
(e) particulars of the use made by the agency of information
obtained by interceptions under such warrants.

Debate ensued.
Question—That the amendment be agreed to—put and negatived.
Senator Stott Despoja moved the following amendments together by leave:

No. 1—Schedule 1, item 9, page 14 (line 28), omit “reason.”, substitute “reason;
and”.
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No. 2—Schedule 1, item 9, page 14 (after line 28), at the end of subsection 116(2),
add:
(g) whether the stored communication is likely to include
information which is subject to legal professional privilege.

No. 3—Schedule 1, item 9, page 15 (after line 17), at the end of section 118, add:

(4) A stored communications warrant must prohibit the collection of
legally privileged information unless the contraventions to which
section 116(1)(d) applies are punishable by imprisonment for a period,
or a maximum period, of at least 7 years.

No. 4—Schedule 1, item 9, page 29 (line 19), after “information”, insert “or
information subject to legal professional privilege”.

Debate ensued.
The question was divided—
Question—That amendments nos 1 and 2 be agreed to—put and negatived.
Question—That amendment no. 3 be agreed to—put and negatived.
Question—That amendment no. 4 be agreed to—put and negatived.
Senator Ludwig moved the following amendments together by leave:

Schedule 2, page 62 (after line 26), after item 3, insert:

3B At the end of section 9B

Add:

(3) A warrant under section 9, in a case in which subparagraph 9(1)(a)(ia)
applies, shall not authorise the interception or further use of
communications which are subject to legal professional privilege.

Schedule 2, page 63 (after line 30), at the end of the Schedule, add:
11 After section 47
Insert:

47A Warrant not to authorise interception of material subject to legal
professional privilege

A warrant issued under section 46, in a case to which subparagraph
46(1)(d)(ii) applies, shall not authorise the interception or further use
of communications which are subject to legal professional privilege.

Debate ensued.
Question—That the amendments be agreed to—put and negatived.
Senator Ludwig moved the following amendment:
Schedule 1, item 9, page 15 (after line 17), at the end of section 118, add:

(4) Without limiting subsection (2), the warrant may specify that:
(a) stored communications which were transmitted prior to a
specified date may not be accessed; and
(b) only stored communications sent to or by certain named persons
may be accessed.

Debate ensued.
Question—That the amendment be agreed to—put and negatived.
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Senator Stott Despoja moved the following amendments together by leave:

Schedule 1,

item 9, page 19 (after line 18), at the end of Division 3, add:

124A Subject of warrant to be notified

M

2

3)

Schedule 2,

The chief officer must notify a person in respect of whom a stored
communications warrant is issued of the existence of the warrant as
soon as practicable following the issue of the warrant.

Subsection (1) does not apply in relation to a warrant where, in the
opinion of the chief officer, notification would prejudice the
investigation in relation to which the warrant is sought.

If subsection (2) applies, then the chief officer must notify the person
in respect of whom a stored communications warrant is issued of the
existence of the warrant immediately once such notification would not
longer prejudice the investigation.

page 63 (after line 30), at the end of the Schedule, add:

11 After section 48

Insert:

48A Subject of warrant to be notified

(1

()

(€)

Debate ensued.

The chief officer must notify a person, in respect of whom a warrant is
issued under section 46B, of the existence of the warrant as soon as
practicable following the issue of the warrant.

Subsection (1) does not apply in relation to a warrant where, in the
opinion of the chief officer, notification would prejudice the
investigation in relation to which the warrant is sought.

If subsection (2) applies, then the chief officer must notify the person,
in respect of whom a stored communications warrant is issued, of the
existence of the warrant, immediately once such notification would not
longer prejudice the investigation.

Question—That the amendments be agreed to—put and negatived.

Senator Stott Despoja moved the following amendments together by leave:

Schedule 1,
3)

Schedule 1,

item 9, page 27 (lines 8 to 26), omit subsection 139(3), substitute:

A contravention to which this subsection applies is a contravention of
a law of the Commonwealth, a State or a Territory that is a serious
offence.

item 9, page 27 (line 29), omit “paragraph (3)(a) or (b)”, substitute

“subsection (3)”.

Schedule 1,
Debate ensued.

item 9, page 28 (lines 1 and 2), omit paragraph 139(4)(e).

Question—That the amendments be agreed to—put and negatived.
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Senator Ludwig moved the following amendments together by leave:
Schedule 1, item 9, page 32 (after line 21), after subsection 150(1), insert:

(1A) The chief officer must cause a review to be conducted annually of all
information or records to which paragraph (1)(a) applies, in order to
determine whether the records should be destroyed in accordance with
subsection (1).

Schedule 1, item 9, page 33 (after line 9), at the end of Division 1, add:

151A Other records to be kept in connection with access to stored
communications

The chief officer of an enforcement agency shall cause:
(a) particulars of each telephone application for a stored
communications warrant made by the agency; and
(b) in relation to each application by the agency for a stored
communications warrant, a statement as to whether:
(1) the application was withdrawn or refused; or
(il) a warrant was issued on the application; and
(¢) in relation to each stored communications warrant, particulars of:
(i) the warrant; and
(ii) the day on which, and the time at which, each access of
stored communications under the warrant occurred; and
(iii) the name of the person who carried out each such
interception; and
(v) each service from which stored communications were
accessed under the warrant; and
(d) particulars of each use by the agency of lawfully obtained
information; and
(e) particulars of each communication of lawfully obtained
information by an officer or staff member of the agency to a
person other than an officer or staff member of the agency; and
(f) particulars of each occasion when, to the knowledge of an officer
of the agency, lawfully obtained information was given in
evidence in a relevant proceeding in relation to the agency;

to be recorded in writing or by means of a computer as soon as
practicable after the happening of the events to which the particulars
relate or the information or statement relates, as the case may be.

Debate ensued.

Question—That the amendments be agreed to—put and negatived.

Senator Ludwig moved the following amendment:
Schedule 1, item 9, page 33 (line 28), omit “3”, substitute “6”.

Debate ensued.

Question—That the amendment be agreed to—put and negatived.

Senator Stott Despoja moved the following amendments together by leave:
Schedule 1, item 9, page 37 (line 26), omit “year.”, substitute “year; and”.



2054 No. 79—30 March 2006

Schedule 1, item 9, page 37 (after line 26), at the end of subsection 162(1), add:

(c) the number of warrants issued in relation to applications that the
agency made during that year, where the warrant specified
conditions or restrictions under subsection 118(2); and

(d) the categories of serious contraventions to which the applications
related; and

(e) the number of warrants that permitted:

(1) 1 telecommunications service to be accessed; and

(i) 2 to 5 telecommunications services to be accessed; and
(iii) 6 to 10 telecommunications services to be accessed; and
(iv) more than 10 telecommunications services to be accessed.

Schedule 1, item 9, page 38 (line 1), omit “renewal applications”, substitute
“further warrant applications”.

Schedule 1, item 9, page 38 (line 6), omit “warrants.”, substitute “warrants; and”.

Schedule 1, item 9, page 38 (after line 6), at the end of subsection 162(2), add:

(¢) the number of warrants issued in relation to applications that the
agency made during that year, where the warrant specified
conditions or restrictions under subsection 118(2); and

(d) the categories of serious contraventions to which the applications
related; and

(e) the number of warrants that permitted:

(i) 1 telecommunications service to be accessed; and

(i) 2 to5 telecommunications services to be accessed; and
(iii) 6 to 10 telecommunications services to be accessed; and
(iv) more than 10 telecommunications services to be accessed.

Schedule 1, item 9, page 38 (line 14), omit “evidence.”, substitute “evidence; and”.

Schedule 1, item 9, page 38 (after line 14), at the end of section 163, add:

(¢) how many of the proceedings described in paragraph (b) above
resulted in a conviction; and

(d) how many of the arrests made during that year were made on the
basis of information obtained in accordance with a stored
communications warrant issued in relation to a serious offence;
and

(e) how many of the arrests made during that year were made on the
basis of information obtained in accordance with a stored
communications warrant issued in relation to an offence, not
being a serious offence, which is punishable by imprisonment;
and

(f) how many of the arrests made during that year were made on the
basis of information obtained in accordance with a stored
communications warrant issued in relation to a civil
contravention.

Debate ensued.
Question—That the amendments be agreed to—put and negatived.
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Senator Ludwig moved the following amendments together by leave:
Schedule 2, page 63 (after line 30), at the end of the Schedule, add:
13 After section 61A
Insert:
61B Annual reports on warrant applications

(1) The chief officer of a law enforcement agency must, as soon as
practicable, and in any event within 3 months, after each 30 June, give
to the Minister a written report that sets out:

(a) the number of warrant applications made in that year to which
subparagraph 46(1)(d)(ii) applied; and

(b) the reasons given to the issuing authority for each warrant
application; and

(c) the occasions on which the agency has obtained, in execution of
a warrant to which subparagraph 46(1)(d)(ii) applies, information
to which it was not entitled under the warrant; and

(d) the occasions on which a warrant to which subparagraph
46(1)(d)(ii) applies has been issued, but no contact has been
made with the person who is subject to the warrant, by the
person under investigation for the serious offence.

(2) The Minister must cause a copy of the report provided to the Minister
under subsection (1) to be tabled in each House of the Parliament
within 15 sitting days of that House after the Minister receives the
report.

Schedule 2, page 63 (after line 30), at the end of the Schedule, add:
15 After section 61A
Insert:
61D Destruction of information obtained under a B-party warrant

(1) The chief officer of a law enforcement agency:

(a) must ensure that every record or report comprising
communications obtained in accordance with a warrant in a case
to which subparagraph 46(1)(d)(ii) applies is kept in a secure
place that is not accessible to people who are not entitled to deal
with the record or report; and

(b) must cause to be destroyed any record or report referred to in
paragraph (a):

(1) as soon as practicable after the making of the record or
report if the chief officer is satisfied that no civil or
criminal proceeding to which the material contained in the
record or report relates has been, or is likely to be,
commenced; and

(i1) within the period of 5 years after the making of the record
or report, or within each period of 5 years thereafter,
unless, before the end of each 5-year period, the chief
officer is satisfied that, in relation to the material
contained in the record or report of a matter, civil or
criminal proceedings have been, or are likely to be,
commenced and certifies to that effect; and
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(c) must caused to be destroyed any information in any form which
is not material to the investigation in relation to which the
warrant was issued.

(2) Subsection (1) does not apply to a record or report that is received into
evidence in legal proceedings or disciplinary proceedings.

Question—That the amendments be agreed to—put and negatived.
Senator Ludwig moved the following amendment:
Schedule 1, page 43 (after line 12), at the end of Part 1, add:

Telecommunications Act 1997
9A After subsection 280(1)
Insert:

(1A) To avoid doubt, section 108 of the Telecommunications (Interception
and Access) Act 1979 applies to access to stored communications
despite any provision in Division 2.

9B After subsection 282(2)
Add:

(2A) Subsections (1) and (2) do not apply where section 108 of the
Telecommunications (Interception and Access) Act 1979 applies.

Debate ensued.
Question—That the amendment be agreed to—put and negatived.

On the motion of Senator Ellison the following amendments, taken together by leave,
were agreed to:

Schedule 1, item 19, page 45 (line 14), omit “or 3-2”.
Schedule 1, page 45 (after line 20), after item 20, insert:

Intelligence Services Act 2001

20A Paragraph 14(2A)(a)

Omit “Part III of the Telecommunications (Interception) Act 1979, substitute
“Part 2-2 of the Telecommunications (Interception and Access) Act 1979”.

Schedule 1, page 46 (after line 9), after item 24, insert:

Telecommunications Act 1997
24A Section 5

Omit  “Telecommunications  (Interception) Act 19797, substitute
“Telecommunications (Interception and Access) Act 1979”.

24B Subsection 313(7)
Omit “interception services”, substitute “interception or access services”.
24C Subsection 313(7)

Omit “under the Telecommunications (Interception) Act 19797, substitute “or
a stored communications warrant under the Telecommunications (Interception
and Access) Act 1979”.

24D Subsection 313(8)
Omit “interception services”, substitute “interception or access services”.
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24E Subsection 313(8)
After “intercepted”, insert “or accessed”.
24F Subsection 324(2)

Omit  “Telecommunications  (Interception) Act 1979”, substitute
“Telecommunications (Interception and Access) Act 1979”.

24G Section 332K (note)

Omit  “Telecommunications  (Interception) Act 1979”, substitute
“Telecommunications (Interception and Access) Act 1979”.

Senator Stott Despoja moved the following amendment:
Schedule 2, page 62 (before line 5), before item 1, insert:
1A At the end of section 6DA

Add:

(5) Despite subsection (1), a person holding an appointment to the
Administrative Appeals Tribunal may not issue a warrant under Part
VI in cases to which subparagraph 46(1)(d)(ii) applies.

Debate ensued.

Question—That the amendment be agreed to—put and negatived.

Question—That the bill, as amended, be agreed to—divided in respect of Schedule 1.
Schedule 1, as amended, debated and agreed to.

Senator Ludwig moved the following amendments together by leave:

Schedule 2, item 3, page 62 (line 26), at the end of subsection 9(3), add:

; or (¢) communications made to or from a telecommunications service
used or likely to be used by that person is likely to provide
information relevant to the particular activities prejudicial to
security which are stated in the application.

Schedule 2, page 62 (after line 26), after item 3, insert:
3A Subsection 9B(4)

After “previously been issued”, add “unless subparagraph 9(1)(a)(ia) applies
to the further warrant, in which case no further warrant may be issued”.

Schedule 2, item 9, page 63 (lines 16 to 25), omit subsection 46(3), substitute:

(3) The Judge or nominated AAT member must not issue a warrant in a
case in which this section applies unless the person making the
application on behalf of the enforcement agency sets out evidence in
an affidavit at the time of its application, or in the case of a telephone
application, within one day after the day on which the warrant is
issued, that:

(a) the agency has exhausted all other methods of identifying the
telecommunications services used, or likely to be used, by the
person involved in the offence or offences referred to in
paragraph (1)(d); and

(b) interception of communications made to or from a
telecommunications service used or likely to be used by that
person would not otherwise be possible; and
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(¢) communications intercepted from the communications service
will not breach any person’s legal professional privilege.

Schedule 2, page 63 (after line 30), at the end of the Schedule, add:
12 At the end of subsection 49(5)

Add “, unless the warrant is issued in a case to which subparagraph
46(1)(d)(ii) applies, in which case no further warrant may be issued”.
Schedule 2, page 63 (after line 25), after item 9, insert:
9A After section 46

Insert:

46AB Limitation on use of information derived from B-party warrants

(M

2

(€))

“)

)

Debate ensued.

Types of persons—A-party, B-party, C-party

A person who would be likely to assist in connection with the
investigation of a serious offence or serious offences is known as an
A-party.

A person who receives a communication from, or sends a
communication to, a person described in subsection (1) is known as a
B-party.

A person other than a person described in subsection (1) who receives
a communication from, or sends a communication to, a person
described in subsection (2) is known as a C-party.

Use derivative-use indemnity applies to communication from C-party

A warrant to which subparagraph 46(1)(d)(ii) applies can not be issued
in respect of a person described in subsection (3) merely as a result of
the action described in subsection (3).

The provisions of this Act do not apply to any communication made
by a person described in subsection (3) merely as a result of the action
described in subsection (3) and any information given by such a
person is not admissible in evidence against the person in:
(a) any criminal proceedings other than a proceeding for a serious
offence; or
(b) any civil proceedings.

Question—That the amendments be agreed to—put.

The committee divided—

AYES, 30

Senators—
Allison Hogg McLucas Stephens
Bartlett Hurley Milne Sterle
Bishop Hutchins Moore Stott Despoja
Brown, Carol Kirk Murray Webber (Teller)
Campbell, George Ludwig O’Brien Wong
Crossin Lundy Polley Wortley
Faulkner Marshall Ray
Forshaw McEwen Siewert
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NOES, 33
Senators—
Abetz Coonan Lightfoot Ronaldson
Adams Eggleston Macdonald, lan Santoro
Barnett Ferris (Teller) Macdonald, Sandy Scullion
Boswell Fierravanti-Wells Mason Troeth
Brandis Fifield McGauran Vanstone
Calvert Heffernan Nash Watson
Campbell, Ian Humphries Parry
Chapman Johnston Patterson
Colbeck Kemp Payne

Question negatived.

Question—That the bill, as amended, be agreed to—divided in respect of Schedule 2.
Question—That Schedule 2 stand as printed—put.

The committee divided—

AYES, 31

Senators—
Abetz Eggleston Lightfoot Payne
Adams Ferris (Teller) Macdonald, Tan Ronaldson
Barnett Fierravanti-Wells Macdonald, Sandy Santoro
Boswell Fifield Mason Scullion
Brandis Heffernan McGauran Troeth
Calvert Humpbhries Nash Vanstone
Chapman Johnston Parry Watson
Colbeck Kemp Patterson

NOES, 30

Senators—
Allison Hogg McLucas Stephens
Bartlett Hurley Milne Sterle
Bishop Hutchins Moore Stott Despoja
Brown, Carol Kirk Murray Webber (Teller)
Campbell, George Ludwig O’Brien Wong
Crossin Lundy Polley Wortley
Faulkner Marshall Ray
Forshaw McEwen Siewert

Schedule agreed to.

Question—That the bill, as amended, be agreed to—divided in respect of Schedule 2,
items 1 to 4.

Schedule 2, items 1 to 4 debated and agreed to.
Senator Stott Despoja moved the following amendments together by leave:
Schedule 2, item 5, page 62 (line 29) to page 63 (line 1), omit the item, substitute:
5 At the end of section 46A
Add:
46B Warrant for B-party interception

(1) Where an agency applies to an eligible Judge for a warrant in respect
of a person and the Judge is satisfied, on the basis of the information
given to the Judge under this Part in connection with the application,
that:
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