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TERMS OF REFERENCE

Cn 13 November 1985, the House of Representatives
resolved to appoint a Joint Select Committee on an Australia
Card. The Senate concurred on 29 November 1985. The terms of the

Resolution were as follows:

(1) That a joint select committee be appointed to inquire
into and ‘report on all aspects of the government's
proposals for an Australia Card, including -

(a) the costs of introducing and operating the system;

(b} the likely effectiveness of the proposed system in
combating evasion of, and fraud against, the
taxation and welfare systems, and in fulfilling
the other purposes for which the system has been
pProposed;

(c) the most appropriate means of identification which
should appear on Australia Cards to ensure the

effectiveness of the system;
{(d) the most appropriate method of establishing
positive identification of individuals for the

purpose of issuing Australia Cards;

(e} the experience of other countries 1in utilising

identification systems;

(f} the inclusion of adegquate protection against
abuses of civil liberties and invasion of privacy;

ix



(2)

(g} the comparable cost-effectiveness of alternative
proposals to combat evasion of, and fraud against,
the taxation and welfare systems and the other
purposes for which the system has been proposed;

{2} whether use of the Australia Card should be
universal and/or compulsory and, if so, for what
purposes and by whom;

(i} 1limits which should be placed on the requirement

for individuals to produce an Australia Card;

(j) the extent to which the Australia Card may
facilitate data linkage by Commonwealth
departments .and authorities, and the most
appropriate means whereby such data linkage should
be subjected to adequate supervision and

safeguards; and

(k} other related matters which the committee may deem

appropriate.

That the committee consist of 8 members, 3 Members of
the House of Representatives to be nominated by either
the Prime Minister, the Leader of the House or the
Government Whip, 1 Member of the House of
Representatives to be nominated by either the Leader of
the Opposition, the Deputy Leader of the Opposition or
the Opposition Whip, 1 Member of the Hcouse of
Representatives to be nominated by either the Leader of
the Naticnal Party or the ©National Party Whip, 1
Senator to be nominated by the Leader of the Government
in the Senate, 1 Senator to be nominated by the Leader
of the COpposition in the Senate and 1 Senator to be
nominated by the Leader of the Australian Democrats.



(3)

(4)

{5)

(6)

{7)

(9)

(10)

(11)

That every nomination of a member of the committee be
forthwith notified in writing to the President of the
Senate and the Speaker of the House of Representatives.

That the members of the committee hold office as a
joint committee until the House of Representatives is

dissolved or expires by effluxion of time.

That the committee elect a Government member as its
chairman.

That the committee elect a deputy chairman who shall
perform the duties of the chairman of the committee at
any time when the chairman is not present at a meeting
of the committee and at any time when the chairman and
the deputy chairman are not present at a meeting of the
committee the members present shall elect another
member to perform the duties of the chairman at that
meeting.

That 4 members of the committee constitute a quorum of

the committee.

That the committee have power to send for persons,

papers and records.

That the committee have power to move from place to

place.

That the committee have power to adjourn from time to

time.
That the committee have power to authorise publication

of any wevidence given before it and any document

presented to it.

xi



(12}

(13)

(14)

That the committee report by 31 March 1986,

That the committee have leave to report from time to
time.

That the foregoing provisions of this resclution, so
far as they are inconsistent with the standing orders,
have effect notwithstanding anything contained in the
standing orders.

xii



INTRODUCT ION

Conduct of Ingquiry

1. The inaugural meeting of the Committee was held on
4 December 1985. Because of its short reporting deadline, the
Committee resolved to commence public hearings as soon as
possible. Advertisements were placed in the national press in
December seeking submissions from the public on the terms of
reference. In addition, the Committee wrote to State Premiers,
relevant Federal Ministers, Bar Associations, all State Councils
for Civil Liberties, all Law Sccieties and other organisations
and individuals known to have an interest in the Government
proposal for an Australia Card. On 13 November 1985 the
Government forwarded to the Committee for release two planning
reports in relation to the Australia Card program; they were the
'Report of the Interdepartmental Committee Established to
Develop Legislative Requirements and Other Aspects Necessary to
Complete the Detailed Implementation of the National Identity
System' dated 29 August 1985 and the Interim Planning Report
prepared by the Health Insurance Commission entitled
'Establishment and Administration of a National Identification
System - the Australia Card Program' dated August 1985. Both
these documents were circulated widely by the Committee to
interested organisations and individuals including all witnesses
who appeared before the Committee in the December hearings.

2. During the period of the inguiry the Committee received
129 submissions {listed in Appendix 1) and numerous letters
indicating either support or oppositicon to the proposal. Because
of the nature of the inquiry and the intention of this Committee
to provide a thorough and open public debate on the proposal,
the Committee has incorporated all submissions as part of the

evidence,
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3. Between 17 December 13985 and 1 April 1986 the Committee
held 17 days of public hearings in all capital cities except
Darwin. The Committee also heard evidence from Mr Lars Tegnhed,
the Director of the National Swedish Tax Board. Overall, the
Committee heard evidence from 168 witnesses representing 83
organisations and 18 individuals appearing on their own behalf.
A list of the organisations and individuals who appeared before
the Committee at public hearings is set out in Appendix 2.

4, On 10 February 1986 the Government forwarded its 300
page submission entitled 'Towards Fairness and Equity' to the
Committee. On 24 February 1986 the Health Insurance Commission
forwarded its own submission submission entitled 'Australia Card
- Planning Report on the Establishment of Administration of a
National Identification System' to the Committee. To ensure that
all interested organisations and individuals had an opportunity
to respend to both these reports the Committee extended its
deadline for submissions on a number of occasions and eventually
received submissions up to 1 April 1986. The Committee also
forwarded copies of both documents to all prospective witnesses
and to any other organisations and individuals upon request. By
the end of the inquiry, the Committee had forwarded over .300
copies of the second IDC Report and the interim HIC Report, 500
copies of the Government submission and 400 copies of the Health
Insurance Commission Report to interested parties. Substantial
numbers of the Government submission and the HIC final report
were also forwarded by the Department of Health and the HIC to
Commonwealth and State Government Departments and libraries
throughout Australia. The Committee also received numerous
requests for some or all of the transcripts of evidence which by
1 April 1986 extended to more than 5000 pages. Overall the
Committee posted more than two tonnes of material to a large
number of interested organisations and individuals as part of
its commitment to provide full and copen debate on this issue.

Xiv



5. In addition to the direct evidence received by the
Committee it alsoc had access to overseas documents on
implementation of ID schemes and considered reports from other
Parliamentary committee inquiries and Government inquiries on
issues directly related to this propesal. Over a very short
period of time this Committee has received and sifted through a
substantial amount of material in an effort to cover all aspects
of this inquiry as thoroughly as possible. During the course of
the inguiry the Committee held 18 public hearings, one in-camera
hearing, two briefings with commercial organisations on
technical developments covering security cards and met privately

on 12 occasions.

6. By the middle of March 1986 it became evident that the
Committee would have tc extend its reporting date to enable it
to hear the balance of the evidence and to report. Before the
end of March a Resolution was passed by both Houses of
Parliament to extend the reporting date to 30 April 1886. A
further extension until 8 May 1986 was sought and granted before
the end of April.

Explanatory Notes

7. While the many substantial reforms recommended in
Chapter 2 of this Report have the unanimous support of all
members of the Committee, recommendation 12 made in Chapter 4 at
paragraph 56 is supported only by a majority of the Committee.
Where the term 'majority of the Committee' is used, it refers to

the following members:

Mr James Porter, MP (Deputy Chairman) (Liberal Party)
Senator Janine Haines (Australian Democcrats)

Senator Christopher Puplick (Liberal Party)

Mr Charles Blunt, MP (National Party)

Mr John Saunderson, MP {Australian Labor Party)
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8. The remaining members of the Committee dissented from
the conclusions and recommendations given in Chapter 4 and
instead submitted a dissenting Report. They are:

Senator Terry Aulich (Chairman)

{Australian Labor Party)
Mr Bob Brown, MP {(Australian Labor Party)
Mr John Brumby, MP (Australian Labor Party)

9. References to preocedures relating to the payment of
benefits by the Department of Social Security refer also to
provisions covering the payment of pensions by the Department of
Veterans' Affairs. Further, recommendations made by the majority
of the Committee pertaining to use of the tax file number by the
Department of Social Security should also be considered to apply
to the Department of Veterans' Affairs. However, the
recommendations relating to proof of identity procedures are not
considered relevant to the Department of Veterans' Affairs.
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RECOMMENDATIONS

CHAPTER 1: THE AUSTRALIA CARD PROPOSAL

1. That the Department of Immigration and Ethnic Affairs
upgrade the quality of 1its records including its movements
database, citizenship index and overstayers file and transfer
all records from the manual system to the computer database as a

matter of urgency (paragraph 1.62).

CHAPTER 2: ESSENTIAL REFQRMS

2. (a) That the computerisation eof all State and Territory
Registries of Births, Deaths and Marriages proceed. To
this end, the Committee suppecrts the continuation of
the current negotiations between the Commenwealth and
the States.

(b) That the Commonwealth provide appropriate assistance
ana advice to the States to ensure that the
computerisation of births, deaths and marriages
registers can proceed within the earliest possible

timeframe.

(¢) That the only Commonwealth Departments permitted to
have access teo the computerised registry of births,
dgeaths and marriages be the Australian Taxation Office,
the Department of Social Security, the Passport Office
of the Department of Foreign Affairs and the Health
Insurance Commission. That access to computerised
births, deaths and marriages data be restricted to
verifying documentation submitted for the purposes of

obtaining nominated services from the Commonwealth.
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(a)

(b)

{c)

(d)

That extension of access occur only after the widest
possible public discussion after the system has been in
operation for some minimum period (paragraph 2.14).

That the Commeonweal th establish an independent
statutory body, knhown as the Data Protection Agency, to
control the collection and use of personal data.

That this body have powers, functions and objectives
similar to those outlined in paragraphs 14.6.4 - 14.6.6
of the Government's submission and as further outlined
in paragraphs 2.23-24 of this Report.

That the jurisdiction of the proposed Data Protection
hgency cover from the outset all Commonweal th
computerised data banks.

That a Parliamentary Committee be established to
investigate and monitor the following:

(i) the implementation and operation of the
proposed Data Protection Agency.

{ii) the extension of the Data Protection Agency's
jurisdiction to cover all private sector data
bases falling within the Commonwealth
jurisdiction three years after the
establishment of the Agency; and

(iii} the extension of the Data Protection Agency's
functions to cover all written personal data
banks three years after the establishment of

the Agency.
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(e) That the right of an individual to have access to and
correct persconal data on a database be on the same
basis as that provided under the provisions of the
Freedom of Information Act and that it be extended
contemporaneously with any extension of the access
provisions of that legislation (paragraph 2.35).

4. That the Commonwealth introduce privacy legislation
based on the recommendations of the Australian Law Reform
Commission Report on Privacy as soon as possible (paragraph
2.42).

5. (a) That the Government adopt without further delay the
banking control regulations contained in the Costigan
Royal Commission Report where they are not already

subsumed within the Committee's own recommendations.

(b} That the Federal Government consult with the State and
Territory Governments on controls on banks and other
financial institutions under State jurisdiction with a
view to the early introduction of uniform controls as

recommended.

(c) That legislation be introduced to require banks to
notify the relevant Commonwealth and/or State law
enforcement agencies about any fraudulent or suspected
fraudulent activity within the banking system
{paragraph 2.49).

6. That the outstanding recommendations of the Report of
the House of Representatives Standing Committee on Expenditure
on control of prohibited immigration be implemented as soon as
possible (paragraph 2.57).
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7. That legislation be passed allowing Commonwealth
departments and authorities to inform the appropriate department
or authority about suspected cases of fraud., The question of
whether departments should be required to report such cases
should be considered by the Government (paragréph 2.65}).

8. (a) That the responsibility of processing applications and
payments under education assistance schemes be
transferred from the Department of Education to the
Department of Social Security along with all staff

involved in administering the schemes.

(b} That the Department of Education retain policy control
over the schemes and budget allocations for education
assistance continue to be held against the Education
vote (paragraph 2.68).

3. (a) That the Department of Social Security conduct a
progressive review of proof of identity for all
existing pension recipients and all current
unemployment beneficiaries whose c¢laims were determined

before the introduction of the new procedures.

(b} That the Department of Social Security match all
recipients of social security benefits with the
proposed computerised register of births, deaths and

marriages as soon as that reform is implemented.

(c) That the Department of Social Security immediately
begin verifying birth and marriage certificates offered
as proof of identity with the relevant State or
Territory Register.
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(d) That the Department of Social Security not accept birth
and marriage certificates as 'sound' documents for
proof of identity purposes until registers of births,
deaths and marriages are computerised and 1linked
(paragraph 2.95).

CHAPTER 4: ALTERNATIVES

10. That 1legislation be enacted ¢to reguire financial
institutions to provide information reported to the Australian

Taxation Office in an acceptable format (paragraph 4.20).

11. That, irrespective of whether a tax file number or an
Australia Card number is introduced, a withholding tax on
interest payments be imposed on interest-bearing accounts which
are not associated with a number (paragraph 4.26).

12.(a) That the use of the tax file number be extended to
cover all the financial transactions proposed in the
Government submission for use of the Australia Card
number by the Australian Taxation Office, as well as
for social security purposes.

{b) That all cther Departments (ie. cther than the
Australian Taxation Office and Department of Social
Security) be barred from access to and use of the tax
file number.

(c) That the Medicare system continue teo operate as a
separate entity, but that the methoed of issuing new
Medicare numbers and cards, be they new or replacement,
be altered in order to improve the integrity of the
system and reduce the issuing of multiple cards.
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(d)

(e)

That the integrity of the tax file number be upgraded
to that of the proposed Australia Card number based on
the following premises:

(i) that taxpayers with a continuous tax record
exceeding five years not be required to make

an application:

(ii) that the file numbers of these taxpayers be
verified by normal audit processes over a

period of time;

(1ii}) that all other taxpayers and persons who do
not currently possess a tax file number
verify their identity to the same level of
integrity as proposed under the Australia
Card program;

{iv) that the interview process for verifying
identity be conducted by the Department of
Social Security or nominated agents; and

(v) that temporary arrangements be made where
necessary to facilitate payment of tax before

verification of identity.

That a Parliamentary Committee be established within
three years of the introduction of the upgraded tax
file number system with the express task of reviewing
the implementation of these recommendations. The
Committee to report to Parliament on these matters and
to recommend further action where necessary ({paragraph
4.58).
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CHAPTER 1

THE AUSTRALIA CARD PROPOSAL

Introduction

1.1 In June 1985 Government plans for a national system of
identification were outlined in the draft White Paper 'Reform of
the Australian Tax Systern'.l The paper estimated that additional
taxation in the order of §800 million might be collected from
the system within three years of its operation. An
interdepartmental committee (IDC) was established in May 1985 to
report on the feasibility and benefits of the proposal and to
provide a strategy for implementation. An outline of the
proposal was presented in a brochure? to the Taxation Summit in
July 1985. The brechure indicated that, in addition to reducing
taxation evasion, the identification system would reduce health
and welfare fraud and help to detect illegal immigrants, thereby
opening up employment opportunities for legal residents.

1.2 In July 1985 a second IDC was established to undertake
all detailed planning. Concurrently, the Health Insurance
Commission was directed to undertake a separate interim planning
report on the establishment and administration of what was now
known as the Australia Card proposal. The reports of both of
these inguiries were presented to the Government in August 1985
and Kkept confidential until presented to the Committee on
13 December 1985. The reports were immediately made publicly
available by the Committee and incorporated into the transcript
of evidence of the Committee's first ©public hearing on
17 December 1985,3



1.3 The initial decision to implement the Australia Card
proposal was announced by the Treasurer on 19 September 1985 in
the statement 'Reform of the Australian Taxation System'.4 The
Treasurer propocsed that use of the Australia Card would be
confined to the primary functions propeosed at the Taxation
Summit. The Australia Card weould utilise a unique number and the
holder's signature but would not include a photograph. The
proposed system would be administered by the Health Insurance
Commission (HIC), making use of the network of Medicare offices.
The HIC would also held a central register of basic
identification details for individuals, eg. full name, address,
date of birth. The Treasurer also proposed that a companion
system be introduced for the wide range of entities, such as
corporations, trusts, etc., and other non-individuals liable to
pay tax. It was envisaged that this system would prevent the
leakage of revenue gains from individuals to entities and other
non-individuals. The Treasurer estimated that taxation revenue
gains would be $105 million in the first year (1989-90) of full
operation of the system, rising to arocund $540 million per annum
after the third year of operation. Total establishment costs for
the system were expected to be $127 million and annual operating
costs were expected to average around $86 million per annum for
the seven years up to 1992-93 stabilising at around something
under $100 million per annum thereafter. The expected revenue
gains were lower than the $800 million originally envisaged as a
result of the non-inclusion of a photograph eon the Card and also
because the estimated gains were based on the propcsed new tax

scales.

1.4 In September 1985 the Government introduced the Health
Legislation Amendment Act_ _ (No. 2) 1985 which inter alia

contained provisions enabling the HIC to undertake planning for
the establishment for a national identification system. During
the debate on this legislation various concerns were expressed
in relation to the Australia Card propesal. Eventually the
Government agreed to the establishment of a Joint Select



Committee of the Parliament which would investigate and report
on the proposal. The Resolution by both Houses of Parliament
establishing the Committee and its terms of reference is set out
in the introduction to this Report. In the four months since its
establ ishment the Committee has conducted a thorough
investigation of all aspects of the proposal.

l.5 The Committee commenced its public hearings on
17 December 1985 although it was at a considerable disadvantage.
The only details available concerning the proposal were
contained in the Report by the IDC and the interim HIC Planning
Report. Both the Committee and the witnesses that appeared
before it had very little assistance as to the precise details
of the proposal. Both Reports raised more guestions than they
answered <causing the Committee considerable difficulty in
assessing the proposal under its terms of reference. This
difficulty was exacerbated by the short reporting deadline of
the Committee - 31 March 1986 - and eventually the Committee was
forced to extend its reporting date until 8 May 1586.

The Government submission

1.6 On 10 February 1986 the Government presented its
submission entitled 'Towards Fairness and Equity: The Australia
Card Program' to the Committee.? The Government submission
proposed that the Australia Card identity number be used by 13
different Government agencies. The intended uses comprised four
main categories: legal identification, revenue raising,
welfare/benefit protection, and epidemiological and statistical.
All Australian citizens and all foreign nationals in various
prescribed categories would be eligible to register for and
obtain a Card. On registration each person would be alloccated a
unigque identification number which would bke displayed on the
Card together with the person's name, signature and the period
of the Card's validity. Cards for persons under the age of



eighteen years would be normally held by the parent or guardian.
Cards issued to visitors and temporary residents of Australia
would be readily distinguished from those of Australian citizens
and permanent residents and would indicate whether the visitor
or temporary resident was entitled to work and/or receive
Medicare benefits.

1.7 The basic functions of the Australia Card Program are
to provide a framework of identification within Australia which
would aid in the positive identification of:

(a) participants in specified financial transactions (for
taxation purposes);

(b} persons lawfully entitled to undertake work in

Australia;

{c) persons entitled to Commonwealth Government pensions,
income support payments and assistance under other

Government programs;

(d) persons entitled to Medicare benefits;

(e) persons entitled to an Australian passport; and

(f) persons seeking to register for employment with the
Commonwealth Employment Service.

Production of the Card would, of itself, verify identity.

1.8 While the Government submission provided far greater
detail on the intended uses of the Australia <Card it also
contained a number of significant changes in relation to the
program. The mo st significant policy change concerned

registration and production of the Card for certain benefits.



The Government's original policy, as announced by the Treasurer,
was that non-production of the Card or number for legislated
purposes would not alter a person's rights or entitlements to
Commonwealth benefits or payments, subject only to that person
being able to demonstrate sufficient proof of identity as would
confer eligibility for the 1issue of the Card. However, the
Government submission argued that this policy was inconsistent
with the objectives of the system and proposed a policy of
mandatory vregistration. Registration £for the Card, with the
associated ability to present the Card or provide the number,
would be a prerequisite for the payment for all health, welfare
and other benefits for which the Card or number is required.
These benefits and payments would include Medicare, social
security, repatriation, student assistance, home ownership
benefits, labour market training allowances, domiciliary nursing
care benefits, subsidies in respect of private hospital patients
(should existing subsidy arrangements continue), and nursing

home benefits.
Taxation uses

1.9 The primary focus of the Australia Card proposal is the
reduction of tax evasion., The proposal would ensure that a
greater range of information is reported to the Australian
Taxation Office (ATO) and the Australia Card number would be the
key to a much more efficient matching of that information. The
very existence of the number and public knowledge of the
associated information reporting requirements would promote
voluntary compliance through the deterrent effect. In addition,
the increased capacity to use information from external sources
would enable a better selection of tax audit cases.

1.10 The second IDC report proposed a wide range of uses for
taxation purposes.6 A number of these uses were not included in
the Government submission to the Committee. The final



proposed

ten major wuses for the ATO which would require

production of and verification of identity by the Australia Card

are:

Opening or continuing any account with a bank, building
society, credit union or similar organisation after 1
March 1989. Sanctions proposed include prohibition on
opening new accounts, prohibition on operating
unverified existing accounts from 1 July 1950 and
bPenalties against financial institutions opening and
continuing to operate unverified accounts from 1 July
1930.

Investing with Government or semi-Government bodies,
solicitors' trust accounts or other interest bearing
investments., Sanctions similar to those proposed above

would apply.

Investments in trusts, cash management or property

trusts.

Derivation by individuals and entities of:

(a) primary production incomes through marketing
authorities and produce agents;

{b) rental income through real -estate agents 1in

respect of rental properties; and

(c) non-salary or non-wage incomes through Government
agencies by doctors, chemists and other

professional persons or entities,

Sanctions would include withholding tax at the maximum
marginal rate and statutory penalties against payer

organisations,



5. Sending money overseas by either individuals or
companies. Sanctions to include prohibiting the
overseas remittance and penalties against foreign
exchange dealers. After 1 March 1989 all remittances of
more than $50 000 would be reported to the ATO.

6. All real estate transactions by either individuals or
entities. A fine would be imposed for failure by the
purchaser or vendor to provide the correct Australia
Card number and all State and Territory Registrars of
Titles would be required to provide to the ATO details
of purchases and sales.

7. Holding or using a safety deposit hox after 1 March
1989. Sanctions would be similar to those proposed for
the first use.

8. Buying shares or futures after 1 March 1989. Sanctions
as for use 1.

9. Applying for work, including work done on a contract or
similar basis. All such employment to be reported to
the ATO. Sanctions to include a withholding tax at the
maximum marginal rate from the gross amount of income,

with penalties against employers.

10. The correct identification of a person seeking
registration as a group employer or for sales tax
purposes.’

1.11 The submission confirmed the Treasurer's announcement
that a companion system of identification for a wide range of
entities and other non-individuals including corporations,
trusts, partnerships, various clubs, associations and so ¢oh was
to be introduced. The submission proposed that the most



effective companion system would be to use the Australia Card
number of a relevant person associated with an entity to
validate the prescribed transaction of that entity. The purpose
of this companion system for entities was to prevent the leakage
of revenue gains from individuals to entities and other

non-individuals.
Taxation benefits

1.12 The Australian Taxation Office's estimates of taxation
revenue gains based on 1985/86 prices, for a Card without and
with a photograph are shown in the Tables 1 and 2 for the years
1989/90 to 1993/94. These Tables indicate that revenue gains in
the scheme's fourth year of full operation are estimated to be
$551 million (without a photecgraph) and $724 million (with a
photograph) .

1.13 Voluntary compliance: The Government submission
indicated that the ATO revenue gains include figures for the
effect of voluntary compliance. It is estimated that an amount
of $117 wmillion (Card without a photograph) and a $153 million
(Card with a photograph) would be derived from those taxpayers
who are not at present lodging income tax returns or who do not
show their income from all sources, but who would subsequently
decide to voluntarily disclose income in their return because of
the existence of an Australia Card. The balance of the revenue
would be gained through enforcement activity invelving audit,

information reporting and income matching.

1.14 Companion system of entities: The Government submission
made no attempt to isolate and quantify the revenue gains from a
companion entity system. It is envisaged that the system would
form an integral part of each of the other uses and is designed
to prevent revenue leakage from the Australia Card system should



prescribed transactions be entered into by entities which are
not natural persons. Thus, the profits of this system are
incorporated into each of the ATO uses.

1.15 Staff: The ATO estimates that it would reguire the
following additional staff to generate its revenue gains: 631 in
1990/91, 631 in 1991/92 and 308 in 1992/93.% No additional staff
would be required after that date under the Australia Card
program. The ATO estimates that on average an additional 30
staff per annum 1is reguired for non-compliance duties from
1987/88.9 The ATO noted that the implementation of the Australia
Card program would be synchronised as far as possible with the
already improved increase in audit coverage to 2 per cent of the
non-salary and nen-wage taxpayers by 1992. The introduction of a
system of self-assessment of tax returns would release most of
the staff required by the increase in audit coverage.
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Benefits and costs of the proposal

1.16 Benefits. The full revenue gains (benefits) obtained by
the Australia Card program over a ten year period commencing in
1986/87 are set out in Table 3. A number of assumptions have
been made with respect to this table and for that reason it is
classified as analysis 1. The Table assumes that 1985/86
conditions apply throughout the full ten year peried, in
particular, the price basis is constant, and the national income
and population remain at the 1985/86 level. This static analysis
is known as the steady state approach. The Table contains two
sets of estimates of benefits for a Card with and without a
photograph, in relation to the ATO and the HIC. Estimates of
benefits for other agencies were prepared on the basis eof no

photograph.

1.17 Table 3 shows that under the above assumptions the
estimated financial benefits to the Commonwealth total almost
$4500 million over the ten year period. This estimate is based
on a Card without a photograph. The Table also indicates that
substantial revenue gaing are first obtained in 1989/90 (§215
million) and full benefits of $757 million per annum are
obtained in 1992/93,.
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1.18 The analysis in Table 3 also provides a means of
assessing the present value of the benefits gained under the
Australia Card program. To bring future benefits to current
equivalents, they are discounted at an appropriate rate. The
further into the future a benefit lies, the greater 1is the
discounting effect and hence the smaller is the present value of
that benefit. In Table 3 the discount rate has been set at 10
per cent and this rate applies for each year over the ten year
period. The Department of Finance informed the Committee that a
10 per <cent discount rate is orthodox amongst Finance and
Treasury for assessing projects. The Table sets out the
accumulated discounted benefits and shows that the present wvalue
of the project of the Australia Card propesal over the period of
ten years is $2459 million.

1.19 Costs: It 1is estimated that the full cost of the
program over a ten year period would be $733 million. The costs
of the proposal at present values {using a cumulative discount
of 10 per cent) is $539 million. These new costings, which are
significantly lower than earlier estimates, were provided by the
HIC in its final planning report and the figures are set out in
Table 4. These costs are also based on a steady state basis with
a 10 per cent annual discount.10
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1.20 Using the figures contained in Tables 3 and 4 the
Health Insurance Commission prepared a cost/benefit summary of
the Australia Card project. These figures are set out in
Table 5. The Table is set out on the basis of the present value
of the project and is the sum of the discounted benefits minus
the sum of the discounted costs. The Table has been prepared on
the basis of a Card with and without a photograph. Table 5 shows
that the present value of the Australia Card program using the
assumptions 1in analysis 1 over the ten year period is $1920
million for a Card without a photograph and $2424 million for a
Card with a photegraph.

1.21 The Department of Finance informed the Committee that
the steady state assumption used in these tables is a very
conservative assumption. While analysis 1 is the predominant
analysis shown in the Government and the HIC submissions and
underlies all the Tables herein, the HIC submission contained
further tables where the assumptions in analysis 1 are changed.
Table €& contains figqures showing the present value of the
Australia <Card project wusing four different analyses, each
containing three different discount rates. For example, analysis
2 assumes that there has been a three per cent increase in
economic growth which has an important effect on tax receipts.
Under this assumption +the Table assumes a three per cent
compound growth rate for the full ten years. Analysis 2 also
assumes a population growth of 1.29 per cent which has some
effect on the costs involved in the proposals.

1.22 The Department of Finance indicated that analysis 2 was
a much more realistic presentation of the costs and benefits
under the Australia Card program. Using the assumptions
contained in analysis 2, including a 10 per cent discount rate,
the Table shows that the benefits of the proposal are $2480
million for a Card without a photograph and $3120 million for a
Card with a photograph. The Department of Finance informed the

16



Committee that even the three per cent growth rate is a fairly
conservative forward projection. It informed the Committee that
over the last few years there has been a growth rate of four to
five per cent. The population growth of 1.29 per cent is based
on a recent projection from the Australian Bureau of Statistics
and the Department noted it was a medium projection. The
Department also indicated that the 10 per cent rate is a fairly
high rate of discount although it 1is used +traditionally in
assessing public sector projects.

1.23 Table 6 indicates that the results of the analysis are
sensitive to the amount of the discount rates. The higher the
discount rate the lower the present value and the lower the
discount rate the higher the present value. Thus, Table 6 shows
that under analysis 2 the value of the proposal for a Card with
a photograph under an eight per cent discount rate is $3540
million and under a 12 per cent discount rate $2750 million.

1.24 The benefit cost ratios (BCR) of the proposal are also
set out in Table 6. The BCR is the ratio of aggregate discounted
benefits to aggregated discounted costs over the period in
guestion. The higher a project's present value (greater than
zero) and 1its BCR (greater than one), clearly the more
attractive the proposal is to undertake, Table 6 indicates that
under analysis 2 and using a 10 per cent discount rate the BCR
is 5.51 for a Card without a photograph and 6.46 for a Card with
a photograph.

17
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TABLE 6
AUSTRALIA CARD - PRESENT VALUES AND BENEFIT/COST RATIOS (BCRs)

ANALYSIS 1: Assumes a 10 vyear time horizon and the

maintenance of 1985/86 conditions (econonic activity,
population etc.)

WITHOUT PHOTO WITH PHOTO
Discount Rate Present Value BCR Present Value BCR
5M $M
8% 2180 4.864 2750 5.62
10% 1920 4.56 2420 5.29
12% 1690 4.29 2140 4.98
ANALYSIS 2: Assumes a 10 vear time horizon and 3%

per annum 1increase 1in the level of ecconomic activity and
revenue base. Pepulaticn is assumed to grow by 1.29%% per annum.

WITHOUT PHQTO WITH PHOTO
Disccocunt Rate Present Value BCR Present Value BCR
5M $M
8% 2820 5.86 3549 6.87
10% 2480 5.51 32120 6.46
12% 2180 5.18 27590 6.07
ANALYSIS 3: The same assumptions as Analysis 1 but
with a 20 year time horizon.
WITHOUT PHOTO WITH PHOTO
Discount Rate Present Value BCR Present Value BCR
$M $M
8% 4500 .67 5650 T.77
10% 3720 6.18 4670 7.20
12% 3090 5.73 38990 6.67
ANATLYSIS 4: The same assumptions as Analysis 2 but
with a 20 year time horizon.
WITHOUT PHOTO WITH PHOTO
Discount Rate Present Value BCR Present Value BCR
5M 5M
8% 6530 8.67 8170 10.17
10% 5350 g.01 6690 9.39
12% 4420 7.39 5530 8.67
Note: All present value figures are rounded to nearest $10m.

Source: HIC, p. 218.
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1.25 Table €& shows that under the assumptions of analyses 2,
3 and 4 the program is successively more attractive. The
assumptions of analysis 2, namely of introducing economic and
population growth, raised the present value of the program to
$2480 million (without a photograph) and $3120 million (with a
photograph). However, the figures obtained under this analysis
are substantially conservative because of the ten year cut off
date, This figure was chosen because automatic data processing
eguipment c¢an be expected to have an operational life of up to
ten vyears. Further, assumptions <concerning the economic and
population growth, tax and welfare systems become increasingly
tenuocus beyond that period.

1.26 Because of this conservative bias, Table 6 also sets
out the present value of the project over a twenty year period.
The Table reveals that the present value of the project under
the assumptions of analysis 3 {(a twenty year period}) is more
than double that under analysis 1 (a ten year period} and
similar results are apparent comparing the assumptions of
analysis 4 with that of analysis 2. The Government submission
noted that this reflected two effects. First, the benefits which
the program would produce in the second decade are likely to
exceed those of the first. The ATO benefits do not reach their
full level until the seventh year whereas costs are concentrated
in the early years of the program (except for some anticipated
re-eguipment costs early in the second decade}. Second, to the
extent that net benefits could be expected in the second decade
of the program, these will translate intoc substantial additions
to the program's present values., For example, at a 10 per cent
annual discount rate a net benefit of one dollar in year 11 has
a present value of $0.39; one dellar in year 20 has a present
value of $0.15.
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1.27 The HIC also provided a table setting out the cost
benefit analysis of the individual agencies involved in the
Australia Card program. These figures are set out in Table 7 and
are based on analysis 1, ie. a steady state assumption over a

ten year period with a 10 per cent annual discount.

1.28 As noted earlier the discounted costs of the HIC for
the period 1986/87 to 1995/96 are nearly $200 million less than
those shown in the Government's submission. The significant
reduction in the Commission's cost estimates has led to
increases in both BCRs and present values of the pregram as a
whole. Under analysis 1 the BCR for the overall program has
increased to 4.56 without photograph and to 5.29 with
photograph. Thus under this (the most conservative) analysis,
around to $4 to $5 revenue would be generated for each $1 outlay
during the period 1986/87 to 1995/96. Using the more realistic
approach in analysis 2 and based on a 10 per cent discount,
around $5.50 revenue for a Card without a photograph and nearly
56.50 for a Card with a photograph would be generated for each
one dollar outlayed during the period 1986/87 to 1995/96. COver a
twenty year period the same assumptions yield $8 for a Card
without a photograph and $9.39 for a Card with a photograph for
each dollar outlayed during that period.
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TABLE 7

AUSTRALIA CARD — COST/BENEFIT ANALYSIS

BENEFIT/COST RATIOS (BCRs) (Analysis 1: steady state, over 10

vears, 10% annual discount}

DEPT. /AUTHORITY NO PHOTO PHOTO
BCR % OF PRESENT BCR % OF PRESENT
VALUE VALUE
AUST. TAX. OFFICE
USE 1 16 .45 18.53% 21.16 19.71%
UsE 2 28.70 13.16% 36.43 13.66%
USE 3 18.64 31.00% 28.69 3.97%
USE 4 23.77 10.42% 31.69 11.45%
USE 5 18.77 0.75% 26.76 0.88%
USE 6 24 .61 2.88% 31.27 3.01%
USE 8 19.58 4. 20% 24.89 4.40%
USE 9 8l.4¢6 16.06% 109.18 17.60%
OVERALL TAX USES 27.18 69.61% 35.501 74.80%
HIC (Medicare) 10.63 1.27% 14 .66 1.47%
SOCIAL SECURITY 1.00 0.00% - 0.00%
EDUCATION 4.00 0.02% - 0.02%
VETERANS’ AFFAIRS 1.06 0.01% - 0.01%
DIEA - 30.41% 45,93 24 .78%
DEFTS. /AGENCIES TOTAL 4.586 100.00% 5.29 100.00%
NOTES: {1) The BCR £for each individual use is the benefit of

the use divided by the <cost directly related to
that use (and excluding any share of HIC
establishment or operating costs). The BCR for the
project as a whole is the total benefits divided by
total costs (including HIC costs).

.The percentage figures are the present wvalues for

each wuse divided by the sum of the present values
of all uses. These figures do not sum to 100%.
This 1s Dbecause they exclude agencies which have

not quantified or identified costs (ATO Use 7)) or
benefits (Community Services, Housing and
Construction, Foreign Affairs, Employment and

Industrial Relations, ATO Use 10, Data Protection
Agency and Health (Private Hospital Subsidy and
Australia Card Secretariat)). In addition,
Australian Bureau of Statistics and Australian
Institute of Health quantify neither benefits nor
costs.

Source: HIC, p. 217.
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Aims of the proposal

1.29 The basic motivation behind the Australia Card proposal
is to prevent losses to revenue through the tax system and
through the payment of Commonwealth benefits. The four major
areas targeted by the Government proposal are:

{i) taxation evasion
(ii} social security fraud
(iii) illegal immigrants

{iv) Dbenefit protection and cther areas of
Commonwealth expenditure.

This Report briefly examines each of these areas.
(a}) Taxation evasion

1.30 There are various estimates as to the losses to revenue
caused by taxation evasion. The 1985 draft White Paper noted
that accurate measurement of the amount of tax revenue foregone
through evasion practices 1is not possible, especially in
relation to the so called 'black' or 'underground' economy. ATO
estimates for 1984/85 suggest that income tax evasion may
involve a revenue loss of $3 billion per annum.1l Tax evasion
refers to practices that are contrary to the law and may take
the form of the failure to lodge an income tax return, the
omission of assessable income or the overclaiming of deductions
or rebates. The paper contained an approximate make-up of the
$3 billion estimate as follows:
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Revenue
forgone {(a)

$m
Understatement of business income (b)
- unincorporated enterprises 1000
- companies 500
Non-declaration of fringe benefits received in kind 700
Overclaimed employee expenses 150
Unreported wage and salary income 100
Non-declaration of dividend and interest income 300-500
Nen-declaration of rental income 300

(a) These amounts do not take into account tax recouped as a
result of Tax Office enforcement activity. Exclusive of
taxation penalties, this totalled around 8220 million in
1983-84. They alsec do not take account of reductions in tax
evasion as a result of the introduction of the Prescribed
Payments System.

(b) This can take the form of non-disclosure of assessable
income or the overclaiming of expenses, eqg. where
expenditure of a capital nature is disguised as repairs in
order to obtain an immediate deduction that would not
otherwise be available.

Source: Draft White Paper at p. 37, Table 8.

1.31 In addition, a substantial amount of tax revenue is
lost through tax avoidance which refers in a general sense to
all of the tax minimisation practices which the law allows.
Examples of tax avoidance include income-splitting practices,
allowance of rental property losses against income from any
source, allowance of primary production losses against income
from any source, tax shelters, exemptions and various
concessions which reduce or eliminate tax on income. The 1985
draft White Paper estimated the amount of tax revenue lost
through tax avoidance at §1.5 billion per annum.12 Since then,
legislation has been introduced limiting tax avoidance in

certain areas.
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1.32 The main legislative attack on tax evasion has been
through the introduction in 1983 of the Prescribed Payments
System (PPS), 'which provides for tax deducticns at source from
payments for work in certain industries where evasion of tax on
such payments is known to be significant'.l3 Direct collections
under the PPS in 1984/8B5 were estimated at $400 million of which
around $200 million represents tax which was previously evaded.

1.33 Despite the action taken by successive Governments over
the last few years, the situation still remains serious. The
draft White Paper states that

.+« avoidance and evasion practices can be
expected to grow rapidly in the future unless
further major measures are taken to deal with
them. For example, the increasing movement of
average PAYE taxpayers into higher tax
brackets is likely to stimulate growing
resort to fringe benefits s0 that higher
marginal tax rates will apply to a shrinking
tax base and a vicious circle will be set in
train. The loss ¢f revenue through avoidance
and evagion and other areas (including the
business sector) 1is also 1likely to grow
rapidly. In aggregate, revenue losses through
the forms of avoidance and evasion which are
discussed in this paper could increase from
the estimated existing level of around $4.5
billion to around $7 billion (in 1984/85
prices) over the next three years unless a
concerted attack is made on these areas.

1.34 The estimates of losses to revenue differ widely within
the community. Various estimates have been made of Australia's
black economy which range between approximately 5 per cent and
15 per cent of recorded Gross Domestic Productl® which in
1984/85 was roughly estimated at $207 billionl®., These figures
imply a black economy in Australia in 1984/85 of somewhere
between $10 billion and $30 billion,
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1.35 In evidence to the Committee, the ATO referred to the
black economy as the aggregate of activity that escapes economic
measurement and tax assessment. While the ATO admitted that - by
its very definition - the black economy is immeasurable and that
tax evasion itself is just as immeasurable, it indicated that
its estimates of tax evasion {approximately $3 billion dollars)
were considered extremely low.l7 In relation to the likely
estimates of tax evasion, the Second Commissioner of Taxation,

Mr John McDermott, stated:

I have seen figqures reported from other
authorities that suggest that tax evasion in
Australia is running in the vicinity of
$6000m or S$7000m a year and I have seen other
figures, provided by the banks, which wvary
from something like 5 per <c¢ent of gross
domestic product to 10 per cent of gross
domestic product in Australia. In other
countries the estimates are even wider. In
the United Kingdem I think they range from 3
per cent to 15 per cent and in the United
Stategs they range from 5 per cent to 27 per
cent.l

1.36 The ATO also suggested that the proposed Australia Card
system would have some effect upon the cash economy. Firstly,
the system would bring to the attention of the ATO money
'hidden' in banks and other financial institutions. &Secondly,
even 1f financial institutions were not used, the ATQ would be
better able to identify tax evasion through selective audit
programs. My McDermott also suggested that the Australia Card
would help to detect non-lodgers and hence provide the ATC with

an increased base for audit operations.

1.37 An essential element of the Government's submission was
the extent of the revenue gains from ATO uses of the Australia
Card. The Committee probed Departmental witnesses at length on
this issue. From the outset the ATO indicated that the tax
benefits from the Card were extremely conservative. Mr McDermott
teold the Committee:
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I would say without fear of any sustainable
argument to the contrary being advanced that
the figures in the Government's submission
relating to tax benefits are conservative in
the extreme. Firstly, they do not take
account of additional taxes and penalties
that would ordinarily arise from amendments
to returns where we have detected omissions
of income, secondly, they do not take account
of amendments of prior returns which could
ordinarily be expected where we detect
evasion and, thirdly, by many standards the
estimates of evasion on which the estimates
of benefits are based are extremely low.

If you take into account simply the first two
factors that I mentioned, additional taxes
and penalty taxes and amendments of
prior-year returns, the aggregate benefits
derived over the first four years of
operation of a proposed high-integrity
dustralia Card system would be 1likely to
yield in the vicinity of 75 per cent more
than the aggregate benefits in the first four
years that appear in the report.

If the third factor is taken into acceount and tax evasion 1is
therefore in the order of $6-7 billion per annum, the possible
benefits of the Australia Card program could be more than double
the $750 million @estimates ©provided in the Government

submission.

1.38 The ATO was of the wview that no other single action
could be taken that would produce revenue gains of the magnitude
estimated as a result of the proposed Australia Card Program. It
estimated that gince action had been taken against
unsubstantiated <c¢laims by employers for employment related
expenses and fringe benefits the tax estimate of evasion was now
in the order of $2200 million. Mr McDermott claimed that the ATO
would recover approximately one third of its estimated figure if
an Australia Card with photograph were introduced.20
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1.39 One of the areas of concern to the Committee was the
loss to revenue through dividends and interest. The ATO informed
the Committee that, at the moment, only 18-20 per cent of the
total interest paid in Australjia is reported to them and they
are only able to match about half of these transactions.21l a
number of reasons were given in explanation. First, there has
been a tremendous growth in more recent years in the number of
agencies which pay interest, many of which were not aware of the
requirement under the Income Tax law to provide the ATO with
information about dividends and interest payments., Second, the
ATO admitted that there was a problem with the present state of
technelegy utilised both in the private sector and the ATO.

1.40 Although reporting interest and dividend information is
a legislative requirement, the banks still have numerous old
accounts which are completely manual and it has been impossible
for them to fully comply with the law because of the resources
required to do so. Of the information which is provided, only a
certain amount can be readily matched by computer. Even the
computer matching done, based on common name and address
information, results in only a 50 per cent match because of the
lack of integrity of the tax file number and the use of false
names. While the ATC matches 50 per cent of the 20 per cent of
the total wvalue of interest paid, it is quite likely that it
only detects less than 5 per cent of the total value of interest
paid., This is possible because the unmatched transactions tend
to account for a far greater proportion of the revenue than the
matched ones. The ATQO was very confident that the Australia Card
number would provide a level of integrity which would enable
them to match up to 75 per cent of all dividends and interest
paid in Australia.2?? However, during its evidence the ATO was
unable to state exactly on what basis its estimates were made.
In essence, the ATO stated that its estimates were made on a

gualitative assessment of how tax evaders operate.
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1.41 The issue of the cash economy was raised on a number of
occasions during the inguiry. Mr Doug Meagher QC, a former
Counsel to the Costigan Royal Commission, was of the opinion
that an identification system would have no effect in this area.
On his definition, all transactions within this economy are in
cash and are applied towards paying of the week's groceries,
mortgage, etc. He stated categorically that these moneys are not
put in the bank and are never declared.?? This was likely to
cause a major problem for departments Jlike Social Security,
where substantial moneys are overpayed because beneficiaries
understate income. He further noted that the cash economy occurs
frequently in the areas of gardening and home duties and that
there is no tax deduction allowable for these payments.24 As
there 1is no requirement or even benefit for the average
householder to withhold tax on the amount they pay for these
types of work, he was of the opinion that this tax could never
be collected. Even legislation reguiring individuals to withhold
tax would be completely ineffective merely because of its

inconvenience, let alone other considerations.

l.42 The Committee is unanimous in its view that tax evasion
must be tackled as vigorously as possible. While it does have
strong doubts that the so-called black economy, especially the
cash economy, can be tackled by any one measure including the
Australia Card proposal, it believes that every effort must be
made to reduce tax evasion. Overall, the Committee accepts the
estimates made by the Australian Taxation Office and notes that
they may be a substantial underestimation of final benefits
obtainable under the propcsal. However, the Committee believes
that the ATO has powers and information available to it which
are not fully utilised and that there are other measures which
can also make substantial inroads into tax evasion. These
measures are discussed fully in Chapter 4 of the Report.
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(b) Social Security fraud

1.43 Over the last few years there has been considerable
concern within the community about the level of overpayments,
including fraud, within the social security area. A recent
survey conducted in February 1986 by ANOP2> indicates that
approximately 22 per cent of Australians see the main advantage
of ID Cards as reducing social security cheating in relation to
both unemployment benefits and pensions., In 1984/85 the
Department of Sccial Security (DSS) estimated that approximately
$63 million was overpayed in social security benefits of which
$40m was recovered.26 The Department indicated that  the

overwhelming majority of overpayments were due to the following

factors:

. the deliberate provision of false information by
applicants concerning the level of additional income,
marital status etc.;

. clerical error; and

. unintentional misunderstanding of the conditicns and
provisions of payments.

1.44 The Department of Social Security has consistently

advocated that it is unable to estimate the revenue benefits
from the intreoduction of the Australia Card proposal. In the

second IDC Report the Department states:

407. The overall savings 1likely to accrue
from the new system are impossible to
estimate. Savings would occur in two main
ways. Firstly, there will be some deterrence
from claiming pensions and benefits in false
names. Only a very small percentage of social
security overpayments 1is due to this cause
and estimated savings would be unlikely to
exceed $10m a year. Secondly, c¢laimants for
social security assistance and existing
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beneficiaries would be less likely to
misrepresent details of their income in the
knowledge that there were linkages between
income and identity. The savings from this
source are however impossible to estimate.
Some further savings will also arise because
of the refusal by DSS to make pension or
benefit payments to illegal immigrants and
short—-term visitors, but again no estimate
can be made of such savings.

1.45 In evidence before the Committee, DSS suggested that
false identities were not a major problem within its Benefits
and Control section. The Department stated:

The fact is that in our experience the main
problems within the departmental portfolio
are not with identity as such, but a failure
to notify change of circumstances. Mainly
these are what lead to overpayments. There
are c¢ircumstances which may be financial or
there may be other changes, but by way of
information the overpayments file for the
Department shows that 0.6 per cent is
attributable to identity and 61 per cent is
due to income variations. Those are the
issues which make us believe that it is of
minimal relevance in the identity area which
igs of c¢course the primarg initiative that the
card would help address.28

However, DSS admitted that it was unable to estimate at all the
level of fraud due to false identities within the social
security system.

1.46 The Government submission reveals that DSS would have
noe net gain from the introduction of a national identification
system. The cost benefit summary indicates that the costs of
implementing the Australia Card program equalled the benefits
received from the program, that is, $18.2 million over a period
of ten years. The Department stated that it 'found it difficult
to make estimates of what the effect would be in dollar terms of
the Australia Card'.29 The Department further noted that in
making certain that it gave effect to the Government decision
that there should be a Card, it was prepared to say that 'the
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benefits would exceed the costs'.30 The Department explained
that when the Australia Card Secretariat of the Department of
Health prepared the Government submission, it merely made each
¢f the Department's vyearly benefits of the Australia Card
propesal equal to the c¢ost of the proposal., When gquestioned
about its inability to guantify estimates of probable savings
attributable to the intrecduction of the Australia Card, the DSS
stated:

The fact 1is that the inability is not a
suggestion of any sort about the card but
rather it reflects the fact that our own work
as a department, we believe, is effective and
increasingly so 1in the area in which we
believe the card itself would assist.

1.47 The Department also commented on the fact that there is
considerable folklore about the extent of social security fraud
within the community. It stated that the Department receives
many letters about overpayment 1in social security benefits
which, upon investigation, are proved to be incorrect. In the
area of unemployment benefits the Department found that 72 per
cent of those investigated were already being paid the correct

amount,

1.48 While the Committee accepts the Department's difficulty
in establishing the amount of social security fraud due to false
identities, it believes that there 1is still significant fraud
within this area. The Committee is concerned about the cases
involving individuals with large numbers of false identities
which come to light from time to time. Although many of these
cases are exposed as a result of DSS investigations, others have
been discovered through pure chance. The Committee believes that
most Departments are unlikely to admit that they are being
defrauded or that there is something drastically wrong with
their systems. Mr Meagher QC tecld the Committee that he had had
a vigorous debate with the DSS officers about this tendency
after they told him that fraud was not happening at all in their
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Department. Only after he produced evidence of several cases
which had 1led to prosecutions and convictiens did the
Departmental officers concede that fraud was occurring. Mr
Meagher explained further:

The prime position that was taken by some
cfficers in that Department was that it did
not happen at all, that there was never any
instance of it.

CHAIRMAN - Now they are forced to recognise
that it does happen but the degree t¢ which
it happens is still ...

Mr Meagher - Ignorance is bliss. If you do
not have a detection system that is going to
uncover fraud then you do not know it is
happening - you quite genuinely do not know
it is happening. It is not a question of
trying to conceal anything. If you are not
looking for it vyou will not see it. It is not
going to come out and brandish itself in
front of your eyes.

1.49 During the inquiry the Committee became aware of a
number of unsourced estimates of social security fraud ranging
between $200-$500 million per annum. These figures gain further
support from a recent internal paper prepared by the Department
of the Special Minister of State (see paragraph 1.66) which was
reported to indicate that fraud in the social security area
alone could be in the order of $300 million per annum. The
Committee understands that this figure 1s only a very rough
estimate and is not based on firm evidence. Nonetheless, it is
many orders of magnitude greater than the figures provided by
DSS to this Committee on the amount of social security fraud.
Despite the evidence given by DSS, including the use of updated
security measures dealing with procf of identity, the Committee
is concerned that fraud can be committed against the
Commonwealth in the area of social security with relative ease.
Although DSS now requires social security beneficiaries to
present documents from a number of sources including at least
one 'sound' document for verification of identity, the Committee
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is aware that even these sound documents, for example, birth and
marriage certificates, can and have been forged without great
difficulty. To overcome the inherent weaknesses of these
identity procedures, the Committee is recommending the
computerisation of state registries of births, deaths and
marriages. When the task is complete DSS would have ready access
to the original birth entry on the register which should
drastically reduce the Jikelihood of false identities being
created by Australian born citizens., The Committee also notes
that the Department’s estimate of fraud due to false identities
which 1is 0.6 per cent of the total amount of overpayments
presently outstanding, is not a reliable estimate. It only
relates to fraud that is known and does not include the amount
of fraud that exists but which has not been discovered by the
Department.

1.50 The Committee believes that DSS must continue to
tighten its security procedures at the time of application for
benefits and it must alsc ensure that its quidelines are being
followed in each of its 2]0 regional offices. The Committee
makes a number of recommendations in the next chapter concerning

DS5 proof of identity procedures.

{c}) Illegal immigrants

1.51 The Government's submission claims that one of the
largest gains to revenue through the introduction of an
Australia Card is in the area of the identification of illegal
immigrants. The submission notes that over a ten year period the
cost to the Department of Immigration and Ethnic Affairs (DIEA)
of implementing an Australia Card Program would be $21 million
and that the revenue gains over the same period would be §1292
million. The basis of the DIEA's estimates is that by reguiring
employers to sight the Card and quote the employee's Australia
Card number when submitting taxation returns, the system, when
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fully implemented, has the potential to make in-roads into an
estimated 60 000 jobs currently being filled by illegal
immigrants and visitors working without Departmental authority.
The Department believes that as these jobs are vacated for
Australian citizens and permanent residents, savings in

unemployment benefit payments should result.

1.52 The Department estimates that the number of illegal
immigrants presently in Australia is 50 000 and notes that
60 per cent of those apprehended by its enforcement staff have
been working. In addition DIEA estimates that of the 1.2 million
visitors to Australia each year, up to 2.5 per cent or 30 000
work 1illegally during their authorised stays. The Department
then argues that from this pocl of approximately 60 000 illegal
workers some, say half, would be occupying jobs which would not
be available to citizens and residents authorised to work while
the rest would be employed within the cash economy. The
estimated tangible benefits from the introduction o©f the
Australia Card proposal were calculated as follows:

1. In 1987/88 when the cards are first
distributed there would be a deterrent
value resulting in the freeing up of some
300 jobs to persons in receipt of
unemployment benefit payments.

2. In 1988/89 as more cards are distributed
there will be an increased deterrent
value resulting in approximately 1000
jobs being vacated by illegal workers.

3. In 1989/90 as the card is progressively
distributed throughout the community it
will have a continuing deterrent value of
freeing up an estimated 22 000 positions
for citizens and residents authorised to
work.,

4, In 1990/91 the full effect of the card
will result in that an estimated 48 000
jobs will be vacated by illegal workers.
An allowance of 20 per cent is made for
those workers in positions within the
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cash economy or in jobs that would not
otherwise be available to citizens and
residents authorised to work (eg. family
business}.

5. From 1991/92 onwards a continued savings
in unemployment benefit payments at the
rate of 48 000 jobs per year would
continue together with an allowance of an
8 per cent increase in potential illegal
workers as the number o¢f wvisitors to
Australia increases.

1.53 When DIEA came before the Committee to give evidence,
the Department admitted that its figures were guesswork. The
following extract from the transcript when the Committee was
examining the Secretary of the Department, Mr McKinnon,
indicates the extreme lack o¢f certainty in the presumptions on
which the figures were based.

Mr McKinnon - The first category we are
talking about is prohibited non-citizens as
defined. Our estimate is that there are
50 000 of these. We have applied to that the
factor of the proportion of the people we
pick up, whom we apprehend as illegal
immigrants who have been working, which comes
tc a figure of 62 per cent. We have presumed
that our apprehensions reflect the population
of illegal immigrants. Therefore, if you work
back from that, you end up with something
like 33 000 illegal immigrants working. That
is the figure which goes into the 60 000
jobs, i1f you like. The remainder comes from
the number of wvisitors who are working
without permission, and that is a very rough
estimate. We have something like 1.2 million
visitors a year. Some years ago somebody did
an exercise, which I must say I would not
dignify by describing as more than guesswork,
which said that o¢f those, something 1like
30 000 probably were working illegally. We
have no real way of checking that, except
that we do of course obviously pick up some
people who are visitors with temporary visas
who are working., We pick up -enough to
convince us that there is a sizable
population of them and so we have taken the
figqure from that earlier work. But as I say,
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we would describe it as only a guesstimate,
which gives us a total of something 1like
60 000 jobs which are occupied by people
illegally.

Senator PUPLICK - Is that a published study,
Mr McKinnon, or just a departmental study?

Mr McKinnon - It is a departmental study. It
was done about four or five years ago. If we
did the same study now we probably could not
find the same c¢rystal ball that was used
then, but it is very close to that standard
of accuracy, let me say gquite frankly to
you.34 (Committee's emphasis)

1.54 From the base figure of 60 000 people who are illegally
working, the Department estimated that 'something like 20 per
cent of those positions' would probably not be filled by
individuals on benefits.3% The discount figure was arrived at as
follows:

S0 we have discounted that figure and said
that of the 60 000 jobs, some 12 000 are jobs
which would not exist if it were not for the
fact that those illegal immigrants were
prepared to fill them. I cannot defend that
discount factor, except to say that obviously
some discount factor must be applied. If you
were to say to me that you would rather have
a discount factor of 33 per cent, I could not
argue,

1.55 Later during the hearing the Department was again
questioned about the estimates previously quoted from 1987/88 to
1991/92:

Senator PUPLICK - You would say basically
that it is still a crystal ball type of
calculation?

Mr McKinnon - Yes. I do not think any of us

are going to claim any great precision.
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1.56 From the above exchanges it became <c¢lear that the
estimates for illegal immigrants were based on guesswork, the
percentage of illegal immigrants who worked was based on
guesswork, the percentage of visitors who worked illegally came
from a departmental study based on gquesswork. The discount
factor could not be defended and the overall benefits from
1987/88 to 1991/92 was the result of 'crystal ball gazing'. In
the light of these statements, the Committee is unable to place
any confidence in the propcsed revenue gains under this use.

1.57 The Department was of the opinion that the greatest
benefit of the Australia Card proposal in this area would be its
deterrent effect., It argued that if 1illegal immigrants and
visitors intending to work illegally <could not get the
appropriate Australia Card and were unable to obtain either jobs
or any benefits, they would have great difficulty in surviving.
Eventually such persons would leave and others would be deterred
from ever coming. The Committee agrees that the Australia Card
proposal would have a deterrent effect but it 1is unable ¢to
quantify the likely savings to Commonwealth revenues. However,
the Committee has little difficulty in rejecting DIEA estimates
as being grossly exaggerated. On the basis of the available data
and methodology, no reliance can be placed on the Department's
estimates and conseguently the Committee rejects its evidence.

1.58 A further matter of concern to the Committee is the
quality and accessibility of information held on DIEA's files.
This matter had come to the attention of the Committee during
the inquiry but was reinforced when the Department o¢f Social
Security objected to certain evidence given by DIEA. One of the
benefits claimed for the introduction of Australia Card is that
there are a large number of illegal residents or overstayers who
are receiving social security and other benefits. During its
evidence on 24 February 1986, DIEA stated that 12.4 per cent of
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overstayers were receiving unemployment benefits. This figure
was later challenged by DSS which stated that the figure was 0.4

per cent and not 12.4 per cent.

1.59 The Department of Social Security explained that DIEA
provided a list of names totalling 57 059, which was the number
of persons on its overstayers file. DSS matched this entire file
with its unemployment benefit file. In one given State, there
were approximately 5000 names on DIEA's overstayers file and DSS
matched this file with its unemployment benefit file and
produced 64 matches. These 64 cases were then sent back to DIEA
and 22 were found to be illegal immigrants. Thus, explained DSS,
only 22 illegal residents were receiving unemployment benfits,
which is 0.4 per cent and not 12.4 per cent of all overstayers
in that State. In addition DSS commented that a further 12
persons were identified as legal residents notwithstanding the
fact that they were entered on DIEA's overstayers file and that
the other 30 cases are still being investigated by DIEA. DSS
stated that when it first attempted to match its file with that
of the DIEA it found that the DIEA overstayers' file was of such
low quality that it couldn't be matched. The Committee also
received evidence from other departments indicating that they
too had great difficulty in matching computer files with DIEA,

1.60 During the course of its evidence at the Committee's
public hearing of 24 February 1986, the Department was regquested
and undertook to provide certain additional information,
However, in the consequent letter from the Department dated
23 April 1986 - which was not received by the Committee until
29 April 1986 - the Committee found that much of the information
requested had not been provided due to the inadequacy of the
statistics recorded and the appalling state of the Department's

files.
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1.61 The Committee also wishes to record the fact that the
letter sent to it by the Department was not received until
29 days after the Committee's initial reporting date of 31 March

1986, and only 1 day prior to its amended reporting date of
30 April 1986.38 The Committee does not wish to infer malintent
on the part of the Department, but does conclude that, at the

very least, its procedures for handling gueries are less than
efficient. The Department's letter has been included 1in the

Committee's evidence.

1.62 Recommendation: That the Department of Immigration and
Ethnic Affairs upgrade the quality of its records including its
movements database, citizenship index and overstayers file and
transfer all records from the manual system to the computer
database as a matter of urgency.

(d} Benefit protection and other areas of Commonwealth
expenditure

1.63 The cost benefit summary contained in the Government
submission indicated that a number of departments would. provide
revenue savings as a result of the introduction of the Australia
Card proposal. However, over a ten year period the revenue
savings are not much greater than the costs of implementing the
system in the particular departments. The submission appeared to
indicate that fraud in other areas of Commeonwealth expenditure
was very small. The only other area where major revenue gains
were to be made was the Health Insurance Commission. The
Government submission indicated that the Australia Card would
eventually replace the Medicare Card. Savings to the HIC over a
period of ten years for a Card without a photograph was $48.6
million and with a photograph $68.9 million. The Committee does

not dispute these figures.
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Crganised crime

1.64 From the very outset, it was clear that the Australia
Card proposal was not directed at organised <crime, The
Government submission noted that it is difficult to predict the
effectiveness of such a proposal in combatting organised crime.
The Government submission notes that the Australian Federal
Police (AFP) considered that an Australia Card and registry
system of sufficiently high integrity (including the provision
of a photograph on the Card) 'would reduce the opportunities for
tax evasion and other fraud against the Commonwealth'.3? The
submission stated:

The AFP adds, however, that there are no
realistic grounds for anticipating any impact
on the level of organised crime generally.
The only relevant factor is that the ease
with which organised crime has used the
banking system in the past would be decreased
by the proposed reguirements in respect of
certain banking transactions. Organised
crime, particularly in the drug trafficking
area, would be quick to identify possible

methods of avoiding the inconvenience
caused.
1.65 When the AFP appeared before the Committee it was able

to clarify a number of matters concerning the wuse of the
proposed Australia Card in criminal investigations. The AFP
informed the Committee that, in the main, the greatest impact of
the proposed Australia Card would be con the small-time offenders
who commit single offences or minor multiple offences in the
areas of social security, health and tax. The AFP noted that
when cone looks at those offences in isgolation, they do not seem
to be of any great concern, but when all these offences are
added together it amounts to 'a massive amount of funds'.4l The
AFP noted that the Australian Taxation Office and the Department
of Social Security deal with many of those matters internally.
The AFP informed the Committee that it does not have the
resources to look at this massive small-time offender area
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that «client departments deal with themselves and that by
arrangement it receives 'a certain level of matter to
investigate which, generally speaking, is the more serious
multiple~type cffence, whether it be conspiracies or
otherwise'.42

1.66 The Committee is concerned about the extent of
organised c¢rime in the community which has been uncovered by a
number of Royal Commissions in recent years. The Committee also
notes that a recent internal paper prepared by the Department of
the Special Minister of State, signed jointly by the Secretary
to the Department and the Commissioner of the AFP, was reported
to indicate that criminals are defrauding the Commonwealth of
about %4 billion a year in the areas of customs, company and
personal income tax fraud, and social security fraud. The
Special Minister of State, Mr Young, informed the Parliament
that the report would not be made public but would form the
basis of a much more comprehensive report inte fraud on the
Commonwealth.43 The Committee notes that while this figure was
not based on a detailed investigation of fraud and provides only
a very rough estimate, it does indicate the magnitude of fraud
against the Commonwealth by both the small-time offender and

organised crime.

1.67 The Australian Federal Police indicated that the
Australia Card proposal would be a tool in fighting organised
crime. It believes that it is still very easy for criminals to
assume fictitious identities, whether opening bank accounts or
conducting other financial transactions. As one of the major
difficulties in peolice investigation is the establishment of
identity, the AFP considered that use of the Australia Card
would prove very valuable in identifying criminals and tracing
the money trail through banks and other financial institutions,
especially in relation to insurance frauds. The AFP also
indicated that the Australia Card would be very important for
intelligence gathering when investigating organised c¢rime. A
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universal identifier would enable it to track the money trail
and the identity trail through to people who are controlling the

criminal organisations.

l.68 A number of these matters were summarised at the close
of the evidence by the AFP in the feollowing exchange:

CHAIRMAN - Just to summarise, you contend
that the introduction of the card would have
a greater effect on deterring those many
one-off, small-time offenders than the
organised criminals who, vyou say, have the
ability te circumvent pretty well anything -
not everything, but they have a much greater
ability to circumvent the system. You also
qualified that to say that the foot soldiers,
the small-time people, are an essential part
of the overall strategy and that the key to
opening up some of those larger organisations
may well be a universal identifier which
enables us to track the money trail and the
identity trail through to people who are much
bigger in the scheme of things as far as
criminal organisations are concerned. Is that
a fair summary of what you were saying?

Chief Superintendent Brown - Yes, it is very
accurate, but it is wvery much 1like a
circumstantial case. One cirumstance standing
on its own means very little. As you combine
the circumstances one by one, you form a
picture which is invaluable intelligence and
which 1is an essential ingredient of the
investigation,

1.69 The question of false identities and its use by
organised crime arose in both the Stewart and Costigan Royal
Commissions. The Stewart Royal Commission was appeinted by the
Governments of the Commonwealth of Australia and the States of
New South Wales, Victoria and Queensland to inguire into the
illegal activities of the notorious heroin trafficker, Terence
John Clark and his associates, During its wide ranging inquiry
the Commission also tabled an Interim Report on Passports. This
report was instrumental in tightening up legislation and
administrative practices concerning the issue of Australian
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passports. Some of the findings of this report are of particular
interest to this Committee as it examines the difficulties in
relying on birth certificates as proof of identity.

1.70 The Costigan Royal Commission commenced in October 1980
and was commissioned by both the Commeonwealth and the Victorian
Governments to ingquire into the illegal activities of the Ship
Painters and Dockers' Union. The sgcope of the ingquiry broadened
considerably and five Interim Reports and a sixth Final Report
were presented to both Governments. There were eleven volumes in
the Final Report, five of which have been tabled in Parliament
and published while volumes 6-11 still remain confidential. The
inguiry developed into a major investigation of organised crime
in Australia and covered such areas as drug trafficking and SP
bookmaking as well as the wunion's activities. The Commission
also pioneered certain investigatory technigques, including the
full computerisation, data linking and matching of all material
received by the Commission. The Commission's comments about the
use of false identities were of benefit to the Committee in

drafting this Report.

1.7L When  Mr Frank Costigan QC appeared Dbefore the
Committee, he was asked whether a national identification system
based on a Card would have inhibited the sorts of practices that

gave rise to his inguiry. He replied:

It might have inhibited at a very 1low level
some of the practices which I came across in
the early part of the Commission. I do not
believe it would have inhibited the more
important matters that I was lockihg at in
the last couple of years.

Again, later in evidence Mr Costigan indicated he had 'some
trouble in understanding, except at a low level of crime, how an
Australia Card would help in the fight against organised
crime'.46 Mr Costigan was also questioned about whether there
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was a systematic production of false identities within the area
of organised crime. Senator Puplick asked the

question:

1.72

Card propesal on the basis that it was a

Senator PUPLICK - Can I take you to another
aspect of this which we have raised with most
of our witnesses; that is the extent to which
your investigations uncovered evidence of
systematic production of false identity
papers and mechanisms for establishing false
identities. Within the 1limits you feel
unconstrained to speak, to what extent did
your investigations reveal this to be an
organised, systematic racket in which it
would be just as easy to forge ID cards as to
forge drivers' 1licences, birth certificates,
passport forms or whatever?

Mr Costigan - We saw some evidence of that
but it really was not a significant part of
the investigation. We found with the Painters
and Dockers Union a gquite systematic change
of names and change of identities for
invariably illegitimate reasons. That union
is a wvery small body and it did it fairly
comfortably. It was in-house. They used to
sell the facilities occasionally but it was
basically an in~-house facility, often to hide
people on the run. ... There was certainly a
facility in the community at that level to
obtain false papers, false driving licences,
false employment names, et cetera, but I do
not think it is widespread in the community.
What 'is undoubtedly true is that it was
comparatively easy to do if you knew how to
do it.47

following

Mr Costigan had very strong objections to the Australia

'significant intrusion

into individual_privacy'.48 In his view, it was only possible to

justify such an intrustion if, on balance, the evil

that the

community is attempting to correct and the cost of doing it are

justified.

However,

These arguments are examined further in this Report.

Mr Costigan did indicate that the Card would have been

of some assgistance te his Committee, He stated:
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I do not think there is any doubt that if the
full Australia Card system had been in
operation at the time of my Commission, and
all the databases which are contemplated as
being accessible by the system - including
births, deaths, marriages, et c¢etera - had
all been available and accessible to me
through a computer terminal, it would have
accelerated some of the work I did in
relation to the breaking of false identities.
There is no doubt about that. ... It would
have accelerated, to some extent, my ability
to trace funds, but only to some extent.

1.73 A similar opinion about the wuse of the ©proposed
Australia Card against organised crime was also held by Mr
Meagher QC who was one of the Counsel assisting the Costigan

Royal Commission. He stated:

I do not know that you should allow your
deliberations to be toc much affected by
considerations of what you are going to do
about organised crime. If you are going to
deal with organised <c¢rime you have no
prospect of dealing with it by systems of
identification because that is a very small
part of their operations that they would
abandon without worrying teco much. It would
not cost them wvery much. I really do not
think you should approach it on that basis;
you certainly should not apprecach it on the
basis that this is going to make the
suppresgsion of c¢riminal organisations easier
- it is not., It might limit their activities
in some minor areas. What vyou are really
talking about in justification of the system
is ggopping all the rest, whatever that might
be.

While c¢riminal organisations would not be deterred by the
introduction of an Australia Card, Mr Meagher commented that
there are many 'genuine' criminals who are not members of
criminals organisations and that 'they would probably be
deterred'.3l

1.74 The issue of false identities within the community was
also discussed in some detail by Mr Meagher. He noted that:
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There really cannot be any argument that
there is a great deal of abuse of fictional
names by a number of people. I would not say
that that was something which the majority of
the community is engaged in, in fact, I am
guite confident it is not. It is done by a
small minority of people in the community.
Those who do it are gquite capable of running
many different names. In cases that I have
seen as many as 80 or 100 different names
have been run by the same man, with bank
accounts in each e¢f those names. The reasons
why that would be done are many and varied.
In some cases it 1is 80 as to perpetrate
compensation fraud, as I describe it, be it a
fraud being perpetrated upon either the
Commonwealth or State governments or upon
insurance compahies. That has a fairly high
level of prevalence at the moment and
afflicts third-party insurers greatly. ...
It, of course, stretches over to unemployment
relief, sickness benefits and so on. As to
the multiple bank accounts, most of those who
have been involved in that have been, in my
experience, involved in either illegal
gambling, which is probably the major area,
or in the drug trade, which is the secondary
area. Their objective 1is, of course, to
conceal the ©proceeds of what they are
achieving. It also occurs, of c¢course, in
taxation fraud, although there are more
sophisticated ways of achieving taxation
fraud than simply running a false name.

1.75 Mr Meagher also indicated that there is a third area of
fraud which might be locsely described as inscolvency fraud. He
noted that these are the cases where people, having become
bankrupt or having had their companies go into liquidation and
thus having attracted an unsavoury or uncreditworthy reputation,
re-establish themselves under other names. He then commented:

For all of those reasons a number of pecople
in the community - not a very large number
but sufficiently substantial to cause
substantial losses to government and to
private people - make use of fictional names.
The fictional names of which they make use
are not only names that relate to
individuals, but also names that relate to
companies and businesses. Indeed, in most of
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those areas it does not matter very much
whether the name is that of an %ndividual or
that of a company or a business.>

Mr Meagher suggested that there are other means of tackling
fraud based on false identities other than the Australia Card

proposal. He stated that:

..« Wy inclination would be toc proceed with
less draconian measures at this stage. The
very first measure that I would regard as
imperative would be the computerisation of
information on births, deaths and marriages
and making that freely available.

This matter together with other measures such as stricter

banking controls are discussed in the next chapter.
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CHAPTER 2

ESSENTIAL REFORMS

Intreduction

2.1 The Committee is of the opinion that there are a number
of essential reforms which should be implemented irrespective of
whether an Australia Card is introduced. Some of these reforms
have been outlined in the Government submission while others
include recommendations made by various Royal Commissions and
Parliamentary and Government bodies which relate to the areas of
fraud against the Commonwealth identified in Chapter 1. The
following reforms are discussed:

(i) The computerised linkage of  ©births, deaths and

marriages registers.

{ii) The establishment of a Data Protection Agency.

(iii) The introduction of privacy legislation.

{iv} The adoption  of the following recommendations
propoéed in various Roval Commissions and

Parliamentary and Government reports:

. Improved <controls by financial institutions
recommended by the Costigan Royal Commission.

. Implementing the outstanding recommendations of
the Report of the House of Representatives
Standing Committee on Expenditure concerning
control of illegal immigration ({(November 1985).
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. Monitoring and possible extension of new proof
of identity procedures adopted by the Department
of Social Security.

(v) Administrative reforms.
. Enactment of legislation to allow
Commonwealth agencies to inform the
appropriate authority of suspicious

circumstances which could lead to fraud.

. Transfer of operational responsibility for
payments under education assistance schemes
from the Department of Education to the
Department of Social Security.

. Improvement of proof of identity procedures
utilised by the Department of Social

Security.

Computerised linkage of births, deaths and marriages registers

2.2 All births, deaths and marriages that occur in
Rustralia are required to be recorded in the register of the
State in which the event occurred. At present, no links exist
from deaths records to births records or marriage records either
within a State or between States. In addition, these records are
manually maintained, hence there .is a need for them to be

computerised.

2.3 To overcome these difficulties the Government proposed
that the Australia Card legislation make provision for the
Commonwealth to enter into agreements with State and Territory
authorities under the terms of which births, deaths and
marriages information would be made available to the
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Commonwealth to be used for checking applications for entry to
the Australia Card register. The Commonwealth commenced
negotiations with the States in late 1985 and offered to assist
with the computerisation of their registries of births, deaths
and marriages in return for which the registries' data would be
accessible to the Australia Card system. These negotiations are

now at an advanced stage.

2.4 In evidence given before the Committee, the Australia
Card Secretariat indicated that the negotiations on this matter
were centred on the computerisation of birth, deaths andg
marriages registers béing achieved in the following way:

. That records from State/Territory registries  be
centralised on one computer - namely the HIC computer

in Canberra.

. That each State/Territory would only have access to its
own State/Territory records which are held on the

computerised records.

. Any access to records of one State by another State
would be subject to agreements between those States.

. Access by the Commonwealth to this information would be
limited to specific tasks related to verifying
documents provided by individuals for the purpose of
obtaining an Australia Card.l

2.5 The Commission's computer expertise and facilities
could be made available to the development and operation of the
registry administration system. The Health Insurance Commission
estimated the cost of developing and installing this system at
$25.7 million. The major cost in the system would be data
collection which would in many cases require key entry from old
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documents. The cost of this function alone is estimated at $19
million. The other costs assume the need to establish 100
terminals which would be connected at all existing registry
locations at single sites 1in Victoria, Queensland, South
Australia, Western Australia and the Australian Capital
Territory, three sites in New South Wales and two each in the
Northern Territory and Tasmania. There is also a need for
significant disk storage space and computer power to support
sophisticated searching. The HIC estimated that the annual
operational and support costs (excluding registry staff) would
be in the area of $1 million,?2

2.6 The Committee is not in a position to make a judgment
as to what is the most efficient technical arrangement for the
Government and States to enter into, because the Committee had
before it only broad cost estimates and an outline of the
current state of negotiations between the Commonwealth and the
States. No alternative technical arrangements were placed before
the Committee, nor were cost/benefit analyses of alternatives
made available. Because the Committee was not provided with
specific details of actual administrative or technical
arrangements, it cannot gquantify or mwake judgments on the
accuracy of likely cost savings arising from the computerisation
of the births, deaths and marriages records.

2.7 The Health Insurance Comnmission has noted that
independently of the Australia Card program, the benefits of

computerising births, deaths and marriages data would be to:

{(a) maintain the integrity of the  registries’ record

keeping functions;
(b) improve the integrity of Registry data;

{¢} improve the level of service to the public;
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(d)

(e)

(f)

2.8

ensure the security and privacy of records;

provide inguiry facilities to other registries'
information; and

provide inguiry facilities to Registry data for
nominated external State agencies.3

The HIC alsoe noted that, in the wider c¢ontext, the

provision of a centralised computer system of births, deaths and

marriages data would enable State registries to:

{a)

(b)

(c)

readily handle a wider range of inquiry volumes;

reduce costs of maintaining records;

address current problems which exist in some
registries' clerical systems, for example -

. paper flow and storage

. intensive use of labour

. delays in certificate production

. record access difficulties

. difficulties in handling increasing requests for

certificates

. difficulties in maintaining confidentiality of

sensitive data

. no matching of records

. cost of document maintenance and storage;
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(d}

{e)

(£)

{g)

2.9

bring together all references to a single name, greatly
assisting research;

provide off-site back-up storage of computerised data,
guarding against the 1loss of important current and
historical data;

have a  uniform system of registry «control with
allowances for differences in State data and different

data held in various periods;

retain responsibility for the collection, creation and

retention of original certificates; and

provide potential to increase State revenue from
registry sources through -

. lower operating costs
. revenue raised from new sources ed.
- genealogical research facilities

- the automatic repreduction of certificates

for cut-ocf-State persons

- handling of enquiries from other State
authorities.4

While accepting that many of the benefits listed are

real and important matters, the Committee does have concern over

some of the benefits raised. The prime issues of concern are:
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. paragraph 2.7 (f) opens access to registry information
to agencies who may not necessarily have access now;
and

. the related revenue benefit listed in paragraph 2.8 ({(h)
arising from access to the registry for genealogical
research facilities (the Committee's view on this issue
is dealt with in paragraph 3.30).

2.10 The issue o¢f false identities and the wuse of a
computerised register of births, deaths and marriages ¢to
overcome that problem were discussed in detail by Mr Doug
Meagher QC, a former Counsel to the Costigan Royal Commission,
Mr Meagher told the Committee that:

One of the problems that we found when we
were trying to break this down was that it
was not easy to get information out of
births, deaths and marriages registries
across Australia - which, of course, is what
you usually have to do - whether or not the
person was born on that date and place he
sald and whether he is still alive or not.
One of the schemes that we found being used
by the union [Ship Painters and Dockers
Union] was that they were taking on the names
and dates of birth of people who had just
died and they were being handed out to people
who 1looked very similar to the person who
died. They were the same sort of height, with
the same sorts of features.

2.11 Mr Meagher later explained the need for this
arrangement, especially in certain types of compensation fraud.
He stated:

I must say that the ones we spoke to regarded
it as absolutely necessary to take a dead
man's identity because if they toock a live
man's identity they would run the risk of
detection and expesure very gquickly. You must
bear in mind that when people make claims for
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compensation it is usually going to go on for
some time, so it is net just instant exposure
that they are concerned about, it is exposure
over perhaps one or two years.

2.12 In his evidence before the Committee, Mr Meagher
indicated that he supported a wider access to any computerised
register of births, deaths and marriages than that indicated by
the HIC in its evidence. The issue of whether such information
should be 'freely available'? to the public was examined during
the following exchange:

Mr SAUNDERSON - When  you say freely
available, do you mean that once it 1is
computerised, financial institutions, banks,
say, would be able to access it in order to
ascertain the accuracy of somecone's name and
address?

Mr Meagher - The details he gave when he did
it.

Mr SAUNDERSON - Would they ring someone,
saying: "We have someone who purports to be
such and such a person. Is that a genuine
name?",

Mr Meagher - ©No, a computer terminal, a
terminal in their office or in my office, You
would just bring it up as a national
database. I do not see that that inveolves any
great inroads into people's privacy in any
way.

2.13 The Committee believes that the major advantage of
computerising births, deaths and marriages registers is that it
will provide & check on one o¢f the more common means of
obtaining false identities within the community. Evidence from
the Stewart and Costigan Royal Commissions indicates that false
identities are used within the community for the purpese of
committing fraud. One means of obtaining a false identity is to
obtain the birth certificate of a person who has died - Costigan
referred to this practice as a 'resurrection'. By this means, a
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genuine birth certificate is issued and the assumed identity is
very difficult to uncover. In other instances, false birth
certificates are produced and are not checked with the relevant
Registry because of the inconvenience of dealing with manual
registries.

2,14 Recommendations:

(i} That the computerisation of all State and Territory
Registries of Births, Deaths and Marriages proceed.
To this end, the Committee supports the continuation
of the current negotiations between the Commonwealth
and the States.

(ii) That the Commonwealth provide appropriate assistance
and advice to the States +to ensure that the
computerisation of ©births, deaths and marriages
registers can proceed within the earliest possible
timeframe.

(iii) That the only Commonwealth Departments permitted to
have access to the computerised registry of births,
deaths and marriages be the Australian Taxation
Office, the Department of Social Security, the
Passport Office of the Department of Foreign Affairs
and the Health Insurance Commission. That access to
computerised births, deaths and marriages data be
restricted tc verifying documentation submitted for
the purposes of obtaining nominated services from the
Commonwealth.

{iv) That extension of access occur only after the widest

possible public discussicn after the system has been
in operation for some minimum period.
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Establishment of a Data Protection Agency

2.15 In order to provide stringent safequards against misuse
of the Australia Card system and to ensure the fullest possible
protection for and strengthening of human rights, the Government
proposal included the creation of a separate independent and
powerful statutory body to control the collection and use of
computerised personal data. The proposed authority, the Data
Protection Agency (DPA), is 'specifically designed to address
the many human rights and privacy concerns for which existing
Commonwealth agencies are and would remain inappropriate‘.9

2.16 The concept of an independent agency or office charged
with monitoring the use of perscnal information by government
and private bodies and with responsibility for overseeing the
implementation of privacy and/or data protection legislation is
not new, there being many examples of such agencies in other

countries.

2,17 In Britain, the Data_ Protection Act 1984 provides for

an official Data Protection Registry to protect the information
held on private individuals from abuse or inaccuracy. Users of
computerised personal information as well as bureaux processing
and compiling data must register by May 1986, The Data
Protection Registry is to be used by the British public to find
out about the nature and use of personal data in computer
systems and to ensure high standards of practice and protection
when personal information is stored on a computer. Any breaches
of the obligations imposed on data bureaux and users may attract
severe penalties.lO

2.18 Although the Data Protection Registry has been only
recently introduced in Britain, the idea has been under
consideration since 1972 when the Committee on Privacy chaired
by Sir FKenneth Younger recommended an independent body to keep
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'under review the growth in and techniques of gathering personal
information and processing it with the help of computers'.ll The
recommendation was broadly supported by a 1975 White Paperl2,
given detailed form in the 1978 Report of the Committee on Data
Protection chaired by Sir Norman Lindopl3, and further
scrutinised in a 1982 White Paper 14 before the 1984 Act was
introduced.

2,19 The main functions of the Privacy Commissioner of
Canada are to ensure the Privacy Act is properly applied and
that individuals receive the full rights to which they are
entitled.13 The Privacy Act, which took effect on 1 July 1983,
gives individuals access to the perscnal information held on
them by the Federal Government and some control over the
Government's collection and use of the information. The Act also
places restrictions on who may see the information and sets out
principles of fair information practices, In the role of
investigator of complaints, the Privacy Commissioner acts as a

specialised ombudsman for privacy.

2,20 There are also examples of agencies with the authority
to supervise the collection and uses of personal information by
the private sector as well as the public sector. In Sweden, the
Data Inspection Board has general carriage of the country's data
protection laws, including supervision of the Debt Recovery Act
197416 and the Credit Information Act 1973.17 The latter Act

contains the provision whereby the subject of a request for

information is immediately informed of all relevant details
relating to the request and the response:

s.11 When personal information is supplied, a
written statement shall at the same time be
submitted free o¢of charge to the person to
whom the information relates, notifying him
of the particulars, assessments and advice
concerning him contained in the information,
and who has requested the information.
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Further information relating to the Data Inspection Board was

given to

the Committee in evidence by Mr Lars Tegnhed, Director

of the National Tax Board of Sweden.l?

2.21

The Australia Card proposal envisages three main areas

of activity for the Data Protection Agency:

(1)

(ii)

(iii)

2.22

to provide advice and formulate policy on various
issues arising from the introductien of the Australia
Card, including the effect of ever changing computer
technology on the personal privacy of individuals;

to undertake a 'watchdog' meonitoring role to ensure
that personal data is collected, stored and used in a

manner that provides stringent access safeguards; and

to provide a co-ordinated, expeditious, informal ang

inexpensive external review mechanism. 20

The statutory ocbjectives of the proposed Data

Protection Agency would be:

to ensure that information on the Australia Card
register is treated as private and confidential except
for the specific uses authorised by legislation;

to have decision-making jurisdiction in the areas of
data matching, database contents, database uses,
confidentiality and access;

to monitor changes in technology;

to provide protection against abuse in the areas of

data trespass involving computers;
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2,23
expanded

to provide an independent, effective and accessible
review mechanism beyond that provided internally by the
HIC and other relevant agencies, and to ensure that the

mechanism is economical, informal and expeditious;

to allow a co-ordinated monitoring of the many uses of

personal data;

to set and oversight stringent administrative and
legislative controls in the area of privacy and secrecy

provisions; and

if deemed appropriate by the Government and the
community, to provide the foundation for more vigorous
control over the collection and use of personal data by
the many organisations both public and private which
use databases.?l

The functions and powers envisaged for the agency were
upon 1in evidence by Mr Michael <(larke, Assistant

Secretary, Australia Card Secretariat. Mr Clarke stated:

«2e in terms of each particular database
containing personal information about
individuals in this country, the data
protectieon agency would determine who is
entitled to keep a database, what is entitled
to be kept on that database, why the
information is being kept, to whom the
information c¢an be given, and under what
conditions it can be given. We envisage the
data protection agency in  this country
working along very similar lines and with
similar powers as the data protection board
has in Sweden, Namely, it would be able to
give 1licences and permits to agencies and
later on to public sector bodies, and to
maintain databases. It would exercise very
strict and very precise control over the
sorts of information which could be
maintained in those databases and the uses to
which that information could be put. Its
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brief, though, goes further than that. Its
brief would also encompass ensuring that
information <contained on databases about
individuals was accurate. In order to ensure
that accuracy it would give each individual
access to %ny database record held on that
individual. 42

2,24 Mr Clarke further explained that the DPA would be
dealing specifically with control over data matching and data
linkage and that:

... only the data protection agency will be
authorised to permit one agency to match its
database with another, or one agency to enter
into on-line 1links with another. It will
grant that licence or that permit under
circumstances where the operations and the
functions of a particular agency require
matching to take place, cor require linkage to
take place in order to eliminate fraud or to
make systems more administratively
convenient. It will be empowered to set
conditions under which the matching or the
linkage <can take place and the agencies
concerned will be obliged to <conform to
whatever conditions the data protectiocn
agency sets in that area.

2.25 The Government has propesed that the functions of the
Data Protection Agency (DPA) be phased in 1in three quite
distinct phases. Under phase one the Agency would have
jurisdiction over the Australia Card register itself
(administered by the Health Insurance Commission) and all other
databases operated by Commonwealth Government agencies which in
any way draw upon or contain information from the Australia Card
register. It is then propocsed that the operations and role of
the DPA would be reviewed by a Joint Select Committee after the
first three years of its operations to determine whether the DPA
ig fulfilling its purposes and to consider the inclusion of all
Commonwealth agencies under DPA jurisdicticon whether or not they
are associated in any way with the Australia Card database. If
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that legislative extension is granted, the wider jurisdiction
would then apply for a further three years. At the end of that
time, a further review by the Parliament would take place with a
view to bringing under the control of the DPA all private sector
databases falling within the Commonwealth Government's
jurisdiction. Such databases would include those which are
encompassed within the banking powers under the Constitution,
the corporation powers, or the other related powers upon which
the Australia Card system is based and which can be extended to
cover databases. It would be under this third phase, when the
DPA reached its maximum jurisdiction, that its application would
become most like that of the Swedish Data Inspection Board ({see
paragraph 2.18). It 1is also proposed that once a year every
individual would have the right to receive upon request, free of
charge, a record of the information which relates to that
person. Any additions or changes made since the person's record
was last printed would be highlighted for ease of reference.24

2.26 As part of its inguiry the Committee received evidence
about the extent to which data matching and data linkage
currently take place within the Government. It became evident
that significant data matching occurs between the Australian
Taxation O©Office, the Department of Social Security, the
Department of Immigration and Ethnic Affairs and a number of
other Commonwealth departments, usually via magnetic tapes. In
some instances, the data matching can be done fairly quickly and
accurately, in others the information provided from ohe
department to another is very difficult to match. It was evident
to the Committee that data matching and data linkage presently
take place almost without control. In some areas there is a
degree of statutory prohibition on release of data between
agencies but, in many other areas, agencies and departments are
able to match and link data according to degrees of

administrative convenience.

67



2.27 The Committee believes that, in the 1light of this
evidence alone, there is a need for an independent statutory
agency which will take control of that particular element of
activity which can at times be a threat to individual privacy.
Evidence by the Australia Card Secretariat of the Department of
Health emphasised the Government's view that the Data Protection
Agency would be one of the more important elements of law reform
arising from the Australia Card program. The Department stated:

It is the first attempt to come to terms with
the highly increasing pace of computerisaticn
within government service and within the
corporate sector. It comes to terms with and
sets up mechanisms to protect people from
abuses of their privacy through computers. If
you look ... at the range of powers, the
range of objectives and the range of
functions that the DPA will have, you will
gain some appreciation, I believe, of the
real power, the real likely effectiveness of
that agency.

2.28 The Committee agrees with this view. It believes that
the establishment of a DPA is an impecrtant and necessary legal
reform. Tt agrees that there is a need for an independent body
to monitor data matching and linkage and it does not believe
that the existing and proposed network of Commonwealth agencies
and protection mechanisms are sufficient to protect civil

liberties.

2.29 The other major factor leading the Committee to favour
the establishment of & DPA concerns the private sector. At
present, for many individuals far more information, including
information of a highly personal nature and information which
represents a severe infringement of civil liberties, is held in
the files of the private sector eg. banks, building societies
and other financial institutions, credit bureaux, etc., than by
the Government., There is no existing legislation concerning

privacy of that information and evidence obtained during the
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inquiry suggests that at least some of this information is
regularly shared or even =s0ld between various financial
institutions. As computers become more integrated into the
commercial sector, the flow of information on individuals is
likely to increase.

2.30 There is an argument that the existing and proposed
network of Commonwealth agencies and civil 1liberties protection
mechanisms are and would be sufficient to satisfy the legitimate
concerns of persons who object to the increasing intrusion on
individual privacy through computer databases. This approach
relies upon the Administrative Appeals Tribunal and the proposed
Human Rights and Equal Opportunities Commission {assuming it
would be made responsible for monitoring compliance with the
information privacy principles which the Government proposes
will be enacted through privacy legislation during the course of
this year). The 1983 Australian Law Reform Commission Report on
Privacy clearly indicated that the existing <c¢ivil liberties
protection mechanisms are insufficient and unlikely to ensure
individual privacy. The propesed mechanisms have been criticised
on the basis that any existing Commonwealth agency could not
provide a high 1level of protection of ©personal data. The
Committee is similarly sceptical that any existing Government
agency would have the independence and the powers to effectively
monitor and control the storage, processing, use and transfer of
personal data and to protect the individual from unnecessary
infringements of rights and privacy.

2.31 The Government proposal noted that under normal
circumstances the Government would quite rightly be reluctant to
consider the creation of another statutory authority within the
Commonwealth, and would be reluctant teo allocate staffing and
financial resources to such an authority. However it further
notes that the Government fully appreciates the growing need to
monitor and contrecl the storage, processing, use and transfer of
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personal data and to protect the individual from unnecessary
infringements of rights and privacy. Although the DPA has been
proposed as a means to satisfy various criticisms that have been
raised against the introduction of the Australia Card system of

identification, the Committee believes that the proposal stands
alone and that there 1is a need within the community,

irrespective of whether the Australia Card proposal is adopted,
to establish a Data Protection Agency. The Committee believes
that in this regard Australia is well behind most other western
countries which have comprehensive public and private databases
and which have access to and use of sophisticated computer
facilities.

2.32 However, the proposal before the Committee places a
number of restrictions on the use of the DPA's powers. First, it
envisages that the DPA would deal only with computerised
information. Second, three caveats would apply in relation to
the right of a citizen whose details are kept on a database to
have access to that data: the DPA would be empowered to withdraw
that access where Commonwealth revenue was at risk, or to ensure
compliance with the c¢riminal law, or for reasons of national
security. If a decision was made not to give access, a right of
appeal would lie to the Federal Court.26

2.33 The Committee agrees that restrictions on the right of
access should apply. In addition further consideration needs to
be given as to whether certain agencies are excluded from the
operations of the DPA eg. national security organisations and
police forces. However, it is not convinced that the DPA should
only deal with computerised information. The Committee
appreciates that there are difficulties associated with
extending the powers of the DPA to cover all personal data,
whether hardcopy or computerised, but has 1little doubt that
excluding hardcopy would emasculate and eventually defeat the
very purpose of the agency. The Committee suggests that in its
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first three years, the DPA cover only computerised personal data
and that the gquestion of an extension to hardcopy should be
examined immediately by a Parliamentary Committee with a view to
its implementation in three years time.

2.34 The Committee agrees that a Data Protection Agency be
established as scon as possible along the lines proposed in the
Government submission, irrespective of whether the Australia
Card proposal is implemented. It envisages that the jurisdiction
of this body should cover from the outset all Commonwealth data
banks. The Committee believes there is merit in the suggestion
contained in the Government submission that a Parliamentary
Committee be set up to investigate the operation of the DPA
after a period of three years and that that Comnmittee should
give consideration to extending further the jurisdiction of the
Agency to cover all private sector databases falling within
Commonwealth Government jurisdiction. Unless severe difficulties
are encountered in the first phase of operation or are likely to
be encountered in the proposed extension, the Committee is
firmly of the view that the DPA should cover all private sector
databases three years after its establishment.

2.35 Recommendations:

{i) That the Commonwealth establish an independent
statutory body, known as the Data Protection Agency,
to control the collection and use of personal data.

(ii) That this body have powers, functions and objectives
similar to those outlined in paragraphs 14.6.4 -
14,6.6 of the Government's submission and as further
outlined in paragraphs 2.23-24 of this Report.

{(iii) That the jurisdiction of the proposed Data Protection

Agency cover from the outset all Commonwealth
computerised data banks.
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{iv) That a Parliamentary Committee be established to
investigate and monitor the following:

(a) the implementaticn and operation of the proposed
Data Protection Agency.

{b) the extension of the Data Protection Agency's
jurisdiction to cover all private sector
databases falling within the Commonweal th
jurisdiction three years after the establishment
of the Agency; and

(c) the extension of the Data Protection Agency's
functions to cover all written perscnal data
banks three years after the establishment of the
Agency.

(v} That the right of an individual to have access to and
correct personal data on a database be on the same
basis as that provided under the Freedom of
Information Act and that it be extended
contemporanecusly with any extension of the access
provisions of that legislation.

The introduction of Privacy legislation

2,36 In 1983 the report of the Australian Law Reform
Commjssion (ALRC) on Privacy noted that the Crimes Act 1914 s.70
and s.79 and the Public Service Act 1922 s,51(1) and the Public
Service Regulations Reg.35 provide the general framework for
controlling disclosure of personal information by Government
officials working in record-keeping systems for which there is
no special legislation. In addition, it noted that specific
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legislative provisions which require non-disclosure of personal
information appear in certain other statutes, eg. the Social
Security Act 1947, the Income Tax_Assessment Act 1936. The ALRC
reported that most Government departments and agencies have

established gquidelines for their internal operations which
control the flow of information required by the agency, although
such guidelines may only incidentally address privacy concerns.
It also noted that public sector infermation may invelve
disclosure to the private sector and that this is controlled by
the same general limitations which apply to internal Government

use.

2.37 The ALRC was concerhed that these existing provisions
did not fully protect privacy concerns. It noted that:

... although much of the legislation which
permits disclosure of information to the
private sector imposes a duty upon the
recipient to restrict its further disclosure,
the wider the dissemination of personal
information, the harder it is to enforce any
restrictions on its future use.

In addition, the ALRC noted that 'the basic framework might be
criticised as allowing discretionary secrecy. And that which
allows "discretionary secrecy” also allows “discretionary
disclosure"'.28 fThe Government submission referred to these
matters and other limitations of the existing legislation in
protecting privacy concerns. The Committee is in full agreement
with those arguments.

2,38 It has been proposed that the Government approve
privacy legislation along the 1lines recommended by the
Australian Law Reform Commission. This legislation would be
concerned with collection, storage and use of information about
an individual and would also be relevant to the proposal for the

73



establishment of the Australia Card register and the guestion of
access to the register., If the legislation is implemented it

would:

. establish Information Privacy Principles (IPPs) which
would -

- require personal information to be collected only
for a specific purpose;

- require a collector collecting information from a
person to tell that person of the purpose of
collection and the collector's practices regarding

disclosure of the information;

- reguire the keeper of records of personal
information ("record-keeper') to see to their

security;

- require record-keepers to help persons about whom
they keep personal information records
('record-subjects') to find out about those
records and their possible uses, and to permit

them to gain access to those records;

- require record-keepers to maintain accuracy of
personal information records and check their
accuracy before using the information;

- prevent record-keepers from wusing or disclosing
personal information other than for a relevant
purpose or, in the case of information collected
from the record-subject, for a purpcse other than
that disclosed to the record-subject when
collecting it - or for <certain other specific
purposes, such as law enforcement or preservation
of life.
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. require Commonwealth Departments and agencies to comply
with the IPPs;

. enable a person to complain of a breach ¢f the IPPs to
the Human Rights Commission or, if legislation
establishing it has been enacted, the proposed new
Human Rights and Equal Opportunities Commission, which
would have the power to inquire into the alleged breach

and report on it to the Minister.??

2.39 The introduction of privacy legislation as recommended
in the ALRC Privacy Report would have some impact on a number of
other pieces of Commonwealth legislation. In particular,
amendment of the Freedom of Information Act 1982 would be

required in the following areas:

. substantial widening of a person's
enforceable right of access to records
about that person

. greater rights to privacy where others
seek access to information about a
person

. abolition of exempt agencies for privacy
purposes

. some relaxation of other present FOI
exemptions eqg. legal professional
privilege

. extension to ACT residents of the right

of access to personal records held by
private sector bodies and the right to
have those records amended if they are
incomplete, incorrect, out of date or
misleading.

2.4¢ It should be noted that the confidentiality of
information acguired by Government officials in the course of
the performance of their duties is already covered by specific
secrecy provisions, in particular s.70 of the Crimes Act and
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under  the Public Service Regulations. The Human  Rights
Commission or the proposed Human Rights and Equal Opportunities
Commission will have two roles: the first as the body with
responsibilities under the ©proposed privacy legislation - a
complaint-handling and menitoring role; and the second under its
own legislation whereby it can handle complaints of breaches of
human rights.

2.41 The Committee agrees that the introduction of privacy
legislation is essential, irrespective of whether the Australia
Card proposal 1is adopted. The 1983 ALRC report provides a
substantial base for the adoption of its recommendations.

2.42 Recommendation: That the <Commonwealth introduce
privacy 1legislation based on the recommendations of the
Australian Law Reform Commission Report on Privacy as soon as
pessible.

Adoption of recommendations proposed by various Parliamentary
and Government reports

{(a) Improved banking controls

2.43 Evidence before the Committee indicated that Banks have
differing levels of security in relation to the opening of
accounts. The Committee believes that this is a major area where
fraud has occurred in the past, as the opening of a bank account
under a false identity enables individuals to evade tax. The
Costigan Royal Commissicn found many instances where the banking
gsystem was used to hide fraudulent gains. The Report noted that
criminal organisations made use of the banking system to hold
and transfer large quantities of money. In the Commission's view
cash concealed in a wall, under a mattress, or in a car 1is as
susceptible to theft as any honest citizen's possessions and
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perhaps more so. As a result, financial institutions such as
banks are resorted to for much the same reason as any business
finds their facilities convenient. The Commission further noted
that banks are not the only institutions preferred by criminals.
It received considerable evidence of building societies, the TAB
and sclicitors' trust accounts being used by c¢riminals as

repositories for moneys. The Report stated:

In all of these cases the criminal employs
false identities. The bank manager or other
custodian willing to accommodate such
preference attracts criminals to him 1like
flowers attract bees. From my investigations
it seems that such corrupt managers ({(and they
are not limited to banks; they are to be
found in branches of building societies and
so on) are more likely to be encountered in
small branches rather than the large ... The
operation of false accounts muddies the
waters for an investigator. It makes
difficult the tracing o¢f monies if the
starting point is the criminal activity. The
criminal, conscious of the need to cover his
tracks, takes every precaution to ensure that
the proceeds of the c¢rime cannot be traced to
him. But if the starting point is different,
if it 1is at the point where the c¢riminal
commences to enjoy the possession of _the
money, the tracing exercise is far easier.

It is in this area that the proposed Australia Card or a unique
identifier number such as a tax file number would be of great
assistance.

2.44 In order to avoid the difficulties associated with
false identities, the Costigan Royal Commission recommended the
following banking controls:

{l.) Each person applying to open a bank
account be reguired by law to provide a

written statement containing the
informaticn set out below. This form
should be signed personally and

witnessed by the bank officer opening
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{2.)

(3.)

(4.)

the account. The statement should
contain, inter alia, the following
details:~-

(a) The full name currently being used
by that person;

(b} The name under which the person was
born;

(¢) The date and place of birth;
{d} Any other name used between the
date of birth and the date of the

statement;

(e) Whether the person is or has been a
taxpayer and, if appropriate-—

(I) The name under which he
lodged his last return,
(I1) The place of lodgement.
{II1) The taxation number

allocated to him.

(f) His current address and any address
used by him as his principal place
of business or residence during the
previous 5 years.

The legislation should provide
appropriate penalties for making a false
statement. Banks tend to require proof
of incorporation of companies Dbefore
opening accounts. The law should demand
they obtain such proof. The statement of
personal particulars should be supplied
by all proposed signatories for the
account. If a banker fails to obtain the
appropriate statements then it should be
subject to severe financial penalties.
The same provision should also apply to
the use of accounts in business names or
in the names of trusts.

In conjunction with (2.) ., similar
legislation dealing with all financial
institutions be negotiated - as

appropriate - with State Governments.

Every applicant to a bank or other
financial institution seeking the
remission of funds overseas should be
identified on a record to be kept of
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that transaction. This should then be
forwarded to the Reserve Bank to be
included on a computerised record of all
overseas transactions.

(5.) Banking records, including all vouchers,
should be retained by the banks for a
minimum period of 7 years. In the event
originals of such deocuments are released
to a customer, then copies of any such
documents including endor sements
appearing thereon__shoculd be made and
likewise retained.

The Final Report also noted that the recommendations relating to
the retention of records, of overseas remissions and other

financial institutions are alsc of great significance.

2.45 The Committee is aware that action has been taken in
respect to these recommendations. A Government Working Group was
established to examine the recommendations of the Costigan
Report concerning banking controls and a questionnaire was
forwarded to the Australian Bankers' Assocjiation. From the
outset, the banks were opposed to the provisions suggested by
the Costigan Report. They were particularly opposed to being
given any role of 'peolicing' the activities of their customers.
A similar attitude was taken by the banks towards the
introduction of the Australia Card. For instance, the National
Australia Bank indicated to this Committee that the significant
cost to financial institutions of implementing and administering
operational procedures to cater for use of and validation of
Australia <Card on behalf of the Government 'is considered
unwarranted having regard to benefits likely to be achieved!'.33
The Government Working Group reported in June 1985, and the
Committee understands that since September 1985 the Department
of the Treasury, which is coordinating the response to the
report, has been awaiting comments from the Attorney-General's
Department and the Director of Public Prosecutions. However, the
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Committee has not been informed as tothe content of the Working
Group Report nor the response to that report. Both the Australia
Card proposal and recommendations by a majority of this
Committee concerning the upgrading of tax file numbers address

the major thrust of the Costigan banking control
recommendations.
2.46 While the Committee is aware that the Federal

Government's power over banking is limited by s.51(xiii) of the
Constitution to banking other than State banking, it believes
the recommended controls should be applied uniformly to all
banks in the country in order to prevent leakages. The Committee
accordingly urges the Federal Government to consult with the
State and Territory Governments on this issue, with a view to

early introduction of uniform controls as recommended.

2.47 The Committee found that, in the main, the evidence
from the banks was very unsatisfactory. With the exception of
the ANZ Bank, their evidence was guarded, evasive and generally
unhelpful. It also appeared to the Committee that they were
unconcerned about the protection of Government revenue. Despite
the alarming evidence concerning bank procedures contained in
the Costigan Royal Commission, their attitude to these practices

appears unchanged.

2.48 During the inquiry, the Comittee heard disturbing
evidence, including that from representatives of wvarious banking
organisations, Mr Meagher and others, about the attitude of the
banks to fraud. Generally speaking, some banks appeared very
reluctant to take any acticon against bank employees including
managers who were found to have breached bank regulations or to
have been involved in fraud. Rather than publicise the matter,
it appeared that a number of banks had taken the option of
dismissing the employee without referring the matter to the
police for investigation. This was done on the basis that the
publicity would have an adverse effect on a bank's operations.
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The Committee believes that this practice by the banks is
abhorrent and against the interest of the community at large. In
many instances, the practice meant that c¢riminal activities
which would have been uncovered by a police investigation were
covered up. It is also likely that the criminals c¢oncerned
merely shifted their funds to ancother bank.

2.49 Recommendations:

(i} That the Government adopt without further delay the
banking control regulations contained in the Costigan
Royal Commission Report where they are not already
subsumed within the Committee's own recommendations.

{ii) That the Federal Government consult with the State
and Territory Governments on controls on banks and
other financial institutions under State jurisdiction
with a view to the early introduction of uniform
controls as recommended.

{iii) That legislation be introduced to require banks to
notify the relevant Commonwealth and/or State law
enforcement agencies about any fravdulent or
suspected fraudulent activity within the banking
system.

{(b) Control of illegal immigration

2.50 In November 1985, the House of Representatives Standing
Committee on Expenditure tabled a report entitled 'Who Calls
Australia Home?'. The report was a review of the
Auditor-General's audit on the control of prohibited immigration
by the Department of Immigration and Ethnic Affairs. The
objectives of the House of Representatives Committee were to

assess the substantive content of the audit exercise and the
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quality of the efficiency audit report and to examine the
response of the Department. The Committee also took up the
general question of the extent to which non-citizens were able
to obtain financial assistance and other benefits from

Commonwealth sources.

2.51 The Expenditure Committee reported that it believed
that:

-.. as a matter of principle, people who are
in Australia unlawfully should not be

entitled to the same forms of
assistance/benefits which are given to those
who have legal status in Australia,

regardless of whether they are temporary
entry permit holders, permanent residents or
citizens.

As it was not possible for the Expenditure Committee to conduct
a full scale inguiry into all aspects o©f Commonwealth
assistance, the members confined themselves to looking at a

number of areas which included:

. assistance from the Commonwealth Employment Service to

prohibited non-citizens to obtain employment;
. access to the Medicare system; and

. the availability of benefits from the Department of

Social Security.

2.52 The Department of Immigration and Ethnic Affairs
estimates that there are 50 000 or more prohibited non-citizens
in Australia, that each vyear a further 6000-10 000 persons
become prohibited non-citizens, and that the total number of
prohibited non-citizens who left Australia in 1983/84 was 2554.
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The Expenditure Committee concluded that ‘'despite its best
efforts the Department faces an uphill task in controlling
prohibited immigration'.33

2.53 The Expenditure Committee was informed that as many as
30 000 jobs could become available to citizens currently seeking
work if it were possible to ensure that only persons legally
entitled to work in Australia did so. There appears to be some
conflict with these figures and those given to the Committee,36
Accordingly, it was concerned to establish whether prohibited
non-citizens and visitors not authorised to work were obtaining
work through the Commonwealth Employment Service (CES). The
submission from the CES to the Expenditure Committee indicated
that it does not <check the bona fides of «clients seeking
assistance in finding employment. The Expenditure Committee was
further advised that the CES has no c¢harter at present to
administer any form of eligibility test on its job-seeker
clients. The Expenditure Committee Report reached the conclusion
that it 'is therefore possible that persons unauthorised to work
in Australia are using CES services to obtain jobs'.37

2.54 During its inspections 0f the two Immigration Detection
Centres in Sydney and Melbourne, the Expenditure Committee was
informed that prohibited non-citizens who are detained are
commonly found to be in possession of a Medicare Card. The
inference was drawn from this 'that prohibited non-citizens were
using Medicare cards to obtain benefits from the Australian
health system to which they were not entitled'.3® This inference
coincides with the evidence received by this Committee. The HIC
informed the Committee that approximately 10 000 to 15 000
illegal immigrants have obtained Medicare benefits at some stage
since the inception of Medicare at an average of approximately
$100 per person.39 The HIC indicated, however, that some of
these benefits would have been obtained legally, ie.
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while the persons were legally entitled to receive Medicare
benefits. Following the Expenditure Committee's inguiries, the
Health Insurance Commission has been made aware of the problem
and is actively seeking solutions to it in conjunction with the
Department of Immigration and Ethnic Affairs (DIEA) . The
Committee also received disturbing evidence about the lack of
action taken by the HIC when it became aware that some
individuals had been issued multiple Medicare cards. This issue

will be discussed in the next section.

2.55 The Expenditure Committee was also informed that the
Department of Social Security has procedures in place to check
the travel documents of applicants not born in or newly arrived
in Australia. This enables ©persons to be identified as
prohibited non-citizens. In evidence, departmental
representatives stated that these procedures were undergoing
review. The Report noted that there was close contact maintained
with DIEA but some reservations were expressed about the quality
of the data which was being received by DSS from DIEA. The
Expenditure Committee noted that there was room for improvement.

2.56 The Expenditure Committee Report alsc referred to the
fact that a system of national identification was being examined
and that it might be of some assistance in the areas examined by
the Expenditure Committee. As the problems encountered by this
Committee and the Expenditure Committee concerning illegal
immigration are basically the same, this Committee adds its
weight to the recommendations proposed by that Committee., These
recommendations are set out in Appendix 5 of this Report. In
particular, the Committee believes special attention should be
paid to recommendations 3, 7, 8, 9(a), 9(b), 10 contained in the
Expenditure Committee Report. In addition, the Audit office
recommendations contained in the Efficiency Audit Report and
commented on by the Expenditure Committee should be implemented;
the recommendation that DIEAR expedite the implementation of the
'pre-movement' database system should be given special

attention.
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2.57 Recommendation: That the outstanding recommendations of
the Report of the House of Representatives Standing Committee on
Expenditure on control of prohibited immigration be implemented

as soon as possible,
{c) Administrative reforms

2.58 The Committee became aware of a number of disturbing
administrative procedures during 1its examination of Government
agencies. Two areas of particular concern were the procedure
adopted by Government agencies in relation to suspected fraud,
and the procedures presently adopted by the Department of
Education in relation to payments under the Tertiary Education
Assistance Scheme (TEAS) and other benefits.

(i) Suspected fraud

2,59 When the Health Insurance Commission appeared before
the Committee, it admitted that a number of individuals within
the community had received more than one Medicare Card. At the
present time, the HIC has identified approximately 20 000
possible 'duplicates' {as these multiple issue cards are known).
When questioned about whether the Medicare cards are being used
for fraudulent purposes, the HIC stated its opinion that many of
the extra cards or duplicates that are being issued at the
moment are being used to create false names for fraudulent
purposes, However, it indicated that these false identities are
being used not so much to defraud the Health Insurance
Commission and Medicare as to establish false identities for

other purposes:

We are aware of at least one case in which
false identities were being created. We knew
they were being created and we knew who was
creating them but that in itself 1is not a
crime. There 1is no 1legislative backing for
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the Medicare enrolment process and, at the
most, it is a misdemeanour - just a nuisance
to the Commonwealth. We sat there waiting for
that person to start putting in false c¢laims
but he never did. One day the police came and
said that they had picked up this person with
all these Medicare cards and we said: "Yes,
we know". They said: "This person had been
using them to claim TEAS". That made us feel
a bit foolish, but what could we do? If we
had descended on the &erson, what crime would
we have had him forz4

The HIC informed the Committee of another incident:

We had a case in Western Australia where two
persons established 45 false identities. When
they were arrested it was apparent that they
were heavily involved in defrauding the
Department of Administrative Services and
other organisations, but I have no idea of
the extent or the nature of it.

2.60 The HIC admitted that false identities wusually only
become an issue when they are used in connection with false
claims for benefits. It indicated that while it has controls on
the enrolments, its control procedures are mainly intended to
prevent the claiming of benefits where no entitlement exists.
The HIC also reiterated that there is no offence of creating a
false identity within the Health Insurance Act and referred to
one instance where it detected an individual with multiple

cards:

For example, there was one lady who had 23
cards: We knew she had 23 cards, but she was
not c¢laiming on us. We subsequently found
that she was using them to defraud the
Department of Education in relation to
grants, Similarly, a man was arrested with 29
cards in his possession - he was defrauding
Social Security. There is another aspect to
the use of false identities: We recently had
a case where somebody wused the name of a
person who had been dead for five years.

2.61 The HIC informed the Committee that it became aware of

this perseoh as a result of a routine scan:
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She was then put up for daily observation on
all these cards to see whether any claims
were coming in. Shortly after, we were
advised by the Australian Federal Police, I
believe, that this lady had a number of
Medicare cards in her possession. We said,
"Yes, we know, but she is not committing any
fraud with them", and the police said: "Yes,
she 1is. 8She is using them to obtain grants
from the Department of Education”.

2.62 The HIC was then asked by several members of the
Committee why they did not report any person with multiple Cards
as a matter of course to some Commonwealth authority, such as

the Federal Police. The Committee was informed by the HIC:

I have no authority whatsoever to advise the
Federal Police of matters where I suspect
that something may be going on. We have
secrecy provisions which relate to our data
and I believe I would be in breach of those
secrecy provisions if I told the Federal
Police that I suspected this was going on and
provided a list of names.

2.63 The HIC explained that they c¢an approach the Federal
Police and disclose information to it where there have been
offences. However, in the normal course of events, it is not a
prescribed authority to which it is able to divulge information.
The HIC indicated that it was constrained by Secticn 130 of the
Health Insurance Act 1973 not to divulge any information to any

organisation unless that specific organisation is prescribed by
regulation: specified organisations include the Department of
Social Security, the Department of Veterans' Affairs and the
Department of Health. Even these Departments are able to obtain
only certain specified information.%> The Committee agrees with
the recent recommendations of the Senate Standing Committee on
Regulations and Ordinances in relation to a full release of
information.4® However, these provisions would prevent the HIC
from informing government agencies that it suspected fraud in
cases where an individual had a substantial number of Medicare

cards.
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2,64 The Committee believes that the circumstances outlined
above are of serious c¢oncern. The Committee 1is strongly in
favour of secrecy provisions in relation to personal data, no
matter in what Commonwealth data bank they are held. However,
the Committee does net believe that these provisions should in
effect protect criminals or individuals where there are obvious
grounds for suspicion of fraudulent activity. The Committee does
not know how many other authorites or Government agencies within
the Commonwealth are also prevented from informing the
Australian Federal Police or any other Commonwealth agency of
circumstances where fraud is suspected. The Committee recommends
that a provision be inserted in Commeonwealth legislaticn
enabling Commonwealth agencies to inform the appropriate
authority, which may be another Commonwealth department or the
Australian Federal Police, of circumstances which indicate that
there is a likelihcod of fraud being committed. The question of
whether the agencies should be reguired to report such cases
should be the subject of further <consideration by the

Government.,

2.65 Recommendation: That legislation be passed allowing
Commonwealth departments and authorities to inform the
appropriate department or authority about suspected cases of
fraud. The guestion of whether departments should be required to
report such cases should be considered by the Government.

(ii) The Department of Education

2.66 As noted in Chapter 1, the Committee was not satisfied
with the evidence of a number of Departments which appeared
before it and this includes the Department of Education. This
Department was called before the Committee to discuss the
application of the Australia Card proposal to the payment of
benefits under education assistance schemes such as the Tertiary
Education Allowance Scheme and the Secondary Allowance Scheme.
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While the Department runs checks on the eligibility of
applicants for the schemes, viz. income tests, checks on
academic standing with the nominated educational institution,
and some contact with the Departments of Social Security and
Employment & Industrial Relations, the Committee was alarmed to
learn that no checking is presently conducted on the identity of
applicants. Further, the Department generally does not have any
personal contact with applicants. Mr Bruce Milligan, First
Assistant Secretary, General Student Assistance Division, told
the Committee:

Basically we run a mail order business with
applications for TEAS because we serve a
fairly far-flung clientele. We do not have an
extensive regional service. We have about 30
office outlets in Australia to serve those
numbers so most of our business is done by
mail application.?

The fact that applicants do not underge personal interviews
(unlike applicants for social security benefits) opens the way
for abuse of the system.

2.67 The Committee considers that responsibility for the
payment of benefits under education assistance schemes should be
transferred to the Department of Social Security. The Department
of Education would maintain policy responsibility for
establishing conditions for eligibility and for budget
appropriations. The Committee also considers that the transfer
of responsibility in relation to applications and payments
should include the transfer of all staff associated with these
operations and that this be done as soon as possible. The
Committee believes that this recommendation will:

. improve identity checks on applicants for education

assistance, as the Department of Social Security would
extend the use of its procedures to this sector;
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. eliminate fraud on the revenue through payment of
unemployment benefits and education assistance to a
person not entitled to both, as both types of benefit
would be paid by the same Department; and

. increase the efficiency of this sector of the
bureaucracy as checks between the Departments of
Education and Social Security would no longer be needed

and many procedures are common to both Departments.
2.68 Recommendations:

(i) That the responsibility of processing applications
and payments under education assistance schemes be
transferred from the Department of Educaticon to the
Department of Social Security along with all staff
involved in administering the schemes.

(ii) That the Department of Education retain policy
control over the schemes and budget allocations for
education assistance continue to be held against the
Education vote.

(d) Monitoring and possible extension of the Department of

Social Security identity procedures
(i) Audit findings - overpayments

2.69 During the last few years, the Auditor-General has been
closely examining the procedures employed by the Department of
Ssocial Security for the payment of social security benefits.
Since 1984, the Auditor-General has commented on the recovery of
overpayments and on the procedures used in the payment of
unemployment, sickness and special benefits.
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2.70 The Department defines overpayments as those amounts
that have been paid out to recipients of assistance under its
various income maintenance programs (pensions, benefits and
allowances) in excess of their entitlement under the provisions

of the Social Security Act 1947. Such overpayments are brought

about  either through the payee providing incomplete or
inaccurate information at the time entitlement was assessed, or
through a c¢hange in the payee's circumstances not immediately
notified to the Department. All such overpayments are
recoverable from the recipient. Payments in excess of
entitlement arising from office error are <classified by the
Department as incorrect payments rather than overpayments. The
relevant information for the period 1981/82 to 1984/85 is as
follows:
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[INSERT TABLE - OVERPAYMENTS MADE BY THE DEPARTMENT OF SOCIAL
SECURITY 1981/82 TO 1984/85]
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2.71 In September 1983, the Auditor-General completed an
audit of unemployment, sickness and special benefits through
regional offices of the Department located in the Melbourne
metropcolitan area. In addition, benefit payments were tested at
regional offices located in Victoria, Western Australia and
Tasmania. The audit concluded that the key controls over the
payment o©f unemployment benefits were being inconsistently
applied.

(ii) Audit findings - identification

2.72 Identification of applicants: One of the major problem
areas found by the Auditor-General was the identification of
applicants. The March 1984 report of the Auditor-General stated
that:

At one office it was noted that, in a
substantial number of cases and contrary to
Departmental instructions, evidence held on
file to support identification of applicants
and dependents was inadequate. Instances were
observed at a second office where
unacceptable modes of identification had been
used, also in contravention of Departmental
instructions. In addition the existence of
the spouse of an afglicant for benefit was
not always verified.

The Auditor-General also referred to deficiencies in relation to
pre—grant interviews, checks with employers and
intra-departmental verification checks.4?

2.73 Pre-grant interviews: At one office, pre-grant
interviews were held with only some 50 per cent of all
applicants for benefits, while at a second, no file record of
interview was retained unless a statement was obtained from the
applicant. The State administration acknowledged the importance
of the pre-grant interview and the need for it to be properly
documented.
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2.74 Checks with employers: At one office, instances were
noted where reports had not been returned from the last place of
employment and there was no evidence that any follow-up action
had been taken. Test checking of key controls over payments of
benefits at a New South Wales regional office revealed instances
where reports had not been sent to the last place of employment.

2.75 Intra-departmental verification <checks: Departmental
instructions require new applications to be checked against
various Departmental c¢lient indices as a fundamental control
primarily designed to prevent duplicate payments., In all three
offices many instances were noted where there was no evidence of

the index check having been performed.

2.76 In referring to the audits of the Victorian
administration, the Auditor-General's office guestioned whether
they were indicative of a general breakdown in compliance with
key controls over the payment of unemployment benefits, at least
in metropolitan offices. At each office covered in the project,
and to varying degrees, a number of these controls had broken
down. The State administration, while conceding that not all
procedures had been followed in all offices, did not regard the
cumul ative effect as being indicative of a general breakdown.
The Auditor-General concluded:

Nonetheless the findings of thig audit and of
related audits of regional offices give cause
for concern and serve to illustrate the many
problems being faced by the Department 1in
providing income maintenance in the form of

unemployment, gsickness and special
benefits.
2.77 The Auditor-General, however, noted that initiatives

had been taken by the Department to deal with these problems.
These measures included enhancement of the staff training
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program, introduction in regional offices of self-monitoring
programs to assist in maintaining compliance with prescribed
procedures and controls, and the development of a national
management information system.

2,78 The next report of +the Auditor-General in September
1984 again referred to the problems identified and associated
with application of key controls within the national benefit
processing system. The report noted that further testing of
these controls at selected offices revealed further breakdowns:

. there was no evidence that pre-grant interviews had
been conducted in 24 per cent of cases reviewed by
Audit at a New South Wales office;

. although improvements in establishment of identity were
noted, instances were noted at one New South Wales
office where there was no such evidence on Departmental

files;

. significant arrears in field officer reviews were noted
at two New BSouth Wales offices and the Queensland
office; and

. at a New South Wales office and the Queensland office
it was found that there was no regular liaison between
the family allowance and the national benefit systems.
Similarly, at another New Scuth Wales office, there was
no liaison between the pension and national benefit
systems to detect beneficiaries with pensioner
spouses.>1

2.79 The central office of DSS advised the Auditor-General

that a major review was currently being conducted of the role of
pre-grant interviews in client identification. DSS noted that
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the review has sc far shown that identification processes need
to be improved in terms of fraud deterrence and client service.
The Department is alsco conducting a review of the selective
review program which is expected to result in a number of
changes to the current procedures.

2.80 The April 1985 Report of the Auditor~General referred
to continued breakdowns in key controls in the national benefit
processing system. The Report noted that further testing at a
New South Wales office revealed the following breakdowns:

- no evidence of a pre-grant or post—grant interview
being held in 14 per cent of cases checked;

. no documentation to support proof of identity in 37
unemployment benefit cases out of 54 examined other
than file endorsements by departmental officers;

. no evidence of an employer's report to wvalidate
employment history of the claimant in 24 instances and
inadequate follow-up of outstanding employment details

in other cases;

. lack of liaison action between the national benefit and
the family allowance systems in respect of
beneficiaries with dependent children;

. medical certificates not validateq in 24 sicknesgs

benefit cases; and
. infrequent reviews of long-term beneficiaries, some for

periods in excess of three years, in a number of
instances.”2
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2.81 The Auditor-General was informed that a new initiative
had been the subject of a pilot study in New South Wales,
whereby a combined initial assessment and pre-grant interview
form had been developed as a record of interview. He was also
informed that remedial action had been taken in respect of other
matters and was the subject of internal reviews currently in
progress or had been referred to the central coffice for

consideration.

2.82 The September 1985 Report of the Auditor-General
advised that additional audits were recently finalised in New
South Wales and Western Australia. The audits included review of
controls of both the State headquarters and regional office
levels. The Report alsc noted that at 30 June 1985 there were
approximately 643 000 recipients of unemployment, sickness and
special benefits and total outlays during 1984-85 were $3449

million.

2.83 The audit findings were as follows: At five of the
regional offices visited, breakdowns had occurred in the
application of departmental procedures to establish the identity
of applicants. Principal areas of concern noted by the Audit
Office during test checks were:

. no evidence available in seven cases to show that proof

of identity had been established;

. inadequate standard of documentation for identification

purposes in five cases; and

. copies of documents used for identification not held on

departmental files in seven cases.>3
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The Auditor-General commented:

These omissions represented an approximate
10% failure rate in the application of or
evidencing of adequate identification
procedures. This is considered to be
unsatisfactory.>2

2.84 Between November 1984 and March 1985, the Department
introduced new procedures which require a more vigorous test of
an applicant's identity and eligibility. The Auditor-General
noted that the adequacy of the new identification procedures had
not been fully evaluated by Audit although preliminary tests at
two regional offices revealed that procedures were Dbeing
satisfactorily applied. The Auditor-General further stated:

In view of the apparent improvement in
identity check controls and the 1likely
vulnerability of the previous approach, a
need was seen by Audit for the standard of
identity acceptability in respect of all
current beneficiaries to be upgraded to
accord with the new procedures. This could be
achieved by either progressive review of
those cases where benefits had been granted
prior to the revised procedures or by
mounting an all-inclusive one-off exercise.2?

2.85 In response, the Department advised that a
post-implementation review of the revised procedures for
establishment of proof of identity would be conducted during
October/November 1985 and would ensure, among other things,
their national application. However, as the unemployment benefit
population has a turnover time of gix to twelve months, and the
revised procedures are applied for all new beneficiaries, DSS
stated that it was not 'seen as cost effective to conduct a
one—off exercise to upgrade the standard of identification for
existing beneficiaries at this time'.26 DSS expects that proof

of identity for existing beneficiaries would be upgraded when
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they re-apply for benefits. Measures to upgrade the standard of
identification for any residual peopulation of long-term

beneficiaries will be considered at the time of the review.

2.86 The issue of proof of identity was again reported on by
the Auditor-General in the March 1986 report in relation to
pensions. The Auditor-General noted that verification of the
claimant's identity is an essential requirement for the payment
of pensions, In two  New South Wales regional cffices,
inadeguacies concerning proof of identity were disclosed 'in a
significant number of cases examined'.?7 The Department advised
that revised proof of identity procedures were applied to all
pension claims received since November 1984 (except in New South
Wales where the procedures were implemented in 1985). As all of
the cases noted by the Audit Office involved claims lodged prior
to the application of revised proeocf of identity procedures, the
Department was regquested to advise what national policy and
procedures were to be applied to obtain suitable evidence of
identity for claimants whose claims were determined before the
introduction of the new prccedures. In response, the Department
advised there was some doubt as to the cost effectiveness of
applying the revised procedures to pensioners granted pensions
prior to these dates as it would entail interviewing over two
million clients. The Auditor-General stated:

While recognising the difficulties of
reviewing proof of identity for all existing
pension recipients in the short term, Audit
is of the view that a strategy £for the
progressive review of existing beneficiaries
should be considered further by the
Department.

The Committee is in full agreement with the Auditor-General's

comments.
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2.87 In February 1986, the Federal Government launched an
integrated six-point strategy to prevent, investigate and
recover soc¢ial security overpayments. The Minister for Social
Security, the Hon. Brian Howe MP, noted that the Government
strategy could result in savings of up to $90 million by 1988.
The Minister stated that the campaign will involve:

. collecting as much existing debt as possible;
. preventing future overpayments; and
. improving the means of identifying and investigating

fraud and coverpayments.

2.88 As a result of a number of initiatives introduced by
the Department of Social Security, the net annual overpayments
detected in 1984/85 fell below $20 million. While these figures
show a marked improvement in the reduction of overpayments of
social security benefits, the Committee emphasises that this
figure only relates to amounts that have been identified by the
Department as overpayments. Similarly, the amount attributable
to fraud based on false identities, currently 0.6 per cent of
current overpayments, only relates to overpayments that have
been identified by DSS as the result of fraud. The Committee is
concerned by the Auditor-General's finding that there was 'an
approximate 10% failure rate in the application of or evidencing
of adequate identification procedures'.59 While the Committee
recognises that this figure does not mean that 10 per cent of
all benefit payments were overpayments attributable to
breakdowns in procedures, it is possible that there has been a
considerable loss of revenue in these instances which are not

included in the overall figure for overpayments.
2.89 In the 1light of all these comments, the Committee

considers that the Department should follow the recommendations
of the Auditor-General and review all applications for benefits
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granted and still current before the new procedures for proof of
identity were implemented. In addition, the Committee considers
that, as soon as the computerised register of births, deaths and
marriages is implemented, that it conduct a thorough review of
all social security beneficiaries be conducted to ensure that

benefits are being paid to genuine identities.

(iii) The use of false birth certificates

2,90 Of further concern to the Committee is the ease with
which applicants for benefits have been able to obtain benefits
on the production of false documents of identity. In these
instances, even if the correct Departmental procedures
concerning proof of identity had been carried out, there is no
guarantee that an offender with the necessary expertise to
provide false documents would be detected. As noted in Chapter
1, the Committee was informed by the Department that where a
'sound' document is provided by an applicant for proof of
identity, only one other document showing identity is required.
In particular, the Committee was informed that birth and
marriage certificates are considered to be sound documents.
However, the Committee does not agree that these two documents

are in any way an adegquate proof of identity.

2,91 The use and status of birth certificates was examined
in some detail by the Stewart Royal Commission into Drug
Trafficking in its Interim Report on Passports. The Commission
closely considered the use of birth certificates and reached the

following conclusion:

It appears to the Commission that a tendency
has developed in the community to regard a
birth certificate as evidence of identity. It
clearly is not evidence of identity. Without
evidence to connect a person with the person
named in the birth certificate, the
certificate establishes nothing about that
person, It is easy to obtain from any of the
registries of NSW, Victoria and Queensland a
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birth certificate relating to another person
without that person's knowledge. It matters
not whether the other person is living or
dead. There is commerce in birth certificates
in that persons sell or hire their own birth
certificates to others. Birth certificates
relating to other pecple are used for many
purposes other than to obtain passports.

2.92 The Commission also noted that blank birth certificates
often went missing o¢r were stolen. It heard evidence which
convinced it that at least some of these stolen certificates
came into the possession of Robert Trimbole and were used
fraudulently to obtain valid Australian passports. In relation
to these types of forged birth certificates the Commission
stated:

A person who obtains a bl ank birth
certificate form can easily type in whatever
particulars he likes. There are no doubt
considerable advantages in assuming the
identity one wishes to choose which does not
duplicate the identity of a person whether
living or dead. Certainly there appears less
chance of being detected where there is no
duplication of identity. The person who fills
up the blank form he has obtained with
particulars te his own satisfaction must
still manage to have imprinted upon the
document a simulation of the facsimile
signature and coat of arms which are stamped
on a genuine certificate prior to its issue.
The Commisssion is satisfied that any person
engaged in the making of rubber stamps could
quite easily provide stamps for the purpose
of simulating the official stamps S50
successfully that only the most expert of
examinations would reveal that the official
stamps had not in fact been used.

2.93 The Commission concluded that the root of passport
abuse in Australia was the birth certificate. Among the many
recommendations made by the Commission in relation to passports
was the following:

102



23. Under no circumstances should the
production of a birth certificate alone
be accepted as sufficient proof of the
identity of the applicant for a
passport.

2.94 The Committee is extremely surprised and alarmed that,
even after this damning indictment, birth certificates are still
used as a 'sound' document by the Department of Social Security.
Although the Department appeared to acknowledge the inadequacies
of the birth certificate as proof of identity, it indicated that
it still does not at present check a birth certificate at the
relevant State registry. The Committee believes that this
represents a serious deficiency in the checking of proof of
identity. While it recognises that some assumed identities may
not be picked up by this process, it would certainly highlight
those cases where certificates had been forged. In the light of
this evidence, the Committee believes that the Department of
Social Security should not accept birth and marriage
certificates as socund documents unless a check is carried out at
the relevant registry of births, deaths and marriages.

2.95 Recommendations:

{i) That the Department of Social Security conduct a
progressive review of proeof of identity for all
existing pension recipients and all current
unemployment beneficiaries whose claims were
determined before the introduction of the new

procedures.

{ii) That the Department of Social Security match all
recipients of social security benefits with the
proposed computerised register of births, deaths and
marriages as soon as that reform is implemented.
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(iii)

(iv)

That the Department of Social Security immediately
begin wverifying birth and marriage certificates
offered as proof of identity with the relevant State
or Territory Register.

That the Department of Social Security not accept
birth and marriage certificates as 'sound' documents
for proof of identity purposes until registers of
births, deaths and marriages are computerised and
linked.
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CHAPTER 3

NATIONAL IDENTIFICATION SYSTEM

Introduction
3.1 The national identification system embodied in the
Australia Card proposal is described by Professor

G. de Q. Walker, Professor of Law at the University of
Queensland, as two systems in one - a numbering system and an
identity card system, either of which could exist without the
other.l Many numbering systems already operate in Australia,
both in the government sector (Medicare, taxation files) and the
private sector (bank accounts, c¢redit cards). Some of these
numbering systems are associated with a card displaying the
number and certain other information which may then be used as
identification - for example, drivers' licences, security
passes, credit cards. However, while numbers assigned to credit
cards, Medicare Cards, etc. are unigue to the holder, they are
also unique to the organisation: they assist file identification
and retrieval within the issuing organisation only. An Australia
Card number would identify and link personal information held in
many different government and private data banks.

3.2 Information on the identification systems operating in
Hong Kong, France, Israel, Belgium, Canada, the USA and Sweden
is provided in Attachment C to the Government Submission and
Appendix C to the HIC Report. The material focuses on the
operation and implementation of the systems rather than the
desirability of introducing such a system in Australia. In fact,
the the majority of the Committee believes that the experience
overseas, particularly in the USA and Canada, supports its view
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that a national identification system should not be introduced
here. While the Committee outlines its concerns with the concept
of a national identification system and, specifically, the
Government proposal in the following ©pages, a detailed
explanation of the philosophical «concerns about a national
identification system and the civil libertarian concerns arising
from such a system is contained in the personal addendum to this
Report by Senator Christopher Puplick. The view of a minority of
the Committee -~ that civil 1libertarian concerns are protected
and enhanced by the Australia Card proposal - is given in the
dissenting report by Senator Aulich and Messrs Brown and Brumby.

Data Privacy in Australia

3.3 Before turning to an examination of the «c¢ivil
libertarian concerns arising from the Government proposal for an
Australia Card, the Committee feels it worthwhile to note that
privacy and data protection have been of concern in Australia
for some time. The first major report to the Government
addressing the issue was presented in 1973 by Professor W.L.
Morison?, but his concerns were preceded by Zelman Cowen's 1969
Boyer Lectures 'The Private Man'.3 The specific concerns are
well-documented in many ©publications, including the Privacy
Report of the Australian Law Reform Commission4, and throughout
the Committee's transcript of evidence. Such concerns include
abuse of personal information held by the private sector,
including the very reguirement that such intimate details be
provided; gross invasion of ©privacy and comprehensive data
linkage by powerful public bodies such as Royal Commissions; and
the general, everyday use of data and data linkage techniques by

the bureaucracy.

3.4 Although the introduction of a national identification
system is perceived - accurately - as facilitating data linkage,
sharing and comparison of personal information about individuals
already takes place between Federal Government departments and

between departments and the private sector on a regular basis.
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3.5 Section 130(3) of the Health Insurance _Act 1973
provides that any information acquired by an officer in the

course of his duties, or in the exercise of his powers or
functions, under this Act, may be divulged - either to a
prescribed authority or person, or, if regarded as necessary in
the public interest, to any specified person. The Australian
Taxation Office (ATO) receives an annual microfiche summary of
all unemployment benefits and age pension payments which it
matches with income tax returnsB, and the Department of Social
Security can obtain information from the ATO under Section 16 of

the Income Tax Assessment Act. Examples of private/public sector

exchanges of ©personal information include the information
provided to¢ the ATO by banks and other financial institutions,
and that provided to it by employers.

3.6 Pilot studies undertaken as part of the HIC's planning
strategy show the extent to which computer matching is already
possible even without a common numbering system. These studies
used Medicare enrolment files (held by the HIC), the electoral
roll (maintained by the Australian Electoral Commission), the
citizenship file (controlled by the Department of Immigration
and Ethnic Affairs), and files for pensions and unemployment and
sickness benefits (held by the Department of Social Security)
and scored a high rate of positive matches. Such studies not
only breach the 1981 OECD Guidelines to Protect Privacy to which
Australia 1is supposed to adhere® and prospectively breach the
Information Protection Principles embodied in the ©proposed
privacy legislation (see Chapter 2}, but also contrast starkly
with the lack of success of the ATO in its matching activities
{see Chapter 4).
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Civil Libertarian Concerns Arising from the Government Proposal

3.7 A major cause of concern about the Government's
proposal is a possible intrusion on privacy and civil liberties,
including the fundamental change in the relationship between the
individual and government in Australia. Professor Walker claims
that, with the advent of a national numbering system, the way is
open for the ascendancy of the idea that the citizen is
accountable to the government, rather than vice versa.’! The free
and lawful person recognised by the common law attains legal
personality simply by attaining adulthoeod, and is able to do
anything which is not proscribed by law. The de facto effect of
compulsorily requiring adult citizens to register with the state
is to introduce an additional element which is essential for
their legal personality.8

3.8 This concern at the fundamental change in Australian
society which would be engendered by the introduction of a
national identification system was echoed by several
distinguished witnesses, including Mr Frank Costigan QC, the
former Royal Commissioner?; His Grace the Right Reverend Michael
Challen, Bishop of the Anglican Diocese of Perth and Chairman of
its Social Responsibilities Commissionl0; and His Honour Mr
Justice Michael Kirby, President of the NSW Court of Appeal and
former Chairman of the Australian Law Reform Commission.ll

3.9 Mr Costigan particularly spoke at length on the balance
to be struck between the protection of the c¢ivil liberties of
the individual as opposed to the protection of society as a
whole:

.+» there is no doubt that the introduction
of an Australia Card of the kind contemplated
by the submissions that I have read is a
significant intrusion into individual
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privacy. I have no doubt at all about that.
You can only justify such an intrusien if, on
balance, the evil that you are attempting to
correct and the «cost of doing it are
justified. I have always taken the view, and
I have articulated it on a number of
occasions, that there is a necessary balance
to be struck between the proper
non-infringement of <¢ivil 1liberties on the
one hand and abuses which may be taking place
in the community on the other, and where you
strike the balance changes from time to time,
decade to decade. When you are looking at the
introduction of a card you have to consider
that as being a very significant intrusion -
I think a very great intrusion - because I
have no doubt at all that it would grow and
the access to it would be increased over a
period. Quite apart from the financial cost
of setting it up and so on, you have to form
a view as to whether the benefits that are
attracted to the community from the presence
of the card outweigh the very real
disadvantages that flow to attacks on
individual privacy. That is. a Jjudgment that
you have to make. I have formed a judgment
about it, and I am very strongly opposed to
the intrecduction o©f an Australia Card. I
think the benefits that might flow from it
are to some extent illusory, certainly
speculative, and can be achieved by other
means.

3.10 Privacy is a vulnerable value in the face of demands
for administrative efficiency and attractive estimates of
revenue gains. In any given case, the interests of an individual
or a relatively small group are set against the interests of
society. Where privacy-invasive measures are proposed, c¢ivil
liberties groups urge that these first be socially justified and
embarked on only where appropriate less invasive alternatives
have demonstrably failed.

3.11 The privacy and civil 1liberties issues which have
arisen in relation to the Australia Card proposal should be
considered in the broader context of concerns already existing

in both the public and private sector discussed above. Specific
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privacy and c¢ivil liberties issues brought to the attention of
the Committee by concerned groups and individuals are summarised

below. While all are important, the crucial issues are:
(a) that the Card will become an internal passport;
(b) the dossier capability of the system;

(c) the question of logging all accesses to the register;
and

(d) the use of the identification number for computer

matching/data linkage.
{(a) Card will become a compulsory internal passport

3.12 Under the Government proposal, the consegquences of
non-registration for an Australia Card are sericus - prevention
from receiving benefits, assistance to find a job, opening a
bank account, etc. - yet disadvantaged groups within the
community (for example, the homeless young) are least likely to
be able to comply with registration reguirements. The NSW
Privacy Committee has listed more than fifty offences, sanctions
and other disabilities proposed for the enforcement of the
Australia Card system13 and concluded that:

.+« the real effect of the proposed national
identification system will be to deny
important rights to Australian citizens - not
because of criminal conduct or intent but
simply on the basis of non—registration.i

3.13 Increasing reliance on the Card as a means of identity
would also cause it to become necessary in a wide range of
circumstances unrelated to its original purpose, eg. cashing a
cheque or applying for a credit card. Consequently, those unable
or unwilling to present the Card may be treated

disadvantagecously.
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3.14 Although the Government proposal states that it would
be an offence for anyone to demand the Card in circumstances
other than those specified in the legislation, the Australian
Federal Police and the Department of the Special Minister of
State advised the Committee that regulations against people or
organisations using the Card for non-prescribed purposes would
be unenforceable. This point is illustrated by reference to the
US experience where legislation enacted to 1limit compulsory
divulgence of the social security number has had little impact

on its use.l3

3.15 The Privacy Committee <claims  that, despite the
legislative restrictions on use of the Card proposed in the
Government submission, the progressive use of an Australia Card
is considered desirable by its proponents. The opinion polls
carried out by ANOP show that, of those in favour of a card, a
large proportion wish to use it as an identifier in a variety of
situations., Frequent use of the Card will reduce the risk of it
being lost, stolen or misplaced unncticed, and will facilitate
cross—checking on the register for changes in persocnal

circumstances.

3.16 The Privacy Committee also c¢laims that consultations
with the business community have been recommended to discuss
possible trade-offs - such as permissible uses by business - to
off set business compliance costs associated with the
introduction of a card. ARlready the private sector will be able

to:

(i) regquest (as opposed to demand) the Card number

from clients; and

(ii) record and use the number as an identifier.
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(b) Dossier capability

3.17 One of the major fears about the proposed national
identification system 1is that it is a necessary first step
towards the creation of a national dossier system. Housekeeping
data - particularly audit trail information (which indicates
when and by whom a change of data was made and where the source
documents for the change are located)1® ana the user agency
update flags (which indicate those approved agencies wishing to
be informed of any change in data on a particular record) -
together with the information required to establish and validate
identity and eligibility form the kernel of the register's
dossier capability.

3.18 With this information, the register is capable of
identifying agencies with which a person deals or has dealt and
of locating precisely where documents relating to an individual
may be found. An individual's dossier need not consist of one
discrete file because informatien concerning any person can be
retrieved easily by a computer from the sources indicated in the

register.
(c) Access to register

3.19 Once the proposed system was operative, it is 1likely
there would be increased demands for access - from Federal,
State and private agencies. Quarantining the use of the system
would be difficult, if not impossible. Already, the number of
Federal agencies nominated for access has risen from eight (in
the second IDC report of BAugust 1985) to thirteen (in the
Government submission of February 1986). These thirteen agencies
between them employ more than 75 000 full time staff.
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3.20 Although access to the register is to be limited to
authorised officers onlyl7, computer terminals are generally
operated by junior staff so this authority will be widespread,
although it is possible for access to be restricted to those
contents of a data base relevant to an agency's particular
functions. The Privacy Committee also expressed concern at the
information available to counter staff at those offices where
people would be able to check their records ({(ie. Medicare
counter staff). Any Government staff with access to confidential
material should underge security checks.

(i) Logging

3.21 Of principal concern is the real likelihood of
unauthorised access to the register. To allay this concern, the
Privacy Committee recommends that all accesses to any natiocnal

computerised register be logged.

3.22 Logging is seen by the Privacy Committee as the only
effective means of ensuring the security of the register and
thus 1is an essential element of privacy protection. Logging
provides a record of what file was accessed and by whom, thereby
deterring unlawful access and enabling subjects to know how and
to what extent their record is being used and whether it is
being used properly. This point was also made in the Privacy

Report of the Australian Law Reform Commission.

3.23 Although the Government submission states that all
accesses will be loggedlB, the HIC planning report makes a
distinction between 'logging' and 'monitoring'. All accesses are
to be 'monitored', however only anomalous attempts to access the

system will be logged.l9
3.24 As a matter of principle, record subjects have a right

to know of all cases of access to their records (this is done

automatically in Sweden20y, Logging is a significant security
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device to guard against abusive access to personal records. The
largest private sector data bank, the Credit Reference
Association, logs each enquiry on its system and makes available
to recerd subjects a copy of their record on regquest. As
registration for the Australia Card will be compulscry under the
proposal, and access to the register widespread, logging is a
vital security and privacy feature. To emphasise this point, the
Privacy Committee refers to cases where officers of the
Department of Sccial Security have been accused of supplying
confidential persconal information to debt collectors and private
inguiry agents. As the information net spreads, scope for this
abuse will increase. This Committee therefore believes that any
national computerised register should require all accesses to be
logged and the record to be readily available for scrutiny by
the record subject.

(c} Uses

3.25 Concern has been expressed at the proposed and possible

uses of the register, including:

{a) location of individuals;

(b)Y as a basis for research; and

{(c) computer matching/data linkage.
{i) Location
3.26 The Government submission states that, under certain
circumstances, access to the register will be permitted to
ascertain the current whereabouts of a person21 while the HIC
Report indicates that approved user agencies will be able to be

informed of .any change in data on a particular record.?2 a

simple extension of the register's locator function would be the
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use of the register to determine who shares the same address -
information of possible value to the ATO and benefit paying
agencies.

3.27 The Committee considers that the proposed location use
of the register is neither necessary nor desirable. In evidence
to the Committee, the Australian Federal Police agreed that
sufficient resources are available to allow it to establish the
physical location of people with whom it wishes to get in
contact.23 1In addition, the introduction of direct crediting of
benefits to accounts and the fact that each agency with whom a
person deals would have an address for that person anyway, leads
the Committee to conclude that there is no need to include
address on the register at all.

3.28 The inclusion of address on the register also
represents a significant threat to privacy, health and safety:
all historical data and documents used to establish identity,
including previous names and addresses, would be able to be
linked with current addresses. Recent decisions of Parliament
have moved to reduce location information about individuals on
the public record for these very reasons24 and the Committee
concurs with this resolution.

{(ii) Research

3.29 It is a fundamental principle of privacy that
information about a record subject should not be used or
disclosed for a purpose other than that for which it was
¢ollected without the record subject's consent. The Privacy
Committee claims that the proposed use of the register for
epidemiological studies would effectively remove any opportunity
for patients to exercise control over the use and disclosure of

their medical information.
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3.30 This Committee considers that the use of and access to
centralised, data-linked personal information for research
purposes, as proposed by the Government23, is a multi-faceted
issue with many sensitive aspects which should be separated from
the current proposal. Should this use of personal information be
considered desirable by the present or a future Government, the
Committee recommends that the proposal first be formally
referred to the Australian Law Reform Commission for report, be
made the subject of wide <community debate, and require

legislation before implementation.
{(iii) Computer matching/data linkage

3.31 Data linkage is the essential basis for the revenue
gains anticipated from the introduction of the BAustralia Card. 26
In addition, the identification number for every individual will
facilitate data linkage between government agencies for other
purposes. Mr Roger Clarke describes computer matching as 'a
powerful, error—-prone, dangerous and dubiously legal
mechanism' .27

3.32 The Privacy Committee identifies four major criticisms
of computer matching, arguing that these represent a fundamental

departure from information privacy principles:

(i) the technique effectively is a warrantless
'search and seizure';

(ii) it effectively reverses the onus of proof;

{iii) it allows the construction of profiles and, from
these, the construction of computer-based
hypotheses of criminal behaviour which place

whole categories of persons under suspicion; and

{iv) it wvioclates fundamental privacy principles from
the QOECD Guidelines to which Australia is party.
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3.33 The Privacy Committee claims the technique of matching
unrelated computer tapes is intentionally designed as a general
search and is not based on any pre-existing evidence to direct
suspicion of wrong-doing to any individual or group. It suggests
that escalating cost pressures will increase the temptation to
rely on automated assessments via computer matches with possible
adverse consequences. Examples from the US are given at pp 54-56
of its submission. Of course, whether such consequences as the
automatic termination of benefits following a data match could
occur in Australia would rely on the procedures and programs
adopted by the benefit-paying agencies and the policy of the
government of the day.

3.34 A sophisticated example of the basic technique is the
system developed by the Costigan Royal Commission, explained in
Volume 2 of its Final Report.Z28 Systematic interrogation of a
wide variety of sources, including public records, government
records, private sector records (scolicitors', TAB, accountants',
unions', employers' records, etc), credit card vouchers, address
books, diaries and oral evidence and the cross—matching of this
data enabled the establishment of comprehensive profiles and the

targeting of criminals.

3.35 The technique of computer matching offends central
tenets of privacy protection as set out in the OECD Guidelines
to which Australia adheres. The important principles from the
Guidelines with particular relevance for computer matching are
the 'purpose specification principle', which restricts use of
data to purposes specified at time of collection, and the 'use
limitation principle' which prohibits the disclosure or use of
personal data for purposes other than those specified unless
with the consent of the data subject or by authority of law. The
OECD Guidelines are reproduced at Appendix 6. The identification
system embodied in the Australia Card proposal put forward by

121



the Government is obviously meant for general use and
cross—checking between all files; however, as noted above, this
activity already occurs and is authorised under existing

legislation.29
(e) Display of information on Card

3.36 The major objections put to the Committee about the
proposed Card itself concern the display of name, citizenship
status, sex and date of birth, and a photograph.

3.37 Although the issue of a Card for each legitimate
identity of an individual but bearing the same number 1is
possible, the Government submission and HIC report argue
strongly against issuing mere than one Card for security
reasons.30 The Committee believes, however, that if the
Australia Card proposal were to proceed, a Card should be issued
for each legitimate identity of an individual, thus protecting
the traditional common law right of the individual to choose the
name by which he or she will be known. The Committee reccgnises
that an individwal may have valid professional, commercial or
personal grounds for wishing to operate alternate identities,
and considers that this right should not be restricted unless

fraudulent intent is proven.

3.38 As the distinction between citizen and permanent
resident has no legal or social relevance 1in Australia, the
Comittee considers that recording and displaying on an Australia
Card an individual's citizenship status - as proposed in the HIC
Report31 - 1is neither necessary nor desirable. A visitor to
Australia c¢ould have his or her Card so marked, althcugh the
validity dates displayed on the Card would show the heolder as
having only temporary entitlements.
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3.39 Sex and date of birth need not be displayed on the Card
to ensure identification of the holder: government agencies
concerned with issuing benefits, passports or registering the
unemployed would have access to this information wvia the central
register while, for private sector use, age is difficult teo
gauge from appearance and sex would generally be indicated by
name. The Committee believes that there is no need to display
sex and date of birth on the Card, regardless of whether or not

a photograph is included.

3.40 The Committee believes that the less information
displayed on the actual Card, the greater the integrity of the
overall system. Whatever information is displayed on the Card
becomes worthless as a security check; anyone c¢oming into
possession of a lost or stolen <Card with such personal
information displayed would immediately know those key
identifying factors about the legitimate holder and could pass
the Card to an accomplice with matching characteristics. Thus
the less information is displayed on the Card, the greater the
risk that scomeone attempting to use it for fraudulent purposes

would not match key characteristics of the legitimate holder.

3.41 If a Card is to indicate that the holder is a minocr, it
is clearly directed at law-enforcement applications such as
curbing under—age drinking. This sets a precedent for
application to other areas of law-enforcement, particularly as
it seems unreasonable to allow publicans to demand/request
production of the Card but deny police the same privilege. While
the Committee believes that any extension of the proposed uses
of the Australia Card is undesirable, it sees no reason why any
card could not be produced voluntarily as proof of age. The
Committee therefore agrees that, if the proposal were to
proceed, a Card held by a minor should be able to be

distinguished as such.
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3.42 Objections to the display of a photograph on the
proposed Australia Card are made for practical and cultural
reasons, although the Committee believes most problems in
relation to matching photograph with appearance could be
overcome by proper motivation and training in recognition of
basic facial features such as nose, mouth, and jawline. The
Committee notes that there is likely to be cultural or religious
reluctance to have photographs taken by some groups, eg. Moslem
women, some Aboriginal groups. The Committee supports the need

for sensitivity and discretion in this area.

3.43 Advice from the Department of Foreign Affairs (DFA) 1is
that all Australian passports - including those of Moslem women
- reguire a photograph showing full facial features. This is
part of the international format for passports. Of course, DFA
can refuse to issue a passport if this rule is not complied with
- it has no figures on the number of people who may have decided
against travelling because of the rule. Compliance with the rule
after initial reluctance is considered by DFA to be due to the

perception of a passport as desirable, as a benefit.

3.44 The resistance to a photo by some Aboriginal groups may
be overcome by special arrangements - such as destruction of the
Card and any other photos upon the death of the holder. Evidence
from the Department of Aboriginal Affairs indicated there were
no insguperable problems, but that the assistance of Aboriginal
facilitators, education and some special arrangements would be

necessary.
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CHAPTER 4

ALTERNATIVES

Introduction

4.1 After lengthy consideration  of the Government's
propesal and the arquments and explanations put forward in its
support, and with due regard to all the evidence before it, the
majority of the Committee opposes the introduction of the
Australia Card system. This opposition has twe major bases:

(i} concern at the effect o¢of a national identification
system on the nature of Australian society and the
civil 1liberties of individuals in that society (see
Chapter 3 and Addendum); and

(ii) fundamental doubts as to the cost—effectiveness of the
proposal, and whether it is an appropriate seclution to
the twin problems of tax avoeoidance and evasion and the
many other fraudulent activities which it c¢laims to

cover.

4.2 On this second point, the majority of the Committee was
persuaded by the evidence of Mr Frank Costigan QC, the former
Royal Commissioner, whose work pioneered the modern-day fight
against tax evasion., Mr Costigan told the Committee:

«o. I am bemused at the attempt to correct
what are articulated as problems in the
community by a solution such as the Australia
Card. I have read what Roger Clarke said in
one of his submissions and I agree entirely
that it js using a jackhammer to crack a nut.
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We are setting up what is on any view, an
extraordinarily expensive system justified by
additional revenue that is going to come in
through stopping tax avoidance and tax
evasion. There are_much cheaper and_ effective
ways of coping with the problem which arises
from tax evasion and tax avoidance. There is
no perfect solution - you are never going to
stop it all - but you can put in place
mechanisms that will make it more difficult
in the first place to¢ avoid or evade and

secondly, easier to identify and collect.i
[emphasis added]

4.3 The majority of the Committee is of the view that the
reforms recommended in Chapter 2 of this Report, particularly
the computerisation of birth, death and marriage registers and
the improved controls on financial institutions recommended by
the Costigan Royal Commission - reforms which are unanimously
supported by this Committee - will significantly redress
preoblems arising from the use of false identities. It further
believes that a number of reforms in the procedures and
operations of the Australian Taxation COffice (ATO) are not only
more appropriate means of combating tax evasion but are also
obvious and long overdue. Many of the reforms recommended by the
majority of the Committee as an alternative to the Australia
Card proposal are included in that proposal as essential
components, although officers from the ATO were reluctant to
admit that these reforms could proceed independently of the
introduction of the Australia Card system, as the following
lengthy exchange with Mr James Killaly, Assistant Commissioner,
on the information reperted by non-bank interest-paying entities

shows:

Mr Killaly - Bear in mind, though, that banks
only account for a portion of the interest
that is paid in the community. There are
other avenues for earning interest, for
example, a ©private citizen «can enter a
mortgage arrangement through the local
solicitor'™s trust account. He «can invest
money and it can be done that way. Government
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bonds, for example, are another way, and
bearer bonds. There are all sorts of things
that at the moment we find very difficult to
bring within the system, not just because of
our technology problems but alsec because our
access powers are being very vigorously
debated.

Mr PORTER - How will that be resolved by 1ID
card?

Mr Killaly - What we are saying in this
proposal, and it is a work that has to be
backed up by a legislative package, is that
those positive obligaticons to report would be
placed on payers of interest. It would
overcome any access problem that pecople would
argque that we have now.

Mr Killaly - The legislative package that
would be required to back up the Australia
Card would require the imposition of a duty
on payers of interest to pass over that
information to us.

CHAIRMAN - Why can you not do that now?

Mr Killaly - We can do 1t now in two ways:
Regulation 11(2) is the first way and that
applies only to companies. It applies only to
compahies that have to lodge income tax ...

Mr PORTER - No, he means why c¢an we not
change the legislation now.

Senator HAINES - If we are going to change it
anyway, why cannot we change it now?

Mr SAUNDERSON - If banks are required, by
legislation, to report that informatiocn to
you, why cannot you simply change that to
extend tc all payers of interest?

Mr Killaly - ¥You could, but you still have
the problem with integrity of information.

Mr SAUNDERSON - So the argument that the
Australia Card is going to enhance it simply
because you can legislate for the payment is
not necessarily a valid one, is it?
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Mr Killaly - No, it is an incidental
advantage that you would get from putting the
program through.

Mr SAUNDERSON - So the fact that you are
going to have to pass legislation is
something that ought to be done anyway.,
irrespective ¢of whether you have a card. The
problem of matching the information later is
something else, is it not?

Mr Killaly - That gets down to a question of
pelicy.

Mr SAUNDERSON - I just want to come back to
the question of the banks. You said that the
reguirement to raise the money from other
interest paying institutions would mean that
you would have to change the legislation
anyway - that 1is to extend it beyond banks
and any other recognised areas.

Mr Killaly - No, we have not said that. What
we have said 1is that wunder the ©present
legislative framework we would have to do it
on a case by case, entity by entity basis,
rather than have a systematic annual
reporting of jinformation where the onus was
on the payer of the income.

Mr SAUNDERSON - What we are saying is that
you could change the legislation to place
that onus on them, could you not?

Mr Killaly - Yes.

Mr SAUNDERSON - Without a c¢ard, you could do
it today.

Mr Killaly - Yes.

Mr SAUNDERSON - You could say that all
organisations that are involved in interest
payments will be required under law to make
submissions to the Taxation Office.

Mr Killaly - Parliament could certainly do
that.
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Mr SAUNDERSON - So it does not need a card to
do that.

Mr Killaly - No.2

4.4 The majority of the Committee sees no reason why
reforms such as extending the information reporting requirements
on interest paid to all payers of interest, could not be
introduced immediately. It believes that this and the other
reforms discussed below are appropriate, cost-effective and
minimally privacy invasive methods of protecting the revenue
from tax evasion and aveoidance. The central recommendation

relates to the reporting of information.

4.5 Given that the ATO operates on a system of informaticon
reporting in order to assess the [ull liability of taxpayers,
central to the question of the efficiency of the system 1is the
quality of the information provided and the quality of the
matching process. Evidence to the Committee has shown that
information provided to the ATO 1is5 extremely limited (for
example, only 18-20 per cent of all interest paid is reported);
of that which 1s provided very 1little is checked; and of that
checked, only abcut 50 per cent is successfully matched - more
would require tedious manual checking with low cost-benefits.3

4.6 Tax evasion 1is commenly achieved +through two main
practices: the non-disclosure of assessable income and the
overstatement of expenses. In the unincorporated business
sector, the loss to government revenue from these practices is
estimated to be $1000 million per annum. Tax evaded by companies
through these practices is estimated at $500 million per annum.%
So long as the ATO continues to experience serious difficulties
in checking the information it does receive, there can be no
foreseeable improvement in the situation and substantial losses

will continue through tax evasion.
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4.7 While <c¢ertain measures have been proposed and are
gradually being implemented to redress the present problem -
measures such as staffing increases, re-equipment of ATO's
computer facilities and the extension of tax deduction at source
arrangements, all of which are discussed later in this Chapter -
primary attentiocn has been focused on the need for a numbering
scheme of high integrity to facilitate the processing of
information and its matching with taxpayers' returns. Of course,
the national identification scheme embodied in the Government's
proposal for an Australia Card would provide such a high
integrity numbering system, however, the majority of the
Committee recommends a system based on a high integrity tax file

number.
Upgrading the tax file number

4.8 The present tax file number has very low integrity -
there is no proof of identification required before assignment
of the number. The number is used merely as an identifier within
the ATO to enable taxpayers' returns to be matched with their
computer records, however, there has never been a wide scale
requirement for taxpayers to use their number, nor have
employers had to include it on statements of earnings supplied
to the ATO.

4.9 Even where the current tax file number is used, the
matching process is of limited value. For example, tax
instalment declarations are seldom matched with income tax
returns. According to the Commissioner for Taxation, the
instalment declaration system 'was never designed so that there
would be a total match between those forms and other information
within the system'.® In the initial years of the Prescribed
Payments System, approximately 10 per cent of the numbers guoted

were invalid.®
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4.10 Information presently provided to the ATO by financial
institutions 1s matched essentially on the basis of common name
and address. A  basic difficulty in effecting the match,
highlighted by the ATO in evidence to the Expenditure
Sub-Committee, is that the institutions do not generally provide
the information in a way that can be physically matched with
taxation records. A commen numbering system, used by the ATO and
the institutions, would overcome this difficulty - particularly
if the information was also provided in a format which

facilitated matching.

4,11 At the request of the Committee, the ATO provided
information on the expected revenue gains from the use of a tax
file number instead of an Australia Card number. Three options

were identified:
1. use of the existing tax file number;

2, use of an improved tax file number, ie. with moderate

integqrity; or

3. use of a tax file number with the same integrity as the

proposed Australia Card number.
{a) Existing tax file number

4,12 While use of the existing tax file number could be
expected to improve the ATO's ability teo process and match the
information received with tax returns lodged, it would not
seriously affect those evaders using false names or invalid file
numbers. Consequently the ATO estimated revenue gains from use
of the existing tax file number to be only $6-9 million.?
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{b) Moderate integrity tax file number

4.13 Table 4.1 below sets out the revenue gains estimated by
the ATO from use of a moderate integrity tax file number
compared with the use of an Australia Card number. As the level
of integrity of such a number would be lower than that of an
Australia Card number, the estimated tax revenue benefits would
be less than those estimated for the Australia Card without
rhotograph option. The reasons put forward by the ATC in
explanation of the lower integrity and consequent reduced gains
is that the proof of identity procedures appropriate for ATO use
would be less stringent than those adopted by the Department of
Social Security and contemplated by the HIC.8 Further, the ATO
believes that it is inappropriate for it to refuse to issue a

tax file number to someone wishing to pay tax.

Table 4.1 Estimate of recurring gross tax revenue benefits

MODERATE
INTEGRITY
AUSTRALIA CARD INCOME TAX
FILE NUMBER
WITH WITHOUT
PHOTO PHOTO
SM M M
SALARY AND WAGES 77 57 31
INTEREST 208 163 83
RENT 27 21 11
BUSINESS TAXPAYERS
BETTER AUDIT SELECTION 16 13 6
REDUCTION IN THE TIME
PER CASE 19 19 8
NON-LODGERS 85 69 34
INCREASED RANGE OF
CASES 263 183 105
CORPORATIONS 29 27 12
TOTAL 724 - 551* 290

* Discrepancy in total due to rounding
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4,14 The costs associated with the widespread issue of
moderate integrity tax file numbers to persons who do not now
have a numkber would be additional to the ATO costs included in
the Government submission., Offsetting savings would be realised
however, for example, by the obviated requirement for computer
systems and eguipment to access the Australia Card register.
Further significant savings would occur if the tax file number
were linked to computerised births, deaths and marriage
registers. Overall, the ATO costs associated with the issue of
taxation file numbers would be less than for the Australia Card
option. The cost-benefit ratio estimated by the ATO for use of a
moderate integrity taxation file number is approximately 1:12.
This compares with the cost-benefit ratios calculated for
overall tax uses o©of the Australia Card - 1:27 without a
photograph and 1:35 with a photograph.? Of course, a tax file
number with high integrity would alsce be expected to have a
cost-benefit ratio of 1:27.

4.15 While the revenue gains predicted for a moderate
integtity tax file number are much lower than those claimed for
an Australia Card with or without a photograph, the AT0O warned
that there is no certainty that the recurring revenue benefits
of 5290 million estimated for this improved tax file number
would be maintained over time due to its lesser integrity. The
ATO reccmmended that, if this system were introduced, an ongoing
program to maintain and improve the integrity of the tax file
number be conducted to ensure the gains remained locked in.

{c) High integrity tax file number
4.16 In response to questions by the Committee, the ATO

agreed that a tax file number with a level of integrity similar
to that proposed for the Australia Card would produce similar
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revenue gains to those estimated under the Australia Card

without photo option, with similar staff and equipment costs.10

4.17 The majority of the Committee sees no reason why the
integrity of an improved tax file number could not approach that
of the Australia Card and hence attract similar revenue benefits
as those estimated for the Australia Card without photograph. If
all the procedures proposed for issue of an Australia Card were
followed for the issue of new tax file numbers, with current
holders of tax file numbers required to confirm their identities
under the same procedures over a period of time, then the level
of integrity of the tax file number would be equivalent to that
of the Australia Card number, and the same benefits - as
estimated under the without photo option - could be anticipated.
The Committee -was surprised at the reluctance of the ATO to
admit this fact.ll

4.18 The ATO informed the Committee that the improved
taxation file numbers could be fully issued by 31 March 1988,
with revenue gains commencing from the 1988/89 financial year.
This commencement date is one year earlier than that under the
Australia Card proposal. To achieve this date, the ATO believes
a Government decision would be required by mid-May 1986, with
enabling legislation passed by the Parliament in the 19286 Budget
sittings. Resource and equipment acquisition, negotiations for
agency arrangements, systems development, etc. would occur from
mid-May 1986 until end March 1987, and issue and verification of
tax file numbers would begin from 1 April 1987. Mandatory use of
tax file numbers would be required from 1 April 1988, with the
first annual reporting of information based on the numbers from
30 June 1988,

4.19 The majority of the Committee <considers as an

appropriate option the upgrading of the tax file number to a
level of integrity equivalent to that of the Australia Card
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number, and its use in the ten ATC uses proposed for the
Australia Card number. The Committee also considers that the
legislation enacted to require financial institutions to use the
tax file number should include a regquirement that the
information reported to the ATO be provided in an acceptable
format. Such a requirement applies in the United States, where
institutions exceeding a threshold volume of transactions must
supply the information in acceptable magnetic media or be
subject to sanctions.l2

4.20 Recommendation: That legislation be enacted to require
financial institutions to provide information reported te the
Australian Taxation Office in an acceptable format.

Withholding tax

4.21 A withholding tax is an arrangement whereby tax is
withheld or deducted at source; credit may be given against
individual taxpayers' final liability at end-of-year assessment.

4.22 Officers of the ATO appearing before the House of
Representatives Standing Committee on Expenditure Subcommittee
reviewing efficiency audits of the ATC admitted that a
withholding tax could be more effective than other methods of
tax collection.1l3 The Commissioner of Taxation, Mr Trevor
Boucher, said that 'an appropriate system of deduction at source
could raise more revenue than an information reporting
system'.14

4.23 Mr Brian Norris, Chairman of the Tax Panel, Institute
of Chartered Accountants in Australia, strongly supported the
deduction of appropriate taxation from income at source wherever
possible, and suggested the extension of forms of withheolding
tax.1> A factor identified by Mr Norris as encouraging
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compliance with a withholding tax is that a person {the payer)
is less 1likely to take a chance on another person's (the
payee's) bhehalf. Of course, this theory would not apply to small
jobs performed for cash, as the casual employer would likely pay
less for a job if no tax was deducted.l1®

4.24 The Committee notes that Australia already has several
forms of withholding tax:

Pay As You Earn (PAYE) -
tax instalment deduction system requiring tax to be
deducted from salaries and wages and remitted to the

ATO by the employer.

Prescribed Payments System (PPS) -

tax is deducted at source 1in respect of certain
payments (in prescribed industries where tax evasion is
known to be significant) for work and services not
subject to the PAYE system.

Imputation on Company Dividends -

company income distributed to resident individual
shareholders is to be taxed at the company tax rate and
credited against personal tax liability. System to
commence in 1987-88.

Non—-Resident's Interest and Dividends -
interest and dividend payments remitted overseas are
taxed at 10 per cent by the paying institution as a

final liability.

Bearer Debentures -

interest paid by companies on bearer debentures 1is
taxed at the maximum personal rate unless the name and
address of the payee is supplied to ATO (this does not
apply to payments made by the Reserve Bank).
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4,25 The only major areas where there is no withholding tax
at present are:

. domestic interest
. primary production
. business income outside the PPS.

Deduction at source arrangements are therefore an accepted part
of the Australian taxation system. The Committee notes that a
withholding tax at the maximum personal marginal tax rate is
included in the Government proposal as a sanction where an
account is not associated with an Australia €Card number. The
Committee considers that withholding tax on interest payments at
the maximum personal marginal tax rate may be an appropriate
penalty to ensure compliance with this aspect of the tax file

number system.

4,26 Recommendation: That irrespective of whether a tax file
number or an Australia Card number is introduced, a withholding
tax on interest payments be imposed on interest-bearing accounts
which are not associated with a number.

(a) Dividends and interest

4.27 Both the Australian Audit Office and the ATO estimate
that the amount o0f tax revenue foregone because of undisclosed
interest and dividends is in the range of $308m to $512Zm per
annum, However, the ATO considers the contribution of
undisclosed dividends to this sum to be negligible because
rebates are available on most dividends.l7 The ATO informed the
Committee that only 18-20 per cent of the total interest paid in
Australia is reported; of this reported information,
approximately half of the transactions processed remain
unmatched.l® As the value of unmatched transactions exceeds
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the value of matched transactions, it is possible that less than
5 per cent of the wvalue of interest paid is matched to

taxpayers' returns.

4,28 The system of dividend and interest checking currently
practised by the ATO was the subject of an efficiency audit
conducted by the Australian Audit COffice and transmitted to the
Parliament in December 1984. In 1983-84, dividend and interest
checks raised an extra $14.2m in tax assessed; in 1984-85 (with
an additicnal 115 staff specifically for checking activities)
the increase was $18.7m.12 However, this figure represents only
approximately 6 per cent ©f the lowest estimate of tax revenue

foregone.

4.29 Mr Antony Minchin, Acting Assistant Auditor-General,
told the Expenditure Subcommittee that the Audit Office
suggested consideration of a withholding tax in 1its Report
because of its low opinion of the dividend and interest checking
system in the ATO.20 He added that a withholding tax system has
a far more favourable cost-benefit ratio than the kind of
internal checking the present system involves,

eg. PAYE CBR 1:100
D&I check CBR 1:10

and reported a 1985 Treasury estimate that a withholding tax
could realise 2/3 of the amount of tax evaded on undisclosed

income.<2l

4.30 While undisclosed dividends should no longer cause a
loss to revenue once the imputation system 1is operative in
1987-88, the matter of undisclosed interest is of concern. The
linking of interest bearing accounts to a tax file through use
of a common number should promote greater voluntary disclosure
of interest income and will facilitate checking - but only of
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the information received. If the information is not provided,
or, if provided, cannot be processed, then the gain to revenue
relies on greater voluntary compliance and possibly some audit

activities.

4.31 Bearer bonds: An obvious loophole in the present system
of tracking interest paid on bearer bonds is the exclusion of
the Reserve Bank from the system as it 1s not considered a
company.

4.32 Interest paid on Commonwealth  Bearer Bonds  has

increased significantly in recent years:

1981-82 $7.7m
1982-83 $13.2m
1983-84 $23.6m
1984-85 $35.6m22

This interest may be paid in cash and so evade the present
taxation system.23

4.33 The Committee believes this anomaly will be addressed
by the House of Representatives Expenditure Subcommittee in its
forthcoming Report, and looks forward with interest to its

recommendations.
(b) Prescribed Payments System

4.34 The apparent success of the Prescribed Payments System
(PPS) seems a favourable indicator of the effectiveness of a
withheolding tax in the business area. The magnitude of the
problem of tax avoidance and evasion in this area is described
by the following gquote from the March 1886 Report of the
Auditor-General:
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In respect of unincorporated businesses, the
ATO has estimated that only 63% to 75% of
reportable farm income and 70% to 75% of
reportable non-farm income is disclosed in
returns, In particular industries,
unincorporated businesses disclosed in
returns as little as 60% of reportabhle
income. Tax evaded by understatement of
income and overstatement of expenses by
unincorporated businesses was estimated to
amount to $1000 million per annum.

Companies were considered to disclose a
higher proportion of income than
unincorporated businesses. Tax evaded by
understatement of income and overstatement of
expenses by companies was estimated tco amount
to $500 million per annum.

4.35 Although the PPS is directed only at a specific range
of industries, since 1its introduction the ATC has detected
approximately 22 000 non-lodgers representing some 20 000
businesses - mainly in the building and labour industries.25 The
ATO estimates that the increase to revenue from the introduction
of the PPS will be $300m for the 1984-85 year.2® Collections
this year from the PPS already approach §$500m, although this is
not entirely an increase. 2/

4.36 Changes to the system announced by the Treasurer 1in
September 1985 are expected to achieve a net revenue gain of
$105m in 1986-87 and $45m in subsequent years.28 The PPS itself
is the subject of an audit, and its extension to some other
industries is possible.

{c) UK System

4.37 In the U.K., deductions at source ({from salary and
wages and dividends and interest) generally meet the end of year
liability of the taxpayer. Taxpayers believing that their total
liability has been covered are not required to lodge returns,

hence the amount of forms processed is reduced. Taxpayers can
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elect to lodge a return if they believe a refund is owing, while
those who are liable to a surtax because of higher income are

required to lodge returns or else risk substantial penalties.29

4.38 The Commissioner of Taxation, Mr Boucher, believes this
system is resource-intensive even with the aid of computers.30

Upgrading the resources of the ATO

4.39 Serious deficiencies in the resources of the ATO have
been identified both by the ATO itself (eg. in Annual Reports of
the Commissioner of Taxation) and by external agencies (eg. the
Australian Audit Office in its Report of December 1984).

4.40 Some current practices of the ATO can best be described
as obsolete: manual checking of data and other labour-intensive
procedures, and use of computer systems based on analysis and
design work of the mid 19%60s combine to severely retard the
efficiency with which the ATC can perform its functions. In
evidence to the Expenditure Subcommittee, the Commissioner of
Taxation, Mr Trevor Boucher, recognised the need for the ATO to
move to up-to-date computer hardware and software, but added
that the shortage of appropriately skilled staff was a severe
constraint.31

4.41 The introduction of new procedures and improvements in
ADP capabilities are anticipated to free up significant numbers
of staff for redeployment in highly productive areas such as
auditing and taxation investigation activities. For example, the
introduction of self-assessment should release approximately
1200 staff from technical assessing duties over a two year
period.32 Productivity gains resulting from greater application
of ADP processing will also permit redepl oyment of
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staff. The Australian Audit Office estimates the Cost Benefit
Ratio (CBR) of compliance activities to be 1:5 as opposed to the
CBR of assessing activities 1:1 or 1:2.33

4.42 In addition, the ATO has had a steady increase in its
staffing levels over recent years:

30 June 1983 14268
1584 14866

1985 15889 (ROSL* 15617)
AOSL 1986 16500

* AOSL - Average Operative Staffing Level

Although the above figures show a substantial increase (15 per
cent} in staffing levels, new functions such as the PPS, 'bottom
of the harbour' schemes, and even Freedom of Information,
combined with the increasing natural workload of the ATO, have
absorbed most of the increase. The ATO also claims to have been
inadequately staffed at the base of comparison.34

4.43 The 1984/85 Annual Report of the Commissioner of
Taxation reports an increase of 727 staff for that year, 392 of
which were specifically recruited for audit and internal
compliance. For the 1985/86 year, an increase of 504 staff were
approved specifically for compliance work, plus an additional
100 staff for one year to work on collecting unpaid tax from the
'paper' avoidance schemes of the late 70s and early 80s.35

4.44 Recruitment is a major problem for the ATO for a number
of reasons:

(a) the widespread shortage of skilled staff, particularly

accountants, tax lawyers and systems ©people, but
including the chronic shortage of stencgraphers;
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(b) the low level of pay scales relative to the private
sector causing high ‘'wastage' of staff (over 2000
separations occurred in 1984-85 although the ATO cculd
not provide a breakdown showing the proportion due to
resignations);

{(c) the large numbers of staff which need to be recruited
and trained each year {over 3000 recruited in 1984-85);

and
(d) the lack of attraction for computer staff - analysts
and programmers - to work on antiguated systems such as

those held by the ATO.

4.45 Suitably qualified and experienced staff are not
available 1in the numbers regquired by the ATO. While its
intensive training program attracts what it regards as its 'fair
share' of law and accounting graduates, once experienced, these
staff are susceptible to the more attractive remuneration
packages cffered by the private sector. This is exacerbated by
the nature of the tax officers' work, ie. frequent contact with

prospective employers.

4.46 Ancther problem the ATO has in retaining staff is the
'promotions bottleneck' which applies particularly in the
States. Rapid advancement to the «c¢lass 8 or 9 level
($31 609-35 489) can be achieved, but opportunity for further
progress within a State OQOffice is then extremely limited.

4.47 A point made unofficially in relation to the Australia
Card proposal is that the HIC has already flagged its
anticipated need for large numbers of systems/program staff in
the marketplace. The view is that it will have little difficulty
in meeting its need for qualified people simply because it
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boasts the latest IBM equipment ({provided for the Medicare
scheme) -~ the opportunity to work on what is perceived to be the
best equipment available is regarded as a dgreat attraction. If
the ATO had such equipment, the same attraction could be
expected. However, the ATO claims that the speedy assembly of
sophisticated equipment would require waiving certain APS
guidelines (eg. tendering requirements, etc). The HIC as a
statutory authority may have had more flexibility in this

regard.

4.48 In evidence to the Expenditure Subcommittee, the ATO
estimated that it could take 4 to 5 years to successfully plan,
develop and implement a more appropriate computer network.36
However, in his Report of December 1984, the Auditor-General
stated that the ATO had 'failed to take full advantage of
technological advances that should permit computerised
processing, particularly of interest data being obtained from
financial institutions and other bodies'.37 In fact, evidence to
the Expenditure Subcommittee showed that the ATO was using very
little of the information with which it is presently being
provided, Further, in recent years, the ATO's expenditure on ADP

has fallen far short of its appropriations:

Appropriation Expenditure
$ $
1982-83 14.8m 10.4m
1983-84 28.0m 9.0m
1984-85 21.0m 10.9m
1985-86 12.9m 1.2m to date38
4.49 According to the AT0O, greater use was not made of the

funds available because of delays in the supply of equipment .39
In evidence to the Expenditure Subcommittee, the Department of
Finance noted that there were some management problems in the
ATO in the area of computerisation, although these have
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been overcome to some extent.40 These management problems were
also brought up by the Auditor-General's Office in its evidence,
which highlighted a major deficiency as being a lack of
organisational ability in the ADP area: 'Had it had more
resources, it might have made a bigger mess'.4l

4.50 The Committee considers that the ATO does recognise
many of its limitations and notes that last year it conducted
some in-house efficiency audits with the assistance of an
outside management consultant. The ATO regards the full
realisation of the savings identified in that ©process as
dependent on computer re-equipment and the establishment of new
systems.42

4.51 In response to the proposal that a system be adopted
based on high integrity tax file numbers, the ATO noted that an
essential part of the decision would be that it 'be given the
resources to develop and carry out its plans and authority to
acquire and have installed outside the usual acquisition
procedures the necessary computer -eguipment to issue file
numbers. Alsc essential will be the need to acquire and fit out
suitable accommodation for the computing system'.43

Conclusions and Recommendations

4.52 These conclusions and recommendations are supported by
a majority of the Committee comprising Mr James Porter, MP
(Deputy Chairman), Senator Janine Haines, Senator Christopher
Puplick, Mr Charles Blunt, MP and Mr John Saunderson, MP.

4.53 Having considered the Government's proposal for a
national identification system, as well as alternatives such as
the use of photographic cards and the extension of the use of
the current tax file system, the majority of the Committee
rejects all proposals for the issuing of identity cards, with or

without a photograph.
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4.54 The majority of the Committee takes this view because
such proposals fail to address the major problems which were to
be overcome by the introduction of the national ID system,

namely:
. to combat tax evasion;
. to reduce welfare fraud; and
. to identify illegal migrants.
4.55 The majority believes the creation of a new bureaucracy

of 2000 public servants within the HIC, with the sole task of
identifying every man, woman and child in Australia, 1is a
wasteful exercise which will not address the problems of tax
evasion and social security fraud but will provide the mechanism
by which the very fabric of our society will be irreversibly
altered, opening the way for the greatest attack on the privacy
of individuals as the 'Identity Bureau' identifies, monitors,
and updates information on every person in Australia.

4,56 The Committee recognises, however, that there is a
serjous problem in Australia with losses in tax revenue. The
majority believes that this is best solved by attacking the
problems within the current system. The majority has therefore
opted for an extension of the tax file number system in order to
reduce tax evasion as well as to assist in attacking social
security fraud.

4.57 The majority of the Committee unequivocally rejects the
Government proposal for an ID system. It proposes the following
outline for the extension and upgrading of the tax file number
gsystem:

. In order to minimise disruption to the community,

delays in implementation and costs, we believe that it
is reasonable to accept that current tax files, with a
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continuous tax record exceeding five vyears, have
sufficient integrity to not reguire personal interviews
or new applications in order for them to receive formal
confirmation of their tax file number. However, these
files should be the first to be verified under the
normal audit processes, thereby confirming their

legitimacy over a period of time.

Current tax file numbers with less than five years
continuous tax record (as well as those citizens who do
not possess a current tax file number) would be checked
for legitimacy by a process of personal interview and
the production of verifying documents in the same way
as the Australia Card propesal. These interviews would
be carried out by Social Security officers (or
nominated departments where Social Security offices are
not easily accessible) as agents for the ATO.

The Department of Social Security would not issue tax
file numbers, but the information gathered by the
Department would be sent to the Australian Taxation
Office where, following the necessary validation -
including reference to the computerised birth, death
and marriage registers =~ and recording, the tax file
number would be issued to the applicant.

Where it is necessary for an urgent payment tc be made
to the Australian Taxation Office by a person not in
possession of a tax file number, then the issuing of a
temporary number, subject to a personal interview
within four weeks of issue should be introduced (this
provision is identical to that provided for in the
opening of accounts with financial institutions under
the Australia Card proposal.44
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4.58

(1)

(11)

{iii)

(iv)

Recommendations:

That the use of the tax file number be extended to
cover all the financial transactions proposed in the
Government submission for use of the Australia Card
number by the Australian Taxation Office, as well as
for social security purposes,

That all other Departments (ie. other than the
Australian Taxation Office and Department of Social
Security) be barred from access to and use of the
tax file number.

That the Medicare system continue to operate as a
separate entity, but that the method of issuing new
Medicare numbers and cards, be they new or
replacement, be altered in order to improve the
integrity of the system and reduce the issuing of
multiple cards.

That the integrity of the tax file number be
upgraded to that of the proposed Australia Card
number based on the following premises:

- that taxpayers with a continuous tax record
exceeding five years not be required to make an
application;

. that the file numbers of these taxpayers be
verified by normal audit processes over a period
of time;

. that all other taxpayers and persons who do not
currently possess a tax file number verify their
identity to the same level of integrity as
proposed under the Australia Card program;
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. that the interview process for verifying
identity be conducted by the Department of
Social Security or nominated agents; and

. that temporary arrangements be made where
necessary to facilitate payment of tax before

verification of identity.

(v) That a Parliamentary Committee be established within
three years of the introduction of the upgraded tax
file number system with the express task of
reviewing the implementation of these
recommendations. The Committee to report to
Parliament on these matters and to recommend further

action where necessary.

4.59 The use of the tax file number in the way recommended
along with the other recommendations of the repert will attack
tax evasion and fraud against the Government in a much more
positive way than that proposed by the Government.

4.60 We accept that the ATO will need to provide formal
notification to each individual of their registered tax file
number. This can be done in a variety of ways, however, it may
be most convenient for this notice to be provided annually when
the ATO issues taxpayers with their notice of assessment.
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4.61 Given that the integrity of the tax file number is
upgraded in the way recommended by the Committee, then savings
achieved will be similar to that of the Government's proposal.
The Government will need to ensure that the ATO has sufficient
and appropriate resources to implement the Committee's
recommendations, however, the time taken to implement and the
cost of implementation will be substantially less than that of

the Government's proposal.

Terry Aulich Parliament House
Chairman Canberra
May 1986
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ADDENDUM

SENATOR CHRISTOPHER PUPLICK

(Liberal, New South Wales)

Introduction

1 Throughout the lengthy and often complex hearings which
have been held by this Joint Select Committee, and as a regult
of my own researches, I have been impressed that a number of
matters have been brought to light which I believe need to be
put clearly before the Parliament., There are several issues,
some central, some less so0, which I believe need to be aired
publicly and more clearly understood as the Parliament and the
wider community deliberate upon the Committee's Report and
Recommendations and the Government's eventual responses to them.

This is the purpose of my writing a persconal Addendum to our

Report.
Concurrence
2 I wish to express my ©personal support for the

conclusions and the recommendations contained in the body of the
Report and adgreed upon by a majority of Committee members. They
have the support of representatives of the four principal
parties represented in the Parliament. As such, I believe they
truly represent the opinions of the overwhelming majority of
informed Australians, and most certainly the overwhelming
majority of those Australians {(other than the official
representatives of Departments) who appeared Dbefore the

Committee or submitted material for our consideration.

155



Surreptitious Social Engineering

3 Proponents of the BAustralia Card have «c¢laimed an
encrmous range of alleged 'benefits' which would flow from its
introduction, These range from the elimination of taxation
fraud, welfare cheating, and 1illegal immigration on the one
hand, through to improvements in the health care system and the

elimination of organised crime on the other.

4 Taken as a whole the proposal seems superficially
attractive, and has been presented in this superficial guise by
both government and wvarious pollsters to produce allegedly
'overwhelming' community support for the proposal - a claim

demonstrably false under analysis.

5 However, the more each individual claim is tested, the
more clearly each is exposed to be far less than it seems, and

collectively the whole proposal grows weaker.

6 The term 'social engineering' I have borrowed from the
writings of the British philosopher Sir Karl Popper. He uses it
to describe any system which seeks to make wholesale changes in
our social institutions and relationships enacted by governments
in order to achieve some alleged dgreater good or benefit. He
characterises it as an approach based on always appealing 'to
our emotions rather than to reason', surely a correct
description of the ©propaganda for the Australia Card. He

concludes however that:

Even with the best of intentions of making
heaven on earth it only succeeds in making it
a hell - that hell which man alone prepares
for his fellow-men,

7 A similar point was made by the famous American Supreme
Court Justice, Brandeis, who wrote:
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... experience should teach us to be most on
our guard when the Government's purposes are
beneficient, Men born to freedom are
naturally alert to repel invasion of their
liberty by evil-minded rulers, The greatest
dangers to liberty lurk in insidious
encroachments of men of zeal, well-meaning,
but without understanding,2

8 One does not need to rely however upon British
philosophers or American jurists to make this point. It was made
to us forcefully by several distinguished witnesses.

9 The very predicate of the Australia Card seeks to
effect fundamental change in the premises of Australian society.

10 Professor Geoffrey Walker, Professor of Law at the
University of Queensland, told the Committee:

Originally the Government's announcements
said that the system was basically to be
established as a record of entitlement to
Commonwealth benefits and as a record for tax
purposes but now in the HIC report we see
that the system is now seen as a record of
"Those identities that are entitled to
operate in the Australian community™. I
repeat: Entities entitled to operate. We see
a shift of emphasism away from merely
entitlement to government benefits to an
entitlement to exist if you like.

11 This language, rightly described by several witnesses
and commentators as 'Orwellian', the turning of Australian
citizens into 'entities entitled to operate' is symptomatic of
the whole approach of the Australia Card.

12 What is proposed is a significant shift in our social
relationships. No 1longer is the onus upon the Government ¢to
prove its legitimacy to the people, we will now have to prove
that we are 'entitled to operate' to the Government. What is
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more, there will be major penalties imposed upon us if we fail
to do so. Such an attitude may be acceptable to some people but
I reject it. It is totally antithetical to my liberal beliefs.

13 This question was further addressed by His Grace the
Right Reverend Michael Challen, Bishop of the Anglican Diocese
of Perth and Chairman of its Social Responsibilities Commission.

His Grace told us:

A fundamental point we would want to make -
yvou would not be surprised about that - is
the impact of an identity card and
information system on a fundamental reality
about human relationships, namely the matter
of trust. No family, no community and no
nation can really work very happily except on
the basis o¢f trust, and trust is not a
commodity which one gives to another. Trust
is a guality and a response which you evoke
out of another by, in fact, entrusting
yourself to that person or group. If that
sounds a bit theoretical I think it is far
from theoretical. It 1is absolutely basic,
whether you want to talk about family life,
marital relationship or community 1life, At
the moment our society, by and large,
operates on the basis of trust. Now and then
people are asked to identify themselves. It
is the Commission's expectation that once a
universal identity card system is
established, that order will be reversed.
That is to say, notwithstanding provisions
against the misuse of the card, it will
require the card to be produced on demand for
purposes beyond the Government's intention.
We believe that people will regquire the card
to be produced as a normal practice and
therefore people will not be trusting one
another, and therefore the quality of trust
will not be fostered or strengthened in our
social relationships. What is abnormal at the
moment, we suspect, would become normal. I do
not know whether you have heard of that from
other submisgsions, but I want to emphasise
that very basic point to the Committee,

14 Hig Grace further warned of the eventual consequences

for ocur society in these words:
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15 Another witness, Mr Frank Costigan Q.C., the former
Royal Commissioner, after describing the whole proposal as 'a
significant intrusion into individual privacy',® went on to
discuss this reverse onus of proof inherent in the proposal and

its propensity to alter society thus:

Mr SAUNDERSON - One <can argue that the
feeling that one can develop with the card is
that everybody is guilty and the only way you
prove your innocence is by the production of
cards when you are doing your dealings and
that sort of thing. So it is the reverse.

Mr Costigan - It ig worse than that reallyv,
because you ultimately have to prove that the

__wrong _and vou cap Jjust imagine
the_problems if something has gone wrong and
you have to persuade the person acrosg the
counter that vou are right apd the computer
is wrong.

Mr Costigan - I think it really is a big
change in the way in which we have lived in
our society. If you introduce something like

a national identity card - again, going down
the track 10 or 20 years, seeing it as it
would be then - I think you really have

changed the kind of society we have., You have
got to be pretty satisfied that the benefits
you are getting out of that justify that., T
certainly am not satisfied.

16 His Honour Mr Justice Michael Kirby, President of the
NSW Court of Appeal and former Chairman of the Australian Law
Reform Commission has been a trenchant critic of the Australia
Card proposal. He has drawn attention to its defects in several
papers.8 Centrally he says:
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17
to bhoost
'sadly .

If there is an identity card, people in
authority will want to put it to use. These
of you who have visited Europe where people
must always <carry such «cards, will have
noticed the wvery real difference between the
relationship of authority to the individual
and that which has hitherto existed in the
Fnglish speaking countries. What is at stake
is not Jjust catching a few tax aveiders. It
is not even the efficiency of policing, It is
not the defence o¢f innocent and law abiding
citizens from law breakers. What is at stake
is _nothipa less than _the nature of our
wg_mg__ggﬂg__gn__mgr_%ui_m
state in_relation_to the ipdividual.

In attacking the falacious use of public opinion polls

acceptance of the Card, his Honour has warned that

.» the public 1is all +too frequently willing

to

participate in the destruction or erosion of its own liberties',

but that:

18
that in

QLM,QQMQDJ%MM_MMM
gitizen to point to the dangers. A dentist

who survived Auschwitz may declare that the
best thing of 1living in Australia (it could
equally be Canada, the United States or
England) is that he is never 1liable to be
stopped on the corner by somecone in uniform
with the demand "Papieren!". Yet provide an
ID card and the risk exists that the data
base will be egenphanced and that more and _mnore
officials will seeK access £o it, jin the npame
of efficiency, Apnd that in_ due course of fime
producipg it will become a_ commonplace .and.
ummwm_mm&wm
obligatory.

His Honour's comments are prophetic when one considers
the wake of the Russell Street bombing, proposals are

now being put forward for significant increases in the powers of
bodies such as the National Crime Authorityl!l and State Police

Forces despite clear Government statements that these moves were

not in contemplation.l2
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19 The Government's ({and even more grossly, the Health
Insurance Commission's) lack of sensitivity about potential
changes in our fundamental social arrangements has been pointed
up by a number of even its own Members, in papers, or most
eloquently in a speech in the House of Representatives by
Mr Lewis Kent MP. He said:

I also reject the necessity for the
introducticon of the card. That it is called
an Australia Card is an exercise in cynicism
in itself. Nothing can be more un-Australian
than the need to prove one's identity on the
call of an official, be it a policeman or a
bureaucrat. Tt would be much more appropriate
for the proposed card to be called a
Hitlercard or Stalincard, as the whole
exercise smacks of authoritarianism,

The preoposal to introduce an identification
card system and computerised data bank on
individuals is a sinister attack on our civil
liberties by the bureaucracy.

«ss It was of no concern to the small minds
of the bureaucracy that in the process of
mopping up the petty amounts from average
Aussies who are reluctant te pay taxes on
inflation, by the use of identity cards our
traditional liberties and our way of 1life
which respects the privacy of the individual
will be jeopardised.

a2

I can tell honourable members of more extreme
uses of gystems of identification., I have
many friends who have their numbers, not
imprinted on a plastic card, but tattooced on
their forearms. They have told me that if it
were not for the use of ID cards overseas,
the nazis would have found it much more
difficult to find them and herd them into
concentration camps. I mention this only to
show the extremes to which systems of
identification <can be taken. I am not
suggesting for one moment that such a use of
ID cards would ever be contemplated by the
Australian bureaucracy. Nonetheless, I refuse
to be numbered and branded.
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There jis _no doubt that once the ID card is
introduced it can be uged for _any purpose,
legitimate or _sginister, _dependipg _on__ the
Governmegnt of the day - __or. even worse, on
the buregucracy. Irrespective of assurances
by the Treasurer, would anyone seriously
suggest that the police will not use it as
one of their tactics to intimidate
individuals, by asking them to produce their
ID card at every opportunity? One would have
to be born in cuckoo land to believe that
they will not.l13

20 The insensitivity of the bureaucracy is best
exemplified in three instances. The first has already been

referred to in the evidence of Professor Walker, namely the

characterization of people as mere ‘'entities entitled to
operate’.,
21 The second appears minor, but quite illustrates how

bureaucratic minds lack sensitivity in dealing with social and

personal issues,

22 The right to change one's name, or indeed to 'operate'
under any name of one's choice (provided it is not for
fraudulent purposes) is well established in English 1law.
Halsbury notes that it dates back well over two centuries; it is
affirmed by the Courts and in most Australian States it requires
no formal step to be taken.14 Nevertheless, for mere purposes of
bureaucratic convenience, the Health Insurance Commission
proposes to take it upon itself to determine if changes to one's
own name are 'frivolous' or not, and where the HIC decides they

are 'frivolous', a 'fipancial penalty to discourage'l3 such a

change of name on one's own Australia Card is proposed.

23 A third example is relevant to hundreds of thousands of
Australians. Many people came to Australia from the United
Kingdom and Ireland prior to 1984, and under the provisions of

the Australian Citizenship. Act 1948 they were entitled to
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exercise all the legal rights of Australians without having to
be formally naturalized, These provisions were only altered by
passage of the Statute Law (Miscellancous Amendments) Act 1981,
taking effect in January 1984. Under the HIC proposals these
people will be required to have Australia Cards bearing the
words 'permanent resident' on the front whereas other people who
have no greater or indeed different rights will have the word
'citizen' on theirs.l® I can see no reason for this, indeed the
distinction 1is one totally wvoid of any 1legal or social
relevance, It is a mere example of bureaucratic insensitivity to

the feelings of individuals.
Why the proposal is fundamentally flawed

24 I have already drawn attention to the attack which the
Australia Card propesal makes on our social arrangements, but
its fundamental flaw lies in its failure to understand the legal

basis of Australian society.

25 Cur society and our laws are based upon the principles
of the common law. I had thought that that much was understood
and appreciated by people in the most senicor levels of
government. Apparently this is not so. In evidence before the
Committee I put several gquestions to the Health Insurance
Commission, to Mr C.R. Wilcox (the General Manager) and to Mr
K.J. Hazell {Assistant General Manager, Australia Card
Division}., These officers had a primary responsibility for
drawing up the details of the Government's proposals, and Mr
Hazell visited several countries to investigate Identity Card

systems. The following exchange took place:

Senator PUPLICK - I wish to direct a guestion
to Mr Hazell, as the perscn who was
responsible for the overseas visit. Which

o o5 did u__visit which_} ]
systems _baged . _op _ British __common _law
pringciples?
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Mr Hazell - Could you explain what you mean
by_that?

Senator PUPLICK - Which c¢ommen law countries
did you wvisit as distinct from cjvil law

gountries?

Mr Hazell - I_am _afraid I do_nok_understand
what you mean.

Senator PUPLICK - It is, in fact, in some

ways quite a critical distinction. There are
certain countries which operate on the basis
of the common law, and Australia, Canada and
New Zealand are examples, There are also
countries such as France, Belgium, Israel,
Germany and the Scandinavian countries which
operate on the basis o¢f «c¢civil law. The
underlying principles of the legal system are
absolutely and fundamentally different. I
want to know which common law countries you
visited as part of your stay.

Mr Hazell - I _believe the only one would be
Hopg_Xong.

Mr Wilcox - Hould _you run through _the
countries that were vigited?
Mr Hazell - Ipn Europe we_went to France and

yery.  common _systems but T am afraid the
implication o

_of your guestion is still lost on
ne.

Senator PUPLICK -~ This is _onpe_of the things
tbat really does concern me becayse the whole
mmwuxmwm_n
built is of significance to the sorts of

MMIMM
introducing new schemes.

26 I find it quite unbelievable that senior officers of
the public service are in such ignorance about so fundamental a
matter and are quite unable to understand the implications
involved in this point. The fact that ALL common law countries
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have rejected a system of naticnal ID cards seems to have made
no impact upen the HIC or the Government in this regard; indeed
this point and the selectivity of the overseas data gathered as
a result was remarked upon by several witnesses.

27 This attitude, a lack of concern about fundamental
common law principles leads to a degree of cynicism about how
the 'merits' of the cards are to be promoted. When asked how he
would respond to the concerns expressed by State Premiers such
as Sir Joh Bjelke-Petersen, the Minister for Health (Dr Blewett)
merely replied:

State Governments are infinitely bribable.l8
The proposal fails all key tests
28 Both at the 1985 Tax Summit and in subsequent
discussions the Government sought to identify three principal

purposes for the Australia Card, namely

. to combat tax evasion

. to reduce welfare fraud
. to identify illegal migrantsld
29 In each case the Government proposal fails to do

anywhere near everything that is claimed for it.

{a) Tax: In relation to the impact of the Australia Card

system on the problems of tax evasion I note:
(i) many of the Tax Office figures on losses of revenue

are speculative, depending on the wvarious systenms

used to assess losses which can never be precise.20
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(ii)

(iii)

{iv)

many of the ATO estimates of revenue loss have been
challenged by reports as authoritative as that of the
Auditor-General who indicated that various ATO
estimates contained 'gtrong _elements _of conjecture
and the need for heavy_gualification'.2l

the Government has been most sgelective in which areas
of tax evasion it is seeking to pursue. In recent
weeks several comments have been made on this matter.

Kenneth Davidson for example wrote:

We have a Government running itself
inte a lather over capital gains tax,
modifications to the company vehicle
perk and the Australia Card which
together, will be lucky to net $100
million in their first vyear, while
ignoring a $1 billion-plus a year
erosion of the corporate tax base
through negatively geared takeovers.

If Mr Keating can't see and won't act
to protect the tax base when
Australia's largest company 1is the
target for tax stripping, then he is
s%gply not up to the job of Treasurer

and similarly expressions of c¢oncern were made by
Maximillian Walsh, 23

there have been no satisfactory explanaticns by the
Government as to why some of the areas initially
proposed for inclusion in the Australia Card system
to combat tax evasion were dropped 1in subsequent
submissiong, much to the obvicus disapproval of the

ATO, as is seen in the following extract of evidence:

Senator PUPLICK - In the original
interdepartmental committee report on
the national identity system of
August 1985 there was reference to
the use of the card for all cash
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(v)

transactions in excess of a specified
amount. In this current report, there
is an adjustment shown on page 115 of
a decline in revenue of $46m due to
the removal of the use in relation to
cash reporting. I wonder whether vou
could explain the rationale behind
removing that requirement from the
original ©proposal through to¢ this
proposal. Was 1t a Taxation Office
idea or did it originate somewhere
else, to exclude that from the
original list of proposed uses of the
card?

Mr Killaly - It is a policy question.
I think that is the best answer to
that.

Senator PUPLICK - TIf so, it was
determined by Cabinet. Would you like
to tell me who made the policy, as a
matter of interest?

Mr Killaly - You promised not to ask
these questions about policy.

Senator PUPLICK - I did not promise
not to ask vyou questions about who
made policy. If that is an
embarrassment I can appreciate the
problem,

Mr Killaly - We were fairly keen on

that use; I would say that.

CHAIRMAN - I think it might be a geecd
idea to get on to the next session,

there is an admission in every dquarter that the
proposals would ne nothing significant about the cash
or 'black' economy, itself estimated at an equivalent
of anywhere from 5 to 15 per cent of the value of
GDP.25 It is egually of note that the cash economy in
places such as Sweden, often cited as a model for the
Australia Card system still flourishes and denies the
revenue there up to 20 per cent of current revenue
which should be gathered, 26
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{vi)

(vii)

{viii)

(ix)

{x)

in recent years Governments have moved vigorously to
close tax loopholes wherever possible, From 1977 to
1982 the previous Government enacted 18 pieces of
legislation designed to eliminate tax evasion.27 The
current Government has already moved to prevent
abuses via the system of dividend imputatien and in

relation to redeemable preference shares.28

government powers, previocusly thought not to be
availlable in relation to taxation offences (such as
access to safety deposit boxes in banks29) are now
being found to be available, obviating the need for
the Australia Card in certain areas.

there 1is no evidence that tax evasion through
companies and corporate structures can be effectively
tackled even with the ‘'companion entities' system
proposed,30

even those most concerned to assist in the protection
of the revenue and those best placed to comment on
the proposals have cast doubts on its
tax-effectiveness. Dr Ian Spry QC, Editor of the

Australian Tax Review, has concluded:

On a full analysis it appears that
the alleged necessity for an
Australia Card does not exist.
Accordingly the various dangers that
would accompany its introduction
appears to render it markedly
undesirable.3

no evidence was given to the Committee that, even
with the Card in place, the ATO was contemplating the
sort of radical revision in its internal procedures
which is clearly reguired in the 1light of several
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adver se comments by the Auditor-General,32
Specifically attention should be drawn te the
evidence recently given to the House of
Representatives Expenditure Committee indicating that
in recent years the ATO has spent only some 41 per
cent of the funds actually allocated to it for
computer equipment,33 a matter to which public

attention has also been drawn.3%

(b} Welfare fraud: Many quite extravagant and
unsubstantiated claims about the 1level of welfare fraud have
been made, On the evidence of the Department of Social Security,
which was closely examined in two public and one in-camera
sessions, I accept that only 0.6 per cent of overpayments are
attributable to identity fraud and that some 61 per cent are
attributable to income variations - which cannot of course be
picked up by the Card proposal.3> I accept also that many of the
so-called ‘'Saturday-night myths' {to use the Department's
phrase), on investigation turn out to be quite false.36 Finally
I accept the point made by the Department to the Subcommittee of
the House of Representatives Standing Committee on Expenditure
that a card system of itself poses threats to the integrity of
the welfare system and opens the door for greater fraud.37 In
saying what I have, I would not want to give the impression of
being satisfied with the systems currently wused by the
Department of Social Security, although like the
Auditor-General's report38 I recognise they are being
improved.39 I merely seek to make the point that the alleged
benefits of the Card in relaticon to welfare fraud are, on close

inspection, revealed to be quite illusory.

(c) Illegal migrants: No evidence given to the Committee
was as unpersuasive as that given by the Department of
Immigration and Ethnic Affairs.40 Reference to paragraphs 1.52
to 1.55 of this Report will demonstrate what I mean, The claims
of savings to revenue in the order of $1292 million over a ten

year period simply cannot be taken seriously.
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30 I thus believe that, on the tests proposed by the
Government itself for the introduction of the Card, no case ‘can

he made out.
Cost/benefit questions

31 Over a peried of time not only has the Australia Card
proposal been modified on numercus occasions, so have the issues
of both the cost of its introduction and the purported revenue

gains.

32 At the time of the Tax Summit the original proposal
envisaged establishment costs of $297 million; annual operating
costs of approximately $100 million and eventual revenue gainsg
rising to $454 million annually after 1992/3.41

33 At various times establishment costs varied from $38
million, through $266.9 million to $297 million,42

34 Annual operating costs were variously given as $49
million through $100 million to $111.8 million,43

35 Revenue gains by the seventh vyear wvaried from $454
million through $574.7 million up to $980 million.#4%

36 In the Government's major report 'Towards Fairness and
BEguity', prepared by the Australia Card Secretariat and dated
6 February 1986, total costs were presented as being $1046.,574
million and total benefits as $4480.25 million over a ten year

period,. 453

37 However, within that submission it is also possible to
note costs of $726.595 million and benefits of only $2459.646
million if one takes the cumulative discounted benefits which
were clearly favoured by the Department of Finance 1in 1its

evidence to the Committee,46
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38 Within a matter of days, however, these figqures were
yet again revised so that the Final Planning Report of the
Health Insurance Commisgsion reduced costs to $733.346 million by
reducing HIC costs.47?

39 I wish however to draw attention to the following
matters which cast grave doubts upon all of these claims:

Benefits

(i) the alleged benefits of $1292 million arising in
relation to the Department of Immigration and Ethnic
Affairs cannot be taken seriously as already noted;
however, Professor C.J. Barter, the Professor of
Computer Science at the University of Adelaide, 1in
his evidence explained how it might be possible that
the unintended consequences of the use of the card in
immigration matters could turn out to be not a
saving, but a cost to revenue,48

(ii) the Tax Office itself has produced contradictory
fiqures of revenue which will flow from higher levels
of 'voluntary compliance' which are alleged to follow
the Card's introduction, ranging from $137 million
through $112 million down to $105 million.49

(iii} the Department of Finance was anxious to remind the
Committee that all the figures given were those
calculated in the Department of Health, and that the
Department of Finance (where the chief source of
government expertise in this matter lies) was anxious
not to be held responsible for the figures given, 20
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Costs

(iv)

(v}

despite the fact that this programme is to operate
over a ten year pericd, in the calculations
presented, there is ng cost given for the replacement
of apy equipment during that period in the HIC. This
was admitted in evidence by the HIC?l which appeared
gquite unconcerned about it., On the other hand this
failure to provide the replacement of any
sophisticated computer equipment over a ten vear
period was described as ‘'ludicrous' by Professor

Barter in his evidence.%2

there appears to be a very serious underestimate of
the number of transactions (and thus costs) which
will be involved in keeping the records up to date.
In evidence, Dr Celin  Hughes, the Australian

Electoral Commissioner, said:

The final point to be made by way of
a footnote is in respect of the
volume of transactions that we
experience in keeping the rolls up to
date. The__numbers are _very _large
indegd. __ _They ___appear to be
considerably _ larger. than _in __the
anticipated _correcting _activity of
the ARustralia Cards so far which may
merely mean that we are looking at
different __standards __of  _reguiring
updates in_ terms of c¢hanges of name,
changes  of  address and the like., A
factor of four or five seems to be
invelved that we put through in a
year, four or five times would seem
to be the number of transactions that
are being contemplated at the moment
for the card.
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(vi)

{vii)

Given the experience of the Australian Electoral
Commission these criticisms must be taken seriously.
In response to a reguest from me the Commission
provided data indicating that on average somewhere in
the vicinity of some 1.12 million such changes to the
electoral rolls had to be made each year,54 and it is
to be borne in mind that the Electoral Rolls relate
only to adults whereas the Card system is to include
several million c¢hildren; plus large numbers of
people entitled to medical benefits or required to
pay tax who are not eligible to be on the Electoral
Rolls.

as one simple example of failure to examine
government costs I direct attention to evidence given
by the Australian Archives in Senate Estimates
Committee hearings that the Australia Card proposal
would mean significant costs for them - a matter not
referred to in any Government document to date.?>

no c¢osts are included for the levels of compliance
required by State and Local Governments. These will
be considerable., They involve most aspects of State
Government activities especially those of an economic
nature. It is c¢lear that there has been no meaningful
consultation on cost questions with the States.36 1In
the case of Local Government there will be costs
involved for it as an employer, in real estate
transactions and the 1like.?’ In submissions and in
evidence, bodies such as the Northern Territory
Government and the Australian Council of Local
Government Associations®® indicated that they would
expect their costs to be reimbursed by the Federal
Government,29
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(viii)

{ix}

(x)

(x1)

40
has been:

no proper costs are included for compliance by the
private sector®? and such as are attempted were
characterised by Dr Bruce Felmingham of the
University of Tasmania as 'confused and confusing'.61
The Retallers Association estimated costs for the
private sector to be at least $160 million. The
Confederation of Australian Industry in evidence
claimed that private sector costs would be some $377
million. It is reported that for these reasons the
Department of Industry, Technology and Commerce
opposed the ID Card ©proposal in its Cabinet

submission.62

one major cost to the private sector not addressed by
the Government is the cost involved in allowing all
employees to veport at least twice to HIC offices for
their interviews and subsequent issue of Cards. The
time lost to industry and the private sector
generally would be enormous, as indeed would be the
cost, estimated by the CAI in their submission to be
at least $17 million,63

the banks who appeared before us indicated that their
compliance costs would be very high, that they would
have real difficulty in meeting proposed demands and
that they would expect the Government to reimburse
their costs in full,.64

a further area of significantly increased costs to
the private sector was raised with the Committee by
the Law Council of Australia,63

I thus conclude that in the Government's figures there
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(a) a gross and deliberate over—~estimation of benefits:
{b} & gross and deliberate underestimation of costs; and

{c) a deliberate exclusion of costs which will be incurred
(with little or no corresponding benefits) by State and
Local Governments and the whole of the Australian
private sector.

The unaddressed issue of privacy

Privacy is thus not a luxury for
organizational life; it is a vital 1lubricant
of the organizational system in free
societies,

41 At a federal level Australia has an appalling record in
terms of the protection of personal privacy. Governments of all
persuasions have ignored it as an issue. Zelman Cowen's 1969
Boyer Lectures, 'The Private Man', raised issues which remain
unaddressed.®7 The 1973 report of Professor Morison is
unattended to.%8 The Courts have failed to give any meaningful
protection to personal privacy rights.59 The 1983
recommendations of the Australian Law Reform Commission have not
been acted upon.70

42 In relation to the Australia Card proposal the
Government has put forward a totally Alice-in-Wonderland
timetable - 'the Card first, then a Data Protection Agency and
last of all Privacy Legislation'. This order of priorities is
entirely the reverse of what it should be. I find that quite
unacceptable as indeed does the whole Committee,

43 As an example of the Government's attitude to privacy I

draw attention to recent reports that it is proposing amendments
to the Companies Regulations to require listed companies to
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disclose the names and salaries of their five highest paid
executives.’l I shall discuss in detail the Government's assault
on privacy with its proposed amendments to the Health Insurance
Regulations, since disallowed in the Senate, at a later stage,

44 The primary concern of those anxious to protect privacy
derives from the consequences of «creating one centralised
national data bank. The Government has sought to deny that it is
creating such a bank. This may well be true in a purely physical

sense but it is untrue in an operational sense.

45 Mr Chris Bushell, the Governor of the Community Affairs
Board of the Australian Computer Society explained this in his
evidence to the Committee. He said:

The next point that I want to make is that
there seems to be the feeling that there will
be no centralised data base set up by the
Government, This statement appears 1in its
submission. The problem is that the minute
you have_a_common number which appears_in_a

. There 1is quite a
common <c¢oncept in the computing world of
distributed data bases but it has no

i e in uge from a centralised data
base.

46 His proposition was agreed to when raised in our
discussions with Professor Barter,73 the Western Australian
Branch of the Australian Computer Society74 and others.

47 Central data bases pose two unacceptable (to me)
threats to privacy. In the first place, they may contain
erroneous data, quite unbeknown to the individual concerned
until it is too late. Evidence from the United States
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demonstrates that data error is a serious problem. In studies,
up to one-third of social security cases put under investigation
as possible frauds were found to result from data input error,
as were 24 per cent of cases in a Massachusetts bank survey.’5
Information supplied by the WA Branch of the Australian Computer
Society at the request of the Committee provided further details
of numerous studies (including the criminal files held by the US
FBI) of data error and their consequences.’®

48 In 1984 one American journal carried details of how
pecple had been removed as welfare benefit recipients, had their
careers adversely affected and even been arrested and held for
long periods in detention because of data errors in computers
which had been linked for various purposes.’’

49 Improper linkage 1s the second threat, carrying with it
as it does the associated problem of unauthorised access. If the
Government proposal 1is accepted, some 50 000 bureaucrats could
have access to the Australla Card register.

50 In its submission to the Committee, the Government of
South Australia drew attenticon to the work of John Shattuck. It
guoted him as follows:

What makes computer-matching so fundamentally
different from a traditional investigation is
that its purpose is to generate the evidence
of wrongdoing that usually is required before
a traditional investigation can be initiated
.. Computer-matching ___can . turn _ the
mggmg;;%_gj_;ﬂngggngm_g_mggmm
of _guilt.

51 Shattuck makes two further points: first, that the

history of computerised data systems has one clear trend, namely
they are always adapted to purposes other than those for which
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they were originally intended; and secondly, matching exercises
are not limited to individuals but include whole categories of
people because they are of particular or momentary interest to
governments.’9

52 Of course it may be said that this is not the purpose
of the Australia Card, nor are such exercises practiced here.

53 The evidence is to the contrary.

54 Dr Blewett (the Minister for Health) has written:

The key to the system is not the card itself,
but the generation of one number which will
act as a linkage number, between for example
social security and tax records.

55 Dr Blewett also admits that:

It is true that it makes it somewhat easjier
to do cross matching within the system ...

56 Our fears are supposed to be allayed by guarantees and
protections written into the ©proposed legislation, but all
instances of limited uses of such records have turned out to be
unlimited uses a few years down the track.

57 At least one major crogs-matching exercise has already
taken place in direct relationship to the Australia Card
proposal, The HIC Final Planning Report reveals:

As foreshadowed in the Commission's Interim
Planning Report in August 1985, a pilot study
has been undertaken to test the extent to
which computer matching might be successful
and reliable and might assist in the
Australia Card registration process. This
pilot study compared the Medicare enrolment
file with the Australian Electoral
Commission's electoral roll and the
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Department of Immigration and Ethnic Affairs'
citizenship file. Subsequently, a further
comparison with some Deparggent of Social
Security files was conducted.

58 The Government's bona fides must be <called into
gquestion when one considers that both this exercise and the
proposals advanced for the Card as a whole are in breach of the
OECD guidelines to Protect Privacy to which Australia 1is
supposed to adhere.83

59 This was pointed ocut by Mr Bushell in relation to the
Government Submission when he said:

Paragraphs 5.16 and 15.4.6 are quite
appalling statemeéents, almost throwaway lines
or throwaway paragraphs saying: "Once we have
got the Australia Card with its data then
afterwards by appropriate legislation I am
sure we will find new ways of using it." That
is all fine. It must be peointed out that the
OECD _guidelines sgspecifically prohibit that
and one would hope the privacy legislation
when it comes before Parliament also
prohibits that. The peint is that you cannot
find - you may not find - additional uses for
data after that data have been collected.
That is guite a clear prohibiticn. It is very
depregssing to see a _document, with the
Government's imprimatur upon it, which guite
blandly states that intention.B4%

60 This view was strongly endorsed by several subsequent
witnesses and in particular by the New South Wales Privacy
Committee.85

61 A further major threat to privacy 1is apparent when one
looks at the proposals relating to the 'companicn entity' system
advanced by the Tax Office.

62 The fcllowing exchange between myself and Mr Foster

(Acting Assistant Commissioner, ATO) illustrates the
possibilities inherent in the 'companion entity' system as
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originally proposed which would require the placing of
individual's Australia Card number on the bank accounts

clubs,

some
of

societies, businesses and other bodies with which that

individual might have some connection.

Senator PUPLICK ... I am c¢oncerned with
whether in fact information now exists in the
Australian Taxation Office as a result of
this proposal which allows vyou to say that
Chris Puplick 1is authorised to operate a
Liberal Party account, a Friends of the Colo
Valley account, an account in the name o©of the
Right to Life Association, or an account for
the Businessmen Against Socialist
Intervention which is going to campaign in a
political campaign sense. I am not saying
that you would want to do that, I am simply
sayving that for the first time that
information is available to vyou 1if the
procedures under propoesed use (2) are fully
given effect to.

Mr Foster - I_would have to adree that it
would permit us to draw that information
together.

Senator PUPLICK - But you are currently not
in a position teo do it?

Mr Foster - To do it at the moment we would
have to do a wvery resource intensive search
around the banks and one thing and ancther.

Senator PUPLICK - And that is despite the
fact that I personally may gain no benefit
whatsoever from any of the transactions
involved, because none o¢f the actual money is
mine?

Mr Foster - No, you are not the beneficial
owner of the funds involved.

Senator PUPLICK - But 1 am recorded,
nevertheless, as being linked with all of
this?

Mr Foster - As having some connection with
that account,
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B.63 Such problems are not merely prospective, they exist at
the moment with government data. Mr David Fisher (Director,
Australia Card Secretariat, Department of Health) blandly told
the Committee in relation to some current programs:

That 1linkage, or the matching, in whatever
form it 1is done, 1is legitimate; it is not
actually subject to direct external scrutiny
at present, and many individuals probably do
not even Kknow that it is going on and would

want_to complain about it - if they did want
t0_87
64 Data, especially when in the wrong hands, can be

improperly used., This- prospect becomes more acute with a
centralised data bank. The Banks themselves gave evidence of the
problems of fraud once people improperly had access to data such
as Bankcard or Credit Card npumbers at ATMs.88 A Queensland
report noted recently that pecople in Brisbane:

have worked out a formula t¢o find Telecom
customers' secret Personal Identification
Numbers once they know their Telecard number.

L

Told it was possible to work out a Telecom
customer's PIN code, Telecom's Queensland
public relations Manager, Mr Ian Cain, said:
"That may be so".

65 Apart from worries about fraud arising from improper
access, there are concerns about deliberate 'leaks',

66 On 29 April 1985 during a major dispute between the
Government and several doctors in MNSW, information about those
doctors' incomes was leaked to <certain newspapers which
published them in detail.%0 The details were quite intrusive on
the privacy of the individuals concerned. The data could only
have come from HIC files. The Health Minister, Dr Blewett,
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called for an investigation.91 Needless to say, nothing came of
it - no source of the leak was discovered, no one was punished.
The Australian Federal Police in reported advice to Cabinet and
in its evidence to the Committee admitted openly that there was
nothing that could be done about leaks and that rules designed
to prevent such things were virtuvally unenforceable.92

67 The inherent dangers of this situation were clearly
outlined in a letter signed by twelve public servants in the
Department of Social Security in the following terms:%3

ID card immoral

Sir: As public servants in the Department of
Social Security, we are concerned at the
proposed Australia Card.

Dr Blewett (Letters, February 26) does not
point out that the computer records of Social
Security already hold the following data: a
person's name, date of birth, residential
address, postal address, bank account, branch
and number, sex, marital status, family
compogition, and details of any financial
income and assets. If this proposed Australia
Card number was added then we would indeed
have a "centralised computer data bank
holding large amounts of information".

We are concerned about the pressure put on
various officers by outside agencles such as
debt collectors attempting to gain
information. Cases of this nature have
already occurred. While there may be a
"watchdog" authority set up, it will not stop
information being leaked, It will only
provide a source of retribution after the
event,

We question the need for this card at all.
Proof of identity procedures already in
existence are adequate, the only problem
being a shortage of staff to fully
investigate possible abuses of the welfare
system.,
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We also object to the Australia Card on moral
grounds; we don't want to become a number in
a system.

Anyway, what is to stop any future government
legislating to amalgamate all computer
records of the Department of Social Security,
the Police Department, the Taxation O0Office
and all other government bodies?

Keith Hall and 11 others,
Ellis Street,
Concord, March 6

68 bDespite protestations to the contrary, the Government
itself plans one centralised area of data linkage now, and
although it appears a mere matter of sgound record-keeping it 1is

also an indication of things to come.

69 The HIC Final Planning Report announces:

Q2.2 It is proposed that approved | user
agencies will be able to indicate on the
Australia Card register for their clients
their interest in receiving an automatic
update 1in changes of information, whether
this be due to error or a change initiated by
the applicant. Changes of data will then be
advised to user agencies on a regular basis
to be arranged between the Commission and
each user.

70 There is no doubt that this area will grow. There will
always be excuses for other 'relevant' data to be 'shared' -~ it
may be criminal records, health data, maintenance (Family Law)

arrangements or the like.

71 Finally I draw attention to a recent publication by
Hugo Cornwall entitled The_ Hacker's_ Handbook.?4 A reading of

this 'do-it-yourself' crack the computer system manual issues

warnings that are gquite unaddressed by the Government to date.
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B.72 As Professor Arthur Miller stated:

In the past, dictatorships have always come
with hob-nailed boots and tanks and machine
guns, but a dictatorship of dosiers, a
dictatorship of data-banks can bhe Jjust as
repressive, Jjust as «c¢hilling and just as
debilitating ...?

Organised crime

73 All the expert witnesses who appeared before us agreed
that the Australia Card would have no significant impact on
organised crime in Australia. This view was put by the former
Royal Commissioner, Mr Frank Costigan QC, by his former Counsel
Assisting, Mr Doug Meagher QC, and by the BAustralian Federal
Police, A former AFP officer has also recently attacked the
currently proposed system as in no way being fool-proof because
of the lack of integrity in documents proposed to be used to
establish identity for the issue of the Card in the first
place.?6 They and the Banks in fact raised the question of major
newWw areas of criminal activity starting up in the forging of
Australia <Cards just as recenf reports have indicated that
fraudulent birth certificates and drivers' 1licences have been

created, even inside prisons themselves, %7

74 Major BAmerican studieg have specifically rejected the
introduction of national identity card systems because of the
extent to which they could benefit rather than combat organised

crime (see below).

75 Because the Card would have intrinsic value in itself
it would be worth forging. It is also to be borne in mind that
this Card is to be issued to non-Australians, including visitors
from countries with whom we have reciprocal health agreements, 98

These already include New Zealand, the United
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Kingdom and Italy, with Greece, Spain, Ireland, and Yugoslavia
in prospect. Cards returned to those countries could easily be
exchanged for use by others or else forged and used for gquite
improper purposes.

Overseas lessons

76 Much has been made by the Government and the HIC of the
advantages of Identity Cards overseas. The full picture has not
been told.

(a) Common law countries: I have already raised the issue
of the failure of the HIC to appreciate the
distinctions of impeortance raised by the existence of
the common law system, No commen law country has a
comprehensive ID system such as is proposed for
Australia,

{i} United Kingdom: Proposals for a Unique Personal
Identifier (UPI) were investigated by the
Committee on Data Protection {the Lindop
Committee} in 1978, Tt emphatically rejected the
introduction of a UPI, and commented:

As regards the implications for
privacy, there can be no doubt
that the UPI would greatly reduce
the British citizen's traditional
anonymity, because his identity
number would remain with him for
life and be used in most
transactions, making it easier in
principle for the state to trace
his changes of name and address.
Anonymity would, of course,
suffer even more 1if the citizen
were required to notify such
changes to a population
register.
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{ii} In 1981 the Canadian Privacy Commissioner
reported to the Government on the Use of the
Social Insurance Number. The Commissioner drew
attention to two facts causing concern, The
first was that the SIN had grown into being used
for a host of reasons never contemplated or
approved of when it was introduced for purely

welfare purposes. The second was that

..+ prohibition of the collection
and use of the social insurance
number will not eliminate sharing
of infeormation on computerized
data banks.100

(iii) USA: While not entirely a common law country,
the USA has much in common with Australia in
terms of this guestion of identity cards., Three

major studies are relevant.

77 In 1976 the Report of the Federal Advisory
Committee on False Identification (one of whose members was a

witness before the Committee) concluded:

It is certain that any new system designed te
verify and store identity information on over
200 million people would be extremely
expensive and require a major national
effort., It is highly probable that proposals
for such a system would be opposed
politically. If such a system were
implemented despite these difficulties, it
would be subject to defeat by imposters or
counterfeiters taking advantage of careless
inspection of documents or through corruption
of officials. Occasional errors would also
occur in such a system that could adversely
affect innocent people. Organized crime would
take advantage of any national ID system
because of the presumption of wvalidity
surrounding such a large system, Criminals
could reap benefits far greater than they
obtain under the current multifaceted system
of identification.
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The FACFI therefore strongly opposes any new
type of state, or local government-issued ID
intended to supersede existing documents, In
short, FACFI opposes any so called "National
ID card".101

78 In short the Report held that a national ID Scheme
would be of primary benefit to criminals and would add to what
was already a '"multibillion deollar naticnal problem' of the

criminal use of false identification.l102

79 In 1977 the Report of the Privacy Protection Study
Commission endorsed these views. It warned of the effects of

such systems

- on the balance of power between
government and the rest of society.
Bccumulations of information about
individuals tend to enhance authority by
making it easier for authority to reach
individuals directly.l03

especially as

.+. government has enormously broadened its
oppeortunities both to help and to embarrass,
harrass and injure the individual.

80 Finally, in 1980 the General Accounting Office issued a
report on tamper-resistant social security cards which concluded
that such a system was not viable, but which also drew attention
to the growth out of all proportion of 'the reguired and actual
use of the S8SN for Americans since its modest and allegedly

limited use introduced decades ago.105

(b} Civil law countries: Not all civil law countries allow
the use of ID cards - some, like the Netherlands, very
forcibly reject their use, largely due to their
experiences under occupation in wartime.,106 However it
is to be noted that in countries such as France where

such systems are 1in use, they exist alongside an
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established body of administrative law which is quite
unlike anything known to the Australian legal
system.107 It is interesting to note that the HIC
visited countries such as Israel and Hopng_Kong where ID
systems are used without drawing attention to the
particular problems relevant there such as constant
threat of war or terrorist attacks in one or the
massive problem of large-scale illegal immigration in
the other.

81 Bishop Challen noted in his submission how the HIC officers
had confined their attentions to talking in those countries with
the bureaucrats who were running the ID systems and who were
direct beneficiaries of the existence o¢f the schemes in

question.l08

82 There was also no mention of the fact that in West Getmany
it has recently been decided that the c¢itizens of that country
will be required to carry the ID card at all times as from the
middle of 1987.109

83 Sweden has often been held up as a model, and Mr Lars
Tegnhed of the Swedish Tax Board gave evidence to our Committee,
He revealed a position in which perscnal privacy has virtually
no meaning in Sweden.l1l0 In recent months in Sweden there has
been growing opposition to the levels of personal data held on
Swedish citizens., A project called 'Metropolit' has been halted
because it was revealed that a major'study was being undertaken
on citizens of Stockholm without their knowledge.lll A major
medical institute is found to have done studies on women f{again
without their knowledge) matching medical records on cancer and
abortions.l12 The Central Bureau of Statistics has proposed
abandoning 1its census in favour of simply 1linking seventeen
existing population registers.ll3 As one commentator has noted:

188



Every Swedish citizen is caught in a cobweb
of computerised information, just waiting for
the spider.ll

84 If there are any lessons for Australia from overseas
data it is surely that common law countries reject ID systems
and most of the western European countries with such a system
are either watching them grow apace or else now trying to wind
them back.

Incrementalism: A well founded fear

85 I have already drawn attention to the fact that
numerous witnesses expressed before us a fear that the use of
the Card and the 1level of access by the bureaucracy would
certainly grow. Similarly I have drawn attention to¢ the
incremental use of card systems or numbering systems in Canada,
the USA, West Germany and Sweden.

86 The Government itself clearly admits this to be the
case., Its submission to the Committee states boldly:

While the Government cannot rule out
categorically the possibility that at some
future date additional wuses may suggest
themselves as being desirable or essential to
meet emerging problems ...

87 The Department of Health Report on the HNational
Identity System of August 1985 1listed seven Commonwealth
Departments which might use the Card.l16 By February 1986 one
potential wuser (the Electoral Commission) had withdrawn but
there were by then 13 Departments cleared £for access, with
another listed as a 'possible' user (Attorney-General's).ll7

88 In submissions, bodies as diverse as the Australian

Hotels Association, the Tasmanian Police Department and the
Bureau of StatisticsllB asked for access.
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89 In a speech in October 1985 Dr Blewett promised that:

Within the ambkit of those functions, the
Australia Card itself will be needed in only
three situations;:

. in connecticon with employment;
. when conducting specified financial

dealings and other matters with tax
implications; and

. when claiming Commonwealth benefits.
No other uses of the Card will be permitted
by law.l19
80 However, by February 1986 the Australian Institute of

Health 120 for example had been included which could hardly
claim justification under any of the points previocusly announced
by the Minister.

hl The drift to incremental use is world-wide. Even in the
U.K. this presented a problem until in 1951 it was left to the
Courts, not the Government to call a halt to the incremental
usage of identity cards which had been introduced as an
‘emergency' measure at the outbreak of war in 1939. The Court
noted that ID cards and indeed the whole of the relevant Act
(the Naticnal Registration Act 1939) were being misused by the
Authorities. It is noted the Act 'was never passed for the
purposes for which it is now apparently being used'.l21

92 &4 paper by the ©Parliament's Legislative Research

Service has noted that:

the US social security number is an example
of how easily an identification system and
its centralised data and information
facilities can be used for purposes other
than the original one.
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B.93 As Shattuck writes:

The history of computerized data systems over
the last decade shows one clear trend : they
have always been adapted to purposes other
than their originally intended use.l

94 There is every reason to hold those same fears for
Australia.

Community attitudes

95 Much has been made of the allegedly high level of
public support for the RAustralia Card proposal revealed in
public opinion polls. This data was challenged persuasively by
the South Australian Chamber of Commerce and Industry and by
Professor Barter in their evidence,l24

96 Both indicated the  unsatisfactory nature of the
questions posed and the quite problematic interpretation of the
data derived. Neither was alone in making such challenges, and
as Senator Haines pointed out, much the same could be said of
public opinien data on the Bill of Rights, an issue currently
before the Senate.l23

97 I am impressed by the fact that numerous community
groups came before the Commititee to voice their concern.

98 Councils of Civil Liberties, the Law Society, the
International Commission of Jurists, the New South Wales Privacy
Committee and various Computer Societies opposed the
introduction of the Card.l26

99 Professors of Law, and Computing Science appeared to
add their opposition. Leading jurists have opposed the Australia
Card as have other leading academics, and representatives of
Church organisations, including the Anglican Diocese of Perth
and the Australian Catholic Social Welfare Commission.l127
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100 Three major unions, the Administrative and Clerical
Officers Association, the Federated Clerks Union and the
Victorian Teachers Union have opposed the Australia Card as has
the Confederation of Australian Industry, and the SA Chamber of
Commerce,128

101 The Federal Council of the Liberal Party, and Liberal
Party PDivisions in New South Wales, Victoria and the Young
Liberal Movement have voted to oppose the scheme.l29

102 Expressicns of opposition have been made by the
Queensland Division of the National Party,l30

103 The Legal and Administrative Policy Committee of the
Australian Labor Party; the ALP's Victorian Branch and the
Society of Labor Lawyers - Victoria made submissions to the
Committee in opposition to the Government's proposal which was
also opposed by a resolution of the Labor Women's Conference,l31

104 The Government of Queensland flatly opposed the scheme
and the Governments of South Australia and the Northern
Territory indicated their significant concerns with the
proposal,l32

105 The Opposition Shadow Cabinet anncunced that it would
oppose the scheme if it did not adequately address the issues of
cost/savings; the combatting of fraud and the protection of
privacy; none of which concerns I believe has been adequately
addressed, 133

106 There is no doubt that the overwhelming weight of
evidence from sources other than the Government and the
bureaucracy has been hostile to the whole proposal., Even within
the bureaucracy it is clear that great opposition to the
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Australia Card exists, although the Minister for Health has on
two occasions refused to release documents expressing such
concerns (from bodies including ASTEC) to the Committee for our
examination,134

107 Finally those primarily concerned with law enforcement
and the fight against organised crime have made clear either
their hostility or their total scepticism about the efficacy of
the whole proposal.

108 I believe that sound decisjions in Government need to be
based upon the consideration of the weight of evidence from
informed opinicn and that informed opinion in Australia,
reflected in submissions, evidence, resolutions and
editorialsl35 is overwhelmingly against the Government's

proposals in its current form.
It can't happen here - who said?

109 Proponents of the Australia Card scheme have sought to
infer that the types of concerns expressed by opponents are
somehow far-fetched and unrealistic in the Australian context.
This claim should be tested on the basis of real evidence, and
this I propose to do.

(1) The _BAustralian _.system will .work because of our
experience with Medicare cards. This claim has been
made by the BIC and others. However, one needs to bear
in mind that the HIC has already issued more Medicare
Cards than it should have. My colleague, James Porter
MP, has established from the HIC that there are already
20 000 cards 'suspected' of being duplicates, and that
the total number o©of cards on issue is already 1.7 per
cent greater than the population projection.136 The
Commission's Final Report admits to a loss or theft
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(2)

(3)

(4)

(5)

rate of 6 per cent, or 670 000 cards over the last two
years,137 and I have drawn attention to the concerns
about fraud overseas, fraud found by Mr Costigan and
the Federal Police, and the problems associated with
the issue of <cards to foreigners in line with

reciprocal health care arrangements.

We will be able to resist the pressures for increased
use of and access to the Card apnd the Data Base. I
believe I have dealt with this already and that
Government claims to the contrary have been shown to be

untenable.

Records _are not misuged in Auygtralia. An example of the
hollowness of this «claim 1is ©provided £from South

Australia, where in 1983, the State Cabinet used
computer records of its own employees and directed
State Government agencies to provide trade upnions on a
quarterly basis with lists of employees who did not
have trade union subscriptions deducted from their

pay.138

Records . in Australia would not be used for improper
political purposes, In my discussion of the 'leaking’
of data from the HIC (the proposed operatoer of the
Australia Card system) relative to the income of
individual doctors inveolved in a direct political
dispute with the Government, I think I have laid this
myth to rest.

There will not be linkages of data. From evidence drawn

from existing practice, from work undertaken
preparatory to the introduction of the Card, from the
clear pronouncements of both the Minister for Health
and the Health Insurance Commission itself, I think
this c¢laim can also be discounted.
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(6}

There will be no penalties jimposed on_peopl o_© o]
stay_out _of the system.l39 This claim has been refuted
in detail by the NSW Privacy Committee. It has listed
gome 50 new offences or penalties ©provided for
non-production of the Australia Card to various
authoritiesl40 and has described the consequences of

non-registration thus:

An important aspect of the ©proposed
national identification system which is
omitted from the brochure is that
failure to register or to produce the

Australia Card - the government issued
identity - will Thave vwvery serious
consequences, In fact, more than 50
offences, sanctions and similar

disabilities are proposed for the
enforcement of the Australia Card
system,

The following scenario illustrates the
practical effects of non-registration on
the average Australian citizen.

If a person is unemployved, he/she will
not be given assistance by the
Commonwealth Employment Service to find
a job, and will not receive unemployment
benefits. Sheuld he/she wish to improve
job prospects by undertaking a tertiary
course, enrolment in the tertiary
institution will not be permitted and
educational allowances, such as TEAS,
will not be paid.

If this person is fortunate enough to
find a job, 49 per cent of gross income
will be withheld for tax purposes. What
little is left of earnings cannot be
deposited in a bank or invested with any
financial institution as all investments
(whether interest bearing or not) are
prohibited under the national
identification system in the absence of
an Australia card. The earnings cannot
even be kept in a safety deposit box as
thig facility will only be available to
people who can produce the Card,
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(7)

If, as might be expected, a person in
this situation experiences financial
difficulty it will be extremely
difficult, if not impossible to obtain
credit, as no account can be held with a
financial institution. Saving to put a
deposit on a home would be a pointless
exercise as housing loans will be
impossible to obtain, First Home Owners
Scheme assistance will not be available,
and buying or selling a home without the
Australia Card will be prohibited
anyway.

Should the non-registrant fall ill,
Medicare Dbenefits will not be paid
although "entitlement" to those benefits
will not be affected.

Ift, as a result of all these
prohibitions a person wishes to leave
the country, he/she will have to leave
by stealth as a passport will not be
issued without an Australia card.

All these consequences follow even if a
person has no intention of defrauding
the Commonwealth and is willing and able
te produce sufficient evidence of
identity as would have conferred
eligibility for an Australia Card. There
can be no doubt, then, that the real
effect of the proposed national
identification system will be to deny
important rights to Australian citizens
not because of <c¢riminal conduct or
intent, but sim %F on the basis of
non-registration.l4

Medical data in particular will be protected. This has
ceased to be believable as a c¢laim as a result of
legislation introduced by the NSW Labor Government
{which does in fact have a Privacy Committee Act) in
relation to the reporting to wvarious authorities of the
results of AIDS anti-body testsl42 and as a result of
activities of the Queensland National Party Government
in relation to the police seizure of medical files
relating to abortions carried out in that State.143
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(8)

(9}

Only_the guilty have something to fear. This line has
been pushed by the Government, however exactly the
reverse situation was put to us by Professor Walker in
his evidence. After a lengthy and penetrating analysis
of possible scenarjios involving such issues as data
error, bureaucratic subjectivity, psychiatric
assessments misused by employers, the effect of
surveillance on workers and the reconstruction of
unrelated data to fit certain patterns, he concluded
that:

One must repeat that the evidence from
other countries does not give the
slightest reason to believe that a
system of compulsory identity numbering
and ID cards will  have noticeable
success in putting an end to the
depredations of serious wrongdoers. It
is only the amateurs who will be caught,
those who do one stupid thing in their
lives, have learned their 1lesson, andg
would like to make a fresh start. It
would almost be truer to say that the
innocent, and the relatively innocent,
will be the onl ones who will have
anything to fear.

He further says:

Indeed I would suggest that the innocent
are perhaps the only people who have
anything to fear because the gquilty will
get away with it anyway.

The Minister caught_in the_act. T have left until last
the most compelling evidence of how shallow are the
claims of adequate privacy protection advanced by the
Government. On 17 April 1986 the Senate Standing
Committee on Regulations and Ordinances presented its
Seventy-ninth Report relating to the disallowance (by
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effluxion of time) of the Health Insurance Regulations
made under Statutory Rule No. 290 of 1985,146 Thesge
Regulations inserted a single line (eight words) and no
more into the Health Insurance Regulations. In
informing the Senate of what had occurred, the Chairman
of the Regulations and Ordinances Committee said:

The Health Insurance Regulation
(Amendment) provided that the Secretary
of the Department of Social Security was
to be a prescribed person to whom could
lawfully be given, otherwise
confidential information in the
trusteeship of the Health Insurance
Commission,

The Commission administers Medicare and
as the report indicates it is the
recipient and the repository of vast
amounts of computerised medical
information about the health of millions
of Australians.

The Health Insurance Act contains
secrecy provisions designed to protect
the privacy of this very sensitive
material., It is a serious «criminal
offence for officers acquainted with
information to reveal it outside the
Commission,

However the Minister for Health can
suspend the operation of these secrecy
provisions to some extent by prescribing
persons to whom the information may be
given.

ITn the past the Minister has prescribed

official medical and medical-legal
investigators as appropriate to receive
information,

These Regulations appear to be a major
departure in that they prescribe, as a
recipient of secret material, a person
who has no official involvement or
connection with the Health Insurance
Commission or the investigation of
medi-fraud.
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In addition, the prescription is totally
open-ended in that in theory it makes
lawful the release to social security of
any information held by the Commission.
Clearly this could include medical
information.

The Commission has such sophisticated
computer hardware and software that it
would be theoretically possible to
compile and release intimate and
embarrassing medical profiles on
identifiable individuals, families and
groups in society.

It would be unthinkable that the
Minister for Health would allow this, or
that the Minister for Social Security
would wish it.

However a dangerous situation is created
when the Jlegal possibility exists that
medical information gould be released
without breaking the Act or the
Regulations.

We would be astounded if the Taxation
Office were legally permitted to
circulate full details of the tax
returns of every Australian to other
areas of the bureaucracy.

Yet the potential invasion of privacy
represented by the power to circulate
medical details is much more serious
since our state of physical and mental
health is a source of our most intimate
weaknesses.

Improper revelation of medical
information exposes us to humiliation,
ridicule, contempt, embarrassment,

blackmail and great stress.

We have a system of health insurance
that for good and honourable reasons 1is
designed to identify, and apply to,
every citizen in the Nation.

However, when married up with modern

computer technology and a tendency
towards the centralisation of
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bureaucratic and governmental power we
have a recipe for potential abuse of
privacy that 1is breathtaking in its
scope.

I have no doubt that these implicaticons
have arisen inadvertently and incidently
from the Minister's genuine concern to
assist with detection of social security
fraud.

Fraud on the public revenue, whether it
be tax evasion or making false welfare
claims, is a corrosive crime that
affects everyone of us by unfairly
depleting our pooled resources. No less
than tax evasion, it is a crime that is
particularly offensive when used to
defraud welfare revenue because by
diminishing our poocled resources it
places unfair pressures on honest and
genuinely needy claimants.

The Committee supports the Minister for
Health and the Minister for Social
Security in their efforts to tackle
these frauds but the end doces not
justify any means.

The Health Insurance Regulations were
prepared without proper regard being
given to their 1legal implications for
millions of ordinary Augtralians who use
Medicare and have a legitimate
expectation that the privacy of their
medical histories will be respected by a
sensitive bureaucracy and powerful legal
protections.

It is with some regret that I report
that both the sensitivity and the 1legal
protections appear to have succumbed to
the imperatives of detecting fraud.

I accept, and I think the Committee
accepts, that the Minister and his
officials had no intention to release
anything but identity details which
Social Security could use to check the
identities of c¢laimants. The Committee
considered that the release of such
innocuous materials would net be an
undue trespass on rights.

200



A balance must be struck between the
detection of fraud and the protection of
privacy.

The drafting of these Regulations did
not reflect that balance although the
Ministers intentions of course did
so.147

110 This saga is a most instructive one. It shows how
bureaucratic zeal coupled with what amounts to Ministerial
over-sight «can lead to significant intrusion wupon civil
liberties and on privacy in an area as sensitive as personal
health receords collected (compulsorily in effect) by the
Government. It was only the vigilance of a Senate Committee
which prevented this abuse. Correspondence with the Minister for
Health reveals that even when this matter was first drawn to his
attention he sought to persist with putting the challenged
Regulation in place notwithstanding the Senate Committee's
expressed concerns, and even claimed that the decision was made
with the full consideration of such issues in mind,148

111 Here, we have both the Minister responsible for the
Australia Card proposals and the Department designated to put
the proposals into effect propesing to operate in a manner that
a Senate Committee charged with responsibility to protect
individual civil liberties finds to be repugnant,

112 Here we have an Act (the Health Insurance Act 1973)
which allegedly protects sensitive personal data from disclosure
being subverted by regulatory action taken without the direct
knowledge or consent of the Parliament.

113 Here we have every concern expressed by witnesses
before the Committee about the ©possibility of insidious
subversion of our c¢ivil liberties and our right to privacy being
totally borne out and justified at the very same time as the
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Joint Select Committee is being asked to give its imprimatur to
a massive scheme extending bureaucratic intervention in our
lives and authorising the gathering, storing and dissemmination
of personal data on a scale never before proposed in apy free
western democracy.

There is a better way

114 The majority of the members of the Joint Select
Committee share many of my concerns about the Australia Card
proposal. As a result they have decided on balance to recommend
against adoption of the Government's proposal in its present
form., However, we realise that this casts upon us a clear
responsibility to recommend some alternative which addresses at
least the area of principal concern, namely tax evasion.

115 The Report of the Joint Select Committee thus proposes
as 1its central recommendation the use of an improved and
upgraded system based upon a tax file number of higher integrity
than that currently used.l49 There are several consequential
recommendations, such as those having to do with resource
allocations for the Tax Office and improvements in procedures
for other Departments. There are also subsidiary recommendations
on such issues as the upgrading and co-ordination of the Births,
Deaths and Marriages Registers. Finally, there are significant
recommendations addressing matters such as the long overdue need
for privacy legislation and Parliamentary oversight of these
proposals,

116 These recommendations have my support. I believe they
adequately address areas of prime concern without at the same
time posing the threats to privacy and civil liberties which I
see as inevitable consequences arising from the Australia Card.

CHRISTOPHER PUPLICK
Senator for New Scuth Wales
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OVERVIEW

1. It is our firm belief that the Australia Card proposal
is an effective, innovative approach to the problems of tax
evasion, social security fraud and 1illegal immigration. The
proposal has guite justifiably received widespread public
support., After five months of closely examining the issues and
the extensive evidence presented to us we alsgso lend the concept

our full support,

2. Contained within the Australia Card proposal are a

number of important 1legal and administrative reforms. These

include:
. the establishment of a Data Protection Agency;
. the computerisation of births, deaths and marriages
registers; and
. the application of the proposed information privacy

principles to the Australia Card program. By
implication, the Government submission supports the

introduction of Privacy legislation,

Each of these reforms are long overdue and we advocate their
immediate introduction.

3. We also support the following recommendations contained
in the body of the Report:

the implementation of the House of Representatives

Standing Committee on Expenditure recommendations on

illegal immigrants.
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4.

the transfer from the Department of Education to the
Department of Social Security of the reponsibility for
processing applications and payments under the

education assistance schemes.

the introduction of improved controls by financial
institutions as recommended by the <Costigan Royal

Commission.
administrative reforms within the Department of Social
Security to minimise fraud in relation to false

identities.

We reject the tax file number proposal outlined in the

body of the Report for the following reasons:

tax file number systems lack integrity and can only
achieve moderate levels of success in combating fraud.

The integrity of the tax file number system 1is not
capable of being upgraded to the standard of the
Australia Card, with or without a photograph. There
will be less rigorous checks on the issue of a tax file
number and, accordingly, it will be easier to use such
a number to defraud the revenue.

The fact that no card will be issued {and hence the tax
file notice issued will have no security features)
means it will be relatively simple +to fake the
document, or use stolen or lost tax file numbers.

The proposed administrative arrangements whereby the
Department of Social Security (DSS) or its nominated
agents interview applicants, yet the Australian
Taxation Office (ATQ) issues the numbers, is cumbersome
and inefficient. The ©public will be <considerably
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inconvenienced and expected to travel large distances
for DSS interviews. DSS has only 204 branch offices,
whereas under the Government proposal some 356 Medicare
offices will administer the Australia Card Scheme.
Furthermore, there is an inherent incompatability in
linking a benefit-paying Department with a
revenue—gathering authority. This is 1likely to cause
conflicts both within and outside the Department of
Social Security in relation to its perceived role in

the community.

The establishment and operating costs of the tax file
number registry will actually be far higher than
estimated in the majority report. The proposal for one
tax file number registry and another independent
registry for Medicare, represents a costly duplication

of time, effort and money.

Compliance costs for the non-Government sector will be
higher than for the Australia <Card proposal. Because
there is no direct link between the tax file number and
proof of the identity of the person it has been issued
to, banks, employers and other financial institutions
may find it necessary to call up the ATC to validate
each file number ©presented. Even this wvalidation
procedure will not ensure that the person presenting
the number is in fact the person to whom that number

was issued.

The ATO revenue gains from the tax file proposal over
ten years will compare most unfavourably with the
Government estimates of $3.115b for the Australia Card
proposal (without photo), or at a very conservative
minimum, $4.074b with photo (see Table 8.7 Government

Submission, p. 123).
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5. We strongly support the introduction of an Australia
Card with a photograph. We propose that this Card be used and
recorded by only four Departments: the Australian Taxation
Office, the Department of Social Security, the Health Insurance
Commission and the Department of Immigration and Ethnic Affairs.
However, we propose that access to the Australia Card Register
be limited to the first three Departments, The reasons for our

support of this amended proposal are:

. The use of a Card with photo will maximise revenue

gains, at little additional cost.

. The tightly restricted use of the Card to four
Government agencies, will in fact increase revenue
above that estimated in the Government's proposal and
diminish threats to civil liberties,

. The freedoms and privacy of Australians will be more
than adequately protected by the introduction of the
Data Protection Agency and Privacy legislation. Indeed,
with the eventual expansion o¢f the Data Protection
Agency to cover private sector data bases, we believe
that individual «civil liberties in Australia will

actually be enhanced as a result of these measures.

. Qur proposal offers considerably greater financial
benefits than the tax file number proposal, with less
inconvenience to the general public and lower

compliance costs for the non-Government sector.

. The introduction of such a high integrity
identification card will enable Government agencies
such as ATO and DSS to more easily detect organised tax
evasion and fraud, and hence assist in the fight

against organised crime.
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The Australia Card proposal is Kkeenly supported by many
prominent community organisations, lawyers and
individuals, and nationwide opinion polling confirms
that more than seven out of ten Australians strongly

support the introducticon of the Card.

Finally, we are convinced that no other propcsal before the
Government promises such massive inrcads into tax avoidance and
other revenue/benefits fraud. With estimated revenue benefits in
the order of $8 billion over ten years, it is highly unlikely
that any other project will ever present itself to Government
which offers such a high benefit to cost ratio.
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MAJOR RECCMMENDATIONS

1 We have been persuaded by this and other evidence to
recommend as a minority, that the Australia Card program proceed
but on a more restricted basis than that proposed in the

Government submission.

2 We recommend that the use of an Australia Card and its
register be restricted to four departments only: the Health
Insurance Commission, which will operate the System:; the
Australian Taxation Office; the Department of Social Security;
and, on a strictly limited basis, the Department of Immigration
and Ethnic Affairs.

3 We also recommend severe penalties, to apply in both
the public and private sector, for the unauthorised recording of
the Australia Card number and for the transmission of that
number to unauthorised persons, organisations and other

institutions, public or private.

4 We recommend that the Australia Card program include
ATO use(s) 1-10 (as set out in the Government Submission to the
Joint Select Committee on an Australia CardlB) and the

associated sanctions.

5 We recommend that the Department of Social Security use
the Australia Card and associated register to:

. identify persons «claiming social security benefits,
including those benefits formerly administered by the
Education Department which we have recommended be
transferred to the Department of Social Security;

. identify clients on an on-going basis after their
eligibility has been established;
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. verify the existence of claimed dependants;

. detect undisclosed income; and
. deter other fraudulent practices.
6 We recommend the adoption of the Government proposal

that, from March 1987, the Medicare benefits card be
progressively replaced by the Australia Card.

7 We recommend that the Australia Card Register have
access to the files of the Department of Immigration and Ethnic
Affairs although, in the normal course of events, the DIEA would
not be an authorised user of the Australia Card Register.

8 We recommend that Australia Card numbers be assigned to
the relevant DIEA records.

9 We recommend that any future extensions of use should
require full Parliamentary and public discussion of the merits
of the proposal. An extension of use should reguire amendment to
the Australia Card Act by the Parliament of the Commonwealth.

10 The Government submission states that there should be
no requirement for any individual to carry his or her Australia
Card { or similarly, to carry the card of any dependents).20 We

agree and recommepnd accordingly.
11 We recommend that the requirement to present the

Australia Card should be mandatery only for the purposes
specified in the legislation.
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12 We recommend that

(a) all access to the Australia Card register be logged as
a security measure. Invalid requests for access which

are refused should be logged separately; and

(bY the type of security and secrecy provisions that
prevail in respect of tax records at the Australian
Taxation Office be applied to the three Departments
which will have access to the register.

i3 We recommend the establishment of a Register to give
high integrity to the Australia Card and to minimise the
creation of false identities. The Register should contain the
basic personal, program management and other information set out
in the HIC Planning Report.32

14 We recommend that all access to the Register by
Government agencies be recorded and that the record be made
available, subject to the access provisions of the legislation,

to the record subject.

15 We recommend that a colour photograph be included on
Australia Cards issued to persons over 18.

16 We recommend that a digitised black and white
photograph be included on the Register.
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1. Introduction

1.1 It is our firm belief that the Australia Card proposal
is an effective innovative approach to the problems of tax

evasion, socilal security fraud and illegal immigration.

1.2 From the time the Australia Card concept was first
proposed, it has received widespread public support. Mr Eric
Risstrom, the National DPirector of the Australian Taxpavers
Agsociation, referred to the community support for an identity
card with a photograph at the time of the 1985 Taxation Summit.
At public meetings held by the Association the support was such
that: 'On a show of hands we were getting consistently, in all
States but Queensland, nine out of 10 favouring a card'l Cpinion
polling in 1985 and 1986 has also revealed consistent support
for the card among approximately seven out of ten Australians.?

1.3 At the public hearings held by the Joint Select
Committee on an Australia Card and in submissions and letters
sent to it, there ig abundant evidence of widespread support,
including support from organisations such as:

. The Returned Services League of Australia3
. The Australian Taxpayers Association?

. The Australian Retailers Association®

. The BAustralian Hotels Association®

. The Salvation Army7

. The Sydney City Mission8
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1.4 We also received evidence in favour of the proposal
from such informed individuals as:

. Professor Douglas Whalan, who was the Chairman of the
Australian Government's Committee of Enguiry into the
Protection of Privacy and the author of its report
tabled in the Parliament in 1973.9

. Associate Professor PRobert Hayes, the Commissioner in
Charge of the Ausiralian Law Reform Commission

reference on Privacy.l?

. Professor Peter Groenewegan of the Department of
Economics at Sydney University and the author of many
beoks and articles on tax policy and tax reform.1l

. Mr Richard Krever, a tax law specialist from Monash

University.12

1.5 We have been persuaded by this and other evidence to
recommend that the Australia Card program proceed, but on a more
restricted basis than that proposed in the Government
submission. We recommend that the use of an Australia Card and
its Register be restricted to four departments only: the Health
Insurance Commission, which will operate the System; the
Australian Taxation Office; the Department of Social Security;
and, on a strictly limited basis, the Department of Immigration
and Ethnic Affairs. We have decided on this approach because we
have serious concerns about the possible intrusion of privacy
and breaches of civil liberties under a widespread system of
national identification. OQur restrictions on the Departments
able to use the Card and the Registry, combined with the
Government commitment both to establish a Data Protection Agency
and to legislate for privacy when introducing the Australia Card
program, will, we believe, answer those concerns. With Professor
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Whalan, we believe that an Australia Card system, with very
carefully circumscribed limits on its use and an independent
protective body such as the DPA, may well mean that 'our privacy
may be better protected than it is now'.l1l3
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2. Privacy, Civil Liberties and the Common Law

A, The Australia Card and Privacy

2.1 We acknowledge the concerns of many witnesses about the
purported invasion of privacy posed by the introduction of an
Australia Card, We do, however, draw to the Parliament's
attention some of the areas in which it would be safe to assume
little or no privacy currently exists. Compared with many data
bases already in operation, the Australia Card would appear to
represent at most a minor intrusion into the average citizen's

privacy.

2,2 The Australian Taxation Office, for instance, has
extracordinary and comprehensive powers under the Income Tax
Assessment Act to seek details about individuals, in some cases
without those individuals being aware of the Tax Office's
intrusion, Sections 263 and 264 of the Income Tax Assessment Act
provide virtually unlimited powers to the Commissicner of
Taxation for full and free access to all buildings, places,
books, documents and other papers for any of the purposes of the
Act. It is ironic, to us, that the majority report makes no
mention of these extensive powers, which already exist, or their
potential threat to civil liberties.

2.3 Many commercial enterprises keep detailed records of an
individual's credit-worthiness; others rely on access to data
bases. The information kept on such data bases 1is usually
unknown to the individual concerned. In some cases, a two-way
sharing of information between retailers, for example, and
credit-worthiness companies has been a long-standing practice.
It is well-knowm that the information obtained by some companies
is sold to other companies interested in sending out unsolicited
material. In all cases, the individual concerned has little or
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no say in the process. Banks appearing before the Joint Select
Committee indicated that they routinely double check information
given on loan application forms with other banks-without
customer approval.14 Few individuals ever are given the
oppertunity to see data kept on them by private companies, let
alone make corrections to any information contained on those
files. The consequences of this are not trivial: it is obvious
that a poor credit rating constitutes a severe handicap in a
society where access to credit is an inteqgral part of our lives.
If that credit rating is based on incorrect informaticn, it can

have serious consequences for the affected individuals,

2.4 Government Departments also maintain data bases on
citizens. Evidence heard before the Joint Select Committee on an
Australia Card indicated that the Medicare card number is only
an external number and that there 1is already a universal
identity number associated with each individual. This fact was
revealed by a witness, Mr M,G. Parsons, Assistant General
Manager, Claims and Membership of the Health Insurance
Commission.l5 We are surprised that the opponents of a national
identification card system who sat on the Joint Select Committee
did not pursue this matter further, We believe it is likely that
they chose to ignore the existence of such a numbering system
because widespread knowledge of its existence might serve to
strengthen public acceptance of the Australia card, on the basis
that a universal identifier already exists and no harmful
consequences have been perceptible as a result of its operation.
The Department of Social Security in its evidence gave a full
picture of the computer matching and extended uses of data base
material which enables that Department to seek out fraud or
merely check eligibility for benefits, It was apparent from the
evidence that a number of other Departments alse regularly
engage in data matching. These Departments include the
Australian Taxation Office, the Department of Immigration and
Ethnic Affairs and the Health Insurance Commission.
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2.5 Computers in State and local government have been used
to compile extensive data bases that help build up profiles of
individuals. Land data systems being established in Victoria and
New South Wales will enable those individual profiles to be
established, with the ©potential for real estate agents,

solicitors and accountants to gain access on reguest.

2.6 To protect themselves from organised crime, insurance
companies are now establishing computer programs to draw
together disparate information about c¢laimants.

2.7 In short, absolute privacy deces not exist in a society
which has up-to-date technology and accepts the use of that
technology. If one is born, marries or begets children, if one
buys or sells a house or land, if one borrows money, if one
votes or receives an award wage, and if one pays tax, one 1s on
a file somewhere and technology is already being used to draw
those separate items of information together.

2.8 We believe the question of privacy is an important
matter, but the key issue is not whether or not the Australia
Card will invade privacy - the guestion is, at what point do we
set the limits? The Joint Select Committee's proposal for a Data
Protection Agency and privacy legislatign will help to provoke
discussion about the degree of privacy invasion that we are
prepared to accept. Similarly, proposals to leog every access to
the Australia Card data base should prevent unauthorised access.

2.9 At the end of the day, the protective mechanisms
contained in privacy legislation, a Data Protection Agency and
an Australia Card may well provide a framework for the
protection of civil liberties and privacy that is far superior
to that which we have now. As Professor Whalan of the Australian

National University said in evidence:
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«vs it is inevitable in our community that we
are going to have complex, complete,
intertwined computerised records., What we do
not have at present is a completely adequate
protection against the use or misuse of those
records, and that need for some sort of
protection I believe exists quite
independently of the proposal for an
hustralia Card. Tf we do have an BAustralia
Card it is wvital, I believe, that we have
both very carefully circumscribed limits on
its use and a protective body with similar
independence to that possessed by the
Cmbudsman. Perhaps one irony would be that if
we do have an Australia Card with all those
protections ... our privacy may be better
protected than it is now.

2.10 Professor Whalan is a key figure in the debate. As one
who was influential in the introduction of the Ombudsman concept
in this country, and a noted <¢ivil 1libertarian, Professor
Whalan's view that the Australia Card may well help to advance
the protection of civil liberties and privacy is, we consider,

an important contribution.
B, The Australia Card, Civil Liberties and the Common Law

2.11 Opponents of the Australia Card proposal have stated
that a wuniversal identification system is unlikely to be
accepted in any of those countries which have a common law
judicial system. The <clear implication 1is that common law
countries such as the United Kingdom, Australia, Canada and New
Zealand, are, per se, more protective of the civil rights and
liberties of their «citizens than countries such as France,

Germany and Switzerland which operate under a civil law system.

2.12 We believe this to be, at best, mythical and at worst,
a case of Anglo-Saxon condescensgion. The common law did not
protect twenty-year-olds in Australia from a two year
conscription into the defence forces, in some cases to fight in
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an immoral war in Vietnam. It has not protected suspects in
Northern Ireland from arbitrary arrest and detention. Nor has it
prevented the passage in Australia of statutes that specifically
remove the right of citizens not to incriminate themselves - a
right wuniversally considered sacrosanct in the common law
system. The former Reoyal Commissioner, Frank Costigan, QC, found
that the removal of privilege against self-incrimination is not
a novel concept., In discussing the powers granted to a Royal
Commission, Mr Costigan noted that, leaving aside the courts of
law, Commonwealth legislation alone grants the power to conduct
and examine witnesses to no fewer than 79 different authorities

and office holders:

out of the 79 cases where a witness may be
summensed and questioned under Federal law,
in 69 cases (or some B7%) the witness is
compelled to answer notwithstanding.

Mr Costigan considered that a study of State legislation would

reveal a similar situation.

2.13 Further, there is significant evidence to show that the
courts can not keep up with the sheer wvolume of Acts passing
through our Parliaments. To contend that courts have the time or
the resources to develop law as they may have in the past is to
ignore the changes that are taking place in the framework of
common law countries. To contend further that the introduction
of an Australia Card will be at odds with a long-cherished
common law system which has protected our freedoms is to rewrite

modern history for partisan purposes.

C. The Data Protection Agency

2,14 It is our view that the proposed Data Protection Agency
(DPA) and privacy legislation will be suitable mechanisms to

protect c¢ivil liberties and safeguard against the invasion of

privacy. We have strongly supported their establishment in the
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body of this Report, and believe that their application should
be extended to an BAustralia Card Register. Further, we propose
the tightening of security procedures in relation to the
Australia Card Register in those departments which will have
access to or will be associated with the system. In our view,
security sheould be as tight as that presently existing in the
Taxation Office in relation to tax records, We alsc recommend
severe penalties, to apply in both the public and private
sector, for the unauthorised recording of the Australia Card
number and for the transmission of that number to unauthorised
persons, organisations and other institutions, public or
private. Finally, we recommend logging all accesses to the
Australia Card Register to preserve a full record of its use and
to discourage unauthorised access, including frivolous access.
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3. Uses of the Card and Associated Register

3.1 We propose strict limitations on the uses to which the
Australia Card and 1its associated register may be put, Their
uses should be restricted to the following four Departments: the
Australian Taxation Office, the Department of Social Security,
the Health Insurance Commission {Medicare) and the Department of
Immigraticon and Ethnic Affairs.

A, BAustralian Taxation Office

3.2 We recommend that the Australia Card program include
Australian Taxation Office use(s) 1-10 {as set out in the
Government Submission to the Jeint Select Committee on an
Australia Cardl8) and the associated sanctions.

3.3 There should be no deletions to this list, and at this
stage we do not believe that there should be additions to the
list.

3.4 We believe that the Card and the register will
significantly reduce tax evasion and enhance the administration
and enforcement of the tax laws by efficiently matching
information reported to the ATO, With the achievement of these
aims, community confidence in the fairness and eguity of the tax
system will increase with a corresponding rise in wvoluntary

compliance,

B, Department of Social Security

3.5 We recommend that the Department of Social Security use
the Australia Card and associated Register to:
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* identify persons claiming social security benefits,
including those benefits formerly administered by the
Education Department which we have recommended be

transferred to the Department of Social Security;

* identify clients on an on-going basis after their
eligibility has been established:

* verify the existence of claimed dependants;
* detect undisclosed income; and
* deter other fraudulent practices.
3.6 We accept the Government proposal that registration for

the Card, with the associated ability to present the Card or
provide the number, be a prereguisite for the payment of all
welfare benefits and payments for which the Card/number is
required.19

3.7 We also accept that the effectiveness of the Australia
Card/Register for social security purposes will depend upon the
integrity of the overall system. For this reason the system must
be of the highest integrity.

C. Medicare

3.8 We recommend the adoption of the Government proposal
that, from March 1987, the Medicare benefits card be
progressively replaced by the Australia <Card. Throughout the
2-year issue period for the Australia Card, Medicare benefits
cards should be withdrawn from individwuals as they are issued
with Australia Cards. Production of an Australia Card will then
be the means by which to cobtain Medicare benefits. The Australia
Card Register will be accessed by the Health Insurance
Commission to establish eligibility for benefits.
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3.9 The adoption of this proposal will give increased
confidence that Medicare benefits will be paid only to those so
entitled, We believe that the use of the national identification
system not only will help combat fraud in this area, but also
will realise a saving in resources (since the Australia Card
will have multiple uses) without detriment to the 1level of
service or the confidentiality of medical records. The sanctions

outlined in the Government proposal under 3.3.2 should apply.
D. Department of Immigration and Ethnic Affairs

3.10 We recommend that the Australia Card Register have
access to the files of the Department of Immigration and Ethnic
Affairs although, in the normal course of events, the DIEAR would
not be an authorised user of the BAustralia Card Register. We
recommend that Australia Card numbers be assigned to the
relevant DIEA records.

E. Extension of Current or Future Uses

3.11 In principle, we believe that the uses of the Card and
associated Register should be as limited as possible. On these
grounds we believe that the Australia Card Register should not
be used for the location of maintenance defaulters.

3.12 We recommend that any future extensions of use should
require full Parliamentary and public discussion of the merits
of the proposal. An extension of use should require amendment to
the Australia Card Act by the Parliament of the Commonwealth.
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F. Voluntary Uses of the Card

3.13 We consider that the Australia Card should be able to
be used by individuals on a voluntary basis to establish their
identity for a wide variety of transactions. This use should be
at the absolute discretion of the individual.

G. Carrying the Card

3.14 The Government submission states that there should be
no requirement for any individual to carry his or her Australia
Card { or similarly, to carry the card of any dependents).20 we
agree and recommend accordingly.

H. Legislation to Prohibit Demand for Presentation of the Card

Outside Prescribed Uses

3.15 We recommend that the requirement to present the
Australia Card should be mandatory only for the purposes
specified in the legislation. No DPepartment, Statutory Authority
or other Government Agency should demand the production of the
Bustralia Card or record the Card number for purposes of
identification other than those prescribed by the legislation.
We concur with the Government proposal that the Australia Card
legislation should prohibit demands for production of the
BAustralia Card or the Card number to establish identity for
purposes not sanctioned by the legislation. In particular,
legislation should prohibit law enforcement agencies demanding
production of the Card. It should be a serious offence for any
organisation, either public or private, to record the Australia
Card number wunless they are a prescribed user under the
Australia Card legislation. It should be an offence for any
prescribed user to transmit that information to any unauthorised

person or agency.

236



I. Companion System for Entities

3.16 We accept that a companion system for entities will be
necessary to ensure that there is no leakage ©of revenue from the
Bhustralia Card system. ["Entities" is defined here to mean any
organisation or association of persons, whether incorporated or
unincorporated, and including persons engaging in transactions

in joint names].

3.17 We accept the proposal cutlined in the Government
submission as the best method of implementing such a companion
entity system.21 The reporting of the Australia Card number of a
natural persocn associated with an entity as well as the name and
tax file number of the entity when that entity engages in a
prescribed transacticon, has the advantage of maintaining the
integrity of the Australia Card system (since multiple entity
cards will not be required) and reducing the possibilities of
fraud. Moreover, this method will produce negligible additional

costs for the Government.
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4, Administrative and Operational Arrangements

A, Integrity

4.1 Integrity 1is at the heart of the Australia Card
proposal - the system must be sound, reliable and relatively
incapable of being corrupted. In our view, the Health Insurance
Commission (HIC) is correct to argue that integrity 'is critical
to the success of the [Australia Card} program in terms of both
the achievement of its objectives and its acceptance by the
general community'.22 We believe a tax file number system is a
poor alternative because it must have a lower integrity than the
Australia Card system. Not only would a tax file number system
have lower integrity, it would have less acceptance, less
utility and less reliability.

4.2 Nonetheless, perfect integrity is an impossible goal
and we agree with the Government that the procedures adopted to
ensure the integrity of the system will need to be balanced
against considerations of public convenience and cost. We
believe that the proposal detailed in the Government submission
and HIC Final Planning Report represent a reasonable compromise
between these conflicting aims.23

B. Procedure for Initial Proof of Identity

4.3 We approve of the general Government strategy to
establish identity. This strategy is set out in the Government's
submission at Chapter 1124 and is given in detail in the HIC
Planning Report.25 It involves an amalgam of methods including
an 1interview and a three stage process of data matching by
computer in order to validate identity against existing
Government records. This computer matching will make use of data
supplied by an applicant as well as information contained in
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computerised registries of births, deaths and marriages. If an
applicant is successfully matched against relevant Government
databases then the level of documentation reguired from the
applicant at the interview 1is reduced. In cases where the
matching proves partially or wholly unsuccessful, applicants
will be informed in advance of additional documentation that
will be reguired at the interview., We agree that this strategy
will reduce demand for primary documents from State Registries
of Births, Deaths and Marriages and improve public convenience.
The strategy should also reduce the risk that false identities
will be established on the Register, since the Government will
have the ability to check the scource of an identity independent
of documents supplied by the applicant.

C. Registration - Special Arrangements

4.4 In general we accept the measures outlined in the
Government submission2® and in the Health Insurance Commission
Planning Report27 for special groups, including the frail aged,
those 1In institutions, some disabled perscns, homeless or
destitute persons, some ethnic groups and persons 1living 1in

remote areas.

4.5 In the case of Aborigines and Torres Strait Islanders
living in remcote areas, the Health Insurance Commission Planning
Report makes clear that more detailed planning, in consultation
with relevant Government Departments and representatives of
Aboriginal communities, would be required?® We recommend that
such planning and consultation be carried out forthwith.

D. Security of Data on the Register
4.6 We are generally satisfied with the security procedures

outlined in the HIC Planning Report.29 These procedures cover
security vetting and training of staff, security of telephone
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access lines to the central computer, the physical security of
terminals and the central computer, and the security systems in

the computer software.

4.7 We recommend that

(a) all access to the Australia Card register be logged as
a security measure. Invalid requests for access which

are refused should be logged separately; and

(b} the type of security and secrecy ©provisions that
prevail in respect of tax records at the Australian
Taxation Office be applied to the three Departments
which will have access to the register. The files of
the Department of Immigration and Ethnic Affairs in
relation to the Australia Card numbering system will
alsc need to be secure. We recommend this measure to
limit the use of the Australia Card number as far as is
possible even within user Departments,

E. Arrangements for Changes to Data

4.8 There should be provision for a co-ordinated system by
which the public can conveniently notify the Health Insurance
Commission of changes to address, citizenship status or other
relevant matters, This system must also ensure that the
integrity of the data on the register is maintained.

4.9 We agree to the exchange of information between the
Health Insurance Commission and wuser agencies in order to
maintain and update the records, provided that information
accessed from user agencies is of a high level of integrity and
that user agencies have access to information only on their own

clients.
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F. 1Individuals Access to data on the Australia Card Register

4.10 We are satisfied with the Government proposal for
access by an individual to the data on the Register that relates
to him or her.30 At this stage we agree that one free access per
year 1is sufficient to protect individual privacy and c¢ivil
liberties. Any additional copies of the personal information
record should be made available on the payment of a fee based on
the cost to the Health Insurance Commission of providing the
data.

G. The Card: Eligibility

4.11 Eligibility for the issue of an Australia Card should
extend to Australian citizens, residents of external
territories, foreign nationals who are entitled to work or study
in Australia, and visitors in Australia for longer than six
weeks who may require the use of an Australia Card. Special
provision may be needed for some shorter term visitors.

4.12 We accept that some children will need to be issued
with cards in their own right because of special circumstances.
The eligibility for such cards should be based on the criteria
set out in the Health Insurance Commission's Planning Report.31

H. The Register

4.13 We recommend the establishment of a Register to give
high integrity to the Australia Card and to minimise the
creation of false identities. The Register should contain the
basic personal, program management and other information set out
in the HIC Planning Report.32
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4.14 We recommend that all access to the Register by
Government agencies be recorded and that the record be made
available, subject to the access provisions of the legislation,
to the record subject. This provision will help deter unlawful
access and enable record subjects to know how and to what extent
their records are being used and if the use is proper. (See also
Chapter 3 of the Committee Report).

I. Photographs on the Card

4.15 We recommend that a colour photograph be included on
Australia Cards issued to persons over 18. This will help enable
an individual to be identified as the rightful heolder of a Card
as easily and as with as much confidence as is possible. It will
add to the integrity of the system by making fraudulent use of
lost or stolen Cards more difficult and give additional public

confidence in the system.
J. Digitised Photographs on the Register

4.16 We recommend that a digitised black and white
photograph be included on the Register. With photographs on the
Card and in the Register it will be much easier to control
counterfeiting and fraudulent use of the Card. Black markets in
lost or stolen cards would also be discouraged.

4.17 There should be very few exceptions to the policy of
including photographs on the card and the Register if the
integrity of the Australia Card is to be maximised. We agree
with the policies set out in the HIC Planning Report33 with

respect to exceptions.

4.18 Civil liberties issues are raised by the pelicy of
including photographs on the card and in the Register. While
there are groups in the community with cultural and/or religious
objections to having photographs taken, these objections may not
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amount t¢ a refusal to have a photograph included on the
Australia Card and recorded in the Register when the benefits
that the Australia Card will <confer are explained. Where
individuals still object to the inclusion of a photograph, we
believe that the Health Insurance Commission Sshould consider
these on a case by case basis. Exceptions should be granted only
under the most stringent conditions to ensure that the integrity

of the Australia Card remains as high as possible.

K. Display of Information on the Card

4.19 The Australia Card should include in the case of adult
citizens:

. a c¢olour photograph

. the Australia Card number {embossed}

. name f{embossed)

. signature

. validity date

For security and social reasons, Sex, date of birth and

citizenship status should not be included on the card.

4.20 Children's Cards, issued to responsible adults, should
display:

. the Australia Card number ({embossed)

. name f{(embossed)

. date of birth

sSex
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. validity dates

. responsible adult (name and Australia Card number)

There will be no need for a child's Card to include a
photograph, but sex and date of birth information should be on
the Card, both as a check on identity without the photograph and
as a way of checking on eligibility of the child for age-related
benefits.

4.21 Cards issued to visitors should be wvisually distinct
from those issued to Australian citizens. In addition to the
information displayed on an adult's <Card, a visitor's Card
should note whether the visitor is entitled to Medicare benefits

or authorised to work in Australia.

L. Emergency Information on the Register

4,22 We believe that the Register should not <contain
optional emergency information. Qur grounds for this belief are
the need to restrict the uses and purposes of the Register, the
danger that too much information on the Register might
facilitate the creation of dossiers on record subjects, and
practical difficulties in keeping emergency information up to
date. Not only would it be difficult to ensure that optional
emergency information was Kkept current, outdated information may
be dangerous if used as a basis for treatment, Also, in
situations where identity is difficult to establish, the
information would be of no use. Finally, the proposal would
generate significant additional costs: information would need to
be available on a 24 hour basis but present HIC planning is for
12-13 hour/day access for computers, linked by a dedicated line.
Since moest inquiries would not be possible over a direct
dedicated line, it would be necessary to set up a
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telephone-based access system and, in order to preserve the
security of the system, this would reguire a 'bankcard' style
operation., Given our other reservations we do not believe that

these additional costs can be justified.

M. Emergency Information on the Card

4,23 For similar reasons, we believe that the Australia Card
should not display emergency information. The Card should be
used only for the limited purposes specified and its use should
not be extended unduly. The placing of emergency information on
the Card may facilitate data linkage and help in the production
of individual dossiers. The potential invasion of privacy is
also a concern because the Card would give access to private
information in the course of its normal use. Furthermore, the
Card would not be the best way to make emergency information
available as Cards would not always be carried and, even if
carried, may become easily separated from the cardholder. 1In
addition, those under 18 would not usually have their own Cards.

4.24 In the future, the Government may wish to institute an
inguiry to determine the best means of making emergency
information available.

N. Additional Names on the Register

4.25 Provision should be made in the Register for more than
one name to ke recorded against each identification number in
order to retain the common law right of individuals to choose
the name by which they will be known. For security reasons,
individuals should be issued with only one Card showing only one
identity. This policy will help ensure the integrity of the
Australia Card system.
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0. Additional Security features on the Card

4.26 The Government may wish to consider the inclusion of a
digitised signature in machine-readable form on the Card as an
additional security check to enable automated matching of user
signatures with the signature stored on the Card. At this stage,
we believe that such a feature may be regarded as odious and
therefore we do not favour its introduction.

P. Control of Lost or Stolen Cards

4.27 In order to restrict the wuse of lost or stolen
Australia Cards, the Health Insurance Commission (HIC) has
proposed that the Australia Card number include a two digit
issue number. This will enable the HIC to store information
about particular Cards (eg, those which have been lost, stolen
or replaced) in the Register. When user organisations check the
Register for Card status, they will be advised whether the Card
in question has been 1lost, stolen or 1is otherwise invalid.
Action can then be taken to recover such Cards.34 We are in
favour of this proposal.

4.28 We also approve of a nominal fee being charged by the
HIC for the replacement of lost, stolen o¢r otherwise damaged
Cards. We believe that this will <discourage people from
reporting misplaced cards as having been lost and will therefore
help reduce the number of persons with more than one Card in

their possession.

Q. Distribution of Cards

4.29 We accept the Health Insurance Commission (HIC} plan
for the distribution of Australia Cards and believe it is a
responsible compromise between the demands of convenience to the
public, reascnable cost and maintenance of high security and
integrity of the Card.
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5. Costs and Benefits of Cur Proposal

5.1 In its submission to the Committee, the Government
claims that introduction of the Australia Card (without photo)
would produce cumulative revenue benefits over a ten year period
of $4.48b against cumulative costs of $1.046b, Chapter 2 of this
Report makes detailed reference to these estimates. In summary,
the Committee as a whole considers that taxation estimates were
generally reliable but very conservative, that social security
benefits were understated and that immigration benefits were

overstated.

5.2 On the basis of evidence received by the Committee, it
is our view that the estimated revenue gains arising from the
proposed ATO uses are conservative in the extreme. As the Second
Commissioner of Taxation, Mr J.P. McDermott, pointed cut, the
ATO estimates take no account of additional back taxes and
penalties; take no account of amendments to prior returns; and
are based on overall estimates of tax evasion which are
extremely low.32 We are firmly of the belief that the likely
benefits of the ATO uses of the Australia Card proposal would be
at least double the estimates provided 1in the Government

submission. -

5.3 On this basis, we would therefore expect the cumulative
revenue gains from the Taxation Office uses of an Australia Card
without photo to be in the order of $6.2b, and the gains for a
Card with photo to be in the order of $8.1b. Tt is worthy of
note that the revenue gains available from the ATO uses of a
Card with phote ($8.1b) alone would finance tax reductions for
average PAYE taxpayers at a rate approaching $8 per fortnight

for the next ten years.
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5.4 As 1is noted elsewhere in this dissenting report, we
have recommended introduction of an Australia Card with photo,
but with uses confined strictly to those proposed for ATC, DSS
(including education allowances), Medicare and DIEA. Under our
proposal, the Australia Card would not be used by the
bepartments of Housing and Construction, Veterans' Affairs and
Community Services, the Australian Institute of Health or the
Adustralian Bureau of Statistics. Our reasons for not
recommending usage in these areas relate to guestions of data
protection and privacy, as well as revenue cost/benefits.
Information provided to the Committee by the Government clearly
shows that, under the above-mentioned Departmental uses, the
estimated costs of introducing the Card over the ten year period
are approximately $27m, whereas estimated revenue gains are only
$5m., 36 By adopting our proposal for restricted use of the Card,
overall net benefits would therefore exceed those estimated
under the Government's proposal by some $22m over the ten year

period.

5.5 The overall cumulative benefits and costs of our

proposal are shown in the following table.
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TABLE

Minority Committee Australia Card Proposal (with photo)

Cogt/Benefit Summary
lE&ﬁ[ Z to 199545

Costsg Benefits Net Benefits
$m Sm Sm
ADMINISTERING AGENCIES
HIC 858.5 - (858.5)
Health Aust Card Sec 2.0 - {2.0}
Data Prctecticn Agency 21.3 - (21.3)
USER AGENCIES
ATO 94,585 8,148.0 8,053,415
HIC-Medicare 3.075% 68.9 65.825
DSS5 (including Educational
Allowance 18.543 19,518 0.975
Immigration (DIEA) 21.159 1,291.957 1,270.798
TOTAL 1.019.162 9,528,375 8,509,213
Notes:
(i) All figqures represent cumulative ten year totals, and
are not adiusted for annual discount.
(ii) Revenue benefits for DIEA are probably overstated,
however those for DSS are significantly understated.
{iii) Although DIEA will not be a 'user' of the card and

regigter, financial benefits in this area will result
from detection and deterrence of illegal immigrants.

249



5.6 Using a conservative steady state and a 10 per cent
annual discount rate, 1t is clear that the Benefit Cost Ratio
(BCR) of the proposed ATO uses of the Australia Card would be in
the order of 65:1, while that for all uses would be in the order
of 7:1.

5.7 A more realistic analysis using the same 10 per cent
discount rate, but allowing for a 3 per cent per annum increase
in the level of economic activity and a population growth of
1.29 per cent per annum, would yield even higher BCRs,

5.8 It is rare indeed for any Government to have before it
a proposal which offers such a high benefit to cost ratio. We
believe it would be totally irresponsible for the Government not
to proceed with this proposal, providing as it does massive
revenue gains in the tax avoidance/evasion area at minimal cost

to the community, both in financial and civil liberties terms.
A. Compliance Costs for the Private Sector

5.9 Evidence presented to the Committee included some
estimates of the compliance costs for the private sector of the
BAustralia Card proposal. These cost estimates ranged from a low
of $160 million over 10 vyears (reported by the Australian
Retailers Association37) through $377 million over 10 years
(given by the Confederation of Australian Industry38) to a high
of $516 million over seven years (given by Mr Roger Clarke39)
The disparity in these estimates has led the Committee to concur
with the conclusion of Professor P.D. Groenewegen, of the
Department of Economics at the University of Sydney, that

... 1t would be exceedingly difficult ¢to
calculate compliance costs for industry
unless you know precisely the details which
are going to be required ... If you do not
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have this precise information, I cannot see
hew you can calculate and estimate compliance
costs of any reasonable nature ...

5.10 It is self-evident that all the above figures are
guesstimates and that some are based on very shaky assumptions
indeed., For example, Mr Clarke estimates that it would cost
employers $60 million for each of the first two years, and 324
million annually thereafter, in time lost while employees attend
a HIC office to register and later collect their Card.4l This
estimate relies on the assumption that every employee would need
to register in worktime. This is patently a false assumption
since the HIC proposes that Commission offices operate for
extended hours during the registration phase, During
implementation, Australia Card offices would he open for 12
hours per day as well as on Saturday mornincs where appropriate.
Other offices will be open for up to nine hours per day where
warranted, 42

5.11 Nevertheless, it is clear that there will be some costs
for the private sector, especially for banks which will need to
change their customer account systems to allow information to be
supplied to the Australian Taxation Office (ATO) in the form the
ATO requires. We do not believe, however, that these costs will
be proportionally large and agree with the point made by Mr N.J.
Meers, National Executive Director of the Australian Retailers
Association, in evidence before the Committee that compliance
costs,

... when you relate them in percentage terms
to the profitability, the sales and the
general importance of the private sector, are
not a significant amount. It will have to be
borne and it may well be passed on. It may
even have a small inflationary effect. But
that is something to be considered against
the enormous problem we have of a society
which now has a substantial activity that is
anti-social.
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5.12 We also point out that the compliance costs of the
Government proposal for the private gector will be considerably
less than that for the upgraded tax file number system, as

explained elsewhere in this Report.
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6. Arquments against the Proposed Tax File Number System

6.1 We wish to record our strong opposition to the tax file
number system recommended by the majority of the Committee, We
are concerned that the majority decision to reject the Australia
Card proposal is primarily a political decision aimed at denying
the Government: {a) significant revenues and (b) a chance to
implement a system which is manifestly popular in the electorate
at large,

6.2 We believe the tax file number system is a weak
alternative to the Australia Card proposal and is, in fact, a
watered-down version of the ©proposal. Despite the public
posturings of the. signatories to the majority report and their
explicit assertions that they have rejected the Government
proposal, the tax file number system c¢learly adopts major

elements of the proposal:

. it embraces a unique perscnal numbering system (based
on a tax file number which will have very 1little

security and will be easy to falsify);:

. it endorses the compulsory use of the number in
relation to taxation matters, employment, social
security, banking and other financial transactions; and

. it proposes, in effect, a central number register which

will be within the Australian Taxation Office instead

of the Health Insurance Commission,
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6.3 Unfortunately, while accepting and endorsing major
elements of the Government's proposal, the majority of Committee
members has chosen to recommend procedures which are grossly
inadequafe to achieve the objectives of that proposal.

6.4 We believe the majority report has been cobbled
together and is demonstrably lacking in the thought and
consideration needed to build a workable system to combat tax
evasion, social security fraud, and certain other frauds. For
example, there has been no examination of the operation of
systems based on tax file numbers elsewhere, nor of the
mechanisms needed to make such systems work effectively. The
absence of such an examination is plainly evident in the failure
of the majority to endorse the issuing of a tax card.
Consideration of the problems encountered in countries such as
Canada and the United States, which both utilise a low-integrity
identification number system, would have led the majority to
see the wisdom of establishing a high integrity system from the

outset.

6.5 The majority proposal arose out of gquestions addressed
to representatives of the Australian Taxation Office (ATO)
during their appearances before the Joint Select Committee. It
is fair to say that the tax file number option was not initiated
by officers of the ATO, nor did they appear enthusiastic about
that as an alternative to an Australia Card.

6.6 The reasons for the ATO's reluctance to sponsor the tax
file number alternative 1s obvious when that alternative
proposal is examined. First, the security and integrity of the
system will not be capable of being upgraded to the standard of
the Australia Card: it will be easier to obtain a tax file
number and easier to use it in a fraudulent way.
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6.7 This is because tax payers with a continuous tax record
of more than five years standing will be accepted as genuine
identities (unless and until audit checks reveal otherwise}. We
believe that this one step alone will allow the continuation of
a significant number of false names and numbers in the tax
system - significant enough to begin the proposed new tax file
number system with a fatal flaw.

6.8 Second, the security and integrity of the tax file
number system will be breached. The tax file notice issued will
have no security features s¢ it will bhe relatively easy to fake
the notice or to use stolen or lost tax £file numbers. The
majority report does not address this problem in any way.

6.9 Third, while the interviews will be conducted by the
Department of Social Security or nominated agents, the
Australian Tax Office will issue the tax file numbers and
maintain the Register of identities. Once responsibility is
split in this manner, problems of coordination, communication

and control are inescapable.

6.10 Further, the Australian Taxation Office has had little
experience in the near universal registration of citizens and
the use of computer equipment required for such registration.
The Health Insurance Commissicn has the necessary experience.
Those who criticise the HIC for the multiple issue of Medicare
cards conveniently overlook the fact that the existing universal
identity numbers and other safeguards in the system inform the
HIC of the multiple possession of Medicare cards. Nor do these
¢critics take into account the further consideration that
Medicare was established within the constraints of cost and
compromises in relation to the integrity of the cards issued,
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6.11 It is also significant that the Australian Taxation
Office has consistently underspent and undergeared its
allocation for computer based equipment. The Health Insurance
Commission, on the other hand, has equipment currently in use
which can service the population universally.

6.12 The proposal of the majority ¢f the Committee to allow
officers other than those from the Department of Social Security
(DSS}) to carry out interviews when DSS offices are not easily
accessible is likely to lower the integrity of the tax file
number system even further. Management problems are likely to
arise in training staff in common requirements and criteria when
the staff do not belong to the same Department. While it is true
that the Health Insurance Commission (HIC) will also need to
consider appointing agents in some country areas, it is likely
to require far fewer than the DSS since the HIC plans to extend
its network of branch offices to 356 for the implementation
process.44 The HIC will thus have less of a problem than the DSS
which has only 204 branch offices and only modest plans to
expand the network.43

6.13 We confidently predict that if the upgraded tax file
number scheme is adopted it will be so flawed that tax evasion
and social security fraud will not be reduced to the same level
as is achievable under the Australia Card proposal. As a result,

the Commonwealth revenue will suffer unnecessarily.

6.14 Apart from the problems of integrity outlined above, we
believe that the scheme will not be a cheaper alternative to the
Australia Card proposal. In sgpite of its assertion that this
will be the case, the majority of the Committee has not
carefully costed its proposal or taken detailed evidence on
costs. In fact, a comparison of the two proposals shows that the
cost of Medicare registration, administration and card issue
should be added to the costs of the tax file number scheme. This
is an area where the majority recommendation, if adopted, will

cause a costly duplication of time, effort and money.
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6.15 Additionally, there are two other matters in relation
to costs which concern us, Firstly, there is likely to be a
large increase in the staff of the Department of Social Security
in order to carry out the registration of people applying for
tax file numbers. This growth is 1likely to be larger than
necessary because of the requirement for people to apply in
person, Demand 1is 1likely to be unpredictable and, as a
consequence, there will be inefficiencies in the allccation of
staff, problems with office administration and an overall
unpredictable growth in costs. This aspect of the tax file
number scheme should be compared to the system proposed by the
Government, where letters will be sent to persons inviting
application for an Australia <Card. The Government's proposed
system will allow the efficient wutilisation of resources and
staff.

6.16 Second, costs to the private sector will rise if it
becomes necessary to guard against fraud through the
verification of tax file numbers at the time of presentation.
This could only be done by a phone-up system similar to that
operated by Bankcard. The costs of operating such a system are
likely to be large.

6.17 When taken together, these factors make the assertion
of the majority - that the tax file number system will have
substantially lower costs - extremely doubtful. Certainly the

compliance costs for employers, banks and other financial
institutions will be much higher than under the Government's
proposal. This is a direct consequence of the lower integrity
and security of the tax file number system compared with that of
the proposed Australia Card. Because there is no direct 1link
between the tax file number and the person to whom it has been
issued, the employers, banks and other financial institutions
will need to examine additional documentation to establish that
the identity claimed is genuine,
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6.18 These considerations make it impossible for us ¢to
support the introduction of a tax file number system.
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Appendix 1

Individuals and organisations who made a written submission to
the Committee

A number of individuals and organisations presented more than
cne submission to the Committee. These later submissions have
been allocated the same number as the original submission. Some
submissions were incorporated into the transcript of evidence on
the day the individual or organisation appeared before the
Committee. All remaining submissions were incecrporated into the
transcript of evidence at the final public hearing and will
appear in a separate bound volume.

Submission
Number
Administrative & Clerical Officers' Association 95
Sydney, N.S.W.
Abcoriginal Affairs Department of, Canberra, A.C.T. 123
Anglican Social Responsibilities Commission, 84
Perth, W.A.
ANZ Banking Corporation, Melbourne, Vic. 44
Associated Electronic Services Ltd., Perth, W.A. 83
Attorney-General Northern Territory, Darwin, N.T. 102
Attorney—-General, South Australia, Adelaide, S.A. 26
Attorney-General's Department, Canberra, A,C.T. 58
Australian Association of Permanent Building 81
Societies, Canberra, A.C.T.
RAustralian Bureau of Statistics, Canberra, A.C.T. 86
Australian Catholic Social Welfare Commission 73
Canberra, A.C.T.
Australian Computer Scciety Inc., Adelaide, S.A. 48
Australian Computer Society (National), 104

Canberra, A.C.T.
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Australian Council of Local Government Associations,
Canberra, A.C.T.

Australian Democrats (Menzies Branch), Melbourne, Vic.
Australian Family Association, Melbourne, Vic.
Australian Hotels Association, Sydney, N.S.W.

Australian Labor Party, Cowper Federal
Electorate Council, Scotts Head, N.S.W.

Australian Labor Party (Ivanhoe Branch},
Melbourne, Vic.

Australian Labor Party {National Secretariat),
Canberra, A.C.T.

Australian Labor Party (Victorian Branch)
Melbourne, Vic.

Australian Pensioners' Federation, Newcastle, N.S.W.
Australian Retailers' Association, Sydney, N.S.W.

Australians for Social Responsibility in Computing
Sydney, N.S.W.

Bar Association of Queensland, Brisbane, Qld.
Barter, Professor C.J., Adelaide, S.A.

Blewett, The Hon. Neal, MP, Minister for Health
Canberra, A.C.T.

Bolkus, Senator Nick, Canberra, A.C.T.
Bowyer-Smyth, Sergeant I.W., Baulkham Hills, N.S.W.

Brisbane City Council (Department of Transport)
Brisbane, Qld.

Butler, Mr P.A., Auchenflower, Qlid.
Cayon Para-Physical Research Centre, Garbutt, Qld.

Chamber of Commerce and Industry S.A. Inc.,
Adelaide, S.A.

Chase Security Consultants Pty Ltd, Malvern, Vic.
Chetwoeod, Mr P., Melbourne, Vic.

Clarke, Mr F., West Heidelberg. Vic.
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128
56

116

63

49

111
36

75

46
92
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Clarke, Mr R., Canberra, A.C.T.
Coalition Against IDs, Glebe, N.S.W.

Combined Community Legal Centres Group,
Marrickville, N.S.W.

Commonweal th Banking Corporation, Sydney, N.S5.W.
Computer Power Pty Ltd, Canberra, A.C.T.

Confederation of Australian Industry (Commerce and
Industry Council), Canberra, A.C.T.

CPE Data Card Limited, Bankstown, N.S.W.

Crispin, Mr K.J., Canberra, A.C.T.

Dawes, Mr L.A., Smithfield, N.S.W.

De La Rue Identity Systems Limited, Hampshire, England
Emberson, Dr E.J., Wembley Downs, W.A,

Federated Clerks Union of Victoria, Melbourne, Vic.
Francis, Mr R.D., Armadale, Vic.

Goschnick, Mr 8., Belgrave, Vic.

Goss, Mr W. (Opposition Justice Spokesman,
Labor Party), Newstead, Qld.

Government of Australia, Canberra, A.C.T.
Graham, Mr P., Nathan, Qld.

Greenleaf, Mr G., Kensington, N.S.W.
Groenewegen, Professor P.D., Beecroft, N.S.W.
Gyulai, Mr S., Darlinghurst, N,S.W.

Hamilton, Mr D.J., Taringa, Qid.

Hayes, Mr P., Moreland, Vic.

Health Insurance Commission, Canberra, A.C.T.
Health Insurance Commission, Canberra, A.C.T.
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APPENDIX 4

Letters to the Committee from the Australian Taxation Office
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16.L85/55-3

-6 MAR 1986
Senator T. Aulich,
Chairman,
Joint Select Committee on the
Australia Card,
Parliament House,
CANBERRA A.C.T. 2600

Dear Senator Aulich,

QUESTIQONS ON THE AUSTRALIA CARD PROPOSAL

Tax officials who gave evidence before the
Joint Select Committee on 24 February 1986 were asked by
Mr J.R. Porter MP whether further information could be
supplied in relation to three matters. Two of these related
to dividend and interest checking {(in relation to one of
which Mr J. Saunderson MP also sought information) and
the third involved a consideration of the scale of net
revenue gains which would accrue if taxation file numbers
were used in lieu of the Australia Card. A fourth question
raised by the Committee related to the use of charitable
institutions and cther tax exempt bodies for tax avoidance
purposes. I shall discuss first the third point raised
by Mr Porter.

Tax File Number/Revenue Gains

At one end of the scale, if we followed the
Australia Card identification requirements before allocating
tax file numbers (and purified existing records on that
basis), we would expect to achieve similar revenue gains
to those under the Australia Card cption without a photograph
with similar staff and equipment costs.

At the other end of the scale, the use of the
existing tax file number with its very low integrity would
produce relatively little extra revenue.

Having regard to the existing level of reporting
and checking for interest and dividend payments, the addition
of a tax file number could be expected to improve our ability
to process and match the information received with tax
returns lodged. However, this would not seriously affect
those evaders who use false names or invalid file numbers.
The increased revenue gain is estimated at between $6 million

and $9 million.
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The general enforcement activities currently
undertaken by this office do not give a guide to any firm
estimate of revenue gains that might bhe expected from:.wider
information repcorting as proposed in the Government submission
but linked to existing tax file numbers. Some revenue
gains could accrue from the more extensive and systematic
reporting of external source information, including dividends
and interest. As with the advent of an Australia Card,
the extensive use of the tax file number in variocus transactions
could also be expected to act as some sort of deterrent
to tax evasion and as an incentive to voluntarily comply
with taxation obligations.

However, while the revenue gained in the short
term might therefore be marginally above what would be
expected from traditional enforcement activity, it is difficult
to see how such gains could be maintained over time once
the low integrity of a tax file number became obviocus.
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FOPY FROM THE COMMISSIONER OF TAXATION, CANHBEHHA AL 2bw

TOD e podson 25 MAR 1986
Secretary Australia Card

Joint Select Committee on an
Parliament House
CANBERRA ACT 2600

for vour informatio
File No. 16.L85/55-3 Copy ¥

e

Dear Senator Aulich,

USE OF TAXATION FILE NUMBER

Cfficials from the Department of Health who gave
evidence before the Joint Select Committee on 28 February 1986
passed on to the Australian Taxation Office a reguest made on
that day by Mr J. Saunderson, M.P, for additional information
concerning the possible use of the taxation file number in lieu
of the Australia Card. With your approval, Mr R. Mills and
Mr P. Foster from this office clarified with Mr Saunderson the
further informaticn being sought.

As we understand the position, the Committee is
interested in exploring the benefits and associated costs that
would accrue from using taxation file numbers with a higher
level of integrity than they have at present instead of the
Australia Card.

A paper outlining a possible plan to build into the
taxation file number a moderate level of integrity is at
Attachment A, Attachment B sets out the expected revenue gains
from the use of this improved file number while Attachment C
sets out the Australian Taxation Office's associated costs.

I hope the information in the Attachments meets the
Committee's requirements., We will be pleased to provide any
further information you may require. I am sure you will
understand that we have tried to respond as best we can in the
shortest possible tim= to a reguest to provide estimates of
costs and benefits based on suppositions that are highly
speculative.
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AT TLCHNLRT R

A POSSIGLI PLAN FOR THLID WIDESPREAD ISSUE O
TAXKATION F1LE NUMBERS WITH A MODERATE LEVEL
OF INTEGRITY

Before adiscussing a poscible plan to improve the level
of integrity of the taxation file number and the associated
“"improved" revenue and costg it shoulo be reiterated that the
taxation file nurmber as, it ic presently zllocated and usec has &
very low integrity. Accordingly, its widecpread use in its
precern:t feorm 1n the fight zgainst tex evasion woula prooduce
telatively little estra revenue. 1f, however, a level of
integrity similar to that proposed for the hustralia Card was to
be built into the f1le number its widespread use would produce
cimilar revenue agains toe those under the hustralia Card option
without & photograph. Of course staff and equipment costs would
be similar to the Australia Carc option.

"Improved" taxation file number

Since having heard of the Committee's interest in
exploring the file number alternative we have been developing a
posgsible plan to improve the current low level of integrity of
the taxation file number. The proof of identity procedures we
have been considering are along the lines of those adepted by
the Department of Social Security in identifying its clients.
Et this initial stace however we are not contemplating tests as
cstringent as those carried out by Social Security. Accordingly,
the level of integrity we think could reasonably be achieved
would be below that of Social Security's but well above where
the taxation file number is now.

An ocutline plan

The current Australian population is approaching 17
million persons. There is however a need to allocate about
9 miliion taxation file numbers at any one time. Of the file
numbers presently allocated about 3 million have been in
existence for five years or less. Current file numbers held for
more than five years amount to about 6 million. It would seem a
reasonable proposition that the identity of taxpayers who have
been regularly lodging tax returns and paying tax for more than
5 years could be accepted at face value at the commencement of
any upgraded identity check procedures. The 3 million taxpayers
with a taxation record of 5 years or under would be invited to
confirm their identity along with the other B million people in
the country who currently do not have a file number.

This of course is a daunting task. One means by which
the number of people to be initially identified could be reduced
would be to allow children to make use of the file number of an
associated taxpayer until such time as the child had a need to
lodge a taxation return in his or her own right e.g. on entering
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the workforce. This move would, we think, reduce the numbers to
be initially identified by about 4 million. If this course was
to be adopted we would have to confirm the identity of the

3 million five year and under taxpayers and identify about

4 million people who presently do not lodge tax returns.

It is our strong preference that a file number be
allocated to all persons. A unique number for each person would
facilitate the handling and matching of information gathered
under the reporting systems. 1In any event children who might
initially come under the cover of an associated adult's file
number will eventually become taxpayers in their own right and
will need to apply for a file number. Thus the savings that
might now accrue would be absorbed by the later issue of an
individual file number. The real advantage in allowing children
to make use of the file number of an associated adult is the
significant reduction in the number of people who would need to
be identified before any numbering system could commence. We
suggest that children not be separately identified at this
initial stage.

In order that 7 million people can identify themselves
to the Australian Taxation Office it would be necessary to
establish a network of contact points throughout the country.
Currently, the ATO has about 35 offices located in capital
cities and other major population centres. Rather than expand
our network of offices we would seek to enter into an
arrangement with other Commonwealth agencies that are
represented widely around the country to have that agency carry
out our identity reguirements and/or to accommodate a taxation
officer for that purpose . The agency arrangement we have in
mind would be along the lines of that between Australia Post and
the Department of Foreign Affairs for the handling of passport
applications.

The above outline plan has been prepared in a very
short time. There are a number of matters of detail that
require nmuch development work.

One significant problem that we have not yet found a
solution to is how to ensure that taxpayers who are to either
confirm their identity (3 millicon) or the persons who are to be
identified (4 million) present themselves in a phased and
orderly manner through the registration perlod. It would of
course be unmanageable if a significant number of people were to
wait to just before the date for use of a file number to apply
for the issue ¢f a number.

A possible commencement date

It is our firm belief that the earliest possible date
that taxation file numbers could be fully issued would be
31 March 1988. That date is one yvear earlier than the Health
Insurance Commission expects to have 96 per cent of the
Australia Cards issued. However, to achieve the 31 March 1988
date it would be essential for an almost immediate decision by
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Government to proceed with a taxation file number system in lieu
of the Australia Card proposal. This would permit an early
start to the arranging for the issuing of file numbers which we
think would need to commence by 1 April 1987. Enabling
legislation for the taxation system would be required to be
passed by the Parliament during the 1986 Budget Sittings.

It would also be essential that as part of the decision
to adopt taxation file numbers the ATO be given the resources to
develop and carry out its plans and authority to acquire and
have installed outside the usual acquisition procedures the
necessary computer equipment to issue file numbers. Also
essential will be the need to acquire and fit-ocut suitable
accommeodation for the computing system.
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ATTACHMENT B

REVENUE GAINS

A taxation file number system based on the issue of
numbers after proof of identity procedures along the lines of
those adopted by the Department of Social Security

could be expected to produce recurring annual
taxation revenue gains in the order of %290 million when the
associated taxation reporting systems were fully implemented
(1992/93).

It is understood from discussions with
Mr J. Saunderson, M.P. that the Committee would wish to know the
likely revenue gains that would accrue from the use of a
taxation file number with a level of integrity that might result
from the use of Social Security type identity procedures.

As it i1s expected that the necessary taxation file
numbers would be fully issued by 31 March 1988 the taxation
revenue gains would commence from the 1988/89 financial year,
one year earlier than under H.I.C.'s Australia Card proposal.
Further details concerning the expected revenue gains are at
Annexures Bl and BZ2.

It should be recognised, however, that because the
level of integrity that would apply to an income tax file number
system would be lower than that of the Australia Card there is
no certainty that the recurring revenue benefits could be
maintained over time once the low integrity of the file number
became known. To ensure the gains remained locked in there
would need to be an ongoing programme to maintain and improve
the integrity of the taxation file number.
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Annexure Bl

ESTIMATE OF RPCURRING REVENUL BENLFITS

AUSTRALIA CARD INCOME TAX

WITH  WITHOU® FILE NUMBLR

PHOTD PHOTD

$M 4 ™

SALARY AND WAGES 77 57 31
INTEREST 208 163 83
RENT 27 21 11
BUSINESS TAXPAYERS
BETIER AUDIT SELECTION 16 13 6
REDUCTION IN THL TIMC
PCR CASE 1% 1% ]
NDON-L ODGERS 85 69 34
INCREASED RANGE
OF CASES 263 183 165
CORPBRATIONS 29 27 32z
TOTAL 724 551 290
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ATTACHMENT C

AUSTRALIAN TAXATION OFFICE COSTS

The costs associated with the widespread issue of
taxation file numbers to persons who now do not have a file
number would of course be additional to ATO costs included in
the Government's Submission to the Committee. There would
however be some offsetting savings. For instance, ATO would not
have to develop computer systems and acquire equipment to access
the Australia Card register.

Further, very significant savings and benefits would
cccur if the taxation file number could be linked to any
computerised births, deaths and marriage system that may be
decided upon.

Full details of the ATO's costs are at Annexures Cl, C2
and C3. These costs do not take into account costs for the
issue of taxation file numbers to about 4 million children. If
it was decided to issue children with their own taxation file
number further costs in the order of $28 million would be
incurred.

Conclusion

As an alternative to the Australia Card proposal
taxation file numbers could be used to produce about cone half of
the expected Australia Card taxation revenue gains. This
revenue would commence cone year earlier than taxation revenue
produced under the Australia Card programme. The costs
associated with the issue of taxation file numbers with moderate
integrity would be considerably less than the Australia Card
option. The use of taxation file numbers would produce taxation
benefits of around $12 for each $1 outlaid.

The short time available since the preparation of the
benefits and costs has not permitted our calculations to have
been given to the Department of Finance. Should the Committee
wish Finance to see our calculations we would supply all
material to that Department.
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Ahnexure o

COST BENEFIT ANALYSIS (Discounted Cost Totals)

AUSTRALIAN TAXATION OFFICE COSTS

($,000's)

86/87 87/88 88/89 89/90 99/91 91/92 92/93 93/94 94/95 95/9

A,
Australia Card

336 1266 8489 2554 19356 17596 8522 1267 1151 147

Less: Tax File Number

B.
- Savings
112 1873 675 234 34 31 28 25 23 21

224 183 7814 2320 19322 17565 8494 1242 1128 1026
A33: Tax File Number

C.
- Costs

11054 65858 6264 4944 4494 4086 3714 3376 3069  279%
- Canpliance Staff Adjust.

10165 -B429 -11991 ~7128

D.
Total Cost

11278 6605]1 14078 17429 15387 9660 5080 4618 4197 3816
E.
Cunulative

11278 77329 91407 108836 124223 133883 138963 143581 147778 151594
F.
Revenue

62000 171000 253000 290000 290000 290000 290000 290000

G.
Cumilative 62000 233000 486000 776000 1066000 1356000 1646000 1936000

H. Benefit Cost Ratio - 12.7

Note: A. ATO Oosts contained in Goverrment submission
B. ATO savings from work not required in connection with HIC's proposals
C. ATO costs for the widespread issue of file numbers
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TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS -~ $,000's

Cost Item 36/87 87/88 88/89 89/93 98/91 91/92 92/93 93/94

1. Capital Dev. Cost

1.1 Equipment

1.1.1 Devel. Costs
1.1.2 From 3.1.6 408

1.2 Accomodation

evel. Costs
rom 3.2.3 20

.2.1 D
.2.2 F

1.3 Software & Other

1.3.1 Devel. Costs 128
1.3.2 From 3.3.4 33
578 a3 2 g g 4] @ @
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TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS - $,000's

Cost Item 86/87 87/88 88/89 89/9¢ 9¢/91 91/92 92/93 93/94

2. Recur. Dev. Costs

2.1 Equipment

2.1.1 Devel. Eguip.
2.1.3 From 4.1.1%6 =23 -23 =23 -23 -23 -23 =23 =23

2.3 Software

2.3.1 Devel. Costs.

2.3.2 From 4.3.3 4 4 4 4 4 4 4
2.4 Staff

2.4.1 Data Prep. 1331 3749

2.4.2 ADP Staff 728 168

2.4.3 Hon ADP Staff 2771 4254

2.4.4 From 4.4.06 264 26 43 43 43 43 43 43

2.5 Lab. Based Costs

2.5.1 Dhevel. Costs. 120 49000
2.5.2 From 4.5.4 (Y%}

2.6 Cohsums. & Oths.

2.6.1 Devel. Costs 10 12038 1509
2.6.2 From 4.6.% -1 -1 -1 -1 -1 ~1 =1 -1
5110 69245 1523 23 23 23 23 23
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TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS - §,09@'s

Cost Item 86/87 87/88 88/89 89/90 98/31 91/92 92/93 93/94

o i o e e e A S W e o Sy o o T = i e et e " kL e o o A} .  —

3. Capital Opn. Cost

3.1 Equipment

3.1.1 Comp. H'ware 3924
3.1.2 Data Storage

3.1.3 Plant 121
3.1.4 Other Eguip. 25
3.1.5 Installation 1d
3.1.6 MINUS Devel. -408

3.2 Accomodation

3.2.2 House Equip. 20
3.2.3 MINUS Devel. =20

3.3 Software & Jther

3.3.1 System S'ware
3.3.2 Appl'ns S'ware 300
3.3.4 MINUS Devel. -30

4122 a 0 6] J @ 8] ]
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TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS - §,000's

Cost Item 86/87 87/88 88/89 89/90 9¢/91 91/92 92/93 93/94

———— s L o T T T o o e T S W S T . o T o o o T T} T e o o T e ——

4. Recur. Opn. Costs

4.1 Equipment

4.1.1 Computer Maint 393 = 393 393 393 393 393 393 393
4.1.2 Plant 1’ tance 12 12 12 12 12 12 12 12
4.1.3 Equip. Mtce. 3 3 3 3 3 3 3 3
4.1.8 Data Trans'n, 5 5 5 5 S 5 5 5
4.1.16 MINUS Devel. -23 -23 =23 =23 =23 -23 =23 -23

4.2 Accomodation

2.1 Accomod. Mtce.

2.3 Accom. Clean,

.2.4 Electric Power 5 5 5 5 5 5 5 5
2.5 8

4.3,1 Software Maint 24 23 23 20 28 28 28
4.3.2 Apps tlaint. 23d 20 29 28 28 28 2a
4.3.3 MINUS Devel. -4 -4 - -4 -4 -4 -4
4.4 Staff

4.4.1 Data Prep. 24 374 374 374 374 374 374
4.4.2 Computer Ops. 224 284 204 234 204 204 204 284
4.4.3 Apps mtce. 56 224 224 224 224 224 224
4.4.4 Other ADP

4.4.5 Non ADP 323 1291 1291 1291 1291 1251 1291
4.4.6 MINUS Devel. -204 -26 =43 -43 -43 -43 -43 -43

Sub-total 4.1 tc 4.4 395 1882 2481 2481 2481 2481 2481 2481
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TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS - §,008's

Cost Item 86/87 87/88 B8/89 89/99 o0/91 91/92 92/93 93/94
4.5 Lab. Based Costs
4.5.1 Consult. Costs 840 2640 3360 3360 3360 3369 3360 3369
4.5.4 MINUS Devel. -60
4.6 Consums. & Other
4.6.1 Input Forms. 3 17 17 17 17 17 17 17
4.6.2 Record'g !Media 2 2 2 2 2 2 2 2
4.%6.3 Output Torms 3 196 196 196 196 196 196 196
4.,6.4 Specials 2 2 2 2 2 2 2 2
4.6,5 Publicity 50Q 589 508 58d 500
4.6.6 MINUS Devel. -1 -1 -1 -1 -1 -1 -1 -1
1244 38783 6057 6557 6557 6557 6557 6557
5. Revenue & Resid..
5.2 Residual Values
5.2.1 Equipment ~-680 -814
5.2.2 Building Value =40
5.2.3 S'ware & Other -64d
g -680 g g g @ g -914
Total Costs 11954 72443 7588 6589 5500 6583 6589 5666
Cumulative Costs 11054 83497 91d@77 97657 104237 110817 117397 123063
Discounted Costs 11354 65358 6264 4944 4494 4386 3714 2908
Cumul. Disc. Costs 11054 76912 83176 88128 92614 26699 100414 103321
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TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS - §,088's

To extend to 10 years, include the ammount deducted as residual credits
in the 93/94 year ( items 5.2.1,2,3 ). This new cost for 93/94 remains
constant for suoseguent years.

———— o o b e e T T m m  m  — ————— ok b e Ty 7 o e o kS T = e ot o b . o

Total Costs 65840 6580 6584
Cumulative Costs 129643 136223 142863
Discounted Costs 3376 3609 2790

Cumulative Disc. Costs 196697 119336 1130396
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Use 1 (72.5%]

Discounted Costs

Cumuletive Costs

Use 2 [R.7%]

Di scounted Costs

Cumulative Costs

Use 3 (0.8%)

Di scounted Costs

Cumulative Costs

Use 4 [4.8%)

0i scounted Costs

Cumulstive Costs

Use 5 [0,3%)

Discounted Costs

Cumutative Costs

Use B [0.4%)]

DM scounted Costs
Cumulative Costs

Use 7 [negligible]

Use B [6.0%]

Di scounted Cnsts
Cumulative Costs

Uss 9 {12.2%)

Discounted Costs
Cumulative Costs

USES OF AUSTHALIA CARD WITH TAX FILE NUMBER

Proportion of Costs for each Proposed Use,

COST_BENEFIT ANALYSIS

STEADY STATE COSTS

= §$,000's

Annexure C3

86/87 87/88 88/89 89/80 90/91 91/9p 82/93 85/ 44
8014 4747 A5 3584 3268 2962 2893 2198
BO14 55761 60303 83847 67145 70107 72800 74908

298 17748 169 133 121 110 100 78
288 2077 2246 2379 2501 2611 2711 2780
;] 527 50 40 36 33 30 23
88 615 BES 704 74 774 803 827
531 3161 liy 237 196 186 178 140
531 3682 3992 4230 4445 4642 4820 4959
a3 188 19 18 13 12 11 9
a3 231 280 264 278 290 301 310
a4 263 25 20 17 16 15 12
44 308 333 asz 369 385 400 ame
663 3961 376 297 270 245 223 174
BB3 4515 4891 5287 5957 5802 6025 6189
1349 BO35 764 603 548 498 453 355
1349 9383 10147 10751 11289 11757 12250 12605
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Annexure C3 [cont,]

Use 10 [0.3%)

Discounted Costs 33 198 19 18 13 12 11 ]
Cumulative Costs 33 231 250 264 2789 290 3m 310
TOTALS

Discounted Costs 11054 65858 6264 4944 4494 40885 3714 2908
Cumulative Costs 110648 76912 83176 88120 92614 88700 100414 203736
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COMMISSIONER OF TAXATION

CANBERRA A C.T. 2600
TELEPHONE 63 3111
TELEX 62187

REFERENCE 16.L8B5/55-3 1 May 1986.

Senator T. Aulich,

Chairman,

Joint Select Committee on an
Australia Card,

Parliament House,

CANBERRA. A.C.T. 2600

Dear Senator Aulich,

USE COF TAXATION FILE NUMBER

In response to a request from the Committee
my letter of 25 March 1986 cutlined a possible plan
for the use of taxation file numbers instead of the
Australia Card.

Included with the material provided toc you
were estimates of the expected revenue gains from the
use of file numbers with a higher level cf integrity
than they have at present (Attachment B to the letter)
and of the Taxation OQOffice's associated costs (Attachment C).

Ttem H of Annexure Cl indicated there wcuid
be a benefit/cost ratio of 12.7:1. This figure was
arrived at by comparing the cumulative revenue with
the discounted cumulative costs. No attempt was made
to discount the cumulative revenue figure as it seemed
logical that, as a result of changing money values,
revenue 1in dollar terms would be more likely to increase
rather than decrease.

Later discussions with the Department of Finance
revealed that the basis of our calculations differed
from that used in the Government's Submission to your
Committee. The Department of Finance, in acccrdance
we understand with its usual practice in arriving at
a benefit/cost ratic, compared the cumulative revenue
discounted by an annual rate of 10% with the cumulative
costs discounted on the same basis.

Tc enable your Committee to compare the benefit/cost
ratio of the taxation file number option with the Australia
Card proposal, we have recalculated our figures on the
same basis as that used in the Government's Submission.

The recalculated benefit/cost ratio for the taxation

file number is 7.26:1. The revised schedules are attached.
The Department of Finance is in agreement with the methodology
adopted.
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You might consider it appropriate to substitute
the revised schedules for the Annexures to Attachment C
of my letter of 25 March: this would necessitate the
final sentence of the penultimate paragraph of Attachment C
being modified accordingly.

A copy of this letter has been forwarded to
the Department of Finance.

Yours sincerely,

s |
- /H\T“f',{_,z"",»-*—'%h,”;’f

(J.P. McDermott)
SECOND COMMISSIONER OF TAXATION
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TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

COST BENEFIT ANALYSIS

STEADY STATE DISCOUNTED COSTS — $,000G's

Annexurs C1

86/87 §7/88 a8/88 B9/80 a0,/91 91/92 92/93 83/84 84/95 895/85
A, Costs for Austrailia Card,
a3se 1266 B4BY 2554 19356 17596 a5eaz 1267 1151 1047
B, Savings for Tsx File Number,
1Mz 1073 675 234 34 31 28 B85 23 21
Remaining Australia Card Costs,
224 193 7814 2320 19322 17565 8484 1242 1128 1028
C. Costs for Tax File Number.
11142 85838 6304 4980 4527 4115 3742 3401 3092 2811
plus Compliance Staff Adjustments.
10165 -8429¢  -11991 -7128
D. Total Costs for Tax Administered System,
11366 66031 14118 17 865 15420 9689 5108 4643 4220 3837
E, Cumulative Costs.
11366 77397 91515 108879 124399 134089 139196 1438840 148060 151896
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Annexure C1 [Cont)

COST BENEFIT ANALYSIS

TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE DISCOUNTED COSTS — %,000's

86/87 g87/88 868/89 B9/80 90/91 91/92 92/83 83/94 84/95 95/96

F. Revenue,

62000 171000 253000 290003 230000 P90ODC 290000 280000

G. Cumulative Hevenue.

62000 233000 486000 776000 1066000 4355000 41646000 41336000

fu

» Discounted Aevenua,

51241 128479 172809 1BOO78 163707 148826 135288 122999

-

« Cumulative Discounted Revenus,

61841 179720 352528 532605 696312 845138 980436 1103436

H. Benefit Cost Ratio: 7.28

NOTES:—
A. ATO costs for Australis Card proposals as conteined in Govermment Submission to H,5.C..
B. ATO savings from work not required in conjunction with HIC proposals.
C. ATO costs for the widespread use of File Number,
Compliance figures are adjustments from Aust, Card to File Number System,
Fe = I. Revenue from widespreed use of File Mumber,

ALL FIGURES ARE DISCOUNTED 40% PER ANNUM.
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COST BENEFIT ANALYSIS

TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

Cost Item

1. Capital Dev. Cost

1.1 Eguipment

1.1.1 Devel. Costs
1.1.2 From 3.1.6

1.2 Accomodation

1.2.1 Devel. Costs
1.2.2 From 3.2.3

1.3 Software & Other

3.1 Devel. Costs
.3,2 From 3.3.4

408

20

120
30

91/92

92/93

STEADY STATE COSTS - _$,00Q0's
86/87 B7/8B8 B88/89 89/90 90/91
o o o 0

578
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Annexure CZ (Lont)

COST BENEFIT_ ANALYSIS

TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS - $,000's

Cost Item 86/87 B7/88 88/89 89/90 90791 91/92 92/93 93/94

2. Recur. Dev. Costs

2.1 Equipment

2.1.,1 Devel. Equip.
2.1.3 From 4.1.16 23 23 23 23 23 23 23 23

2.3 Scftware

2.3.1 Devel. Costs

2.3.2 From 4.3.3 4 4 4 4 4 4 4 4
2.4 Staff

2.4.1 Data Prep. 13¢1 3749

2.4.2 ADP Staff 728 168

2.4.3 Non ADP Staff 2771 4254

2.4.4 From 4.4.6 204 26 43 43 43 43 43 43

2.5 Lab. based Costs

Devel. Costs 120 49000
From 4.5.4 60

R I

2.6 Consums. & Oths.

2.6.1 Devel. Costs. 10 12008 1500
2.6.2 From 4.6.6 1 1 1 1 1 1 1 1
5162 69293 1571 71 71 71 71 71
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COST BENEFIT ANALYSIS

FE VY YL VN

[ [y

TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS - $,000's

Ccst Item

B&/87 87/88

8B/89 89/90

3. Capital Opn. Cost

3.1 Eguipment

3.1.1 Comp. H'ware 3924
3.1.2 Data Storage

3.1.3 Plant 121
3.1.4 Other Equip. 25
3.1.5 Installation 10
3.1.6 MINUS Devel. ~-408
3.2 Accomodation

3.2.2 House Equip. 200
3.2.3 MINUS Devel. -20

3.3 Software & Other

3.3.1 System S'ware

3.3.2 Appl'ns S'ware 300

3.3.4 MINUS Devel,. -30
Ta122

0 o

a0/91

a1/92

92/93 93/94
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COST BENEFIT ANALYSIS

taa

Ltiitosvad o

.

[ v

TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

Cost Item B6/8
4. Recur. Opn. Costs

4.1 Equipment

4.1.1 Computer M'tce 393
4.1.2 Plant M'tce. 12
4.1.3 Equip. M'tce. 3
4.1.8 Data Trans. 5
4.1,16 MINUS Devel. -23
4.2 Accomodation

4.2.1 Accomod. M'tce
4.2.3 Accom. Clean.

4.2.4 Elecuric Power 5
4.2.5 Security

4.3 Software

4.3.1 Software M'tce 20
4.3.2 Appl'ns M'tce. 20
4.3.3 MINUS Devel. -4
4.4 Staffr

4.4.1 Data Prep.

4.4.2 Computer Ops. 204
4.4.3 Appl'ns M'tce,.
4.4.4 Other ADP

4.4.5 Non ADP

4.4.6 MINUS Devel. -204

Sub-total 4.1 tc 4.4 431

STEADY STATE COSTS - $,Q00's
7 87/88 88/89 89/90 90/91
393 393 393 393

12 12 12 12

3 3 3 3

5 5 5 5

-23 -23 -23 -23

5 5 8 5

20 20 20 20

20 20 20 20

-4 ~4 -4 -4

24 374 374 374

204 204 204 204

56 224 224 224

323 1291 1291 1291

~26 -43 -43 -43

T 1o12 2481 2481

2481

91/92 92/93 93/94
393 393 393
12 12 12
3 3 3
5 5 5
-23 -23 -23
5 5 5
20 20 20
20 20 20
-4 -4 -4
374 374 374
204 204 204
224 224 224
1291 1291 1291
-43 -43 -43
72481 2481 2481
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COST BENEFIT ANALYSIS

TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS - $,000's

Cost Item 86/87 87/88 88/89 89/90 90/91 91,92 92/93 93/94

4.5 Lab. based Costs

4.5.1 Consult. Costs 840 2640 3360 3360 33860 3360 3360 3360
4.5.4 MINUS Devel. -60

4.6 Consums. & Other

4.6.1 Input Forms 3 17 17 17 17 17 17 17
4.6.2 Record'g Media 2 2 2 2 2 2 2 2
4.6.3 Output Forms 3 196 196 196 196 196 196 196
4.6.4 Specials 2 2 2 2 2 2 2 2
4.6.5% Publicity 500 500 500 500 500
4.6.6 MINUS Devel. -1 -1 -1 -1 -1 -1 -1 -1

1280 ~ 3808 6057 6557 6557 6557 6557 6557

5. Revenue & Resid.

5.2 Residual Values

5.2.1 Equipment -680 -814
5.2.2 Building Value -40
5.2.3 S'ware & Other -60

T Teso o o o TTo T o -914
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COST BENEFIT ANALYSIS

TAXATION USES OF AUSTRALIA CARD WITH TAX FILE NUMBER

STEADY STATE COSTS - $,000's

Cost Item 36/87 87,88 88/89 89,90 90/91 91/92 92/93 93/94
Total Costs 11142 72421 7628 6628 6628 6628 6628 5714
Cumulative Costs 11142 83563 91191 97819 104447 111075 117703 123417
Discounted Costs 11142 65838 6304 4380 4527 4115 3742 2932

Cumul, Disc. Costs 11142 76980 83284 88263 9279C 96906 100647 103580

To extend to 10 years, include the ammount deducted a residual credits
in the %3/94 year (items 5.2.1, 2, 3}). This new cost remains the same
for subsequent years. (in fact constant for 89/90 onwards)

93/94 94/95 95/96

Total Costs 6628 6628 6628
Cumulative Costs 124331 130959 137587
Discounted Costs 3401 3092 2811
Cumul. Disc. Costs 104049 107141 109851

3le



Annexure C3

COST_BENEFIT_ANALYSIS

STEADY_STATE_CO8TS5 - $,000's

Coet Item

Use 1 (72.5%)

Total Costs
Cumulative Costsz

Discounted Costo
Cumuri . Dise

Uge & (2.7R:
Total Costs
Cumiiative Costs

Di=counted Costs
Camutl . Disc. Costs

Total Casts 5% 57 &1 L3 53 53 by
Cumulative Costs 85 LAY TRED TES HBEE N 7

Discounted Coste 5% B
Cumul. Disc. Costc a5 &16

Use 4 (4.5%0
Total Costs
Cumuiative Costs

M scounted Costs L AL
Cumuli. Disc. Costs LAS5 3495 BT

Ayl oy

i

Use & (0OL3%5

Total Costs =3 0 =20 1?
33 313 353 270

Cumuiative Costs a3

Discounted Costs 33 128 1% 1§ 714 B i L
Cumutl . Disc. Costs 33 S 1 250 HED HTE 91 S0 311
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Cost liem BB BY BT S0 ERTEE
{0.4%)
Total Costs =7
Cumilative Costs 41 & iy e
Macouwnted GCos (=3 i
» 358 414

Cunee ] o D=, Jos

e 7

=g # o&.0%)0

Total Cozts
Cumuiative Cog

Discounted Cost
Cumul. Tiso. Cos

Use & 12.2%0

Total (osts 1255
Cumuiative Caosts 1

Discounted Cozta
Cumul. Disc. Cog

Use 10 3%

R
|

il
[ N
3

Total Costs
Cumuiative Cousts

Discounted Costs K o
Cumui. Disc. Cosbs a&h ST i
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Annexure C3 {Cont)

COST_BENEFIT_ANALYSIS

TAXATION_USES_OF AUSTRALIA_CARD_WITH TAX _FILiE NUMBER

Cost Them

GRAND TOTALS

Totsl O

Cumu L at 1y

R,

ARG T {0asa Y 11T

s Costo 11140

4116 3

FEEFE T OEST

Coets

[risoounle

Cuamual o Dlasc. Costa
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Appendix 5

Report of the House of Representatives Standing Committee on

Expenditure - 'Who Calls Australia Home', November 1985
T QF DAT
Recommendation 1: The Committee recommends that in future,

recommendations made by the Audit Office
in any report should be consecutively
numbered in that report (paragraph 22).

The Committee recommends that as far as
possible, audit should include time
frames for implementation of its
recommendations (paragraph 24).

The Committee recommends that efforts by
the Department of Immigration and Ethnic
Affairs and the Australian Customs
Service be increased to ensure that the
issue of contrel of passenger cards at
Sydney Airport is resolved by
31 December, 1985 in favour of the
Department of Immigration and Ethnic
Affairs (paragraph 29).

The Committee recommends that a system
of bail be considered urgently by the
Department of Immigration and Ethnic
Affairs in conjunction with other
appropriate authorities with a view to
introducing a pilot scheme in the second
half of 1986 (paragraph 53).

The Committee recommends that before any
new Commonwealth detention facility is
erected in Brisbane or elsewhere,
careful investigation be undertaken to
determine whether a more cost-effective
gsolution can be found in terms of
entering into joint arrangements with
the appropriate State authority
{(paragraph 55).

The Committee recommends that an
eligibility test on residence grounds be
introduced for legal aid and that at the
time of application for 1legal aid, a
person must be able to demonstrate that
he/she is in Australia lawfully
(paragraph 68} .
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c datio :

co io :

Recommendation 9(a}:

The Committee recommends that persons
who are not authorised to work in
Australia should be prohibited from
using Commonwealth Employment Service
(CES) services., The CES should use its
contacts with job seekers and employers
to publicise this fact (paragraph 74).

The Committee recommends that the Health
Insurance Commission urgently review its
procedures and practices both in terms
of issuing Medicare cards and cancelling
those which are held by ineligible
persons {(paragraph 80).

The Committee recommends that the
Department of Social Security review its
procedures to ensure that where
residence 1is an eligibility criterion
benefits are paid only to legal
residents (paragraph 84).

The Committee also recommends that a
clear statement explaining the meaning
of the Australian residence regquirement
should appear on the appropriate
application forms and in associated
publicity (paragraph 84).

The Committee recommends that a new and
separate category or entry permits be
created for tourists and short-term
visitors to Australia to distinguish
them from temporary residents. The
Committee further recommends that this
category be prohibited from seeking
change of status (paragraph 100}).

The Committee recommends that children
born to temporary residents, to the
proposed tourist/visitor category and to
prohibited non-citizens in Australia do
not become Australian citizens unless
they would otherwisge be stateless
(paragraph 103).

The Committee recommends that the
Department of Immigration and Ethnic
Affairs should examine the Torres Strait
Treaty in detail with a view to
promoting changes which do not deprive
those who take up Australian citizenship
of traditional rights {(paragraph 104)}.
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Appendix 6

Organisation for Economic Cooperation and Development
? : P : X m P

Personal Data (Paris 1981)

Extract

PART 2
BASIC PRINCIPLES OF NATIONAL APPLICATION

-Collection Limitation Principle

7. There should be 1limits to the collecticon of personal
data and any such data should be obtained by lawful and fair
means and, where appropriate, with the knowledge or consent of
the data subject.

Data Quality Principle

8. Personal data should be relevant to the purposes for
which they are to be used, and, to the extent necessary for
those purposes, should be accurate, complete and kept
up—-to-date.

Purpose Specification Principle

9. The purposes for which personal data are collected
should be sgpecified not later than at the time of data
collection and the subseguent use limited to the fulfilment of
those purposes or such others as are not incompatible with those
purposes and as are specified on each occasion of change of
purpose,

Use Limitation Principle

10. Personal data should not be disclosed, made available
or otherwise used for purposes other than those specified in
accordance with Paragraph 9 except:

a) with the consent of the data subject; or
b) by the authority of law.

Security Safeguards Principle
11. Personal data should be protected by reasonable

security safequards against such risks as loss or unauthorised
access, destruction, use, modification or disclosure of data.

323



Openness Principle

12. There should be a general policy of openness about
developments, practices and policies with respect to personal
data. Means should be readily available of establishing the
existence and nature of persconal data, and the main purposes of
their use, as well as the identity and usual residence of the
data controller.

Individual Participation Principle
13. An individual should have the right:
a) to obtain from a data controller, or otherwise,

confirmation of whether or not the data controller
hag data relating to him;

b} to have communicated to him, data relating to him
i) within a reasonable time;
ii) at a charge, if any, that is not
excegsive;
iii) in a reasonable manner; and
iv) in a form that is readily intelligible
to him;
c) to be given reasons if a request made under

subparagraphs (a) and (b) is denied, and to be
able to challenge such denial; and

d) to challenge data relating toe him and, if the
challenge is successful, to have the data erased,
rectified, completed or amended.

Accountability Principle

14. A data controller should be accountable for complying
with measures which give effect to the principles stated above.
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