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Introduction

1.1 The authority to enter and search premises is essentially a creation of statute. As such, it should always be regarded as an exceptional power, not a power granted as a matter of course. Were it not for parliaments and governments, officials would have few powers to enter and search the premises of other people.

Due process and competing public interests

1.2 Laws which prohibit or regulate search and entry are part of that regime of rules, restrictions and conventions which constitute due process. As such, they are related to measures which regulate the conduct of those who arrest, hold in custody, question, carry out body searches on, or take forensic samples from, others.

1.3 Due process is fundamental to a civil society. It involves the operation of proper and fair laws to control the actions of investigating and monitoring authorities.

1.4 It is often said that empowering such authorities to enter and search private premises involves striking a balance between two competing public interests.
 There is a public interest in the effective administration of justice and government. However, there is also a public interest in preserving people’s dignity and protecting them from arbitrary invasions of their property and privacy, and disruption to the proper functioning of their businesses and work. Neither of these interests can be insisted on to the exclusion of the other,
 and proper and fair laws which authorise the entering and searching of premises can only be made where the right balance is struck between these two interests.

Untoward and arbitrary actions

1.5 In a similar way, laws dealing with entry and search may be seen as part of the community’s regime for controlling actions which are untoward and arbitrary, whether those actions are taken for private or public purposes.

1.6 A private person takes an untoward and arbitrary action when he or she imports illicit substances into Australia, or evades his or her lawful tax, or exports diseased produce, or fails to provide duly appointed authorities with information to which they are entitled, or pays wages below those set in accordance with the provisions of the Workplace Relations Act.

1.7 A public person takes an untoward and arbitrary action when he or she, without appropriate authority, forces entry into someone else’s house or business premises, or takes copies of documents without proper permission, or boards an aircraft or ship without the owner’s consent and contrary to due process.

1.8 In principle, the community should prevent the taking of any untoward and arbitrary action, whether taken for a public or private purpose. This is a principle which can safely operate without exception. It rests on the belief that no individual or organisation should be allowed to take an arbitrary action which will adversely affect another – whether that person or group or organisation operates in a public or private capacity.

1.9 The propriety of entry and search powers should be assessed against the test of whether they curb or enhance the ability of private and public persons to take arbitrary action to the prejudice of others. For example, federal authorities need to be able to gain access to material showing that someone may have conspired to defraud the Commonwealth of its revenues. At the same time those authorities must give full weight to the right and dignity of taxpayers and not prejudice them in a manner that is in any way capricious.

1.10 Laws which authorise entry and search should preserve and foster civil life. They should ensure that the community is fair, free and secure. Their aim should be the wellbeing of, and equity for, each and every member of the community.

1.11 Committing a crime; entering, without proper authority, onto the premises of others in an effort to find evidence of unlawful activity; bringing illicit objects into the country; exporting diseased produce; seizing goods in purported execution of public duty contrary to due process; evading the payment of taxes; denying an authority legitimate access to information in a person’s possession; or taking records in an unauthorised manner from people for governmental purposes are all examples of ways in which some in the community may act wrongly towards others.

Structure of this Report

1.12 The purpose of this Chapter is to provide the common law background against which search and entry provisions have developed, and to set out some general principles which are relevant when considering how these provisions are developing.

1.13 Chapter 2 of this Report discusses the purpose of search and entry provisions, and Chapter 3 examines their consistency. The issue of fairness is dealt with in Chapter 4, and the issue of effectiveness is dealt with in Chapter 5.

Search and entry at common law

1.14 The common law has always seen the privacy, security and integrity of a person’s home and possessions as fundamental principles, which are not to be violated without compelling reason.
 Indeed, the inviolability of a person’s home was historically recognised as equivalent to the inviolability of the person.
 In Semayne’s Case, in 1604, Sir Edward Coke affirmed this in saying “the house of everyone is to him as his castle and fortress, as well for his defence against injury and violence, as for his repose”.

1.15 At common law, every unauthorised entry onto private property is a trespass. Thus, in 1765, in Entick v Carrington, Lord Camden LCJ observed that:

By the laws of England, every invasion of private property, be it ever so minute, is a trespass. No man can set his foot upon my ground without my licence, but he is liable to an action, though the damage be nothing … If he admits the fact, he is bound to shew by way of justification, that some positive law has empowered or excused him.

1.16 The same general principal was expressed by William Pitt, First Earl of Chatham, in an address to Parliament in 1766 on general warrants:

The poorest man may in his cottage bid defiance to all the forces of the Crown. It may be frail – its roof may shake – the winds may blow through it – the storm may enter – the rain may enter – but the King of England cannot enter – all his force dares not cross the threshold of the ruined tenement.

1.17 This principle applies to officers of government as well as to private persons.
 Thus, in 1921, in Great Central Railway Company v Bates, Lord Atkin considered the right of a police officer (who had the powers of a common law constable) to enter a warehouse after dark through an open door to see that everything was in order:

Now it appears to me that he had no right to enter these premises at all … It can hardly be suggested that the right exists in respect of a dwelling house. If it did the privacy of an Englishman’s dwelling house would be most materially curtailed. In view of the limitations that have been laid down over and over again as to the right of a constable to force a door, and as to the limitations of his powers unless he has a warrant, or in cases of felony, it appears to me quite impossible to suggest, merely because a constable may suspect there is something wrong, that he has a right to enter a dwelling house either by opening a door or by entering an open door or an open window and go into the house. It is true that a reasonable householder would not as a rule object if the matter was done bona fide and no nuisance was caused. But the question is whether the constable has the right to enter … It appears to be very important that it should be established that nobody has a right to enter premises except strictly in accordance with authority.

1.18 At common law, a person might enter premises “in accordance with authority” where he or she had obtained the consent of the person in possession (or entitled to possession) of the land, or where he or she exercised an independent right to proceed on the land. Such a right arose only in limited circumstances – for example, where a warrant was issued to search a person’s home for stolen goods.

1.19 Historically, the justification for limiting the power of search and entry was based on the rights of private property. In modern times, the justification has shifted more to the protection of privacy.
 However, the judgments of courts are invariably conscious of the competing interests, and their sometimes uneasy balance. For example, in the 1980 English case of IRC v Rossminster Ltd, Lord Wilberforce stated that:

The integrity and privacy of a man’s home, and of his place of business, an important human right has, since the Second World War, been eroded by a number of statutes passed by Parliament in the belief, presumably, that this right of privacy ought in some cases to be overridden by the interest which the public has in preventing evasions of the law.

A formidable number of officials now have powers to enter people’s premises, and to take property away, and these powers are frequently exercised, sometimes on a large scale. Many people … think that this process has gone too far; that is an issue to be debated in Parliament and in the press.

The courts have a duty to supervise, I would say critically, even jealously, the legality of any purported exercise of these powers. They are the guardians of the citizen’s right to privacy. But they must do this in the context of the times, ie, of increasing parliamentary intervention and of the modern power of judicial review. In my respectful opinion appeals to 18th century precedents of arbitrary action by Secretaries of State and references to general warrants do nothing to throw light on the issue. Furthermore, while the courts may look critically at legislation which impairs the rights of citizens and should resolve any doubt in interpretation in their favour, it is no part of their duty, or power, to restrict or impede the working of legislation, even of unpopular legislation; to do so would be to weaken rather than advance the democratic process.

1.20 Given that it is properly the role of Parliament to justify powers of search and entry, this raises the question of the appropriate principles which ought guide the Parliament in that process.

Principles

1.21 In principle, all actions which trespass upon a person’s body, dignity or property ought be carried out with due process. Entry and search provisions in Commonwealth, State and Territory legislation ought meet specific and common criteria. Some such criteria are currently applied to draft federal legislation, which is assessed to see whether it conforms with guidelines set out in a document called the Criminal Law Policy of the Commonwealth. This has been developed and is used by the Commonwealth Attorney-General’s Department, and has now been published by the Office of Parliamentary Counsel (OPC) as Drafting Direction No 2 of 1999.

1.22 While this Policy is neither a binding nor a conclusive statement of Commonwealth policy in this area, it contains a number of important principles and “is meant to stand as a check and a coordinating influence on the rest of government”.

1.23 Again, relevant principles may be found in Federal instruments such as the Commonwealth Privacy Policy. And again, a number of relevant principles are contained in the Australian Law Reform Commission’s (ALRC) report on Privacy. Other principles were advanced in evidence given to the Committee. These principles are discussed in detail in the remainder of this Chapter.

Principles governing the grant of powers of entry and search by Parliament

Individual’s right to dignity and privacy

1.24 People have a fundamental right to their dignity, to their privacy, to the integrity of their person, to their reputation, to the security of their residence and any other premises, and to respect as a member of a civil society. No person, group or body should intrude on these rights without good cause.

1.25 Such intrusion is warranted only in specific circumstances where the public interest is objectively served. As the Attorney-General’s Department told the Committee, there may be a need for powers of this type as “there are genuine and legitimate needs to be able to effectively administer legislation and ensure that money is being spent properly, that laws are being complied with”.
  However, even where such powers are warranted, no intrusion should take place without due process.

1.26 Powers to enter and search are clearly intrusive, and they should be conferred on authorities only where those authorities and the government to which they are responsible demonstrate the need for them at the time they are conferred, and subsequently that their retention remains necessary. 

1.27 Powers to enter and search should only be included in legislation for compelling reasons; they should not be included as a matter of course or simply for reasons of administrative convenience. Referring to the principles set out in the Report of the Australian Law Reform Commission, the Acting Privacy Commissioner told the Committee that such powers should only be included after a clear weighing up of the detriment inflicted by granting them against the benefit achieved in doing so.

1.28 Where powers to enter and search are included in legislation, civil life and liberty are best protected through the inclusion of appropriate checks and balances.

Entry powers should be conferred expressly

1.29 When granting powers to enter and search, Parliament should do so expressly, not by implication.

1.30 Legislation conferring a power of entry and search should specify the powers exercisable by the officials carrying out the action. It should preserve the right of occupiers not to incriminate themselves and, where applicable, their right to the protection of legal professional privilege.

Entry powers should be conferred in primary legislation

1.31 Powers to enter and search should be conferred by an Act of Parliament, not in subordinate legislation. However, the Attorney-General’s Department considers that the inclusion of such powers in subordinate legislation may be more readily considered appropriate where:

· the parent legislation makes express provision for the creation of powers under regulation;

· the instructing Department can demonstrate that the objectives of the parent legislation will be frustrated unless such powers are created under legislation (eg, there are rapidly changing circumstances); or

· the proposed provisions comply with all other requirements of Commonwealth criminal law policy.

Proportionality

1.32 A power to enter and search should be granted only where the matter in issue is of sufficient seriousness to justify its grant, but no greater power should be conferred than is necessary to achieve the result required.

1.33 In considering whether to grant such a power, Parliament should take into account the object to be achieved, the degree of intrusion involved, and the proportion between the two – in the light of that proportion, Parliament should decide whether or not to grant the power and, if the power is granted, Parliament should determine the conditions to apply to the grant and to the execution of the power in specific cases.

Consistency

1.34 The criteria which individuals, groups and organisations must satisfy before they are allowed to enter and search should be consistent across all jurisdictions. Rights should not be inviolate in one jurisdiction but capable of being violated in another.

1.35 Consistency should be achieved by ensuring that all entry and search provisions conform to a set of principles or guidelines. Where particular provisions are not consistent with these guidelines, their inconsistency should be properly justified, and subject to periodic review in the long term.

Principles governing the authorisation of entry and search

Consent

1.36 Legislation should authorise entry onto, and search of, premises only with the occupier’s genuine and informed consent, or under warrant or equivalent statutory instrument, or by providing for a penalty determined by a court for a failure to comply. Legislation should authorise entry onto premises in the absence of consent or a warrant only in situations of emergency or serious threat.

1.37 Consent should, therefore, be a first prerequisite for entry to premises. While such a provision might seem redundant – simply stating the obvious – its inclusion enables legislation to address some related matters (for example, requiring those seeking entry by consent to produce an identity card, and dealing with situations where consent is withdrawn after a search has begun).

1.38 Where legislation provides for entry and search with consent (or alternatively under a warrant) it should make clear that the consent must be a genuine, informed and ongoing consent, and it should impose no penalty or disadvantage if an occupier fails to co-operate in the search, or subsequently withdraws consent – requiring an occupier to co-operate is inconsistent with the idea of consent.

1.39 Where legislation provides for entry and search, but does not contemplate the possibility of entry by force under warrant, then a refusal of entry should attract a penalty imposed by a court.

An implication of consent?

1.40 In principle, consent to an entry should be genuine, informed and explicit. There are two situations in which implied consent has been argued: entry to licensed or registered premises by inspectors to monitor compliance with any conditions in the licence or registration; and entry to the premises of a person in receipt of Government financial assistance (such as a payment of bounty), or who is required to pay a levy, in respect of any activity connected with premises.

1.41 However, simply because a person has received financial assistance from the Commonwealth, or is liable to pay a levy under legislation, it does not follow that that person has thereby consented to entry and search by officials seeking to monitor compliance with the legislation. No such implication of consent should be drawn unless those subject to entry and search in these circumstances were informed in writing in plain English about those powers when receiving the assistance or on becoming liable to pay the levy.

1.42 Similarly, where a person has obtained a licence for, or registration of, premises, the possibility of inspection or monitoring must be made clear at the time of registration, or the licence must be made subject to a right to enter and search. In industries where registration is a prerequisite to participation, an argument based on implied consent is difficult to sustain.

1.43 The OPC queries whether, in each of these situations, it may be appropriate to limit the times at which any power of entry may be exercised.

Emergency or national security

1.44 As noted above, entry onto premises without consent may be reasonable in situations of emergency, serious danger to public health, or where national security is involved.
 However, in such situations it is appropriate that a judicial officer, rather than a Minister or Departmental Secretary, should authorise that entry.

1.45 Where a statute applies different law or procedures to Australian residents or citizens and to non-citizens, the statute should clearly state this.

Impracticability

1.46 There may be circumstances in which it may be impracticable to obtain a warrant (even though warrants are now often obtained by telephone
). Therefore, some legislation makes special provision for the entry and search of some vehicles, ships or aircraft,
 and for entry and search at certain locations (for example, by customs officers maintaining the integrity of national borders, or by investigators of air accidents seeking unhampered access to an accident site).

1.47 Impracticality should be assessed in the context of current technology. If an official exercises a power to enter and search in circumstances of impracticality, that official must, as soon as reasonably possible, then justify that action to a judicial officer.

Entry under judicial warrant

1.48 In all other circumstances, entry onto premises should only occur where special judicial authorisation is first obtained (ie under a warrant). The power to issue warrants to enter and search premises should only be conferred on judges and magistrates (judicial officers); justices of the peace should not have this power, nor should a Minister or departmental officer.

1.49 Where a statute authorises an entry and search by permit or for monitoring purposes without prior judicial approval, it should provide for an appeal to a judicial officer.

Principles governing the choice of people on whom the power is to be conferred

1.50 A power to enter and search should be conferred only on those officials who are subject to obligations which make them accountable for the use and any misuse of the power. For example, government employees are subject to a range of accountability mechanisms which reduce the risk of abuse of their powers.
 These mechanisms include internal disciplinary processes, the Ombudsman Act 1976, the Administrative Decisions (Judicial Review) Act 1977, the Privacy Act 1988 and the Freedom of Information Act 1982. Similar obligations should apply to any exercise of powers of entry and search by persons outside the public sector.

1.51 A power to enter and search should be conferred only on those officials who are of sufficient maturity to exercise it and who have received appropriate training. Legislation should not confer a power to enter and search on a recipient categorised simply as ‘a person’ or as a member of a particular Department or organisation. Appropriate limitations might be by reference to the attributes, qualifications or training which such a person should possess, or by reference to such persons as the holders of nominated offices or positions.

1.52 The power to authorise a person to exercise an entry power should only be exercisable by a senior officer at the level of a Departmental Secretary or equivalent, and there should be monitoring of the exercise of this power. Any authorisation should be in writing.

1.53 A power to enter and search should not be conferred on a particular recipient simply because it is the most economically or administratively advantageous option.

Principles governing the extent of the power granted

1.54 The extent of a power to enter and search will vary with the circumstances applicable, but the powers of entry and search given to the Australian Federal Police (AFP) under the Crimes Act 1914 should be seen as a ‘high water mark’.
 Officials in other organisations might be given lesser powers, but greater powers should be conferred only in exceptional, specific and defined circumstances where Parliament is notified of the exercise of those powers and where those exercising those powers are subject to proper scrutiny. In principle, the powers given to those enforcing the civil law should not impose greater incursions on an individual’s liberties than the powers given to those charged with investigating breaches of the criminal law.

1.55 Officials should be given no greater power to enter and search premises than is necessary to carry out their duties.

Principles governing the kinds of matters which might attract the grant of the power

1.56 The power to enter and search can properly be conferred in relation to both civil and criminal matters, but not as a matter of course, and only with provision for due process.

1.57 It is appropriate to grant a power of entry and search to assist in the investigation of serious crime where the investigation is genuine and has a reasonable chance of success.

1.58 It is appropriate to grant a power of entry and search to assist in the gathering of evidence to support a prosecution for a serious offence where the evidence sought is of significance and there is a reasonable chance that it will be found on the premises.

1.59 It is appropriate to grant a power of entry and search to determine whether a person has complied with legislation under which that person has accepted a commercial benefit, subject to being monitored by entry and search.

1.60 It is appropriate to grant a power of entry and search to determine whether a person has complied with legislation which imposes a commercial levy in relation to a serious matter, in circumstances where the legislation provides for this in specific terms.

1.61 It is appropriate to grant a power of entry and search to monitor civil matters which are serious, cannot otherwise be checked, and where the powers are used with maturity and are proportionate to the benefit gained.

Principles governing the manner in which the power to enter and search is exercised

1.62 The power of entry and search should be carried out in a manner consistent with human dignity and property rights.

1.63 As a general rule, entry and search powers should be exercised during reasonable hours and on reasonable notice, unless this would defeat the legitimate purpose to be achieved by the exercise.

1.64 Where entry and search is likely to involve force or physical interference with people and their property, it is preferable that this power be exercised only by, or with the assistance of, police officers. If such a power is to be granted to people other than police officers in such circumstances, their maturity, training and experience should be comparable to that of the AFP.

1.65 In principle, an officer exercising a power of entry must use no more force than necessary. Forced entry should only be used where entry has been demanded and refused, or in critical circumstances (for example, where it is believed that if entry is not gained immediately evidence will be tampered with or destroyed).

1.66 In exercising a power of entry, an officer should be required to show the occupier an identity card which incorporates a recent photograph of that officer.

1.67 Entry and search of premises, especially if carried out with the authority to use force, should be recorded on video or audio tape, unless this is impractical in all the circumstances.

Principles governing the provision of information to occupiers

1.68 The occupier of premises which have been entered and searched should be:

· given a copy of any relevant warrant;

· informed in writing or, if that is impractical, informed orally, of his or her rights and responsibilities under the relevant legislation; 
 and

· given a genuine opportunity to have an independent third party, legal adviser or friend present throughout the search.

These requirements should be waived only where circumstances are critical, or where an official is threatened with violence, or where it is absolutely impractical to follow them.

1.69 Legislation conferring a power to seize documents or other articles should provide:

· that any material seized be itemised;

· that the occupier and any others affected be entitled to a copy of that itemised list and copies of any business or personal records seized;

· that the occupier and any other persons affected be entitled to receive copies of any video or audio tape recordings made, or transcripts of those recordings, within 7 days;

· a procedure for dealing with disputed seizures; and

· a time limit for the return of any material seized.

Principles ensuring that people carrying out entry and search are protected

1.70 Where people enter and search premises under a power that accords with the principles set out in this Report, and exercise that power appropriately and in accordance with due process, they are entitled to do so without being subject to violence, harassment or ridicule, and are entitled to the protection of the law and to respect as persons carrying out their duty on behalf of the community.

Other general principles

1.71 Each agency which exercises entry and search powers should maintain a centralised record of all occasions on which those powers are exercised, 
 and should report annually to the Parliament on the exercise of those powers.

Conclusions

1.72 Entry powers may be necessary in certain circumstances for the effective administration of the law, but they remain inherently intrusive. In the words of Jacobs J in Tran Nominees Pty Ltd v Scheffler:

There is, I think, no doubt about the guiding principles. The issue and execution of a warrant to enter, or to search and seize, or both, represents an invasion of the liberty of the subject, which was jealously protected by the common law, and the need for protection against abuse or unauthorised invasion is still a guiding principle when the authority to enter or search or seize is derived from statute …

1.73 Such protection can be provided in a number of ways, some of which are discussed in Chapter 4 of this Report. However, one basic form of protection is to ensure that entry powers are drafted according to a set of guidelines or a “clearly enunciated legal framework”.

1.74 This legislative framework or set of principles should apply both to proposed new entry provisions and to existing provisions. The Committee notes that some agencies have already adopted this approach. For example, the Australian Customs Service conceded that its pre-1995 provisions “lacked appropriate safeguards” in the discretions that they provided:

Distinctions which might have been made at one time to justify separate standards in legislation for Customs Warrants cannot now be made. It is now generally accepted that Customs Warrants ought to be consistent with those issuable to police authorities under the criminal law and involve application and consideration by a judicial officer.

1.75 This legislative framework of principles should be more than indicative; it should be contained in stand-alone legislation based on the current guidelines and the principles set out above, and taking as its starting point the search warrant provisions in the Crimes Act 1914.

1.76 As one witness put it:

The guidelines that the Attorney-General’s Department have are generally good … but they are guidelines only and they are policy only. They are subject to change … without there being the need to legislate. I would like to see these guideline principles enshrined in legislation so that there must be proper parliamentary debate and voting on changing the principles in order to introduce legislation that intrudes on a person’s rights to a greater extent than these principles.

1.77 The Committee considers that the entry and search powers available to the AFP under the Crimes Act 1914 should constitute the ‘high water mark’ for such powers generally. Lesser powers may be conferred on other individuals or agencies, but powers greater than those available to the AFP should only be conferred in exceptional or critical circumstances, and the reasons for conferring such powers should be made explicit both in the bill and in the Explanatory Memorandum accompanying it. Where more expansive entry provisions have been conferred, they should be subject to periodic long term review.

1.78 Finally, given the generally intrusive nature of powers of entry and search, the Committee considers that their use should be recorded and reported on in the way that is currently required of the Health Insurance Commission (HIC).

Recommendations

1.
The Committee recommends that all entry and search provisions in legislation including bills should have to conform with a set of fundamental principles rather than long-standing practice. These principles should be enshrined in stand-alone legislation based on the principles set out in this Report. This legislation should take as its starting point the search warrant provisions set out in the Crimes Act 1914 (Cth).
2.
The Committee recommends that the entry and search powers available to the Australian Federal Police under the Crimes Act 1914 (Cth) should constitute the ‘high-water mark’ for such powers generally. By law, the powers of entry and search available to any other agency, person or organisation may be less than these, but should only exceed the powers available to the Australian Federal Police in exceptional and critical circumstances.

3.
The Committee recommends that each agency, person or organisation which exercises powers of entry and search under legislation should maintain a centralised record of all occasions on which those powers are exercised, and should report annually to the Parliament on the exercise of those powers.
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