THE HON NICOLA ROXON MP
ATTORNEY-GENERAL
MINISTER FOR EMERGENCY MANAGEMENT

Mr Graham Perrett MP
Chair, Standing Committee on Social Policy and Legal Affairs
Parliament House '
CANBERRA ACT 2600

Dear Mr}&étt

[ refer to our previous correspondence regarding the recommendation of the House of
Representatives Standing Committee on Social Policy and Legal Affairs in its report on the
Crimes Legislation Amendment (Powers and Offences) Act 2012 that | undertake an audit of
the investigative and coercive powers available to security and law enforcement agencies.

My Department has undertaken the recommended audit and has determined that existing
scrutiny processes are sufficient to ensure that the powers made available to Commonwealth
agencies are necessary and appropriate. The audit draws on the wide range of reviews already
undertaken of such powers, including by independent agencies and Parliamentary
Committees, and the established processes in place to ensure the introduction, amendment or
expansion of these powers is both justified and necessary. The audit outcomes are enclosed
for the information of the Committee.

I hope this information assists the Committee.

Yours in friendship

NICOLA ROXON

Encl :

1. Audit outcomes

2. Table of existing oversight mechanisms and previous reports and reviews
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Audit of investigative and coercive powers of Commonwealth agencies

The Standing Committee on Social Policy and Legal Affairs’ (the Committee) Advisory
Report: Inquiry into the Crimes Legislation Amendment (Powers and Offences) Bill 2011
recommended, among other things, that:

“...the Attorney-General undertake an audit of investigative and coercive
powers available to security and law enforcement agencies in order to
identify the full scope of powers available to those agencies, with a view
to: comprehending the extent to which an individual’s vight to privacy
can be abrogated, and ascertaining whether recent or any further
expansion of those powers is necessary or justified.”

Investigative and coercive powers such as entry, search and seizure powers and powers to
compel the production or disclosure of documents are fundamental to law enforcement and
security agencies’ ability to effectively investigate and enforce criminal offences. By their
very nature, however, these powers may impinge upon individual rights such as a person’s
right to privacy. It is important, therefore, that any proposed introduction or expansion of
these powers be undertaken in a considered and transparent way, and that the need for these
powers be balanced against the need to protect individual rights and freedoms and uphold the
rule of law.

The Attorney-General’s Department audit has considered the range of mechanisms at the
Commonwealth level to ensure that the availability of investigative and coercive powers to
Commonwealth agencies is both necessary and justified, and that any abrogation of
individual rights is limited. These mechanisms are discussed further below and set out in
detail in Attachment A. In addition, these powers are the subject of Parliamentary scrutiny
upon introduction and amendment, and regular review by a range of other bodies to ensure
their availability remains necessary and justified in the longer term. Examples of such
reviews are also contained in Attachment A.

Consultation on investigative and coercive powers

In the Department’s view, an appropriate balance is maintained between enabling
Commonwealth agencies to fulfil their protective mandates and ensuring essential protections
around individual privacy and civil liberties are preserved. This is reflected in a range of
existing mechanisms for the review of proposed new and amended investigative and coercive
powers for use by Commonwealth security and law enforcement agencies.

In many cases, public consultation on proposed investigative and coercive powers is
undertaken prior to introduction of the legislation to Parliament. For example, in
September 2009, the then Minister for Home Affairs, the Hon Brendan O’Connor MP,
released a public consultation paper on proposed amendments including a new scheme to
provide for forfeiture of child pornography and child abuse material and items containing
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such material. Following public submissions, the Crimes Legislation Amendment (Sexual
Offences Against Children) Act 2010 was passed to implement the reforms.

. Another example of public consultation on investigative and coercive powers is the recent
referral of a range of national security ideas to the Parliamentary Joint Committee on
Intelligence and Security. The Committee has been asked to examine a package of national
security ideas comprising proposals for telecommunications interception reform,
telecommunications sector security reform and Australian intelligence community legislation
reform. The Committee’s terms of reference specifically require consideration of whether the
proposals contain appropriate safeguards for protecting the human rights and privacy of
individuals and are proportionate to any threat to national security and the security of the
Australian private sector.

Scrutiny to ensure availability of investigative and coercive powers is necessary and justified

The Attorney-General’s Department publishes the Guide to Framing Commonwealth
Offences, Infringement Notices and Enforcement Powers (the Guide) (Attachment B), which
outlines the Commonwealth’s criminal law policy and the principles that generally apply to
the framing of Commonwealth offences and enforcement powers. This includes principles
related to:

the circumstances in which investigative and coercive powers may be appropriately
exercised

- the restrictions and safeguards that should be applied where agencies seek to exercise
investigative or coercive powers

- the process for developing a legislative proposal involving coercing powers, including
consultation processes around the introduction of such powers

- examples of and guidelines applicable to measures that would allow entry, search and
seizure, the issuing of warrants, personal search powers, and detention, and

- penalty benchmarks and other issues that should be considered when setting an
appropriate penalty.

Any time a Commonwealth agency seeks to introduce a new law enforcement power or
‘create a new criminal offence, the agency is required to consider whether the proposed
measure accords with the Guide.

When drafting legislation, the Office of Parliamentary Counsel will instruct agencies to
consult and seek advice from the Attorney-General’s Department where legislative provisions
depart from the principles set out in the Guide. Where an agency seeks to depart from the
principles set out in the Guide without sufficient justification, or seeks to create novel or
significant enforcement powers or Commonwealth offences, the Attorney-General’s
Department will ask the instructing agency to seek the Attorney-General’s approval of the
legislative measure prior to its introduction.



The Attorney-General’s Department also performs other similar scrutiny roles. For example,
the Department scrutinises legislative provisions that might discriminate against an individual
or impact on human rights. This role includes reviewing new laws for consistency with rights
and freedoms in the seven core human rights treaties to which Australia is a party, assessing
whether new measures would circumscribe these rights and freedoms, and considering
whether any limitations of individual rights have been undertaken to achieve a legitimate
objective. It also advises on the Statements of Compatibility now required for all Bills and
legislative instruments, which contain an assessment of whether the Bill or instrument is
compatible with the rights and freedoms in the international human rights treaties which
Australia has ratified. Accountability mechanisms, review bodies and provisions relating to
evidence and procedure, are also scrutinised.

Parliamentary scrutiny of investigative and coercive powers

Parliamentary Committees also undertake extensive scrutiny of legislative measures related
to coercive and investigative powers.

The remit of the recently created Parliamentary Joint Committee on Human Rights will
involve examining Bills, as well as existing Acts, for compatibility with human rights. This
will include assessing whether proposed measures sufficiently protect against the
unreasonable abrogation of individual privacy, or allow the unwarranted exercise of coercive
powers against the individual.

The Senate Standing Committee on the Scrutiny of Bills also identifies measures in Bills that
impinge unduly on personal rights and liberties, inappropriately delegate legislative powers,
or that make rights or obligations unduly dependent upon non-reviewable administrative
decisions. Responsible Ministers are invited to respond to the concerns of the Scrutiny of
Bills Committee in relation to such proposals, in order to assist the Committee‘s
determination of whether these measures are appropriate and justified.

Similarly, the remit of the Senate Standing Committee on Legal and Constitutional Affairs
covers, among other things, the provision of law enforcement powers to Commonwealth
agencies. The Committee has assessed specific powers that have been provided to
Commonwealth agencies to deal with particular law enforcement or national security issues.

It is common for amendments to be made to legislation following recommendations by a
Parliamentary Committee. For example, in its report on the Crimes Legislation Amendment
(Serious and Organised Crime) Bill (No.2), the Senate Committee on Legal and
Constitutional Affairs considered provisions to remove an additional test for searches of
electronic equipment at warrant premises on the basis that, just as a warrant authorises
searches of filing cabinets on the warrant premises, it should be sufficient to authorise
searches of electronic equipment. '

The Committee’s view was that an additional threshold test should be added because a search
of the computer could include data accessible from it, such as data stored on servers at



.multiple locations. This proposed amendment was made to the Bill through Government
amendments in the Senate.

In addition, issues regarding investigative and coercive powers often arise during
Parliamentary debate on relevant legislation. In many cases, debate will require justification
to be given for the proposed new powers and, in some cases, powers will be amended through
the Parliamentary process to introduce further safeguards.

For example, in 2001 the Measures to Combat Serious and Organised Crime Bill proposed
the introduction of the controlled operations regime into the Crimes Act 1914. The Bill as
originally drafted provided for agencies to internally authorise extensions to the period of a
controlled operation authority. However, amendments were in the Senate to introduce a role
for the Administrative Appeals Tribunal in authorising extensions to controlled operations.
The amendments were passed by Parliament and remain part of the controlled operations
regime to this day. .

Review and oversight of powers

The Department’s audit identified a range of statutory obligations to review the powers
available to agencies and to provide ongoing oversight.

For example, section 61A of the Australian Crime Commission Act 2002 (Cth) requires a
review of the Act to be undertaken every five years. The first review under section 61A was
conducted in 2007 by Mark Trowell QC and the report was tabled in both Houses of
Parliament. The coercive powers available to the ACC were considered at length in that
report.

In addition, section 23Y'V of the Crimes Act 1914 (Cth) requires Part ID of the Crimes Act to
be independently reviewed. Part ID deals with the collection and use of forensic material,
including DNA, by law enforcement agencies. Two reviews have been conducted under this
section since the enactment of Part ID.

The first review was conducted in 2001 by Mr Tom Sherman AO and a further review was
conducted in 2010 by Mr Peter Ford AO. The terms of both reviews required assessments to
be made of the effectiveness of the independent oversight of and accountability mechanisms
for the national DNA database system, and other issues relating to privacy or civil liberties
arising from forensic procedures that Part ID permits. Reports were tabled in both Houses of
Parliament with respect to the 2001 and 2010 reviews.

On both occasions amendments were made to Part 1D in response these reviews. For
example, the Crimes Legislation Amendment (Powers and Offences) Act 2012 implemented a
number of recommendations arising out of the 2010 Ford review including placing strict
conditions on the purposes for which a DNA sample provided by a volunteer may be used,
and clarifying how suspects and offenders can access DNA samples for ‘innocence testing’
purposes.



Law enforcement and security agencies are also subject to a range of legislative reporting
requirements aimed at ensuring oversight of the coercive and investigative powers available
to those agencies. For example, law enforcement agencies must report to Parliament
annually on their use of controlled operations and assumed identities under the Crimes Act.
The Attorney-General must also report to Parliament annually on a range of issues relating to
telecommunications interception.

Finally, there are a range of independent agencies and statutory officers charged with
oversight of law enforcement and intelligence agencies. For example, the Inspector General
of Intelligence and Security is an independent statutory office holder who reviews the
activities of the six Australian intelligence agencies (the Australian Security Intelligence
Organisation, the Australian Secret Intelligence Service, the Defence Intelligence
Organisation, the Defence Imagery and Geospatial Organisation, the Defence Signals
Directorate, and the Office of National Assessments). The purpose of this review is to ensure
that the agencies act legally and with propriety, comply with ministerial guidelines and
directives and respect human rights.

Similarly, the role of the Commonwealth Ombudsman is to consider and investigate
complaints from people who believe they have been treated unfairly or unreasonably by an
Australian Government department or agency. Reports produced by the

Commonwealth Ombudsman generally give detailed consideration to whether powers have
been exercised in an appropriate manner, whether an individual’s information and privacy
has been appropriately protected by the agency, and whether there has been compliance with
safeguards and other legislative requirements, including record keeping requirements.

Conclusion

The Department’s audit has concluded that the existing mechanisms for introducing or
expanding investigative and coercive powers are effective in ensuring that the availability of
such powers to Commonwealth agencies is appiropriate and considered. These mechanisms
are complemented by review processes beyond enactment that ensure the availability of these
powers in the longer term is appropriate. Together the oversight and review mechanisms
ensure that Commonwealth law enforcement and security agencies have the powers they need
to fulfil their roles and adequately protect Australia, its people and its interests and that these
powers are exercised in an accountable way, protecting key human rights.



AUDIT OF INVESTIGATIVE AND COERCIVE POWERS OF COMMONWEALTH AGENCIES

Table 1 — Existing Oversight Mechanisms and Review Bodies

Distribution and AGD The Attorney-General’s Department (AGD) publishes the Guide to Framing Commonwealth Offences,
publication of the Infringement Notices and Enforcement Powers (the Guide) on its website. The Guide sets out the
Guide to Framing principles that generally apply to the framing of Commonwealth offences, infringement notice
Commonwealth schemes and enforcement powers. The Guide sets out restrictions and safeguards that should be
Offences, included in legislation authorising agencies to exercise such powers.

Infringement Notices The current version of the Guide was approved by the then Minister for Home Affairs and justice,
and Enforcement the Hon Brendan O’Connor MP, in September 2011.

Powers ‘

Scrutiny role of the AGD The Criminal Law and Law Enforcement Branch in AGD also plays a role in examining legislative

Criminal Law and Law
Enforcement Branch

proposals which depart from the principles set out in the Guide to Framing Commonwealth Offences,
Infringement Notices and Enforcement Powers or that raise novel or complex criminal law policy
issues.

Draft bills or regulations that fall within these categories will be referred to the Branch by the Office
of Parliamentary Council and Office of Legislative Drafting and Publication respectively. '

Responsible ministers may be required to seek the Attorney-General’s approval for measures that
depart from the principles set out in the Guide. The Guide provides guidance on what kinds of
departures from the principles set out in the Guide would require the Attorney-General’s approval ,




Scrutiny role of the
International Human
Rights and Anti-
Discrimination Branch

AGD

The International Human Rights and Anti-Discrimination Branch (IHRADB) in the Office of
International Law {OIL) examines and provides legal advice on legislative proposals that impact on
Australia’s international human rights obligations.

Following the commencement of the Human Rights (Parliamentary Scrutiny) Act 2011 on
4 January 2012, all Bills and disallowable instruments must be accompanied by a Statement of
Compatibility with human rights.

‘Human rights’ is defined as the rights and freedoms set out in the seven core international human
rights treaties to which Australia is a party.

Each Statement must contain an assessment of the compatibility of proposed measures with the
seven core human rights treaties — this includes what rights are engaged, promoted or limited by the

. measures in the legislation or instrument.

Where rights are limited, the Statement must include the reasons for any limitation, whether the
limitation is for a legitimate objective and whether the limitation is reasonable, necessary and
proportionate to achieving the objective.

Scrutiny Role of the
Business and
Information Law
Branch

AGD

The Business and Information Law Branch in AGD examines and advises on policy proposals and draft
bills that would impact on the privacy of individuals or impact on the ability of individuals to access
information held by government.

This includes assessing proposals that operate as exceptions to limitations on the use and disclosure
of personal information in the Information Privacy Principles or the National Privacy Principles in the
Privacy Act 1988 (such as proposals that would require or authorise certain activities under law) and
proposals that seek to modify or affect the operation of the Freedom of Information Act 1982 (the
FO!I Act) in relation to information held by law enforcement agencies.

This scrutiny function applies to Commonwealth agencies and departments that seek to introduce or
develop policy proposals and legislative amendments to expand coercive and investigative powers
which may impact on the privacy of individuals or impact on the ability of individuals to access or
correct personal information collected by the government.




!n‘styructmg agéhcies also consult the Ofﬁcé of the Australian Information Commissioner about
various proposals {such as those which potentially adversely affect privacy interests), and the
responsible minister may be required to seek the Attorney-General’s approval where a proposal has
a major impact on the privacy of individuals or seeks to modify or affect the operation of the FOI Act.

Agencies can also undertake a Privacy Impact Assessment, which is an assessment tool that describes
in detail the personal information flows in a project and analyses the possible privacy impacts of the
project.

Oversight of
interception warrants
under the
Telecommunications
(Interception and
Access) Act 1979

AGD

The Telecommunications and Surveillance Law Branch of the Attorney-General's Department
administers the Telecommunications (Interception and Access) Act 1979 and the
Surveillance Devices Act 2004.

The T!A Act contains a number of safeguards and controls in relation to interception as well as a
number of reporting requirements. These requirements are designed to ensure that appropriate
levels of accountability exist. The most significant of these requirements are:

o the Attorney-General must be given copies of telecommunications interception warrants and
revocations and reports on outcomes

o the Managing Director of a carrier who enables interception to occur under a warrant must
report to the Attorney-General within three months of the warrant ceasing to be in force

o the Secretary of the Attorney-General's Department must maintain a General Register which
includes particulars of all telecommunications interception warrants.

o the ACC, ACLE! and the AFP are required to maintain records relating to interceptions and
the use, dissemination and destruction of intercepted information, which must be inspected
by the Commonwealth Ombudsman on a regular basis

o the Commonwealth Ombudsman must report to the Attorney-General regarding these
inspections and to include in his or her report a summary of any deficiencies identified and
any remedial action taken. Parailel requirements are imposed by State and Territory
legislation on State and Territory interception agencies.







