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The Standing Committee on Banking, Finance and Public Administration is
empowered to inquire into and report on any matters referred to it by either the
House or a Minister including any pre-legislation proposal, bill, motion, petition,
vote or expenditure, other financial matter, report or paper.

Inquire into and report on:
1

Measures for assessing the level of risk of fraud* on the Commonwealth**
overall and in particular departments and agencies;

2

The extent to which there should be coordination of the assessment,
prevention and control of fraud in the Commonwealth, the responsibility
for any such coordination and the scope for improved liaison and
cooperation among all agencies;

3

Progress made by departments and agencies in developing and
implementing fraud prevention and control strategies, including the role of
internal and external audit and the adequacy of performance information
to assess the success of the strategies;

4

The adequacy of the penalties and administrative sanctions which can be
applied in cases of fraud;

5

The need for training of staff or fraud awareness, prevention, detection
and control;

6

The appropriateness and adequacy of mechanisms for the investigation and
follow up of less significant instances of fraud by departments and
agencies, and the consistency of treatment of offenders by various agencies;

7

The adequacy of existing working arrangements and mechanisms between
referring agencies and the AFP/DPP for the referral of instances of fraud;

8

The capability and capacity of the AFP and the DPP and other agencies to
investigate and prosecute fraud matters;

vu

9

The potential for the use of information exchange, including the use of
information technology, in combating fraud and the privacy implications of
such exchange;

10

The adequacy of current codes of conduct and ethics for the
Commonwealth public sector, including the post separation employment of
public servants and the need for guidelines for Australian companies doing
business with the Commonwealth; and

11

The desirability of whistleblower legislation as a means of combating fraud.

*

For the purposes of this inquiry, fraud is taken to mean:
'inducing a course of action by deceit involving acts or omissions or the
making of false statement orally or in writing with the object of obtaining
money or other benefit from or of evading a liability to the
Commonwealth'.

**

the scope of the inquiry extends to all Government departments and
agencies but does not extend to Government Business Enterprises or
external fraud on the Australian Taxation Office. In relation to the Health
Insurance Commission, the scope of the inquiry does not extend to the
operation of the Health Insurance Act and National Health Act insofar as
those Acts deal with the referral of providers to appropriate tribunals to
deal with claims of overservicing.

The following audit reports have also been referred to the Committee:
ANAO Report No. 25 1990-91: Australian Federal Police - Efficiency
and Effectiveness of Fraud Investigations referred by the House of
Representatives on 7 May 1991;
ANAO Report No. 15 1991-92: Department of Defence - Procedures
for Dealing with Fraud on the Commonwealth referred by the
Parliamentary Secretary to the Prime Minister on 21 April 1992;
and
ANAO Report No. 40 1991-92: Department of Social Security Systems for the Detection of Overpayments and the Investigation of
Fraud referred by the House of Representatives on 24 June 1992.
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Australian Bureau of Criminal Intelligence
ACS

Australian Customs Service

AGs

Attorney-General's Department

AFP

Australian Federal Police
Australian National Audit Office

APF

Australian Privacy Foundation

ASC

Australian Securities Commission

ASL

Average Staffing Level

ATO

Australian Taxation Office

AUSTRAC

Australian Transaction Reports and Analysis Centre

CITEC

Centre for Information Technology and Communications

CPU

Central Processing Unit

CTRA

Cash Transactions Report Agency

DAS

Department of Administrative Services

DEET

Department of Employment, Education and Training

DPP

Director of Public Prosecutions

DSS

Department of Social Security
Department of Veterans' Affairs

HIC

Health Insurance Commission

HHCS

Department of Health, Housing and Community Services

ICAC

Independent Commission Against Corruption

IPP

Information Privacy Principles

LEAN

Law Enforcement Access Network

MoU

Memorandum of Understanding

NCA

National Crime Authority

OECD

Organisation for Economic Cooperation and Development

OTC

Overseas Telecommunications Corporation

TFN

Tax File Number
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The Committee considers there is general agreement that the need for reform of the
secrecy provisions in Commonwealth legislation is long overdue and it is concerned
at the limited progress made in addressing this matter during the past 16 years. As
a result of the referral of the confidential information inquiry to the House of
Representatives Standing Committee on Legal and Constitutional Affairs this
Committee has not sought to examine secrecy provisions in detail The Committee
believes this issue demands wide public consultation and supports the Legal and
Constitutional Affairs Committee looking into this matter. It suggests the Legal and
Constitutional Affairs Committee consider the suggestion of the DPP and examine
whether amendments to the secrecy provisions may allow more scope for greater
exchange of information between law enforcement agencies while continuing to
protect basic privacy considerations,
(paragraph 2.24)

following completion of the review of secrecy provisions by the House
of Representatives Standing Committee on Legal and Constitutional
Affairs the Government give a high priority to implementing
appropriate changes to Commonwealth legislation to rationalise secrecy
provisions, (paragraph 2.25)
Privacy issues
. Scope of law enforcement and protection of revenue exemptions in IPPs
The Committee recommends:
a high priority to developing an agreed opinion on the interpretation
of the application of Information Privacy Principles 10 and 11 to law
enforcement and protection of public revenue matters, (paragraph 2.42)
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. Use and disclosure required or authorised by or under law
The Committee recommends:
a review of the legislation which allows use and disclosure of
information in circumstances where it is required or authorised by or
under law. (paragraph 2.45)
. Notifying the public of fraud control practices
The Committee recommends:
where it is appropriate to do so, that agencies continue to publicise in
general terms their data-matching and other activities used to detect
fraud, (paragraph 2.56)

Chapter Three - Law Enforcement Access Network (LEAN)
The need
The main users of LEAN seem convinced of the need for the facility, though some
potential users are cautious about the costs of the system, (paragraph 3.18)
Financial issues and cost-benefit analysis
. Cost-benefit analysis
Based on the information that has been provided the cost-benefit ratio is not
substantial in monetary terms with benefits largely derived from the ATO's
data-matching activities. While such benefits would be achieved initially over the five
years of the cost-benefit analysis it could be expected they would decrease with time
as compliance with capital gains tax provisions, the major area of savings identified
by the ATO, increases, (paragraph 3.26)
. User pays regime
The Committee supports the introduction of the users pays regime after two full
years of operation of LEAN, (paragraph 3.28)

xn

While a Government decision may have been made about the LEAN facility, this
does not preclude a need for consultation about the system's development. The
Committee concludes that while public debate may well have occurred around
LEAN, there has been no direct avenue for public input into the Attorney-General's
Department's development of the system. The Attorney-General's Department has
not been proactive in disseminating information about the system, but there are no
grounds for believing departments have been gagged in commenting on LEAN.
(paragraph 3.35)
The Committee recommends:
development of the LEAN system and be more active in disseminating
information about the system to the public, (paragraph 3.36)
Administration and accountability
The Committee notes that at this time LEAN is not governed by an Act of
Parliament. Projects such as LEAN which raise significant privacy concerns should
be clearly defined publicly and open to public scrutiny. The Committee believes
LEAN should have legislative control and such legislation should be put in place
within the next two years.
During the preparation of the legislation the principal accountability document will
be the MoU and as such the Committee wishes to see updated drafts of that
document andJbelieves the final version should be made publicly available. The
development of legislation does not preclude the need for the MoU particularly
during the next two years, though after that time the scope of its contents may be
curtailed because of legislation. On the basis of the draft document the Committee
has seen it is confident the MoU is seeking to address most of the matters which
should be included.
The forementioned arrangements as well as the general accountability mechanisms
outlined should be adequate for monitoring the LEAN facility and an evaluation of
the system after two full years of operation is appropriate, (paragraphs 3.50-3.52)
The Committee recommends:
legislation be put in place within the next two years to govern the
operation of the LEAN system;
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progress with the development of the Memorandum of Understanding
and provide the Committee with updated versions of the Memorandum
of Understanding as it becomes available;
the Attorney-General's Department make publicly available the final
version of the Memorandum of Understanding used for the
administration of the LEAN facility; and
the report on the evaluation of LEAN after two full years of operation
be referred to the House of Representatives Standing Committee on
Banking, Finance and Public Administration for its consideration.
(paragraph 3.53)
Management of the system
The Committee is satisfied the existing structures outlined by the Attorney-General's
Department to manage the implementation of the LEAN project are effective at this
stage and notes the Department is endeavouring to develop an appropriate
management structure for the operational system. However, the adequacy of these
structures should be reviewed when the new audit and financial arrangements for
the Commonwealth are introduced in mid 1993. The Committee will re-examine the
arrangements for managing the system in its final report on the inquiry,
(paragraph 3.58)
Data on LEAN
The Committee notes the LEAN facility will contain only publicly available land
ownership and company records. Any decision to include additional data on LEAN,
or to link LEAN to other data bases, would be a new project and should be
considered by Cabinet and be preceded by a full review of the LEAN facility with
extensive public consultation.
The Committee concludes, subject to the successful outcome of negotiations with all
State and Territory Governments concerning the availability of land ownership data
and an improved version of the land data, the scope, timeliness and retrospectivity
of the data bases currently proposed for LEAN will meet the stated needs of
departments and agencies for law enforcement and protection of revenue purposes.
The problems with data quality and the Attorney-General's Department's efforts to
redress this situation are noted, (paragraphs 3.75-3.76)
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Provision of data by the public
The Committee recommends:
the Attorney-General's Department ensure the final Memorandum of
Understanding with data providers includes a requirement that data
the original data of the purposes for which LEAN will use data.
(paragraph 3.81)
Public access and amendment rights
The Committee notes this important matter of an individual's access to and
amendments of records about him\herself is being addressed. However, it is
concerned that in the administrative procedures outlined there may be substantial
delays in amending incorrect records. It suggests the Attorney-General's Department
seek to streamline procedures as much as possible to reduce the time period for
amendments, (paragraph 3.85)
The Committee recommends:
the Attorney-General's Department ensure the final Memorandum of
Understanding includes a requirement for individuals to have access to
data contained on the LEAN facility about themselves and that such
information be provided promptly and at no cost to the individual
the Attorney-General's Department ensure the final Memorandum of
Understanding includes a requirement that individuals be given the
right to comment on the LEAN data used by an agency in making a
decision about them, such as termination of a benefit, before any
adverse decision becomes final, (paragraph 3.86)
Accessing the system
The Committee accepts while LEAN is aimed at users with a substantial need, given
that fraud control is a departmental or agency management responsibility, other
departments and agencies may wish to access the system and as such the number
of terminals connected to the facility is substantial. The number of users may
expand in the future limited largely by the capacity of the computer facility to accept
additional terminals, (paragraph 3.96)
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The security of the system can only really be assessed when the system is
operational. At this stage the Committee is satisfied the Attorney-General's
Department is giving this matter the priority it demands, (paragraph 3.102)
Privacy implications
. Application of the Privacy Act
The Committee considers that the Attorney-General's Department's could have
addressed the privacy implications of LEAN earlier thereby allaying some of the
concerns privacy groups have about the scheme, (paragraph 3.107)
. Consultation with the Privacy Commissioner
The Committee recommends:
the Privacy Commissioner be more active in defining and publicising
his role in projects such as LEAN which have significant privacy
implications so that people are more aware of the nature and scope of
the Privacy Commissioner's involvement and responsibilities,
(paragraph 3.109)
. Data-matching on LEAN
The Committee recommends:
the Attorney-General's Department revise the LEAN data-matching
guidelines in the light of criticisms made of those guidelines by the
Privacy Commissioner; and
all agencies using data from LEAN for data-matching include in their
annual report details of compliance with the Privacy Commissioner's
data-matching guidelines for LEAN data-matching activities.
(paragraph 3.114)
Privacy Act and State jurisdiction
The Committee recommends:
the Attorney-General's Department include in the Memorandum of
Understanding for LEAN, administrative procedures which reflect the
principles of the Commonwealth's Privacy Act that will apply to State
participants in LEAN; and
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the Standing Committee of Attorneys-General, urge all State and
Territory Governments to develop and adopt a common set of
principles for privacy legislation, (paragraph 3.121)
State Government participation
The Committee is concerned that the LEAN project should have developed to the
stage that it has without negotiations for the basic land ownership data for inclusion
on the system having been finalised. Since the companies ownership data is already
available online there would seem to be little point in proceeding with the
development of the system if most of the States and the Territories do not provide
their land data, (paragraph 3.127)
The Committee recommends:
State and Territory Governments on the acquisition of the land
ownership data for LEAN as a matter of urgency, (paragraph 3.128)

The Committee is satisfied the copyright issue is being addressed appropriately.
(paragraph 3.132)

The Committee is concerned the LEAN facility is behind the initial schedule for its
implementation. If delay persists the accuracy of the initial cost-benefit analysis will
be seriously brought into question as users develop other strategies to achieve the
projected savings and advances in technology begin to overtake the technological
solutions proposed for LEAN, (paragraph 3.134)
The Committee recommends:
if there are any further delays in the implementation of the LEAN
facility the cost-benefit analysis for the system be reviewed and the
needs for the project re-examined with extensive public consultation
and participation, (paragraph 3.135)

xvn

Given the sensitivities associated with privacy and security of LEAN, the Committee
sees considerable benefits in retaining the policy and security/audit functions
inhouse with half of the staff compliment and the remaining staff outsourced.
(paragraph 3.137)

The Committee notes that in October 1991 the Attorney-General announced the
Government would be proceeding with the LEAN project. While it acknowledges
that the development of a national information facility such as LEAN which brings
together both Commonwealth and State/Territory data and requires major
technological input is a demanding and complex task, as a result of its review the
Committee has some major qualifications about the facility and the way in which it
is being developed.
Details of those concerns have been outlined in the preceding sections of this report.
Most notable are: the cost-benefit ratio for the project in monetary terms is not
substantial; negotiations with the State and Territory governments on the provision
of the basic land ownership records for the system have not been finalised; some
basic privacy concerns remain unresolved; there has been no public consultation on
the development of the system; basic arrangements for the administration of the
system are incomplete; and the project is now six months behind the initial schedule
and not expected to be operational until mid 1993. The Committee would expect
these issues to have been resolved before selection of the successful tenderer to
provide the hardware and software for the system.
In view of the decision that the LEAN facility should go ahead the Committee has
made some major recommendations on the way in which the project should be
managed in the future. In particular, the Committee has recommended legislation
be put in place within the next two years to govern the operation of the system and
the Attorney-General's Department should adopt a more open and public approach
in developing the system.
The Committee regards these matters very seriously and considers the AttorneyGeneral's Department should take immediate steps to address the matters of concern
raised in this report. While its work on the fraud inquiry continues next year the
Committee has asked to see the updates of the MoU for LEAN and wishes to be
made aware of other technical developments on the system. If appropriate the
Committee will draw additional conclusions regarding the LEAN facility in its final
report on this inquiry into fraud on the Commonwealth, (paragraph 3.138-1.141)
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1.1
The 1980s was a decade of significant change in the way in which fraud
control was managed in Australia. In the early 1980s the Government introduced
a number of new initiatives in the tax and law enforcement area to deal with the
previously unsuspected and disturbing picture of major criminal activity revealed by
various commissions of inquiry. These initiatives included legislative and
administrative changes in the tax area, the establishment of the Director of Public
Prosecutions (DPP) and the recasting of the role of the Australian Federal Police
(AFP) and the National Crime Authority (NCA) to make large scale fraud against
Commonwealth revenue a priority. While the beneficial effects of these measures in
the fight against fraud were obvious by the mid 1980s, problems existed with
dramatic increases in workload and delays in handling fraud matters by the various
agencies involved, particularly the AFP.1
1.2
The Government subsequently commissioned a major Review of
systems for dealing with fraud on the Commonwealth2 and in September 1987
proceeded immediately to implement all but two of the Review's recommendations.
The major policy changes were that the principal responsibility for the prevention
and detection of fraud rest with the agencies affected and that all agencies accept
responsibility for the investigation of 'routine' instances of fraud against their
programs, referring only the more complex and large scale frauds to the AFP for
investigation. Improved arrangements for consultation and information exchanges
between agencies were also introduced.
1.3
In response to the findings of the 1987 Review of Fraud the Australian
National Audit Office (ANAO) in 1990 commenced a series of performance audits
on fraud against the Commonwealth, In May 1991 the House of Representatives
Standing Committee on Banking, Finance and Public Administration had referred to it the Audit Office's report on fraud investigations by the AFP and also decided
to seek a more general reference on fraud on the Commonwealth to examine the
progress made by departments and agencies in implementing the major policy
changes stemming from the 1987 Review of Fraud.

Review of systems for dealing with fraud on the Commonwealth. March 1987.
Australia, Special Minister of State. Canberra, AGPS, pp. 17-18.
Review of systems for dealing with fraud on the Commonwealth, ibid., 205p.

1.4
On 30 March 1992 the Attorney-General, the Hon Michael Duffy MP,
referred the reference into fraud on the Commonwealth to the Committee for
inquiry and report. The terms of reference for the inquiry are set out at pages
vii-viii. As the inquiry was wide-ranging and affected all ministerial portfolios the
comment and approval of ail Ministers on the terms of reference were sought prior
to their referral.
1.5
As well as the general reference on fraud and the AFP audit report, the
Committee also sought and received the referral of two other audit reports on fraud.
These reports are listed at page viii. The Committee believes the audit reports will
assist its investigation of the law enforcement issues and provide detailed case
studies on the way in which fraud is managed by Commonwealth departments.
1.6
In referring the inquiry the Attorney-General defined its scope in two
ways which were agreed to by the Committee. First fraud is taken to mean:
inducing a course of action by deceit involving acts or
omissions or the making of false statements orally or in
writing with the object of obtaining money or other
benefit from or of evading a liability to the
Commonwealth.3
1.7
Second the scope of the inquiry extends to all Government departments
and agencies but does not extend to Government Business Enterprises or external
fraud on the Australian Taxation Office (ATO). In relation to the Health Insurance
Commission (HIC), the scope of the inquiry does not extend to the operation of the
Health Insurance Act 1973 and National Health Act 1953 insofar as those Acts deal
with the referral of providers to appropriate tribunals to deal with claims of
overservicing.

1.8
The Committee's first report on fraud on the Commonwealth is on
information exchange and privacy issues (Term of Reference 9) focussing on an
examination of the Law Enforcement Access Network (LEAN) System being
developed by the Attorney-General's Department to assist in preventing and
detecting fraud.

Review of systems for dealing with fraud on the Commonwealth, ibid., p. 16.

1.9
The Committee decided to report first on these matters so that its
concerns on LEAN could be taken into account when decisions are made on the
implementation of the system. If appropriate the Committee will return to this issue
in its main report in early 1993 and would welcome responses to this document.
1.10
An outline of the way in which the Committee conducted its inquiry is
at Appendix 1.
1.11
In dealing with fraud, agencies interrelate in three main ways - by
consultation, by the exchange or sharing of information, and by the referral of
matters to other agencies. In the context of this report information exchange is
distinguished from consultation in that it refers to the exchange of detailed
information in relation to particular cases for checking purposes. It differs from
referrals in that in the latter, cases are passed for action to other agencies such as
the AFP for investigation or the DPP or the Australian Government Solicitor for
prosecution. The distinctions between these terms reflect the approach adopted in
the 1987 Review of Fraud. The distinctions, however, are necessarily blurred.

1.12
Seven recommendations in the 1987 Review of Fraud specifically
addressed information exchange. Those recommendations broadly indicate the scope
of matters covered by information exchange in the current inquiry.
Recommendations 12 and 24 encouraged the use of data-matching between
Commonwealth agencies as a strategy to detect fraud. Recommendations 14 and 15
urged all States and the Northern Territory to computerise their corporate affairs
and land data records and make them available to other agencies. These two
recommendations formed the genesis of the proposal for the development of the
LEAN system. Recommendation 23 attempted to facilitate the exchange of location
information on clients or former clients between Commonwealth agencies.
Recommendations 25 and 26, the only two recommendations not accepted by the
Government, sought to improve access to information by law enforcement agencies
through proposals to amend the secrecy provisions in specific Commonwealth Acts.
1.13
The privacy implications of information exchange received little
attention in the Review as the Privacy Act 1988 was not in operation at the time
and information technology issues were poorly covered.

1.14
The remainder of the report deals with those aspects of information
exchange where the Committee found problems and addresses ways of dealing with
those problems. Chapter 2 provides an outline of information exchange in fraud
control, including the use of information technology, and problems with the Privacy
Act and secrecy provisions; and chapter 3 examines the LEAN proposal which
provides a useful example of how the forementioned issues arise in practice.

Information exchange as a strategy in combating fraud
2.1
The Commonwealth Government taken as a whole has access to more
information than any other entity in Australia. The 1987 Review of Fraud noted
that the trend to allow members of the public greater access to information held by
government agencies through the Freedom of In formation Act 1982 had not been
matched by an equally strong development towards greater exchange of information
between government agencies.1
2.2
Despite this, information relating to fraud or suspected fraud is
exchanged between agencies for a variety of purposes and by formal and informal
means. The information exchange occurs both at a regional and central office level,
though with the development of centralised computer systems the transfer of
Australia wide computer-based data between agencies has become more frequent.
2.3
The DPP said experience has shown that those who commit fraud
against the Commonwealth rarely restrict their activities to one scheme or program.
While criminal offenders tend to see the Commonwealth as a single entity the
Commonwealth tends to respond as a collection of separate agencies. Individual
agencies will often hold information that could assist another agency which is
investigating alleged criminal conduct but there needs to be a forum for the
exchange of that information with appropriate controls. Even the simple sharing of
experience between agencies can advance fraud control.2
2.4
The development of cooperative policies for the exchange of information
for fraud control was recommended by the 1987 Review of Fraud.
2.5
Information technology has given organisations a data storage,
processing and analysis capacity which was previously unknown and unachievable.
It has provided opportunities for better fraud control enabling early detection of
losses to the Commonwealth and has the potential for improving performance in the
investigation and prosecution of fraud.

i
2

Review of systems for dealing with fraud on the Commonwealth, ibid., p. 92,
Evidence, p. S315.

2.6
The Privacy Commissioner suggests that in Australia the impetus for
using computer-based methods in the crime and fraud areas came from the well
resourced Royal Commissions of the early 1980s, especially the Costigan Royal
Commission. He said the drive to continue to exploit these strategies now comes, in
the case of the federal government, from the computer-rich areas - the ATO,
Department of Social Security (DSS), the NCA as the heir to the Costigan Royal
Commission, and more recently the Attorney-General's Department.3
2.7
The opportunities to use such technology for fraud control purposes are
available to all Commonwealth departments and agencies not just law enforcement
agencies since fraud control is a departmental management responsibility.
2.8
The negative side of information technology is that it opens more
opportunities for fraud. The first interim report of the Gibbs Committee on the
Review of Commonwealth Criminal Law4 provided some major insights into
computer-related crime and during the 1980s numerous legislative provisions were
enacted concerning computer related offences.5
2.9
It is generally agreed that effective fraud control requires departments
and agencies not only to investigate individual cases of fraud when they occur but
also to actively seek to determine anomalies and patterns of behaviour that indicate
fraud may be occurring. The Attorney-General's Department has said:
It is quite clear to those working in the area of law
enforcement and fraud control that the future direction
of their work is in prevention, rather than passively
waiting until individual cases are reported and
investigated.6
2.10
A proactive approach to fraud control is unlikely to be successful
without information exchange, and information technology has become an essential
component of the process. One of the major tools being used in this area is
computerised data-matching techniques.

O'Connor, K. 1992. The Privacy Act: Relevance for fraud control and investigation.
Paper presented to IRR Fraud Management Series, Combating fraud and corruption
in government. 24 March 1992, Sydney, 14p.
Attorney-General's Department. November 1988. Review of Commonwealth criminal
law: Interim report - Computer crime. Chaired by Right Honourable Sir Harry Gibbs,
GCMG, AC, KBE. Canberra, AGPS, 72p.
See Tucker G. 1992. Information privacy law in Australia. Melbourne, Longman
Professional, pp. 144-156.
Evidence, p. S235.

2.11
'Data-matching is the technique of comparing the whole or a part of
one set of records with the whole or a part of another set ... usually by computer1.
Such activities greatly enhance the efficiency of anti-fraud activities by the agencies
concerned. For example, if participation in two programs simultaneously is not
permitted then the simplest way of detecting fraud js by comparing the records of
participants.7 Data-matching has been used extensively in the United States in this
role. The 1987 Review of Fraud recommended, where cost effective, agencies
consider matching of information relevant to detect instances of fraud and publicise
their matching activities as a deterrent to fraudulent behaviour. Data-matching is
a contentious issue with privacy groups fearing the rise of speculative data-matching.
It needs to be emphasised that in the concept of fraud control, data-matching is used
to identify cases which require further examination. The Attorney-General's
Department has stated 'Data-matching tends to be a case selection tool rather than
a fraud control tool...'.8
2.12
Another area which has had a significant impact in information
exchange is the Cash Transaction Reports Act (1988). Under this Act the Australian
Transaction Reports and Analysis Centre (AUSTRAC, incorporating the Cash
Transaction Reports Agency, CTRA)9, receives a considerable amount of financial
data from participants in the financial industry. It is able to provide details of
suspicious financial activities and major cash movements to a number of
Commonwealth law enforcement agencies, the ATO and State police to enable their
investigators to trace money associated with crime such as drug trafficking, to target
tax evaders operating in the cash economy and to assist in investigation of fraud and
crime generally.
2.13
The free flow of information between agencies regarding both
individual fraud cases and data-matching activities is restricted by the numerous
secrecy provisions in Commonwealth legislation and by the provisions of the
Privacy Act 1988. It is generally agreed that in fraud control, as in many other
areas, a balance has to be struck between privacy considerations and the public
interest in not impeding the effectiveness of financial management and law
enforcement activities. The difficulty is where to draw the line. It should be
recognised that while there is a need to protect the privacy of individuals who
provide information to the Commonwealth, that protection effectively reduces the
capacity of the Commonwealth to prevent and control fraud against its programs.
2.14
Society has always accepted that a wider range of personal information
may be collected in the area of law enforcement than in other areas. This however,
has been balanced by the development of explicit legal safeguards for the interests
put at risk.10

10

Review of systems for dealing with fraud on the Commonwealth, op, cit., p. 98.
Evidence, p. 235,
As a result of the Cash Transaction Reports Amendment Act 1991 the CTRA will be
renamed AUSTRAC from 6 December 1992.
Evidence, p. S1658.

2.15
The restrictions on information exchange are a major concern for
departments and agencies in their fraud control activities and a discussion of these
matters follows.

2.16
Disclosure of information held by Commonwealth agencies is subject
to over 300 provisions in various Acts, Statutory Rules, Ordinances, Regulations and
Statutory Instruments which are generally described as 'secrecy provisions'. Most
secrecy provisions have been enacted on an ad hoc basis to protect from general
access information which is sensitive because it relates to national security, the
business affairs of corporations, partnerships or individuals, or the personal affairs
of individuals. The 1987 Review of Fraud noted the form of the secrecy provisions
and the information they protect vary widely. Of the three broad categories of
secrecy provisions those that prohibit or restrict the disclosure of information are
critical to the exchange of information for fraud control purposes.11
2.17
There are both general and specific provisions which fit into this
category. General provisions, such as the Crimes Act 1914, sections 70 and 79 and
the Public Service Act 1992, section 55, seek to control disclosure of sensitive
information by government officials when there is no specific legislative restriction
on disclosure. Specific secrecy provisions such as subsection 16(4) of the Income Tax
Assessment Act 1936 specify persons and authorities to whom official information
may be released usually for a defined purpose. A number of the specific provisions
allow disclosure if the relevant Minister or Secretary certifies the 'disclosure is
necessary in the public interest'.
2.18
Since 1976 successive governments have proposed reviews of the
secrecy provisions. In 1983 the Attorney-General, in cooperation with all Ministers,
initiated a review to determine the necessity and form of secrecy provisions given
the introduction of the Freedom of Information Act 1982. This review was later
directed to all relevant factors in relation to the secrecy of government information.
In 1987 the Review of Fraud recommended completion of that review within
12 months with emphasis placed on the removal of constraints upon the flow of
information between agencies in relation to fraud. It also recommended legislation
to override secrecy provisions to give the AFP, DPP and the NCA access to, and use
of, information relevant to indictable offences or civil remedy. Both
recommendations were rejected by Government.

Review of systems for dealing with fraud on the Commonwealth, op.cit., pp. 93-94.

2.19
In December 1991 the Gibbs Committee report, Review of
Commonwealth Criminal Law12, also made a number of recommendations relating
to the disclosure of Commonwealth information. The Attorney-General's Department
said these recommendations are under review.13
2.20
The Attorney-General's Department noted there are considerable
inconsistencies in the Commonwealth secrecy provisions and that most provisions
now predate the administrative reforms, amendments and review regimes that have
been brought in over the last 10 to 15 years. The Department said that in reviewing
the provisions it is hoping to align them with the freedom of information regime, the
Privacy Act, a recognition of the circumstances where it is both to the
Commonwealth's advantage and in the public interest that there be sharing of
information within the Commonwealth, and other activities. As part of the secrecy
provisions review the concept of the Commonwealth as a single entity or a series of
separate entities for information exchange purposes is being considered. Also under
consideration is the fact that confidentiality provisions in most Commonwealth
legislation do not distinguish between general disclosure and disclosure to other
Commonwealth departments and agencies.14
2.21
The DPP also stresses the restriction which the secrecy provisions and
the Privacy Act place on the free flow of information between agencies,
inconsistencies in the operation of different secrecy provisions and the lack of logic
in a person committing fraud against one arm of government being protected by
secrecy provisions that apply to another. It calls for a comprehensive review of all
such provisions, in particular whether they are necessary, whether they can be
rationalised and if there is scope for greater exchange of information between law
enforcement agencies.15
2.22
Surprisingly, with the exception of minor references by the AFP and
NCA, no other agencies commented on the secrecy provisions during the inquiry.
2.23
On 28 July 1992 the Attorney-General referred an inquiry into 'The
Protection of Confidential Personal and Commercial Information held by the
Commonwealth' to the House of Representatives Standing Committee on Legal and
Constitutional Affairs. This inquiry will look at secrecy provisions in detail.

13
14
15

Attorney-General's Department. December 1991. Review of Commonwealth criminal
law: Final report. Chaired by The Right Honourable Sir Harry Gibbs, GCMG, AC,
KBS. Canberra, AGPS, vii 374p 86p appendix,
Evidence, p. S231.
Evidence, p. 236.
Evidence, p. S315.

Conclusion
2.24
The Committee considers there is general agreement that the need for
reform of the secrecy provisions in Commonwealth legislation is long overdue and
it is concerned at the limited progress made in addressing this matter during the
past 16 years. As a result of the referral of the confidential information inquiry to
the House of Representatives Standing Committee on Legal and Constitutional
Affairs this Committee has not sought to examine secrecy provisions in detail. The
Committee believes this issue demands wide public consultation and supports the
Legal and Constitutional Affairs Committee looking into this matter. It suggests the
Legal and Constitutional Affairs Committee consider the suggestion of the DPP and
examine whether amendments to the secrecy provisions may allow more scope for
greater exchange of information between law enforcement agencies while continuing
to protect basic privacy considerations.
2.25

The Committee recommends:
following completion of the review of secrecy provisions by the
House of Representatives Standing Committee on Legal and
Constitutional Affairs the Government give a high priority to
to rationalise secrecy provisions.

Privacy issues
2.26
The Privacy Act 1988 regulates the collection, retention, access to,
correction, use and disclosure of personal information by Commonwealth agencies
(unless exempted). Personal information is widely defined to include anything, fact
or opinion, that reasonably identifies the information-subject. The fraud control
activities of Commonwealth agencies involving personal information take place
within the terms of the Information Privacy Principles (IPPs) set out in the Act. The
basis of the IPPs, as well as the Data-matching Guidelines discussed later, are the
eight fundamental privacy principles set out in the Organisation for Economic
Cooperation and Development (OECD) Guidelines on the Protection of Privacy and
Transborder Data Flows of Personal Data (Paris 1981). The OECD Guidelines (as
they are generally known) were adopted in Australia in 1984.
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