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Submitted by Vanessa Teague, viteague@unimelb.edu.au , June 2015

Senator Chris Back

Chair Foreign Affairs, Defence and Trade Legislation Committee

Dear Senator Back,

1 am currently attending an extended cryptography research meeting at UC Berkeley. In the
attached statement, many of the attendees have expressed their deep concern over Australian
export control restrictions applled to cryptography research. The signatories to this statement
include some of the finest cryptographers in the world, inventors of the algorithms we rely on every
day for electronic security and privacy. It is a tremendous privilege for me to be able to work with
these people. This is exactly the sort of free exchange of new ideas that Australians will be
excluded from under the DTCA unless there is an exemption for scientific research.

Yours Sincerely,

V Teopenn

Vanessa Teague.



Cryptographers’ statement on Australian export controls on cryptography
research

We are deeply concerned about Australia’s defence export controls restricting cryptographic research.

The academic freedom provided to cryptography researchers in Israel, the US, and most of Europe, is
paramount to building a strong research community in cryptography and cyber-security. Australian
researchers need to participate freely in this community, or risk being left behind or discouraged from
doing cryptography research at all. Local research in cryptography and computer security has great
benefits to society. Researchers train Australian students to work in cyber-security, and contribute to
a knowledge base that informs public debate on issues related to electronic security and privacy.
Cryptography can also support political freedoms: the UN Human Rights Council's recent report on the
promotion and protection of the right to freedom of opinion and expression' concluded that,
“encryption and anonymity enable individuals to exercise their rights to freedom of opinion and
expression in the digital age and, as such, deserve strong protection.”

We hope that Australia's export control laws will be amended to include an exception for scientific
research, and unequivocally believe that this is in the best interests of Australian society.
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